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Awnoranis. HaBeneHo aHaii3 BiToMHX PO3B’S3KiB 3aJadi ITO€AHAHHS CTEraHOrpaiuHUX Ta KPUNTOrpa(idHUX METOMIB UL JOCSTHEHHS
GaraTourapoBoro 3axucrty iHpopmaiii. Pe3ynpTaTi aHa i3y JO3BONIIM BUSBUTH TEHACHLII Ta MEPCIEKTHBH PO3BHUTKY LMX METOIIB. 3a pe-
3yIbTaTaMH aHaJi3y BUKOHAHO MOCTAHOBKY 3aadi JOCIIDKEHHS OO0 aJanTalil BUKOPUCTOBYBAHHX KPHITOrpadiuyHuX Ta creranorpadiy-
HHMX METOJIB JUIsl JOCSATHEHHS HAWKPAIIOro PiBHS 3aXHCTY, SKHH € HEOOXIAHHM B KPUTHYHHMX CHCTEMax. BH3HAYEeHO METPHKU Ha OCHOBI,
SIKAX MOJKIIMBO 3[IMCHIOBATH BHOIp HAMKpPAIIOro MOEJHAHHS METOAIB KpunrtorpadidHoro ta creranorpadivsoro 3axucry. IIpeacraBieHo
MeTo[ 0araTorapoBoro 3axucty iHbopmarii, sKuil moeaHye B cobi kpunTorpadivHuil Ta creraHorpadivHUN MiIXOMu Ui 3a0e3MeUeHHS
ITiIBUIIIEHOTO PIiBHS 3aXHCTy KOH(IIEHLIIHOCTI Ta milicHOCTI iH(popMarii. 3anporoHOBaHO BBECTH KpUTepii BUOOPY KpUITOrpadidHuX
[EepPEeTBOPEHb TAKUM YHHOM, 100 iX MOEAHAHHS pa3oM 3i creranorpadivHuMu AaBana Haiikpamuii edext. HaBemeno mpukian peasmisarii
METOMy AJIsl AOBEACHHs KOHIeMmil. Po3pobieHo anroput™, Mo peanidye 3anpOHOHOBAHUNA METOJ aJalTHBHOrO 0araroriapoBOrO 3aXHCTY
iHdopManii. Bu3HaueHO nepcneKTUBy MOAAIBIIHUX JOCIIKEHb.
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Abstract. An analysis of known solutions to the problem of steganographic and cryptographic methods combining to achieve multilayer
information protection is presented. Results of the analysis allowed us to identify trends and prospects for the development of these kink of
methods. Based on the results of the analysis, the research task was determined concerning the adaptation of the used cryptographic and
steganographic methods in order to achieve the best level of protection, which is needed at critical systems. Metrics were defined, those
allowed to choose the best combination of cryptographic and steganographic protection methods parameters. A method of multilayered in-
formation protection is presented, which combines cryptographic and steganographic approaches to ensure an increased level of infor-
mation’s confidentiality and integrity protection. It is proposed to introduce criteria for the selection of cryptographic transformations in such
a way that their combination together with steganographic transformations gives the best impact. An instance of the proposed method im-
plementation is given in order to prove the concept. An algorithm has been developed that implements the proposed method of adaptive
multilayer information protection. The perspective of further research is determined.
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Beryn

3axucT iHpopMalii € aKTyalbHOI0 MPOOIEMOI0 B Cy4acHOMY CBITI, A€ 1H(pPOBI 300paKeHHs! HIUPOKO BU-
KOPHUCTOBYIOTBCS B PI3HHUX Taly3sX, BKJIFOUYAIOUM KPUTUYHI CUCTEMH TaKi, sIK MEAMIMHA, OAHKIHT, IPAaBOOXOPOH-
HY JISUTBHICTH Ta 0arato iHmmMX. 3aBASKH METoJaM cTeraHorpadii € MOXKIIMBICTh IPUXOBYBATH (PAKT mepeaaBaH-
H iHpopmanii. TakuM YrHOM, KOHQIZCHIIHHICTE TaHWX 3aXUINAETHCS 3aBISKA TOMY, IIO 3JIOBMHUCHHKAM
cknaaHo ii BusiBUTH. BogHOwac kpunrorpadiyHi MeTOI JO3BOJISIOTH MPUXOBATH 3MICT HaHKX. [loerHaHHS nux
MiIX0/1iB 103BOJIE MO0y IyBaTH OAaraToapoBiid 3aXUCT AaHUX. Tak, COYaTKy 3JIOBMHUCHHKY NMOTPIOHO BUSBUTH
(hakT mepenaBaHHs JaHUX, a TIOTIM PO3KPUTH IX 3MICT, IUISIXOM PO3IIU(PYBaHHS.

AKTyaJbHicTh

[lincunenns 3axucty iH(OpMaIlii, MpuxoBaHO{ B 300pakeHHS, 3aCTOCYBAaHHIM METOJIB IM(PYBaHHI €
npupoAHNAM. Binbie Toro, 3aBASKH BIACTHBOCTI MH(PYBaHHS NEPETBOPIOBATH BHUXiAHE ITOBIAOMIICHHS y IIH (-
POTEKCT, CTATUCTHYHI BIACTHBOCTI SKOTO MOMAIOHI IO CTATHCTHYHHUX BIACTHBOCTEH BUMAJKOBUX YHCEIN, BiApi3-
HUTH BHAOOYTI BHACIIZOK CTETOAHANI3Y JaHi BiJl IIyMiB CTAHOBHUTD CKJIAIHY 3aAady Oe3 3HaHHS BUKOPHCTAHOTO
cTeraHorpagigHoro Metoay BOYJOBYBaHHA JaHUX. TakUM YMHOM TakKi METOJU MOXYTh OyTH 3aCTOCOBaHi B 3a-
Jadax KibepOe3neKkn KpUTHYHUX CHCTEM, Jie BUCYBAIOThCS IiIBUIIICHI BUMOTH II0J0 3aXHUCTy KOH(]IIEHIIIHOCTI.
Hapasi BijoMi mixoaum 10 MoeaHAHHS cTeraHorpadiyHUX METOAIB 3aXUCTy 3 Kpunrorpadiuaumu. OnHaK TONPH
Te, WO [i MiAXOAM NepeadavaroTh BUKOPUCTAHHS PI3HUX KOHTEHWHEpIB, pi3HUX alropuTMiB BOYTOBYBAaHHS Ta
PI3HUX KpHUNTOTrpadivHUX aJrOPUTMIB — BOHU 3aJIMIIAIOTHCS 11032 YBAarolO JIOCHIPKEHHS CTYNEHsI CHHEpTii 1UX
cknanosux. [Ipn nboMy BHOIp NEBHUX aJTOPUTMIB MOXKE SIK TIOKPAIyBaTH IMOKa3HUKH SIKOCTI 3aXUCTy iH(opMa-
ii, Tak iX ¥ moripmryBatu. BHacmizok mpOro HocTae akTyajbHA 3ajada BUMIPIOBAHHS Ta BPaxyBaHHs SBHIIA
CHHEprii Mk HUIMH Ta 1100yZ0Ba METOly 3aXUCTy iH(pOpMalii Ha OCHOBI BU3HAYEHHs HalKpamoi KoMmOiHaii.
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Mera

MeToro nOoCTiKeHHS € TIOKpAIIeHHS 3aXUCTy KOH(QIACHIIHHOCTI JaHUX PH OJHOYACHOMY BUKOPUCTAHHS
METOJIIB cTeraHOrpaiqHOro Ta KpUNTOrpaghiuHOTo 3aXHUCTY 32 PaXyHOK BpaxyBaHHS SIBUIA CHHEPTil MK HUMHU.

3amaui

1. IIpoaHanizyBaTH BiZOMi MiAXOAM OJHOYACHOTO BUKOPHUCTAHHS METOAIB cTeraHorpadii ta xpunrorpadii mis
3aXHMCTY KOH(IICHIIHHOCTI TaHHX.

2. BukoHatn mocTaHoBKY 3a/1a4i pO3pOOKH aIalTHBHOTO 0araromapoBoro 3axXucty iHopmartii.

3. Po3po0uTi MeTO I TaKOTO 3aXHCTY SIK JOBEICHHS KOHIICIIIII MOKIIMBOCTI TaKO1 pO3pOOKH.

AHAaJIi3 BiZToMHX J0CTiIKEeHb

AHari3 [pKepel MoKa3aB MHpPoKe MOMIMPEHHS MOEIHAaHHI METoiB creraHorpadii ta kpunrorpadii. 3o0kpe-
Ma B po0Oori [1] 3ampormoHoBaHo 3amu(pyBaHHS CEKPETHUX NAHHUX 33 JOMOMOTOI0 OJOKOBOTO CHMETPHYHOTO
nmppy AES B pexumi podorn OFB, noemnanHs ximoda mudpyBaHHS 10 3amIU(PpPOBAHUX TAaHUX Ta BOYIO-
BYBAaHHS B 300pa)keHHS METOJIOM KJIacTepHu3allii HanOmmk4doro neHTpoiga. OCHOBHUM HEIOJIKOM TaKOTO IiIXO0-
Iy € 30epiranHs Kiro4ya mudpyBaHHS pa3oM 3 TaHUMH, SKi 3aIIU(GPOBaHi MM KIIIOYEM 3 1X IT0ANBIINM Nepeia-
BaHHSAM B OJHOMY KOHTeHHepi. TakuM uYuMHOM, mK(PYBaHHS JO3BOJMIO aBTOpaM IOKPAIIUTH CTAaTUCTUYHI
BJIACTHUBOCTI BIAKPUTOI iH(OPMAIIT sl YCKIaJHCHHS BUKOHAHHS KpunroaHamizy. OIHaK MpU I[bOMY 3aCTOCY-
BaHHs Kpunrorpadii He yTBOPHIIO II€ OJMH IIap 3aXUCTY, OCKUIBKH MPH YCIILIHOMY CTeroaHajisi po3umdpysa-
TH JIaHI HE CTAHOBUTUME CKJIQJHOCTI, OCKIJIBKH 3I0BMHCHHUKY OY/Ie JOCTYITHUM KITFOY IIH(PyBaHHS.

B po0Gori [2] aBTOpH NpPONMOHYIOTH MOJBiHE BUKOPHUCTAHHS CTEraHOIPa(iuyHOTO MEepeTBOpEHHs. Takum
YUHOM BIIKPUTHU TEKCT 3alIM(pPOBYIOTH, 3TOJOM BOYAOBYIOTH B OJUH KOHTCHHED, SIKii BOYZOBYIOTH B 1HIIUH
KOHTEHHEp. ABTOPH PO3PaxOBYIOTh, 10 BHACTIIOK YCIIIIHOTO CTETaHOAHAJI3y 3JIOBMUCHUKOM OyZie BHSBICHO
JlaHi, SIKi HACTIPaBIi € KOHTEHHEPOM ISl IPUXOBYBAHHS CIIPABXHBOTO CEKPETy. BiAMOBIAHO 3MTOBMUCHUK 3yIH-
HUTH MOJANBIINN aHaANi3, OTPUMABIIN KOoHTeitHep. Ha >xanmb, aBTOpH He 3a3Ha4ar0OTh BUKOPHUCTOBYBAHI KPHUIITO-
rpadivdHi IEPEeTBOPEHHS Ta CIIOCi0 po3B’sI3aHHA 3aadi KIIFOYOBOTO TPAHCIOPTY. bijbIle TOro BOHU MPOMIOHYIOTH
BUKOpUCTaHHS MeTony LSB mis BOymoByBaHHS HaHWUX B 300paKeHHSA, KU e(DEKTUBHUH JJIsI OKPEMHIX KOHTCH-
HepiB sK-To Qainu ¢opmary *.bmp, siki HE BIINOBIAAIOTH CydacHUM (opMaTam, a TOMYy IPHBEPTAIOTH yBary
MOTEHIIHOTO 370BMHCHUKA. KpiM Toro, 3araisHUM HeloiikoM poOit [1, 2] € 3abe3nedeHHs CTiHKOCTI 3a paxy-
HOK KOHIIEMIIi1 security by obscurity, sikuit cynepeunts npuniunam Kepkroddea [3], npuiiHaTHX 32 HaWKparry
MPaKTHKY Cy4aCHUX METO/IB 3aXUCTy iH(popMaIllii.

Bigomuii miaxin [4] sikuit nependauvae noeqnanus mudpy AES-128, metony remyBanus SHA-256 Ta me-
tony BOymoByBaHHS LSB, BuxopucroBytoun Bimeomotik HEVC (high-efficiency video coding) sik xoHTelHep.
[y boTO METOy aBTOPH Iepe0avaloTh BUKOPUCTAHHS €MHOTO KITI0Ya, SKWH 3a3HA€E MPOLEAYPY PO3TOPTAHHS
Ha ocHOBI SHA-256 1 BUKOPHUCTOBY€E OTPUMaHI I'elll-3HAYCeHHS K KU JUISI ITU(QPYBAHHS Ta BU3HAYCHHS MiCIh
BOynoByBaHHs. [lomiOHMI miAXix 3amponoHOBaHWI aBTOpamu [5], ajle BOHM BHKOPHCTOBYIOTh CTAIHU KIFOY,
mmdp DES Ta ayzmio-daiinm sk koHTeitHep. HemomikoM X METOAIB € Te, M0 MPH MepeaBaHHi ayaio- Ta BiTeo-
MOTOKIB 320€3MeYeHHS CTaN0l IMBUAKOCTI € BaXIIUBIIIAM 3a KOPEKTHICTH TIepeaBaHHs NAaHWX, BiMOBITHO IO-
BTOPHOT'O MepeCcUNIaHHs KaJpiB, 1110 HAAIWIUIN 3 IOMUIKaMH He BiOyBaeThCs, 00 HE BTpayaTH TeMIl BigoOpa-
JKEHHsI KopucTyBadeBi. TakuMm YMHOM, iCHY€ HMOBIPHICTb, IO IaHi OyAyTh HOIIKOJPKEHI Mijl Yac IepeaaBaHHs, a
yepes 3au(pyBaHHs CTaHE HEMOXIIMBUM BiJHOBJICHHS BCIX MPUXOBAHUX JAHUX, IO CIIAYIOTh 32 MOIIKOKE-
HUM KajapoM. Kpim Toro, aynio-gainu Ta Bineo HEVC BHKOPHCTOBYIOTH METOJM YLIIBHEHHS JaHUX, & TOMY
LSB He 103BOJISIE IOCATTH MiHIMYMY CIIOTBOPEHbB BiJIEONIOTOKY IPU CTAJIOMY 00CSI31 JaHUX JUIs BOYIOBYBaHHS.

JleranbHUM aHali3 BiIOMUX MOEIHAHb CTETaHOIpaiuHUX Ta KPpUNTOrpadiyHUX METOMIB, HABEJCHUH B PO-
00Ti [6], Big3HAYa€ BiACYTHICTH OI[IHOK CTIHKOCTI pe3y/bTaTy Takoro moeqHaHHs. Kpim Toro, aBropu [6] Haro-
JIOUIYIOTh HAa HEAOCTATHOCTI aHaji3y BiJOMHUX METOJIB, OCKLIBKH Yy BIIOMHX POOOTax HABiTh y THUX BHIIQJKAaX,
KOJIM BiIOyBa€ThCsl aHAJ3 OTPUMAHUX PE3yJbTaTiB, TO BIH BUKOHYETHCS METOJIaMH CTETaHOAHAJIi3y, ITHOPYIOUH
KpunTorpadidyHi CKJIaloB1 3aIIPOINIOHOBAHMX METO/IIB.

[Mixxin, 3anponoHoBaHui B poOOTi [7], mependadae crodaTKy 3aCTOCYBaHHS METOJIB cTeraHorpadii 3 mo-
JanbIINM MN(PyBaHHIM KOHTEHHepy. 3aB/IsSKH 3aCTOCYBAaHHIO HIBHAKOTO METOAY IMIHM(PYBaHHS aBTOPH JOCS-
raloTh BHCOKOI IIBHIKOCTI TNEPETBOPEHHs, aje, Ha JKajib, 3alpOIIOHOBAHWI MeTox IU(pYyBaHHS HE H0-
CIIJDKyBaBCSl IOJO TIOKa3HUKIB CTiMiKocTi Ta OyIyeThCS Ha OCHOBI 3amUCyBaHHS OITiB JABOBHMIpHOTO
300pakeHHS B MAacHB 3 TpbOMa BUMipaMH Ta HaKJIAZaHHI MacoK. SIK BHIIHO i3 30BHIIIHBOTO BUTIISAY 3amrudpo-
BaHOTO 300pa)KeHHS, HABEICHOTO aBTOpaMH PoOOTH [7], MONPH 3alIyMIICHICTh, OTPUMaHy BHACIIJIOK TaKOTO
MIEPEeTBOPEHHS, BCE OJHO BHIHO OCHOBHI PHCH OPHTiHAJBFHOTO 300pakK€HHS, IO CBITYUTH NPO HEJOCTATHIO
cridikictp mudpysBanns. Kpim Toro, 3acrocyBaHHs mM(pPyBaHHS 10 KOHTEHHEpa NpHBEPTaE yBary 3JI0BMHU-
CHHKIB 10 KOHTCHHEDIB.

B po6ori [8] aBropu posrisgarots noeaHanHs LSB 3 DES, Blowfish ta quckpeTHHM KOCHHYCHUM mepe-
TBOPEHHSIM (SIK KpunrorpadiyHuMm neperBopeHHsM). CHIbHOIO cTOpoHOIO pobotn [8] € Bukopuctanus MSE
(Mean Square Error), SNR (signal-to-noise ratio) Ta PSNR (peak signal-to-noise ratio) six meTpuk st no-
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CJIJDKEHHST e(eKTUBHOCTI nuX KomOiHamiid. Ha >kanmb, BHKOpHUCTaHHS 3acTapuinX MeTOAIB mmH(pyBaHHS
Blowfish, sxwuii mae cna6ki xiroui [9], Ta DES, BpasnuBocTi sikoro Oynu BuseieHi me y 1991 pori B po6ori [10],
MOJANTBIIAN PO3BUTOK SIKOi JI03BOJIMB BHABHTH HU3KY eQeKTHBHUX aTak [11]. BiamosinHo 3100yTi B po6oTi [8]
pe3ynbTaTH HE JO3BOJLIIOTH 3a0€3MEYNTH JOCTATHIO CTIMKICTH KpHOTOrpadidHOrO mapy 3aXHCTy, a TOMY
CTIMKICTD 3a0e31euyeThCs JTHIIE METOJaMH cTeraHorpadii.

ABTOpH po60TH [12] TEMOHCTPYIOTH MOXIUBICTh 0AaraToIMIapoBOTO 3aXHCTy IJIS 3aCTOCYBAaHHS B KOHTEH-
Hepax Ha OCHOBI JAHIIOTiB NpoTeiHiB. i mporo B [12] BUKOPHCTOBYIOTH crienn(idHi MeTonu mudpyBaHHS Ta
creraHorpadii, siki BpaxoBYIOTh CIIeIU(iKy KOHTeIHepY. 30KpeMa 3alponOHOBAaHHUI MiIXi JO3BOJISIE TCHEPYBa-
TH KJIIOY Ha ocHOBI aHaiizy mousiekyn JJHK. OpHak, monpu NepcreKTUBHICTh 3aCTOCYBAaHHS IIIXOAY B Maii-
OyTHBOMY, BUKOPHCTaHHS IIbOTO MiJXOIy Ul HAHOUIBII MONIMPEHUX iH(GOPMAIIHHMX TEXHOJIOTIH Hapasi Imo-
TpeOye HOMATKOBUX peCcypciB JUld NpWAOAaHHS aHai3aToOpiB JIAHLIOTIB MNpOTEiHIB Ta iX iHTerpauii a0
iHpOpMaLIHHUX CUCTEM.

ITocranoBka 3agaui

PesynpraTn anamizy AOCIHI/KEHb IOKa3alM MEPCHEKTUBHICTh 3aCTOCYBaHHS 0araToIapOBOTO 3aXHCTY.
IIpoTe 3aranbHUM HEIOIIKOM POOIT BIACYTHICTF METPHK BIMIPIOBAaHHS CHHEPTii BHKOPHCTOBYBAaHHX aJTOPUTMIB
3axUcTy Ta KoHTelHepiB. [Ipu 11boMy JOCTiIKEHHS, IpencTaBieHi y [8], mokasamnm, mo pi3Hi koMOiHamii Kpum-
TorpaiyHUX anropuTMiB Mpu (HIKCOBAHOMY THIIOBI KOHTEHHEpa Ta CTEraHOTPaidHOTO METOIY JO3BOJSIIOTH
JOCATTH Pi3HOTO CTyIeHs eeKTUBHOCTI 3 Touku 30py MeTpuk MSE, SNR ta PSNR. TakiM 4nHOM BHILTHBAE,
IO iCHY€ aKTyajbHa 3ajada BHOOpY HalKpamux HMapaMeTpiB BUKOPUCTaHHS CTeraHorpadiyHuX Ta KpHOTOrpa-
(hiYHEX MoJeNel Ta METOAIB MPH OaraTomapoBOMY 3aXHUCTi iH(popMaIIii.

MeToa a1anTHBHOIO 6AraToIaApPOBOro 3axucTy indopmanii

B Mexax 1poro AoCIimKeHHS 00paHo HAWOLIBIN MOMMUPEHUH NUIAX MTOETHAHHS CTeTaHOTpadiqHNX Ta KPH-
nTorpadigHIX METOAIB — IMU(PPYBaHHSA KPOKIB:

Kpoxk 1: Bubip kpunrorpadigHOro alropurmy.

s mpukiaxy oOpaHo CTIHKHAN Ta TIIMOOKO TOCTiHKSHUN anroputM mudpyBaHas ak-to AES s 3axucty
Ta MOKPAIICHHS CTATUCTUYHUX MMOKAa3HUKIB iH(opMallii B 300paKeHHSIX.

Kpok 2: Bubip creranorpaiqHoro anropurmy.

3 METOK JEMOHCTpAIlil MOKJIMBOCTI peaiizamii MeToay oOpano amroputm creranorpadii Convolutional
Neural Networks (CNN).

Kpok 3: Bu3HaueHHs napaMeTpiB aganTarii.

[Momnpu Te, mo cTiiki mWKppU MaroTh GOPMYyBaTH MUPPOTEKCT, SIKMH 32 CTATUCTUYHHUMHU MOKa3HUKAMH
AHAJIOTIYHUI TOCIIZIOBHOCTI BHUIAaJKOBUX YHCEN, BAPTO BPaxyBaTH, IO BOYIOBYIOThCS 3a3BHYail HEBEIHKI 3a
o0csToM faHi. BiAMmoBiAHO CTATHCTHYHI MOKa3HUKH KOPOTKUX TOBIIOMIICHb HE 3aBXKAM MaTHUMYTh Oa)kaHi cTa-
THCTUYHI MIOKA3HUKY (aHAJOTIYHI TOCTIIOBHOCTI BUITAIKOBHUX YnceN). )i TaKMX BHTIAAKIB HEOOXiTHO BU3HAYH-
TH Tl IOKa3HUKH MuI(PyBaHHs, Ki MOKYTh OyTH 3aMiHEHi U1 BHOOPY HalKpamioro Bapianty. Hanpukian, s
HaBeJleHOTO Mpukiany 3 muppoM AES TakuM NOKa3HHKOM € peskuM pobotu OmokoBoro mudpy (sk-to CBC,
OFB, CTR Tommpo).

Kpok 4: 3acrocyBaHHs alanTUBHOI Kpunrorpadii

Jnst npuKIiany, Mo po3risaaeThes Lei KPOK peai3yeThesl NUISIXOM MK(PYyBaHHs TIOBIIOMIICHHS 32 JIOTIO-
moroio AES B pexxumi po60TH, BU3HaYEeHOMY Ha Kpolli 3.

Kpoxk 5: BOynoByBanHs 3ammppoBanoi iHpopmarii B KOHTEHHE.

BiamnoBinHO 10 HaBeJEHOTO MPHKJIALy 1iel KpoK nependoavyatiMe Bukopuctanus meroay CNN.

Bracninok amanrarii BAKOPUCTOBYBAHOTO KPHUIITOrPadivHOTO METOAY 3aXUCTY 10 moTped cTeraHorpadiy-
HOTO J0CSTa€ThCsl MOKPAIEHHS! CHHEpPril MK muMu Metoaamu. Lo 103Bosie MOKpalMTH MOKa3HUKH SKOCTI
BOy/0BYBaHHS iH(OpMaIlil B KOHTEHHED.

Jnst BunoOyBanHs iH(opManii HeoOXiTHO BUKOHATH OOEpHEHHMH Npoliec 0 3a3HaYeHOro B METOJi: CIIO-
yaTKy BUI00yTH 3 KOHTeHHepa npuxoBaHy iHdopmanito, a 3ronom posumdpysaru ii. Ha pucynky 1 HaBeneHo
ITOPUTM, IO peajli3ye 3arpoIOHOBAHUI METO/I.

i mocATHEHHS HaWKpalluxX MOKa3HHWKIB CHHEPTii MPONOHYETHCS BUKOPHCTOBYBATH KOMOIHAIIIIO METPHK
SNR, PSNR ta MSE. V Bumnajxy, Koy MOKa3HUKH SKOCTI, 10 BiJOOPaKAIOTHCS IIMMH METPUKaMH OyIyTh Cy-
MEePEeYUTH O/IHA OJIHIH, MPONOHYETHCS MPUIHATTS PILICHHS 38 MaXKOPUTAPHUM MPUHIIUIIOM.

ExcnepumeHTaNbHI A0CTIIKEHHS 32CTOCYBAHHSI METOAY

Jlis ToBEIEHHS KOHIICTIIIi PO3TIITHEMO TPHUKIIAA 3aCTOCYBaHHS MeTony. Hexail cekpeTHUM IOBiIOMIICH-
HiM € Take “The quick brown fox jumps over the lazy dog”, nonane y konysanni UTF-8. Sk meron mmdpysan-
Hi obepemo AES-128. Jlns Toro, mo0 cekpeTHe MOBIZOMIICHHS Oysi0 3pyd4Hinie oOpoOisTH HOro HeoOXiaHO
NPE/ICTAaBUTH Y BUTII psiika OalTiB, JOMOBHEHOTO HYJSIMH 10 AOBXHHHM OnoKy mm¢pa. Sk mapamerpu anan-
Tauii odbepemo Koyl mudpyBaHHa Ta pexxuM podotu 61okoBoro mmppy {key, modeOfOperations}. Bymno po3-
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pobiieHo mporpaMHuii 3acid MoBoto Dart Ha ocHoBi peanizauii AES B 6i0mioreni 3 Binkputum kogom Pointy
Castle. Ha Bxing po3po0OsieHol mporpamMu HaJXxOIWJIM TOBIOMIICHHS Ta MapaMeTpu aJalTHBHOTO IIU(pyBaHHA
TpezcTaBieHi B Tabmwi 1.

ITouaTok

3o6paskenns (1)
Ta iHdopmaris
st 3axucty (M)

BusnaueHHs iapameTpis
afganTuBHa Kpunrorpadii mis M

3acTocyBaHHS aJalTHBHOL
kpunrorpadii ast M

Bubip iHmux napamerpis
ajanTHBHA Kpunrorpadii juis M

Kpunrorpadiunuii 3axuct (AES)
E k(M)=C

Creranorpagiunuii 3axuct (CNN)
Stego(l, C) = Stego_image

TecryBanns
Ta BaJIiallis 3a/10BiIbHA?

Tax

[lepenava creranorpadiunoro
300paXKeHHs Yepe3 BiAKPUTHiL
KaHaJl 3B'SI3Ky
Transmit(Stego(l,C)+Noise

Buyuenns ta po3ummppyBaHHs
indopmarii
C' = Extract(Stego_image)
M = D_k(C")

Indopmarris,
110 3aXMIIAIACS

(M)

Pucynox 1 — Anroputm GararomapoBoi cucTeMH 3axucTy iHpopMmanii B 300paskeHHSIX
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Tabmuug 1 — Ilapamerpu afanTuBHOTO MUpPyBaHHS

HasBa napamerpis 3HaveHHs apaMeTpiB

IMoBinomiieHHS 0x71756963602062726f776e20666f78206a756d7073206f76657220746865206¢61
7a7920646f67000000000000000000

Kirou 1 0x010203040506070809000a0b0c0d0e0f

Kitou 2 0x0f0e0d0c0b0a00090807060504030201

Pexwm mmdpysanns 1 | CBC

Pexwm mu¢pysanns 2 | CTR

Bracninok 3amudpyBaHHS OTPUMAHO BapiaHTH MOTEHIIIHHUX MI(PPOTEKCTIB IS cTeraHorpadigHoro BOy-
JIOBYBaHHS B KOHTCHHEp, HABECHI B TAONHII 2.

Tabmuug 2 — Orpumani BapiaHTH NIH(PPOTEKCTIB

Bukopucrani mapa- 3Ha4yeHHs MUPPOTEKCTY
METpH MU(ppyBaHHS

{Kmou 1, CBC} Oxad3c3e6h346855b3cc4f1a62d9709004396d608c6¢cf0b85cd460d6381ad9c6cad6a2
€5118564c24a9add945510fch94f

{Kmrou 1, CTR} 0x733243f172c2feffa5d75cdb4835d4325880fb2ece35303f53b77ef9c848f06ab8388
1cldeba35b145bec1608d9415a6

{Kurou 2, CBC} Oxffab26ech4f3aa6e9d3abf3aa85cc35¢1f1b430f121bb03bd711743cc383758dfdcd8
6dd5545e6d9a97b7878ef948c58

{Kmou 2, CTR} 0xdd0869271f057b09f48cf74e9abala2dad97876bf79e2adaacf5d30b07¢c978526585
341d2715b429faf4332be7515474

HactynmauM kpokoM peaiizarii MeToqy € BHOIp OMIK OTPUMAaHUX MH(POTEKCTIB TOTO, KU TO3BOJIHTH
JIOCSITTH HaMKpaiiol cuHeprii Ha ocHoBI 3HaueHb MeTpuk MSE, SNR ta PSNR. [lyist mocipkeHHs cuneprii 0yno
BUKOPHCTAHO TPH 300pa)KeHHSI K KOHTeHHepH BOYA0BYBaHHS iHpopMallii, HaBeieHi Ha puc. 2.

“-w"‘iu\& _ \"‘—!4' Y-

,‘ -3 J')ﬂx

Pucynox 2 — Kontelinepu a5t BOYyZOBYBaHHS IIU(PPOTEKCTIB

3a pesynpraTamu BOYIOBYBaHHS OyJIO ITPOBEACHO BU3HAYCHHS OOpaHMX METPUK. Pe3yabTaTH HABEICHO B
Tabmumi 3.

Bumuii nokazauk metpuk PSNR i SNR o3Hagae, 1m0 sSKicTh cTero300pakeHHs moaioHa 10 300paKeHHS
BXifHOTO. Y BUMaAKy MeTpuku MSE — Hibk4e 3HAYeHHS CBiMYUTH, IO AKICTh CTEr0300pakeHHs MmoaiOHa 10
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300pa)KeHHs OPHUT'IHAIBHOTO KOHTelHepa. Takum 4nHOM, 3 TaONuIi 3 BUAHO, IO JJIs PI3HUX KOHTEHHEpIB Hai-
KpamuMu BUOOpaMu OyayTh pi3Hi IUPPOTEKCTH, TOOTO BiJl BUOOPY KOHKPETHHUX 3HAYECHB MapaMeTpiB KPUITO-
rpaigHOTO Ta CTEraHOrPaiYHOTO 3aXHCTy 3aJEKUTHh CTIHKICTh OCTATOYHOTO pe3yibTaTy. Tak ams 300pakeHb
A Ta B nHaiikpami nokasHuku 3abe3neuye BapianT {Kmrou 2, CBC}, a ms 300paxkenns C — {Kmou 1, CBC}.
OTxe, eKCIIEPUMEHT JO3BOJIMB TOBECTH, IO IIPH MOEIHAHHI KPUMITOrpadiqHOTO Ta cTeraHorpadiYHOTO METO/IB
3aXHUCTy 32 PaxXyHOK aJamTallii TOCATaI0ThCs Kpamli MOKa3HUKHU SAKOCTI MPUXOBYBaHHA iH(popMalii HOpiBHIHO 3
BIJOMHUMH METOIAMH, SIKi OOMPArOTh I1i IIOKA3HUKU HE3aJIeKHO OJUH BiJl OJHOTO.

Tabmuns 3 — 3nauenns metpuk MSE, SNR ta PSNR

Buxkopucrani na- 300paxeHHs A 3o06paxenHs B 306paxenns C

pameTpu mud-
pyBaHHS

MSE SNR PSNR MSE SNR PSNR MSE SNR PSNR

{Kimrou 1, CBC}  (0.000828| 386686 | 78.9517 | 0.00036 | 785984 [ 82.5655 |0.000936|2532949478.4175

{Kmrou 1, CTR} 0.000844| 379054 | 78.8651 |0.000373| 758679 | 82.4120 (0.000958 124742144 78.3156

{Kumtou 2, CBC} 0.000803| 398729 | 79.0849 | 0.00035 | 800386 | 82.6444 |0.000967 (24528849|78.2787

{Kirou 2, CTR} 0.000822| 389298 | 78.9809 [0.000377| 751223 | 82.3691 |0.000966 (24599537 78.2905

BucHoBku

B Mexax mporo DocmimpkeHHS OyIH po3poOIEHO METO 0araTomapoBOro 3aXHCTy IUPPOBUX 300pakeHb,
mo 0a3yeTbesl Ha KOMOiHaIIT KpunrorpadiyHUX Ta cTeraHorpadiyHux miaxoaiB. Ha BiqMiHy BiJ BITOMHX MiIXo-
IiB Lel MeTox mependadae ONTHMI3ALio IMiJ Yac BHOOPY BHKOPHCTOBYBAaHHX METOMIB CTeraHorpadigHOro Ta
KpUITOrpaivHOro MepeTBOpeHb, a TAKOX KoHTelHepa. [IpoBeeHuit aHai3 JO3BOJIHMB MiJTBEPIUTH aKTyallb-
HICTP MOAAJBIINX JOCTIKCHD B IIii ramy3i. Ha ocHOBI BHKOHAHOTO aHali3y 3ifiCHEHa IIOCTaHOBKA 3a7adi J0C-
mipkeHHs. J[jist JOBEACHHS KOHIICMINT MOKIJIMBOCTI PO3B’si3aHHs MMOCTABJICHOI 3ajadi, 3alpOIIOHOBAHO METO/I,
peaitizailisi KOXKHOTO KPOKY SIKOro OyJia MpOLTIOCTpOBaHa MPUKIaIaMH peajisallii BinoBiqHIX KpOKiB. Po3po0-
JIeHe TporpamMHe 3a0e3NedeHHs T03BOJIMIO TIOCTAaBUTH €KCIIEPUMEHT, SIKUil JTOBIB MOXKJIMBICTh TIOKpalleHHs 0a-
raTolIapoBOro 3aXMCTy 3a YMOB aanTallii ix napameTpis.

3anpornoHoBaHU METOJ AOIILHO BUKOPUCTOBYBATH B CUCTEMAX, JI¢ BUCYBAIOTHCS IiABUIICHI BUMOTH 0
3aXUCTY KOHQIACHIIIHHOCTI TaHUX TAKKX, IK KPUTHYIHI CUCTeMH. [lepcriekTuRa MoAabIIuX AOCTIPKEHb B [IbOMY
HarpsMi nependavaeThes B iMeHTH(DIKALIT TapaMeTpiB aJanTaiii Ta 3aCTOCYBaHHI METOJIB MATEMAaTHIHOTO MO-
JICIIFOBAHHS ISl allPOKCUMAIIIT 38/1a4i ONTHMAIBHOTO BUOOPY, sIKa PO3B’SI3YETHCSI HA €Talli aanTallil napamMmerpis
KpunTorpadivHux nepeTBopeHb. lle MoB’s3aHO 3 AMCKPETHOMO MPUPOIOI0 BXiTHHUX JaHUX. 30KpeMa y HaBeie-
HOMY IIPHUKIIAi TAKUMH MapaMeTpaMu 0yio o0paHO peKuM poOOTH OIOKOBOTO UMDY .
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YK 004:78.08
O.B. Cinarin, €.0. Cinarin, B.O. [lennciok, A.B. Jlennciok

PO3POEKA OHTOJIOI'TYHOI MOJEJII BA3U 3HAHDb
«BIBJIIOTEKA» HA BA3I CEPEJJOBHIIIA PROTEGE

BiHHUIIbKMIT HAITIOHAILHUIA TEXHIYHUHN YHIBEPCUTET, BiIHHUIISA

Awnoraniss. CydacHHH PO3BHTOK CYCIIJIbCTBA, IiJBUILEHHS CTYIEHS i TEMIIB iHTerpaii gocsrHeHb iHGOpMaLiifHUX TEXHONIOTIH y chepy
JKUTTENISIIBHOCT] TIOAWHU TPaJUIiiHI MiIX0Iu X0 MOoOYN0BY iH(GOpMALIHUX CHCTEM NepecTaloTh OYTH e(eKTHBHUMHU a00 CTalOTh HAATO
rpomizakumu. Po3poOka Ta BHKOPHCTAHHSI CHCTEM, 3aCHOBAaHHMX Ha 3HAHHAX € OJHHMM i3 IUIIXIiB BHUpilIeHHsS wiei mpobiaemu. Matepian
POOOTH MPHCBSIYECHO OHTOJIOTIYHOMY MOJCTIOBAHHIO HOBOI IIpeAMETHOI rany3i «bibmiorekay. OHTOOTIS PO3IIAAETHCS B KOHTEKCTI OOMiHY
3HaHHsAMHU. CTBOpEHa OHTOJIOTIYHA MOJENs 0a3u 3HaHb «biOmioTexa» € JOCHTh Cy4acHOIO Ta aKTyalbHOIO Ha choromHi. Po3pobiena
OHTOJIOTiYHA MOJeNb 0a3u 3HaHb y Wil ramy3i Moxke OyTH peani3oBaHa Ha TEMAaTHYHHX BeO-pecypcax i 3HAYHO MOJETIINTh CeMAaHTHIHHI
nomyk iHdopmamii B Mexax mpeaMeTHoi oOyacTi y MOPIiBHAHHI 3 ICHYIOUMMH. TepMiHONOTIYHHN CIOBHHK i3 Li€i mpeaMeTHoOl rajysi
BU3HAYAETHCS 32 JJOIIOMOI'OI0 MOHATTS TEPMIHOCHCTEMH. 3MIHCHEHO aHali3 MOXJIMBOCTEH CepemoBHUINa po3poOku oHToNOrii Protégé mis
MO/IEITFOBaHHS KOHKPETHOI npeamMeTHoi obacti «bibmiorekay. O6paHo 6a30BHil MPUHIMIT MOJETIOBAHHS OHTOJIOTII Y BUIIISAI CEMaHTUYHOT
Mepexi. 3amponoHOBaHa MEpeKa Ma€ MOMIIHMBICTh PO3IMIUPHUTH Ta MOTJIMOUTH 3HAHHS PO mpeaMeTHy cdepy «bibmiorekay. Bukopucranus
cepenoua Protégé mus peamizanii oHTONOr YHOI MoJeNi 6a3u 3HaHb JTO3BOJIMIIO BUKOPUCTATH NEpEBary Ta 0COOIMBOCTI CTBOPEHOI MoJei
«bibmioTekay, SK: CTPYKTYpOBAaHICTh, MOBHOTA, Pe(IEKCHBHICTh, (YHKI[IOHAIBHICTh, TPAH3UTHUBHICTb, MOCTOBIPHICTH Ta Y3TrOKEHICTH
indopmarii. O6paHO Ta BUKOPHCTAHO KPUTEPIiii OLIIHKH KOPEKTHOCTI OHTOJIOTIYHOT Mozei Oa3u 3HaHb. [IpoBejeHO TecTyBaHHS pO3pOOICHOT
OHTOJIOTIYHOI 6a3H 3HaHB 1 MIATBEPIHKEHO JOCUTH BHCOKHH piBeHb il KOpeKTHOCTI B npomneci indopManiiiHoro nonryky. CepenHiil moka3HHK
(Average) 3a Metpukoro SUM, Bu3HaueHHIA U1 BCIX KOPUCTYBadiB, NOpiBHIOE 83,25%, 10 € NPHAHATHIM MOKa3HHKOM OHTOJIOTTYHOI 0a3u
3HaHb. [Ipy BHKOPHCTaHHI KIacCHYHOI PeNILiAHOI Mozeni opraHizamii 6a3u maHux st pearizamii Oasu manux «bibmiorekay». cepemms
merpuka SUM s 10 kopuctyBaviB CTaHOBHUTH 75,26%. PosrisiHyTo npukian po3poOiieHoi ontosorii B Protégé, HaBemeHo rpadiune
300paskeHHs1 6a30BOro rpady OHTOIOTIUHOI Mozeri 6a3u 3Hanb «bibmioreka», Monesp Brioyae 10 kiacis i miakaacis, s KOXKHOTO Kiacy i
migKiacy BH3HAYEHO 2 BIACTUBOCTI-BIAHOCHHM Ta 10 10 BIAaCTHBOCTEH-IaHMX, HABEACHO MPHUKIAJ KIACiB OHTOJOTIYHOI MOJENi
«bibioTeka», HABEICHO MPUKIIAJ «BJIACTHBOCTI-BIJHOCHHMY» OHTOJIOTIYHOI Mozeni «bi0iioTekay, HaBEICHO MPHUKIIAA «BIACTHBOCTI-IaHI»
oHToJoriuHoi Moneni «bibmioTekay. Biu3HaueHO MOXKIHBI HAPSIMKH TOJATBIIOT0 PO3BUTKY OHTONOTYHOT Mozeni «bibmioTekay.

Ka104oBi ci10Ba: OHTOIOTiYHA MOJIETb, 0i0JTi0TEKA, CEMAHTHYHUI MOUIYK, 6a3a 1aHUX, Protégé.

Abstract. Modern development of society, increasing the degree and pace of integration of information technology achievements into the
sphere of human life, traditional approaches to the construction of information systems cease to be effective or become too cumbersome. The
development and use of knowledge-based systems is one way to solve this problem. The material of the work is devoted to the ontological
modeling of the new subject area «Library». Ontology is considered in the context of knowledge sharing. The created ontological model of
the «Library» knowledge base is quite modern and relevant today. The developed ontological model of the knowledge base in this field can be
implemented on thematic web resources and will significantly facilitate the semantic search of information within the subject area in
comparison with the existing ones. The terminological dictionary of this subject area is defined using the term system. An analysis of the
capabilities of the Protégé ontology development environment for modeling the specific subject area «Library» was carried out. The basic
principle of ontology modeling in the form of a semantic network was chosen. The proposed network has the opportunity to expand and
deepen knowledge about the subject area «Library». Using the Protégé environment for the implementation of the ontological model of the
knowledge base made it possible to use the advantages and features of the created «Library» model, such as: structuredness, completeness,
reflexivity, functionality, transitivity, reliability and consistency of information. The criterion for assessing the correctness of the ontological
model of the knowledge base was selected and used. Testing of the developed ontological knowledge base was conducted and a fairly high
level of its correctness in the process of information search was confirmed. The average indicator (Average) according to the SUM metric,
determined for all users, is equal to 83.25%, which is an acceptable indicator of the ontological knowledge base. When using the classic
relational model of database organization to implement the «Library» database. the average SUM metric for 10 users is 75.26%. An example
of the developed ontology in Protégé is considered, a graphical representation of the basic graph of the ontological model of the «Library»
knowledge base is given, the model includes 10 classes and subclasses, 2 properties-relations and up to 10 properties-data are defined for each
class and subclass, an example of the classes of the ontological model is given «Library», an example of the "property-relations” of the
ontological model «Library» is given, an example of the "property-data" of the ontological model «Library» is given. Possible directions of
further development of the ontological model «Library» have been determined.

Keywords: ontological model, library, semantic search, database, Protégé.
DOI: https://doi.org/10.31649/1999-9941-2023-58-3-12-21.

Beryn
Po3BuTok cywyacHuX iH(QOpMAIifHUX CHCTEM, 10 3acCHOBaHI Ha 3HAHHAX, 3YMOBJIIOIOTH Ta
HiATPUMYIOTBCSI CYY4aCHUM HAyKOBO-TEXHIYHUM IpouecoM. OTke, BaXIMBUM UYHHHUKOM CTa€ IiJABUIICHHS
MPOIYKTUBHOCTI iH(pOpMamiiHuX cucteM. OJJHUM i3 MEPCHEKTUBHUM Ta aKTyaJIbHUM HaNpsIMKIB pO3B’s3KY €]
3a/1a4i € po3poOKa OHTOJIOTIYHUX IHQOPMAIIMHUX CHCTEM Ha OCHOBI 0a3 3HaHb. OO0'€KTOM JOCTIDKEHHS €
PO3p0o0Ka OHTOJIOTIYHOI CUCTEMH, 10 0A3yIOTHCS HA 3HAHHSX.

AKTyalbHicTh
Tematnka cTaTTi MPHUCBSYCHA CTBOPEHHIO OHTONIOTIYHOI Mopeni 6a3u 3HaHb «bibmioTeka», sKa €
JIOBOJIi aKTyaJbHOIO Ha ChOTOJHIIIHIN JIeHb. Po3pobiiena oHTONIOTIUHA MOJIeNTh ©0a3U 3HAHB IILOTO HANPSIMKY Mae
Ta MOke OyTH BIIpOBa/DKEHa Ha TEMAaTHYHHMX BeO-pecypcax i 3HAYHO MOJIETHIYBaTH CEMaHTHYHHH MOIIYK
iHpopMmanii B Mexax npeaMeTHoi obsacti. JlaHa TemaTnka TakoX YyZOBO BUKOPHUCTOBYETHCS JUIS IPOBEACHHS
JIOCIIJDKEHHSI MOXIIMBOCTEH pemakTopy ontonoriii Protégé. PospoOka onTosOriuHOI Moneni 0a3u 3HaHb

12 oB. Cinarin, €.0. Cinarin, B.O. [lenuctok, A.B. Jlenucrok, 2023
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«bibmioteka» Ha 0a3i cepemoBumia Protégé m03BONIIE MPOBECTH MOCIHIKCHHS MOXIHUBOCTEH pPEIaKTopy
OHTOJIOTIH, 3pOOUTH BHCHOBKM NPO AOLIJBHICTh PO3IIMPEHHS (DYyHKIIOHAIBHOCTI CEPEAOBHINA MPOCKTYBAaHHS
a00 BCTaHOBJICHHS JOAATKOBUX IUIATiHIB y MAaHOYTHEOMY B pa3i HEOOXiTHOCTI

Merta aocJaigKeHHs

MeToro moCHipKeHHS € 30UMBIICHHS IOBHOTH Ta KOPEKTHOCTI CEMaHTHYHOTO IIOIIYKY iH(popmamii
KOpHCTYBa4aMM 32 paxyHOK CTBOPCHHS HOBOi OHTOJIOTIYHOI Mojemi 0a3u 3HaHp "Oibmioreka" Ha 0asi
cepenoBuiia Protégé. 3asHaucHa MeTa JOCSTAEThCS CTBOPEHHSIM HOBOI OHTOJIOTIYHOI MOjeni 0a3u 3HaHb 3
BUKOHAHHSAM TaKUX OCHOBHMX 3aBJIaHb JOCHI/DKEHHS: JOCHIINTH TpeIMETHY O0JIacTh IJIsi CTBOPEHHS
OHTOJIOTIYHOI Mozedi 0a3u 3HaHb; CTBOPUTH 0a30BY rpadiuHy MOAENb CEMaHTHYHOI MEpexi; peanizyBaTu
OHTOJIOTIYHY MOAENb 0a3u 3HaHb CYyYaCHHMMH IPOTPaMHHMMH 3aC00aMH; MPOBECTH TECTYBAaHHS KOPEKTHOCTI
NOIIYKYy iH(poOpMamii B peasi3oBaHii OHTOJIOTIYHIA 0a3i 3HaHB; PO3MIIIHYTH MOXKJIMBOCTI PO3LIMPEHHS Ta
MEpPCIIEKTHBH PO3BUTKY OHTOJIOTIYHOT MOJiesi Oa3u 3HaHB.

Marepianu Ta MeTogM HOchiKeHHA.  Ha modaTtky po3poOKH OHTONOTiIYHOI Mojeni 0a3m 3HaHb
«bibmioTexay Ha 6a3i cepemoBumia Protégé HeoOXinHO MOOYIyBaTH TEPMiHOJIOTIYHUHN CIOBHUK IS IPEIMETHOL
obmacti «bibmioreka». HacTymHUM eTammoM CTBOPEHHS OHTOJOTiIYHOI Momeni 0a3m 3HaHB «biOmioTeka» €
CTBOpeHHsI 0a30BOi TpadigyHOi MOZeTi CEeMaHTHYHOI MepeXi y BUIIAI (parMeHTy CEeMaHTHYHOI MEpexi.
HeoOxigamM etamom moOynoBu OHTONIOTIHHOT Monenmi «bibmioTekay € HacTymHHUE KpOK, a came 11 peami3ailis
3aco0aMu CydacHOTO MPOrpaMHOro 3abe3reyueHHs - 3acobamu Protégé (BUThHMIA, BiTKPUTHI PelaKTOP OHTOJOTIH i
¢peiiMBopK 1u1st TOOYIOBH 0a3M 3HaHB); TAKOXK HA LIOMY eTarli Tpeba 3adiKcyBaTH KIIOYOBI KOHIENITH 1 TEPMHU,
3aKo/lyBaTH iX. 3aBeplLIaJbHUIT €Tal NPUCBSIYEHO MPOBEJICHHIO TECTYBaHHS KOPEKTHOCTI MOLIYKY iH(popMalii B
peanizoBanili 3acobamu Protégé onrosoriuHiii 0a3i 3HaHb Ta OLIHII KOPEKTHOCTI IIOIIYKY 3a IOMOMOIOO
meTpuku Single Usability Metrics (equHuii 103a01TiTi-IOKa3HKUK, KU 00’ €HYE CTaHIAPTH30BaHI MOKA3HUKH
MPOJIYKTUBHOCTI, €()EKTUBHOCTI Ta BiANOBITHOT 38 JOBIIbHOCTI BUKOPUCTAHHS B €IMHY OLIIHKY).

AHaJli3 0CTaHHIX J0C/TilKeHb Ta myOJikauii

OHTOIOTiSl Y KOMITTIOTEpHIH JIHTBICTHIII BHU3HAYAETHhCA K «crernudikamis koHmenTyamizamii» (Tom
I'pybep, 1992p.) [1, 2]. Posrmsmaerscss oHTONOTIS y KOHTEKCTI OOMiHY 3HaHHAMH. TakuM YHHOM, MOKHA
BHU3HAYHUTH OHTOJIOTIO AK omuc (popMmanpHa crenudikaris MmporpamMu) BiJHOCHH 1 KOHICHIIH, SKi MOXYTh
ICHYBaTH U areHTa a00 MHOXHHH (CIIIJIPHOTH) areHTiB. Take MOHSTTS BiAIOBia€ BUKOPUCTAHHIO OHTOJOTI SIK
Ha0Opy BHM3HAUeHb KOHILEMNLI Ta € OUIbII 3arajJbHUM. 3aBJaHHs OHTOJIOTII MoJisirae y 3abe3neueHHi 0OMiHy
3HaHHSAMH Ta IX MOBTOPHOTO BUKOpHCTaHHs. OT)Ke OHTOJNOTIS - 1e crienudikalis, ska BUKOPUCTOBYETHCS IS
NPUIHATTS OHTOJOTIYHUX 3000B'A3aHb, HaOip BU3HaueHb (GopmanbHOi Nekcuku. Lle He exuHMil croci6 3amaTu
KOHIENTyali3alito, BiH Mae JesKi IO3MTHBHI BJIACTUBOCTI Jyisi OOMIHY 3HAHHSMH MIDK INPOrpaMHHUM
3a0e3neveHHsM (HalpUKIIaJ, CEMaHTHKA, He3aJie)KHa BiJl yMTauya Ta KOHTEKCTY). [IpakTHYHO, OHTOJIOTIYHE
3000B’s13aHHsI - 1€ YrojJa BHUKOPHUCTOBYBATH CJIOBHHUKOBHMA 3amac (TOOTO CTaBUTH 3allUTH Ta POOHUTH
TBEPUKEHHS) Y CIIOCiO, KW € MOCTITOBHUM (aJie He IOBHUM) IIOAO0 TE€Opii OHTOJOTII.

MHoxwuHa (opMallbHO MPEICTABICHUX 3HAHb 0a3yeThCs Ha KOHIETTYyalli3amii: 00’€KTH, KOHIENI{ Ta
IHIII CYTHOCTI, SIKi, SIK TIepen0adaeTbesl, iCHYIOTh Yy MeBHIH 00JacTi iHTepecy, i BITHOCHHH, SKi ICHYIOTh MiX
Humu. KoHIenTyauisamiss CTaHOBHTH COOOIO CIIPOUICHHH, aOCTpaKTHHH TOTIIAN HA peabHUN 00 €KT, SKHI
MPE/ICTABISIETHCS 3 METOIO0 BUKOpUCTaHHA. KOXKHIN cucTeMi, 3acHOBaHIl Ha 3HAHHAX, 0a3l 3HaHP a0 areHTy Ha
piBHI 3HAaHB BJIACTHBA BiJINIOBiTHA SBHA YW HESBHA KOHIICTITYaIIi3aIlisl.

[Tix MOHATTAM «OHTOJIOTiS» PO3YMIIOTh SBHY cnienudikamito KoHnenryanizamii. s cucrem mTy4HOro
IHTEJIEKTY «iCHY€ Te, 10 MO)KHa MpeicTtaBUTH». Koiu 3HaHHS NpPO HpenMeTHY o0JIacTh NPENCTaBICHO B
JeKIapaTuBHOMY (opmaitiaMi, HaOip 00’€KTiB, SKi MOXYTh OyTH IIPEJICTABJICHI, HA3UBAETHCS BCECBITOM
muckypey. Came Takuii Habip 00’€KTiB 1 3B’S3KM MK HUMH, SKi MOXHA OIMCAaTH, BiIOOpPaXKyrOThCS B
perpe3eHTaTUBHOMY CIIOBHHUKY, 32 JIOIIOMOT'OI0 SIKOTO MpOorpama, 3aCHOBaHa Ha 3HAHHSX, [IPEACTABIISIE 3HAHHSL.
OTXe, y KOHTEKCTI IITYYHOTO IHTEJEKTY MOJJIMBO OIMCATH OHTOJIOTIIO TIPOTpaMH, BH3HAYHBINK HaOip
perpe3eHTaTUBHUX TEPMiHIB. Y Takili OHTOJIOTI] BU3HAUEHHS MOB’SI3YIOTh Ha3BU CyTHOCTEH Y BCECBITI TUCKYPCY
(HanpukIiaz, Kiacyu, BiIHOCUHM, QYHKIT 41 iHIII 00’€KTH) i3 3pO3yMIJIMM JUISl JFOJUHU TEKCTOM, SIKHH OITUCYE,
10 O3HAYAIOTh Ha3BH, Ta (OPMAIBHHMHU aKcioMaMH, SIKi OOMEXYIOTh IHTEpIpeTalilo Ta 100pe chopMoBaHe
BUKOPHCTAHHS [IUX TepMiHiB. POpPMaIbHO OHTOJIOTIS - IIe TBEpKEHHs JIoTiyHoi Teopii.[1]. 3aranbHi oHTOMOTIT
BUKOPHCTOBYIOTBCS ISl OIIMCY OHTOJIOTTYHMX 3000B’s13aHb JUIsl HA0OPY areHTiB, 00 BOHN MOTJIM CIUJIKYBaTHCS
PO 00JIaCTh JUCKYPCY, MPUIOMY, HE 00OB’SI3KOBO OTEPYIOUH TII00ALHOIO Teopi€eto. SIKIO crocTepexyBaHi il
areHTa y3ro/DKYIOThCSl 3 BH3HAYEHHSIMH B OHTOJIOTIi, TOJI areHT MOXX€ BHUKOPHCTOBYBAaTH OHTOJIOTiHO. [hes
OHTOJIOTIYHUX 3000B'S3aHb 3aCHOBaHA Ha 3HAHHAX IEPCIEKTUBHUX DiBHIB. L{iTKOM CIyIIHO BH3HAYHUTH PiBEHBb
3HaHb pPIBHEM OIIMCY 3HAaHb areHTa, SKUH HE 3aleXHUTh BiJ IPEACTABICHHA Ha piBHI CHMBOJIB, SKUH
BUKOPHCTOBYETHCSI BCEPE/IUHI areHTa. 3HAHHS MIPUIHCYIOTh areHTaM IIUIIXOM CIIOCTEPEIKEHHS 3a IXHIMH JIsIMHU;
areHT IIOCh «3Haey, AKIIO BiH Ji€ Tak, HIOM Bomojie iHpOpMali€lo, 1 i€ parioOHANBHO JUIS JOCATHEHHS CBOIX
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uineit. Taki «zii» areHTiB (Takox cepBepH 0a3 3HaHb 1 CUCTEMH, 3aCHOBaHI HA 3HAHHIX) MOXKHA [M00aYUTH Yepe3
(yHKIIOHATBHUH 1HTEpeHC «CKaXu Ta 3aIUTai», SIKUM KIIEHT B3a€MOJIE 3 areHTOM, TIO1aB€E 3aIUTH (3aIUTYE)
Ta GOPMYITIOE JIOTiUHI TBEPIKEHHS (PO3IMOBiIaE).

3aragbHa OHTOJIOTIS BHM3HAYa€ CIOBHHKOBMH 3amac, 3a JOMOMOTOI0 SKOTO areHTH OOMIHIOIOTHCS
3amuTaMH Ta TBEepIKCHHAMH. OHTONOTIUHI 3000B’S3aHHS - 1€ JOMOBJICHOCTI IOI0 BUKOPHUCTAHHS CIIITEHOTO
CIIOBHHKOBOTO 3aIacy y3TOJDKCHHM 1 IOCIiJOBHUM YHMHOM. ATEHTH, SKi MalOTh CIIJIbHUN CIIOBHHKOBHII 3arac,
HE TOBHHHI CHIIIFHO BHKOPHUCTOBYBAaTH 0a3zy 3HaHb; KOKEH 3HA€ Te, YOr0 HE 3HA€ IHMHWH, i areHT, KUl
3aliMa€eThCsl OHTOJIOTIEI0, HE 3000B'I3aHUI BIIMOBINATH Ha BCI 3alMTH, SKI MOXYTh OyTH c(OpPMYJILOBaHI B
CHIJIBHOMY CJIOBHHKY. [IpUXMIIBHICTB 10 3arajibHOT OHTOJIOTII € rapaHTI€0 y3roPKEHOCTI, ajie He IIOBHOTH I1[0J10
3aIUTIB 1 TBEP/XKEHb, 10 BUKOPHCTOBYIOTh CIOBHHKOBHH 3amac, sKuil BU3HauYeHWH B oHTOOrii. OHTOJNIOTIT
YacTO OTOTOXHIOIOTh 3 TAKCOHOMIUHMMH I€papXisiMH KJaciB, aje BH3HAYCHHSM KJIAciB 1 BiJHOLIEHHSIM
HiIpaxyHKy, ajle OHTOJIOTii He 000B’A3KOBO 0OMEXYIOThCsl UMK (hopmMaMu. OHTOJIOTIT TaKOXK HE 0OMEKYIOThCS
KOHCEpBAaTHBHUMHU BU3HAYEHHSIMH, TOOTO BH3HAYEHHSMH B TPAJMLIHHOMY JIOTIYHOMY PO3YMiHHI, SIKi JuIIe
BBOJIATH TEPMIHOJIOTIIO 1 HE AOAAIOTH JKOTHUX 3HaHB Mpo cBiT. 1I[06 BM3HAUNTH KOHIENTYaNi3amioo, HeoOXiaHO
c(hOpMyYITIOBATH aKCiIOMH, IKi 00OMEXYIOTh MOXKJIHMBI iIHTepIIpeTalii BH3HAYCHNX TEPMIiHiB.

Bimomi Taki po3mmpeHi BH3HAa4YCHHSA OHTOJNOrii 3a ['yOeprom: ekciorimuTHa crernudikamis
KOHIICTITYali3amii, e K KOHIENTyai3aIlis BUCTYIae Omiuc 0e3miui 00'eKTiB IpeAMETHOI 001acTi Ta 3B'SI3KIB MiXk
HUME;, (popManbHa crenu@ikaris KOHIENTYyali3amii, 0 pO3AUIIETECS, sIKa Ma€ Micle B JEsIKOMY KOHTEKCTi
npeaMeTHoi obmnacti; 0a3a 3HaHB, MO OMUCYE (aKTH, SKi TependadaroThes 3aBKIM ICTHHHHIMH B PaMKax
MEBHOTO CYCIJIbCTBA Ha OCHOBI 3araJIHONPHIHATOTO CEHCY CJIOBHHMKA, IO BUKOPHCTOBYETHCS; 3HAHHI,
(dopmanbHO TpeACTaBICHI HAa OCHOBI KOHLenTyamizauii ((GopMajabHO OHTOJIOTIS CKIIQJAETHCS 3 TEPMIHIB,
OpraHi30BaHUX y TaKCOHOMIlO, iX BH3HAa4YeHb Ta aTpUOYTIB, a TAKOX IOB'SI3aHUX 3 HUMHU aKCiOM Ta IMPaBUII
BUBEJICHHS).

[TonsiTTss oHTONOTI] 3HAHP HAOyJO BaXIIMBOTO MPAKTUYHOTO 3HAYEHHS OCTaHHIM 4acoM y cdepax
IITYYHOTO IHTEJEKTY, YIPaBIiHHS 3HAaHHAMU Ta pPO3POOKM CKIAIHHUX CIelialTi30BaHuX iH(pOpMaLiifHuX
pecypciB. s ceniamicTiB 3 pi3HHUX cep € HEOOXITHUM CTPYKTYpH3alis 3HaHb y MeKax MpeaMeTHOI 00macTi
ix mocuimxkeHHs. [etanpHa (opmarizamis 3HaHP Mae Ha METi MOOYIOBY KOHIIETITYyaJdbHOI CXEMH IPEAMETHOI
obmacti. Taka cxema OyAyeTbcs Ha OCHOBI JBOX 0a30BUX TEPMiHIB, a caMe Ha0Opy MOHATH Ta iH(popMarii mpo
maHi moHATTAS [1,2]. BinmpmiicTh Cy4acHHX aBTOMATH30BaHHX CHCTEM YCIIIIHO peaizyeTbesi MoOyI0BOIO
JETaJbHUX KapT HA0OPY MOHSTH. BTk CKiIagHiM 3aBIaHHAM € MpaBIIbHA IMO1a4a yciel MOXIIMBOI iHpOpMarii
1o MOHATTS. BracTHBOCTI 00’€KTiB, BiJHOILIEHHS! MK HUMH, OOMEKEHHS yCiX BIJIOMUX BHIIB (3 ypaxyBaHHSAIM
TUIY JaHAX Ta OOMEXKEHb Ha B3AEMOJII0 MEBHUX 00 ’€KTIB MK CO000), akCioMH — Ii¢ 3HAYUMI OJIOKH
inpopmarii. Protégé — me pemaxrop onrosoriii [3]. Ilpencrasise co00r0 OIWH i3 HANMOTYKHIMIKX 3ac00iB
(dhopmatizarii 3HaHb, SIKHI MOXKE Peati30ByBaTH OUIBIICTE B3aeMO/Iii 00 ekTiB. Kpim Toro, Protégé e cucremoro
3 MOXKJIMBICTIO PO3IIMPEHHS (PYHKIIOHATBHOCTI, 1110 JO3BOJISIE JOMOBHIOBATUCS Ta PO3BUBATHCA.

Buxsag ocHOBHOro Mmarepiany

BimmpaBHUM KpOKOM IIpH CTBOPEHHI OHTOJNOTIYHOI Mozeni ©asm 3HaHB «biOmioTeka» € moOymoBa
TEPMIHOJIOTIYHOTO CIIOBHHKA I mpenaMeTHol obmacti «bibmioreka». TepMiHocHcTeMa TpeacTaBisie cOO0r0
CHCTEMaTH30BaHy CyKYIHICTh TE€PMiHIB II€BHOI IPEIMETHOI 00JIacTi, sIKa CTBOPIOETHCS EKCIIEpTaMU Ha OCHOBI
Teopil Ta Ma€ Taki BIACTHUBOCTI: BIAKPUTICTh, CHCTEMHICTh, IOBHOTA, IWHAMIYHICTH, HECYNEPEWIHBICTh Ta
BiqHOCHa cTaOimpHICTh [4]. [Ipn HasSBHOCTI AEKINTBFKOX TEOpidl B OAHINA MpeaMeTHIH 00JacTi MOXKYTh iCHYBaTH
MHOXKMHA TEPMIHOCHCTEM. Y MpOIECi PO3BUTKY OHTOJIOTIi HEOOXiHO PO3BMBATH KOXKHY i3 HMX OKpPEMO, aje
OCHOBa MOBHHHA OYyTH €AWHOIO (CHUIBHOM). 3MICTOM MEpIIOr0 KPOKY € CTBOPEHHS CTPYKTYypPH30BaHOI
MiHIMaJIbHOI TabaMUi 3 OCHOBHUMH JediHinisiMu MaiiOyTHbOI oHTOsOTIi. [lyIsi HBOro HEOOXIJAHO BpaxyBaTH
OCHOBHI ITOHATTS, BIJOKPEMHTH iX BiJl APYTOPATHHUX Ta 00paTH HAHOIUIBIN SCKPaBi MPUKIAAA NIEBHUX TEPMiHIB y
BUTJISI/II KJIACIB 1 CTBOPUTH iX iepapxiro. lepapxist TOMMOBHIOETHCS 1O Mipi HOTJIHOJICHHS 1 PO3IIMPEHHS OHTOJIOT].
bazuc iepapxii MoBUHEH JaTH JOCTAaTHE YSBJICHHS TPO CTPYKTYPY MPEAMETHOI 00JIACTi KOpUCTyBaueBi abo
PO3pPOOHUKY, SKMM OM HECKIHUCHHO MajiuM He OyB ioro HaOip 3HaHb y AaHOMY HanpsiMKy. OcoOiMBiCTH
00paHoi mpeaAMeTHOT 00J1acTi Mojsrae y ToMy, 0 BOHA TOPKA€EThCS SIK BHYTPIIIHIX 1O KpaiHM Tak i 30BHIIIHIX
BUJIaHb, SIK BUKOPUCTaHHS Y YUTAIBHOMY 3aJli 010JII0TEKH TaK i KOPUCTYBaHHS a0OHEMEHTOM.

Craryc 0i0yioTek, MpaBOBi Ta OpraHi3amiiiHi 3acagu AisiabHOCTI 6i6mioTek i 6i0Mi0TEeYHOI cIpaBU B
VYkpaini, gocTy1 10 iHpopMalii, 3HaHb, 3Ty4eHHS JI0 LIHHOCTEH HalliOHAIBHOI Ta CBITOBOI KYJIBTYPH, HAYKH Ta
OCBiTH, 110 30epiraroTbes B 6i0mM0TeKax rapaHTyeThCS 3aKOHOAaBCTBOM YKpainu [5]. Crannmaprtu 3 iH(pOpMaIii,
6i0miorpadii, 6ibmioTedHoi Ta BUAABHIYOI CLIpaBH BimoOpakeHi y BiAMOBIIHUX JOKyMeHTax [6].

Kpim Toro, 3 ypaxyBaHHSAM MIXHApPOIHHUX, HALlIOHATFHUX CTaHJAPTIB Ta BUAABHIYOI MPAKTHUKH MOXKHA
BHOKPEMHTH JIeSIKi OCHOBHI BH/IM BUIABHAYOI MIPOIYKITi] 32 TAKMMH y3aralbHEHUMH O3HaKamu [7].
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1. TlepioguyHicTh BUIYCKY B CBIT THX YM IHIIMX BUAIB BHIaHb. OMHI 3 HUX BUXOJATh OJHOPA30BO (KHUIH,
Oponrypu), iHIII MarOTh 3a37ajeriib BU3HAYCHY KiJIbKICTh Ha3B IPOTATOM IEBHOTO NMPOMIKKY 4acy —
POKY, KBapTaiTy, MiCSII 9H THKHS (aIbMaHaXH, )KypHAIIH, Ta3eTh).

2. Xapakrep indopmamii. Maerbcs mpo psaa O3HAK, 3a SKHMH BH3HAYAIOTHCS CTHIBOBI i JIGKCHUHI
OCOOJIMBOCTI TBOPEHHS TEKCTIB 3aJIEKHO Bil (YHKIIOHAJIHHOTO MPH3HAYCHHS — HAYKOBi, OQimiiHi,
BUPOOHWYI, HABYANbHI, TOBIIKOBI, JIITEPATYPHO-XYJOXKHI.

3. ®opma 3HakiB, SKHUMH (iKCyeThCs Ta mepenaerbes iHpopMmaris. Lle mMoxyrs Oyt TexcToBi (OyKBeHi),
HOTHI 44 KapTorpadivyHi 3HaKH.

4. MarepiaabHa KOHCTPYKIIisi, a00 30BHIIIHA OymoBa Bumanb. CKaxiMo, KHHTa, OpoIIypa, )KypHaj, ra3era,
HE3Ba)KAIOYHM Ha CBOI, BIIMiIHHI BiJl IHIIKX, pO3MIipH, OOCSATH, MAlOTh HEMAJIO CIUIBHUX O3HAK y MOOY/IOBI:
BIZMOBITHO 33PYKOBaHi 1 CKpiruieHi abo BCTaBlieHI Y NEBHOMY IOPSAKY IIMAJIBTH, SKI MOXKHA TOpTaTH,
CKJIQJIaTH, TEBHI 3aXMCHI YM PO3Mi3HABaJbHI €JIEMEHTH IMX MIMAJIBT TOIIO. 30BCIM iHIIA KOHCTPYKLIS B
€JIEKTPOHHOTO BUAAHHS, Jie iH(popMalis (PIiKCYeThCS HA €JIEKTPOHHUX HOCISX.

5. MosHa o3Haka. BumanHs Moke OyTH OpHWTiHANGHUM, BHUIYIICHHM [EPKaBHOIO a00 iHIIOI MOBOIO; Y
nepekiazi 3 Oyab-sgKoi iHO3eMHOT MOBH; 3 MapajebHIM TEKCTOM JIBOMa a00 KiTbKOMa MOBaMH.

6. IloBTOpHIiCTH BHIYCKY. 3a IIMMH O3HaKaMH MO)KHa BU3HAUUTH BHIAHHS, SKi BUITyCKAOThCS BIEpIIe, a0o
pi3HI BapiaHTH epeBUAaHb (JOITOBHEHUX, BUIPABICHHUX 1 ITepepoOICHUX TOIIIO).

7. ®opmat. BaxmuBo po3pi3HATH ManohopMaTHi, MiHIaTIOPHI BHAAaHHS CcTaHmAapTHUX QopmariB. KinbkicTs
CTOPIHOK HEpPiJKO € IPHHLHUIIOBOIO y BiIHECCHHI TOTO YH {HIIOTO BUAAHHS 10 IIEBHOrO BUAY. Tak, BUAaHHSA
obcsiroMm Bix 1 10 4 cropiHOK — L JUCTiBKa, oOcsiroM Bix 4 10 48 cTopiHOk — Opoinypa, a 00csIrom
noHaj 48 CTOPIHOK — KHHTa.

VY tabnuui 1 Hanano 6a30BuWil HaOip 3HAHB Ta YSBJIEHb Uil MTOJAIBIIOTO PO3YMIHHS MPEeIMETHOI 00JacTi
«bibmiorekay.

BaxmMBHMM HAacTYIHMM KPOKOM CTBOPEHHsI OHTOJIOTIUHOT cuctemu «bibOmioreka» € ctBopeHHs 6a30Boi
rpadiuyHOT MOJIei CeMaHTHUYHOI Mepexi. Po3riisiHeMo 1eil Kpok cTBOpeHHs Ha (pparMeHTi CeMaHTHYHOT MepexKi.
[Ticns BUABICHHS KIFOUOBHX KOHIIENTIB MOLITBHAM € MOOYIyBaTH i€papXii mpeaMeTHoi 00aacTi, B KOpeHi Kol
Oyne 3HAaxXOAUTHUCH TEPMIHOCHCTEMa, a y By3JdaX — HOMEHKJIATypa. 3a MOJIeib HpEICTaBJICHHS 3HAHb
HOMEHKJIATYpH BUKOPUCTOBYEMO CEMaHTHUHY MEPEXY 3HaKiB-(pperMmiB.

CeMaHTHYHY Mepexy 00YIy€eMO 3 BUKOPUCTaHHSIM 00’ € HaHHA 3HaKiB-¢ppeiivis @; (1):
S=U®, @)

Je S - ceMaHTHYHA Mepexa.
BBaxkaemo, mo 3aranoM cpopMOBaHO MHOXHHY TepMiHIB Term. Takoxx BBaKaeMo, IO TOTYXXHICTh

muoxknan D Z{CD J-} OinpIIa OTYXXHOCTI MHOKHHU Term. Ha pucyHky 1 Hagane rpadidae 300pakeHHS

(hparMeHTy CeMaHTHYHOI Mepexi S it moOymoBu oHrtosorii «bibmioTekay. Y ceMaHTHYHIA Mepexi ayram

Kopucrtyeau

BIIMOBI1a€ 3HAYEHHS «I1e-€» («iS-a»).

Bibniorexa

| Karanor I | - | | YuraneHa zana l l ce | I AbonHemeHT l
| Enextporse l | — | Tpyxosare | | - | | Mixpodima |
BUOaHHA BUOAaHHA
| Bpomyvypa | | B | | Kunra | | — | | Kypuan |
\
| Xvnoxaa | | “en | | Haykoea | | S | l JToBimHMK |
| Hazea ] | v | | ArTop | | e | | Bunanmua l

Pucynox 1- @parmeHnT cemanTHYHOT Mepesxi Juis 100y 10BH oHTOJIOTI «bibioTexay

HactymauM KpokoMm mpoBenemMo KonyBaHHsI 0Oasucy oHrosorii «biOmiorekay. [lounnatu Tpeda i3
HaJlAIITyBaHHAI€papXii KJaciB Ta MiAKIACIB, OTIM HAJaTH IM BJIACTHBOCTI BiHOUICHH Ta BJIACTHBOCTI NaHHMX
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(BM3HAUMTH yci HEOOXIiJHI TUIH AAHUX 31 CIIUCKY, a TAKOX 3a MOTPEOU CTBOPUTHU HOBI), HOTIM MEPEXOJUMO JI0
CTBOPEHHSI OKPEMUX 1HIMBIJIIB Y MEXaX KOXHOTO KJacy.

Tabmmms 1 - MiHiMansHIA TePMiHOJIOTIYHUH CIIOBHUK IS VSBICHHS PO HAIIOBHEHHS OHTOJOTI bibmioTeka

Tepmin Jedinimis IIpuxnagu Ipuknagu Tum Tpuknann
BJIaCTUBOCTEH! BIaCTUBOCTEH JaHUX IHAUBIIIB
BIHOIIIEHHS TaHUX
KopuctyBau |TemaTuka  pecypcy | BU3Haua€, OTPHMYE, iM’st (mpizBumie, o | String | ricte, 3BUYaiiHuUi
6iomoTrekn | abo HEOOXiIHOT | KOPUCTYEThCS, HAae, 0aTbKOBI), BIK, (MOXJIMB | KOPHCTYBaY,
iHpopMarii IUTaTHTh, IOBEPTa€e nacropT (Homep, o Real) |HaykoBelp, CTyIeHT
cepist), MUIbIu
IIpamiBHuk | BU3Ha9ae Ta | HaJja€ YNTATBHAHN 3a]1 10 | Tocana, String | acucreHr,
0i0mioTekn |3abesmedye  OOCTYMH | KiHILI JHS, MTOBHOBAXCHHS, 6ibmioTexap,
10 HAasBHHX PECYPCIB | Hafae JOCTYH 0 MPiOPUTET TOCTYITY oneparop,
6ibmioTexu BUKOPUCTAHHSI KEPIBHUK CEKILii
KOMIT'I0Tepa
Pecypc TeMaTHuKa, 00JIacTb MAaTH BiANOBiAHY MepiOINYHICT String | rasera, sxypHau,
0i0mioTekn | 3HaHB, CIeNiami3alis, | TeMaTHKy abo iX Halip, | BUIYCKY B CBIT THX KHUTA, Tiadiapm,
HOCIil pecypcy, Miclie | MaTh Miclie BUIAHHS, Yy iHIIMX BUJIB JIUCK, KOMIT I0TEp,
myOiKarii, MaTH OCHOBUAJIS BUJIaHb, (remrHOCIH
aBTOp (opmyBarHs Xapakrep
ocobnuBocTei Ta indopmanii; hopma
3py4HOCTEN 3HAKIB, IKUMH
KOPHUCTYBaHHS (biKcyeTLc;[ Ta
HepetaeThes
iHpopMaris;
MarepiajgbHa
KOHCTPYKIis, a00
30BHIIIHA OynoBa
BUJIaHb;
MOBHA O3HaKa,
MOBTOPHICTh
BUITYCKY;
tdhopwmar.
Cepsgic o0HpaeThCs BIepIle, | MaTH BIAacTUBICTh OyTH | He oOuparH, String | KoHCyJBTALLiS,
0i0Ji0TEKM | TOBTOPHO, MOCTiHHO | HEBIIOMHUM, MO’KIHBO 00paTy, | (MOXIHB | ambaBiTHHMIA TOKA3YHK,
MaTH BJIACTUBICTh OyTH | oGpatu pecypc 0 NpeAMETHHI
BiZIOMUM, Boolean) | nokasuwmk, unranbua
MaTH BJIaCTUBICTb OyTH 3a1a, BUKOPHCTaHHS
LIMPOKOBIIOMHM pecypciB
Temaruka BiJIHOILLIEHHS 710 | MaTH BiANOBIIHUI HE IIKaBo, String | xymoxHs,
pecypey pi3HUX raiysei | peTuHr cepes rpynu iKaBO HayKOBa,
(6i6mioTeku) | 3HAHHS, MHCTELTBA KOpHUCTYBadiB HaYKOBO-TIOMYJISpHA,
Tomo 06pazoTBOpHa,
My3H4YHa,
KOMOiHOBaHa
[MomynsipHic |SK YacTO TaKHMH | MATH BiIOBIIHUIA He 1[iKaBo, Boolean |BumaHHsA «MEPTBOIO»
Th pecypcy | pecypcamu pEHTHHT cepen iKaBo (MOXxIHB | MOBOIO,
LIKaBISATHCA Ta | KOPUCTYBaYiB o String ) | BumaHHS 3 BETHKOIO
KOPHCTYIOThCSA KUIBKICTIO
HETOYHOCTEH Ta
ITOMHJIOK
Bix dhiznyHUI BiK | MaTH BiJIIOBITHY HEMOBJIA (3 integer | mo 10 pokis,
KOpHUCTyBaya | KOpHCTyBa4a KUTBKICT POKIB 32 BIKOM | TOPOCIIAM), (moxmuB | 10-20 poxkis,
6i6mioTexor0 TiTH, o Real, |20-40 poxis,
[ JUTITKH, String ) | Ginbime 40 pois,
cepenHiii BiK, KOHKpETHE 3HAYCHHS
3pinuit Bik BIKY
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IponosxenHs Tadmuii 1

Crienianizani | JOIaTKOBUIM Yac Ha | MaTH CHeUiabHy KOpHUCTYBa4 String | mkoJspHy,
s pecypey MiArOTOBKY MiATOTOBKY 32 OKPEMHUMH | CITPOMOXKHUIH, (MOXIHB | aOITYpi€HTH,
KOpHCTyBa4a (MOKe | BUIaMH iHPOPMALIHHUX | HeCIPOMOKHMIA 10 ) CTYJIEHTH, BUKJIaJ1aui,
OyTH HOB’S3aHHM i3 | TEXHOJOTIH, KOPHUCTYBaHHS Boolean) | maykosmi
(hizugHOIO, MAaTH CIICIliabHy pecypcom
TICHXOJIONMHOI  Ta | [1{ATOTOBKY 3a 6i6nioTexu
IHTEJIEKTYaIbHOO JEKiIbKOMa MOBaMH
MiroTOBKaMH CHIJIKYBaHHS,
KOpHCTyBa4a, MarTH MiJIrOTOBKY Ha PiBHI
OBOJIOMIHHSM  HHM | jouaTKiBI y ramy3ax
creruiTHIMU 3HAHD,
HaBIKkaMu T8 | MaTH HayKOBY CTYIiHb,
3HAHHAMY) MAaTH BiANIOBIIHY
KBauTihiKariio 3a
00acTIMHU 3HaHb
CrierianpHe | 00NMaHAHHS, MaTH crierqugivHi 3aco0u 3unTyBaHHs | String | komm’orep,
oOagHaHHA | CIOPSIKEHHS napameTpu Ui iHpopmarii (MOXIMB | ohicHE OONIATHAHHS,
IS BHKOHAHHS 0COOJIMBHX 0 34UTyBay4 IiadinbMiB
BUKOPUCTAH it Boolean)
HS pecypcy
006’emu nmapamMeTpu pecypcey, | MaTH (i3UdHI pO3MIpH Ta | BEITHKHA integer | ofMH 4K JIeKiNbKa
Marepiaiy K1 BU3HAYAIOTH | HApaMeTpH, JIO3BOJICHUIH (MOXKJIUB | EK3EMILIAPIB HOCIA,
pecypcy MOXKITUBICTh a00 | MaTH KiJIbKICTD po3mip abo Bara, o Real) |00’em y posmipax
3pYUHICTh 00yMOBIEHUX HEIOCTaTHiH 06°eM nam’Ti
KOPHUCTYBA4EBl Y3ATH | eK3eMILIAPIB HOCITB CJIEKTPOHHUX HOCIB,
i3 coboro bi() Baray 10 kxr
YHUTAIBHOTO 3y YU
Ha BUHOC (y
(hizngHIX
napamerpax,
napameTpx  00’emy
JUISE CJIEKTPOHHUX
HOCI1B)
Crpoxu YacoBi  MapaMmeTpH | MaTH 0OMexXeHi 4acoBi JoCTaTHil 4ac, integer | XBUJIMHM, TOJVHH,
BUKOPHUCTAaH | BUKOPUCTAaHHAPECYPC | paMKH JIIMITOBaHMI Yac, (MOXIIMB | THOK/IEHD,
Hsl pecypcoM |y MOKJITMBHIH oReal) |12 ni6,
YacOBHH Jiama3oH, MicsIb, pik abo 3
YacTHUHA T06H JUIs MOYaTKOBOI JIATH JI0
BUKOPHCTaHHS HACTYITHOI IaTH 3a
KaJleHapeM
Bapricth OpIEHTOBHA YW TOYHA | MaTH OOMEXEHI BapTiCHI | IeNIEBO, Real 100 ymoBHUX
BUKOPHCTaH | BapTicTh, pamKu J0pOTo IPOIIOBHX OMHUIb 32
Hs pecypcy | Ge3omiaTHO HEBHHUIT CTPOK,
100 ymoBHUX
IPOIIOBUX OAWHHMIIb 32
JIeHb BUKOPHUCTAHHS
Crocobu MOBHA, 110 YaCTHHAM, | MaTH NPHUAHSITHI UL HaKOIMYyBaJlbHA String | omtara kapTKolo,
OIlIAaTH 3a 4acTKOBa oIuiara, KOpHUCTyBada yMOBU CHUCTEMA 3HUIXXOK Ta (MO)KHI/IB oIuiaTa Keuem,
BUKOPUCTAH | [1ijprHt, SHIDKKH, OIJIaTH TiJIBT, 0
HA PECYPCY | gesommaTho SHIKKA JJIsI Boolean)
MOCTIHUX KITI€HTIB

Hanani nposenemo no6yoosy onmonoziunoi mooeni 6azu 3nany «bioniomexa» 3acobamu Protégé.
ITig gac po3podkn onToJorii «bibmoTeka» HEOOXiMHO BpaxyBaTH peati3amiio MONIYKY iHAWBIIIB 3a TIEBHUMHU
kpurepisimu. [t mporo 3pyuHo BukopuctoByBaTH Class Expression Editor, sk iHCTpyMEHT U1 HamMCaHHS
BHPa3iB y MeXax IEBHOTO KJIacy.

Protégé mae moTyxHUH 3aci0d 11 CTBOpPEHHS 3alMTIB Ha MOIyK iH(popmarii, a came - BOyIOBaHUI
koHCTpYKTOp MOBH 3amuTiB SPARQL [8]. OcHoBunmu Bumamu takux 3amuTiB €: SELECT, CONSTRUCT,
ASK, Ta DESCRIBE. SELECT 3amuT — 1e HaHOUIbII MOIMUPEHUH 13 JaHUX PI3HOBHUIIB 3amuTiB. Pe3ympratn
BUBEJICHHS 3allUTy IOJAIOTHCS Yy 3pYyYHOMY JUIi KOPHCTyBaya TaOJIMYHOMY BHIJISIJI. € OJHIEI0 3 O3HAaK
NpaBWIbHOCTI 1MOOYnOBM oOHToJorii. OJHI€I0 i3 O3HAK NPAaBWIBHOCTI MOOYIOBH OHTOJIOTII € KOPEKTHICTh
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BUBeJIeHHsT 3anuTiB. IHcTpymeHT Ontograf y Protégé nae MOXIMBICTH BHBECTHM OHTOJIOTIIO Yy HAHOLNbII
3p03yMIIOMY, HAOUHOMY Ta IPOCTOMY BHUIJIA/I rpadiyHOTrO BiIOOpasKeHHsI CEMAHTHKY MPEIMETHOT 00IacTi.

[TobymoBano oHTONOTIUHY MOnens «bibmioTeka» y cepemoBumi Protégé. Monens Bkirouae 10 xiacis i
migkmaciB. Jmsg KOXKHOTO Kiacy i MIOKIacy BH3HAYEHO 2 BIACTUBOCTI-BITHOCHMHHM Ta Bix 2-x mo 10-m
BIactuBocTeil-nannx. [Ipuknan kmaciB onTONOTIgHOI Mozeni «bibmioTexa» nmpuBeneHo Ha puCyHKY 2. [pukian
«BIIACTHBOCTI-BITHOCHHM» OHTOJIOTiYHOI Moxeni «bibmioreka» mpuBeneHo Ha pucyHkKy 3. Ilpukian
«BIIACTHBOCTI-AaHi» oOHToJoriuHoi Mozeni «bibmioTrexkay mnpuBemeHo Ha puHCYHKY 4. J[letansHuil rpad
oHToJoriuHoi Monen «bibmioTekay NpUBEACHO HA PUCYHKY 5.

O1iHIOBaHHS KOPEKTHOCTI CEMaHTHYHOTO TIOINYKY iH(opMmanii B OHTOJOTI4YHIA 0a3i 3HaHb
«bibmnioreka». IcHye BH3HaueHHS OLIHKM OHTOJOTIi y KOHTEKCTI TEXHOJIOTil CyMiCHOrO BUKOPHCTAHHS 3HaHb
[9], 3rimHO SIKOrO KPHUTEPIAMH MOXYTh BHCTYNAaTH BHMOTH A0 clienudikauii, muTaHHs KommeTeHuii, i / abo
peayibHUI CBIT. 3a A OUTBII MOBHOTO OXOIUICHHS OINHKK OHTOJIOTii oOpano metpuky Single Usability Metrics
(SUM) [10] (2):

+SM +SM

satisfaction

, 2
2 @

ne Completion - OysneBe 3HauyeHHS | MO3HAYa€ MOCATHEHHS METH 3M00yTTS iH(oOpMaIli KophCTyBadewm,
Satisfaction - piBeHp 3a70BONICHHS Bim CTpyKTypu3alii iHpopmarii y Aaiit onrtomorii, Errors - mokasye
BUHHUKHEHHS TIEBHUX CYIEPEWIMBOCTEH ab0 IHIIMX MOMHUIIOK MPH OTpUMaHHi iH(opmarii, Times - mokasye
CepelHIO KUIBKICTh 3aIMTIB JUIs OTPUMaHHs Ti€l 4M iHmoi iHpopmanii. /11 BU3HAYEHHS! KOPEKTHOCTI MOUIYKY
iHpopMmaii oHTONOriYHa Ga3a 3HaHb Oyna HagaHa 10 kopucTyBauaMm, KOXKEH 3 SKUX peanizyBaB 10 3amuTiB y
pealti3oBaHiil OHTOJIOTIYHIHM 0a3i 3HaHb. Y TaOJUIN 2 HABEACHO PEe3yJIbTATH OMUTYBAHHS 33 JaHOK METPUKOIO.

+SM

completion times errors

SM
S =
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Pucynok 2 - Kiracu onTosorignoi moneni «bidmiorekay

W untitted-ontology -4 (MEp:/ /www semanticweb. ceg/mykols_demchuk/ontologues/2021/4/untitted-ontology-4) : [CAlsers\Mykota_Demchuld Deshzop\Pr - (=] >
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Pucynok 3 - BnacTuBOCTI-BITHOCHHU OHTOJOT1YHOI Mojeni «bibmioTekar
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Cepenniii moka3Huk (Average) mo BciM KOpHCTyBauaM, BU3HaueHU 3a metpukoro SUM, mopiBHIOE
3HayeHHO 83,25%. Take 3HAYCHHS CTAHOBUTHh NPUIHATHUIA MMOKA3HUK JJI OHTOJOTIYHOI 0a3u 3HaHb. SIKIIO
pearizyBaTu KJIaCHYHYy PEJAMiHY MOJENb OpraHizamii 0a3 maHux ais peamizamii 6a3m maHmx «bibmiorexay,
cepenHiii nokaszHuk 3a Mmerpukoro SUM no 10 koprctyBadam IopiBHIOE 3HaUeHHIO 75,26%.

OOroBOpeHHsT pe3yIbTaTiB MocHimKeHHA. [ mpuxmany po3poOKH OHTONOTIYHOI Moneni 0a3u 3HAaHb
«bibmioTexay Ha 0a3i cepemoBuma Protégé, y orpumaniii onTonorignoi Moaeni «bibmioreka» Oyno BH3HaYCHO
JUI KOKHOTO KJIacy 2-5 iHOWBiAiB, IS KOKHOTO iHIWBiAA 3aaHO 2-5 BIACTHUBOCTI-BiIHOCHHH/BIACTHBOCTI-

aHHI.

€ untitied-ontology-4 [httpa/www. g/mskols_ Z GIeR202 1/ &/ urtitied gv4) : ICAUsers\Myikols_Dernchul Desitop'Pr. - o =
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Pucynok 5 - Jleranbuuii rpad onTonoriunoi mozeni «bidmioreka

CrBopeno 7 SPARQL-3amumTiB Ta mpoBeleHe TECTYBaHHS OHTOJIOTIYHOI Mozaenb B Protégé 3a
nonomorotro SPARQL-3anutiB. HaykoBa HOBM3HA OTpUMaHUX PE3YJIBTATIB JOCTIDKEHHS IOJSTae y TOMY, IO
BIIEpIIEC PO3POOJICHO OHTOJIOTIYHY MOIEeNb 0a3u 3HaHb «biOmioTeka»; po3poOIeHA OHTOIOTIS MPEeIMETHOL
obuacti «bibmiorekay», sika peanizoBaHa y BUIVISAI 0a3M 3HaHb; OTPUMAHO NMPUIHATHHUN pe3yJbTaT TeCTyBaHHS
pearizoBaHoi 0a3M 3HaHb Ta BHKOHaHA METPHYHA OILIHKA KOPEKTHOCTI CEMaHTHYHOro Iomyky. Ilpaktuuna
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3HAYYLIICTh PE3yJIbTaTiB AOCII/KEHHs MiITBEp/KEeHa OUIbIICI0 MPUHHATHICTIO 3aIpPONIOHOBAHOI OHTOJIOTIYHOT
MOJIeJTi Y TIOPIBHSHHI 3 TPAIUIIHHOK. J[JIs MEepCICKTUBHUX JOCTIKCHD € I[IKaBUM Ta HOBHM pPO3TJITHYTH 1HIII
cdepr BUKOPUCTAHHS OHTOJIOTIH st 301IBIIIEHHS JOCTOBIPHOCTI Ta MPUHHATHOCTI MOZeTel 6a3 3HAHB.

Tabnmms 2 - PesynbraTe onuTyBaHHS MO0 KOPEKTHOCTI po3po0iieHoi oHToNOTi{ «bibmioTexay

User Completion Satisfaction Times Errors Average
1 0 4 4 2 68,25%
2 1 5 4 2 79,25%
3 1 4 3 0 93,25%
4 1 5 3 0 87,50%
5 1 5 4 0 96,25%
6 1 5 11 1 70,25%
7 1 5 5 0 90,25%
8 1 5 3 0 100,00%
9 0 4 7 2 63,25%

10 1 5 4 0 84,25%
BucnoBkn

JlocsirHyTa MeTa JOCHI/PKeHHS, MiABHUIIEHHS KOPEKTHOCTI CEMaHTHYHOTO IOUIYKYy iH(opmarlii, 3a

paxyHOK 3aCTOCYBaHHs B peaizaiii 0a3u 3HAHb HOBOI OHTOJOTiIYHOI Mopeni «bibmioreka». Y MOpiBHSIHHI 3
PEIAIIITHOI0 MOJICIUTIO OpraHizaiii 0a3 JaHWX BHUKOPHCTaHHS HOBOI OHTOJIOTIT JO3BOJISIE MiAHATH KOPEKTHICTh
nouryky Ha 8%.

w
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JLA. CaBI/II_IBKal, T.I. Kop06eI7IHiKOBa2, O.IL. Bonoc*, M. T.. TapHOBCLKHﬁl

METO/J TA 3ACIb MOHITOPUHI'Y BE3IIEKU B
KOMI'IOTEPHIA MEPEKI 3ACOBAMM SIEM

1. o . o . o . .
BIHHI/IHI)KI/II/I HalllOHAJIbHUU TEXHIYHUU YHIBCPCHUTCT, BlHHI/II_Iﬂ

Hartionansuuii yaisepentet «JIbBiBChKA TOTITEXHIKa»

Awnoranis. [lana po0OoTa NpuUCBSYCHA JMOCII/UKCHHIO, aHANi3y Ta BJOCKOHAJICHHIO METOAIB Ta 3ac00iB MOHITOPUHTY O€3leKu B
KOMIT'IOTEepHHUX Mepexkax. Y miif poOoTi 3aco0H 1 MeTo¥ MOHITOPHHTY Oe3IeKH Mepeki po3poOIIIOTECS Ha OCHOBI areHTiB cuctemu SIEM
(cuctema ympaBiiHHS iHQOPMALIE NPO MOHITOPHUHI MEPEXi) 3 YIOCKOHAICHHSM IPOLECY HOPMyBaHHS HaHUX BiJ JKypHATiB Oe3meKu.
ITprdaoMy, It IPUCKOPEHHS IPOLECiB pearyBaHHs Ha 3aTpo3U MepeskeBoi Oe3lekn KOMIT IOTepHOI Mepexi JocTimKyeTbest podora SIEM 3
Touku 30py Tpiagu SIEM-EDR-NDR. JlocnifkeHHS IPYHTYIOTbCS Ha JOCBil POOOTH iHO3eMHMX KOMIIAHill Ta BITUM3HSHHMX OaHKIBCHKUX
MEpex.

VYV nocmimkeHHI po3risinaeTbest B3aeMomis kommnoHeHTiB SIEM-EDR-NDR, yroproroun SOC-tpiamy. SIEM BHKOpHCTOBYETBCS IS
LEHTPaNi30BaHOTO aHali3y MaHuX, BKmodaroun EDR i NDR, nHamaroun noBHy kaptuHy Oesmexu. EDR BusBIsie Ta pearye Ha 3arpo3u Ha
KiHIeBHX TOukax, a NDR pomoBHioe ioro, posmmpioroun anamiz SIEM. Taka kom0iHaiis 3a0esmeuye e(heKTHBHE pearyBaHHsS Ha
KibepaTakd, SMEHIIYIOUH "Jac repeOyBaHHs" O BUSIBICHHS.

Posrmsanyro ¢dopmyBanHs 3aBaaHp xommnoHeHTiB EDR y Tpiami SIEM-EDR-NDR. 3BepHyTO yBary Ha BaXKIMBICTB 3aXHCTY KiHIEBHX
OPHUCTPOIB Bi BCiX eTamiB aTaku Ta BU3HAUYCHO eeKTHBHI cTparerii, Taki sk aHami3 Tpadiky, KOHTPOJIb TOAATKIB Ta LIEHTPaTi30BaHE
ypasiiHHs Kibepoesnekoro. Haronmomeno Ha interpanii EDR 3 icHyrounmu 3aco6amu 6e3neku JUisi CTBOPEHHSI KOMIUIEKCHOT CHCTEMH.

V xonrekcri SIEM BHCBiTICHO eTany 00poOKH NaHMX, TOYNHAIOYH BiJ 300py XKypHaIB 1 HOpMaizanii 1o kiaacugikamii momii i Kopemsiii.
Iixkpeciero ponb Kopessiil y popMyBaHHI IHIIMAEHTIB Ta MPOBEACHHI PO3CIiAyBaHb. 3aMPOMOHOBAHO YIOCKOHAICHY CXeMy HOpMaTi3amil
3 PO3IINMPEHOIO PO3TOPTKOIO AreHTIB Ta KIIIOYOBHMH eTanaMH 00poOKH faHuxX B Mexax SIEM-cucremu.

PoGota posrisiiae BIoCKoHaNICHH 00poOKH xKypHamiB noxii y SIEM mi1s eeKTHBHOr0 MOHITOPHHTY MEpEeKeBOi O€3IIeKH Ta OIIEpPaTUBHOIO
ycyHeHHs 3arpo3. JlocsarHyTa Mera cChpusi€ MPHCKOPEHHIO IMPOLIECIB pearyBaHHsS Ha 3arpo3d 3aBHskd iHTerpauii arentisB SIEM B
CepeNOBHIIIE, IO J03BOJIIE YHOPSIKOBYBATH Ta KJIacH(iKyBaTH IIOTOKH iH(GOpMALii 1711 ONIepaTUBHOTO YCYHEHHS 3arpo3..

Kuarouosi ciioBa: Mmonitopunr, SIEM, EDR,NDR, Tpiaai SIEM-EDR-NDR, npouec HopMmasizauii :kypHaJis.

Abstract. This work focuses on researching, analyzing, and enhancing methods and tools for security monitoring in computer networks. The
study develops security monitoring tools and methods based on SIEM agents, improving the data normalization process from security logs.
The research explores SIEM's role in the SIEM-EDR-NDR triad perspective to accelerate responses to network security threats. The
investigation is grounded in the experiences of foreign companies and domestic banking networks.

The interaction of SIEM-EDR-NDR components, forming a SOC triad, is examined. SIEM is utilized for centralized data analysis, including
EDR and NDR, providing a comprehensive security overview. EDR detects and responds to threats on endpoints, complemented by NDR,
extending SIEM analysis. This combination ensures effective response to cyberattacks, reducing "dwell time" until detection.

The formulation of tasks for EDR components in the SIEM-EDR-NDR triad is discussed. Emphasis is placed on the importance of protecting
endpoints at all stages of an attack, and effective strategies, such as traffic analysis, application control, and centralized cybersecurity
management, are identified. Integration of EDR with existing security tools to create a comprehensive system is highlighted.

Within the SIEM context, data processing stages, from log collection and normalization to event classification and correlation, are
illuminated. The role of correlation in incident formation and investigation is underscored. An enhanced normalization scheme with an
expanded agent deployment and key data processing stages within the SIEM system is proposed.

The work addresses the improvement of event log processing in SIEM for effective network security monitoring and timely threat mitigation.
The achieved goal accelerates threat response processes through SIEM agent integration, facilitating the organization and classification of
information flows for prompt threat mitigation.

Key words: testing, monitoring, SIEM, EDR,NDR, SIEM-EDR-NDR triad, log normalization process.
DOI: https://doi.org/10.31649/1999-9941-2023-58-3-22-32.

Beryn

[IuTanHg MOHITOPHHTY Ge3neKH B KOMIT ToTepHiit Mepexi (KM) cTae Bce OiibmI akTyanbHUAM 1 BaKIHBUM Y
BchoMy cBiti. [Iporsrom mmme 2021 poky cBiTOBa €KOHOMiKa 3a3Hajla 3HAYHUX BTpAT uepe3 KibepaTaku Ha
3arajbHy CyMy 6 TpiH. ponapis [1]. Ykpaina He Buitnuia 3-mmij i€l 3arpos3u, 6a HaBiTh 3a3Hana ii me Oubine. 3a
JTAaHUMHM aHaJi3y, MpoBeeHoro kommanieto Microsoft y 2021 poui, maibke 20% cBiToBHX KibepaTak crpsiMOBaHi
Ha YkpaiHy, mo poOuTh Hamly KpaiHy Jpyrolo 3a KiJbKiCTIO Kibeparak Yy CBITi, BHIIEpEKAIOUN
GararoHanioHanbHi kopropanii [2]. Lle Benukuid BUKIMK, ockinbku 3 2014 poky Ykpaina Beze riopuany BiiHy,
BKJIFOYAIOYH 1 KIOEpHETHYHUH (HPOHT.

3 moyaTKOM BiAKPHUTOI BiffHM pocii mpoTn Ykpainu B joromMy 2022 poKy aTaku IIe OibII 3aTOCTPHITHCS.
Jlmme Bopomorx nepmux 400 nuiB BiffHM Ha YkpaiHy Oyno ckoero moHan 3000 moTyxHuX Kibepatax: DDoS
aTaKW, aTaK¥ IIKiAJTMBUM IporpaMHnM 3abesnedenHsam (I13), 6otnern, GpimuHroBi po3cuiku tomro [3].

YpaxoByroun 3HauHi BTpaTH MOHITOPHHT Oe3rmekn B KM € OZHMM i3 TONIOBHHMX TNPIOPHUTETIB y CHCTEMI
HarioHanpHOT Oe3nekn. OTKe, U BIAMOBII HA 11i 3pOCTarodi 3arpo3n YKpaiHa BXKUBA€ TaKi KOHTP3aXO/IH:

1) Tlpamtoe HarmioHandbHUM KOOpAMHALIMHKI IIEHTp 3 Oesneku [4], AKWM Kypye 3axoid IIOJ0
KibepOe3neKkn Ha HallilOHAJILHOMY PiBHI.
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2) Tpamrorots aepkaBuuit 1eHtp CERT-UA (Computer Emergency Response Team) Ta perioHambHi
nentpu CSIRT (Computer Security Incident Response Team), siki BiqmOBifaloTh 3a 3a0e3MEUYEHHS 3aXHUCTY
iH(popMarii Ta KOMII'FOTEPHUX MEPEXK Bi HECAHKIIOHOBAHMX JIOCTYIIIB Ta Kibeparak [5].

3) AKTHBHO BeIyTb Aii KibepBilicbka [6], sika MICTSTE CIICIITIAPO3/IiIH i (paxiBIiB ISl BEACHHS OTEpalii 3
KibepOe3meK.

4) 3 MeTo HOPMATHBHO-TIPABOBOTO peryioBanHs, y 2021 pomi npuitHsata HoBa CtpaTeris kibepOes3mexu
YkpaiHnu, ska Mae Ha MeTi CTBOpEHHS Oe3leYHoro KidepmpocTopy Ta 3a0e3ledeHHS Oe3NeKH B IbOMY
BaXXJTUBOMY CcerMeHTi [7].

AKTyaJbHicTh

Bci i 3axoau MaroTh Ha MeTi 3a0e3meynTH nocTiiHuil MoHiTOpHHT Oe3nekn B KM, aHaii3 BTOprHEHb y
MEpeXy Ta BUSIBJICHHS aTak B pexxumi real time. BpaxoByrouM HOBI BHUKIMKH, II0 BHHHKAIOTh y 3B'SI3KY 3
MOBHOIO IIM(POBOIO TpaHC(OpMaliero KpaiHH, CTOBOPIOIOTHCSI MOXKIIMBOCTI JIJIsl AOCSTHEHHS [IUX 3aBJaHb!

1) PO3BHUTOK HOBITHIX OpraHi3amiiHO-TEXHIYHUX MOJENEH, NI0 CHPUAIOTh €PEKTUBHOMY 3aXHCTy
KOMII'YOTEPHHUX MEpexX Ta TaHuX.

2) BrpoBajpkeHHS iHHOBAI[IMHUX 1HCTPYMEHTIB JUIS ONEPATUBHOIO BUSIBJICHHS Ta 3amo0iraHHs aTak, i 1e
JOTIOMArae pearyBaTH Ha 3arpo3d BYaCHO Ta €pEeKTHBHO.

3) IMigTpuMka HOCHiIKEeHb 1 Po3po0OK y ramy3i KibepOe3mneku, CpsMOBaHMX HAa PO3BUTOK HOBITHIX IT-
TEXHOJIOTi# Ta mTy4yHoTO iHTenekty (LI).

Omxe, TeMaTHKa [IOCIIIDKCHHS € aKTyalbHOI, BOJHOYAC ICHye peanbHa motpeba y MOAaNbIIOMY
BIOCKOHAJICHHI METOXIB 1 3aco0iB Ui MOCTIMHOTO 1 HAAIHHOTO MOHITOPHHTY O€3MeKH B KOMII IOTEPHUX
Mepexax.

Meta

Merolo cTaTTi € NPUCKOPEHHS TIPOLECiB pearyBaHHS Ha 3arpo3M MepexeBol Oe3leKkH 3aBIsKU
BIOCKOHAJICHOMY Ipoliecy oOpoOku ypHaiiB moaii y meroai interpauii SIEM Ta ii areHtiB B cepemoBuie.
3anponoHOBaHM MigXiJ Ma€e MOTEHIIa)l YIOPSAKOBYBAaTH 1 CHCTEMaTH3yBaTl XaoTHYHI Ta PO3KHUAAHI JaHi Mpo
mofil y KoM 1oTepHiit Mepexi. Lle 103BOINTE KOHBEPTYBATH IO iHPOPMAIIIIO B 3pYUIHHUH Ta JIETKO 3PO3YMLTHIA
(opMmaT, mpencTaBICHHAM y BUTILALI miarpam i rpadikiB. Taxwii migXin cmpuse ONEpaTHBHOMY BHSBICHHIO
MOXKIMBHX 3arpo3 Ta HaJa€e aAMIHICTpaTOpaM CHCTEMH IHCTPYMEHTH IS X IIBHIKOTO YCYHEHHS.

3anaui

1. [mocHimuTH HOBITHIM MiIXiM MIOAO MOHITOPHHTY O€3MeKH B KOMIT FIOTEPHHX MeEpekaX, 30Kpema, B
napaaurmi Tpiagu SIEM-EDR-NDR;

2. JOCHAWTH HOBITHIM MigXiA mOAO0 PO3pOOKH HENmepepBHOr0 e(PEKTUBHOTO MOHITOPHHTY Oe3IeKH B
KOMIT IOTEpHUX Mepexax y nentpax SOC;

3. 3amponoHyBaTH AIbTEPHATHUBHUII POLIeCY 0OPOOKH KypHAJIB MOIIH.

MoHITOPUHT 0e3neKH B KOMIT'I0TEPHUX MepeKax

Bigmosimuo no crarmapty ISO/IEC 27005 [8-9], pekoMeHIYeThCS BUKOHYBATH ITiITOTOBKY MOHITOPHHTY
6e3nexu B KM 3a Takum mmasowm (puc. 1).

1. Jlocaypscsng axmiiis, mo norpedyoms
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Pucynok 1 — Y3aransHeHuil 1aH MOHITOPHHTY 6e3mexkn B KM

JocniypkeHHs] TOTEHIIHHUX 3arpo3, JOCIHIKEHHS MOXJIHMBHX Bpa3JIMBOCTEH akKTHBIB Ta (HOpMYBaHHS
MOJNITHUK O€3MeKn — Ie Ti MyHKTH IUIaHy, 110 CTAHOBJISATH IHTEPEC NOCIHIJKEHHS 1 JIe MPUCYTHIH MOHITOPHHT
6esrnexkn B KM. 3a Bu3HAa4YeHHSM, aKTHMBaMH BBA)KAIOTHCSA BCl pecypcH, sKi MaroTh I[IHHICTH AJIsI KOMMaHii i
BUMararoth 3axucty [9] (puc. 2). Cepen TakMX aKTHBIB MOXKHA BiJ3HAYMTH: NPUMILICHHS, B SKOMY PO3MillleHa
KM; indopmaris, Ky TYyT oOpoOIsIOTH 1 30epiraioTh; 3aco0M KOMITIOTEPHHX MEpEeX: NpOrpamMHe, TEXHIYHE
obnagHaHHs (CepBepH, MEPEXEBi Ta KiHIeBI IPUCTPOI, 3aco0u 38's13Ky i T. a1.) [10].
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VYei ni akTUBM MOBHHHI OyTn ineHTH(ikoBaHi i oOxikoBaHi. DaxiBui NPOBOIATH EKCHEPTHY OLIHKY
BIZIHOCHOI I[IHHOCT] LIMX aKTUBIB (HU3bKa, CEPEIHs, BUCOKA) 3 YPaXxyBaHHIM MOXIMBUX BTpPAT a00 MOLIKOKEHb.
Ha pucynky 2 moka3zaHa cxema JOCIHiIPKEHHs aKTUBIB IIi/I YaC MOHITOPHHTY Oe3meku B iHpopmaniiiHiit KM.
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PucyHok 2 — V3aranpHeHa cxema JOCIHIIKeHHs aKTHUBIB i1 9ac MOHITOPHHTY Oe3mekn B KM

Kxibep3arposa € moTeHIiHO HeOE3MeYHUM SBHUIIEM YU (H)aKTOPOM, IO CTAHOBHTH PH3HK AJS aKTHBIB
Mepexi Ta 3aramoMm i iHopmarniitaoi O6esmeku (IB) xommawnii [9-14]. Ib micTuTh 3aXoaW, CHpPSMOBaHI Ha
3a0e3MeveH s 3axXHUIICHOCTI BiJ MOTEHLIWHMX 3arpo3. 3arpo3a MOXKE 3aBlJaTH LIKOAW aKTHBaM. BaxinBo
ineHTH(IKyBaTH 1 BUIIAJKOBI, 1 HABMUCHI 3arpo3u Ta BU3HAYUTHU iX JpKepena. Tumnosi 3arpo3u 1b MoxyTh OyTn
KiIacu(iKoBaHi 32 Pi3HUMH O3HAKaMH: 33 aCIIEKTOM, SIKMH BOHHU CIIPSIMOBaHI MOPYIINUTH; 32 MICIIEM ITOXOPKEHHS
3arpo3; 3a piBHeM BIUTMBY Ha KM; 3a mpupoj00 BUHUKHCHHS. 3a BIIHOIICHHSIM O ACIEKTIB, KU MOXHA
MOPYIIUTH, 3arpo3d Taki: 3arpo3u KOH(]IIeHIIIHOCTI, WiJICHOCTI, MOCTYMHOCTI:.3a JloKaji3aliero JpKepesa
3arpo3, IX MOXHa MOJUIMTH Ha: BHYTPILIHI Ta 30BHIIIHI. 32 po3MipamMu 3aBJaHOl IIKO/IH, 3arPO3H MOMUISIOTHCS
Ha: 3arajbHi, JJOKaJbHI 3arpo3y Ta NPHBaTHI 3arpo3u. 3a cTyleHeM BIUIMBY Ha KM, 3arpo3u moxiisioTecs Ha:
NAaCHBHI 3arpo3M Ta aKTHBHI 3arpo3u. 3a MpUPOJOK BHHUKHEHHS 3arpO3H, 3arpo3d MOXKHA PO3MEXKYBaTH Ha
npupoaHi (00'ekTHBHI) Ta WTy4Hi (Cy0'eKTHBHI) 3arpo3u. [xepenamu 3arpo3 MOXYTb OyTH cyO'ekTH (0cO0H),
00'eKTHBHI MPOSBHU (KOHKYPSHTH 200 3JIOYHHIII).

AT PO3H THOOPMA A HIN BE3MNELI B ITPOIIECAX MOHITOPHHI'Y KM

3A
3A 3A CTYNEHEM 3A INIPHPOAOIO
POSMIIIEHHAM
ACNHEKTOM JUKEPEJIA 3ATPO3 BILTHBY HA KM BHHHKHEHHA
Zarposa fs : Tpupojui
woHdiAcHiHOCT Buyrpimni Asriani (06 exTneni)
?Wosa 7 Jonnimmi MMacusni UfTY‘!"' ;
WAICHOCTH (cy®'exTHBHI)
3arposa 3a po3MIpOM IIKOH,
Aocrynnocri 110 SEBAACTHCR
Jarannsi
JlokanbHi
Hpusarui

Pucynox 3 — Cxema 3aranpHoO1 kiacugikanii 3arpos mij yac MoHiTopuary KM

Jbxepena 3arpo3 mpu3HaueHi A7 OTPUMAHHS JIOCTYIy IO JaHMX, iX Moau¢ikauii i 3aBgaHHA NpsMOI
MarepianbHOi mKoau. HeoOxXiHO MO3HAUYNTH KOXHUH aKTHB Y BiJIOBIIHOCTI 10 BUIIB 3arpo3. Pesympratom
aHaTITUYHOI 00poOkM 1iel iHpopMarii € cxema 3araJpHOI Kiacugikamii 3arpo3 miJg 4Yac MOHITOPUHTY
iHpopmaniiiHoi KM (xuB. puc. 3).

JlocmipkeHHST Bpa3IMBOCTEH aKTHBIB € BaXKIMBOIO YaCTHHOIO TIPOILECY MOHITOpWHTY Oe3smekn KM.
VYpa3nuBicTh B IbOMY KOHTEKCTI O3HA4Ya€ HEJOJiK ab0 Cla0KiCTh B aKTHBI 200 3ac00ax 3axXUCTYy, sSka MOXe OyTH
BUKOpHCTaHa 3arpo3amMu [112]. Pi3HOMaHITHICT Bpa3jiMBOCTEHl MOKJIagae OCOOJNMBI BHUMOTH Ha CHUCTEMH
MoHiTopuHTY O6e3nexd B KM. IToHATTS momiThku Ge3neKku € KIIFOYOBHUM B Mija yac MOHiTOpuHTY Oesmexkn KM.
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[licns anaizy akTHBIB, TOTEHIIIHHUX 3arpo3 1 Bpa3IMBOCTEH aKTHBIB, (OPMYITIOIOTHCS MOTITUKY iH(POPMAIiHHOT
6esnexu (1B).
3rigno 31 cragmaprom ISO/IEC 27002 [5], monituka Ib € koMmiiekcoM HOPMAaTHBHUX, OpraHi3amiiHUX Ta
eKCIUTyaTal[ifHnX JOKYMEHTIB, SKi OXOIUTIOIOTH BCi aclleKTH OpraHizamii, KepyBaHHS Ta KoHTpomo Ib Ta
eKcIuTyaTarii 3aco0iB 3axucty. OTXe, OCHOBHOIO MeTor0 3abe3neueHHs Ib € 3axuct iHdopMmarii Bix BUIagKOBUX
ab0 HaBMUCHHX BTpy4aHb. BomHowac Ib Takoxx cipsiMoBaHa Ha 3a0e3MeUeHHS HETIepepBHOCTI Oi3HEC-TIPOIIECiB.
B tabnmmi | HaBepeHo mpuHIMIH N00yH0BU cuctemu 1b.

Tabmuus 1.1 — [puanunu noOynoBu cucremu iHpopMmaniiiHoi Oe3neku

C3 indopmarrii moBuHHA OyTH KOMIUICKCHO, OXOIUTIOBATH OpraHi3alliifHi 3aX0ju,

TenepanpHMiA iAXiA L .
TEXHIYHI Ta MPOrpaMHi 3aco0u.

Bci 3axonu 1 3acobu 3axucTy NMOBUHHI OyTH IOB’sI3aHi, y3ro/KeHi i 3a0e3mneuyBaTu

CucteMHUH miaxig N
LIUTICHICTh CUCTEMU.

3rigHo i3 3aBHAHHSAM TYT MOBHHEH OYyTH peali3oBaHWI MPHHIUI MOIIHOIICHOTO

CrpyKTypHa iepapxis .
PYKIYP pap 6araTopiBHEBOTO 3aXHCTY .
. Cucrema 3aX1CTy TOBHHHA OXOILTIOBATH BC1 aKTHBH, BCI BY3JIHM Ta KiHIIEBI MPHCTPOi
YceocsxHICTh .
KM, y tomy uncai BYOD.
3abe3ncueHHS [MoBuHHI OyTH CTBOpEHI Taki MEXaHI3MH 3axHCTy, 00 BapTicTe 3mamy ii Oyma
HaJIIHHOCTI JOPOXKIOIO 32 iH(OpMAILifo, Ky 3JIOBMACHUK IIParHe MOy IHTH.
Kontpome Ha  Bcix | KoHTpoms mOBHOBakeHb Oymb-SKOTO 3BEpHEHHS M0 iHpOpMAIii MMOBHHEH
piBHIX OXOILTIOBATH BCi piBHI KOHTpoIIO: iH(popMmartiro, [13, amaparypy, nepcona.
Iy moneni «PDCA» nependauae 000B’sI3KOBI eTaItu:
. 1) Beranosnenns nineit ta moituk C3 (Plan);
Huicr Heminra 2) Peamnizanito 1 BupoBamkerts C3 (Do);
«PDCA» p ’

3) Ouinky, KOHTpOJIb, MOHITOPUHT 1 aHami3 (Check);
4) IokpareHHs (yrockoHaneHHs i po3BuToK) C3 (Act).

VY Tabmuui 1 Bka3aHi OCHOBHI 3arajJbHONPUIHATI NPUHLIMIK N0OynoBH cuctemu I Ta BHKOpHCcTaHi Taki
ckopoueHHs: C3 — cucrema 3axucty; BYOD — Bring Your Own Device, ocobucti MOOUTBEHI MPHCTPOI, STKUM
no3Bosienuit nocryn g0 KM; PDCA — Plan-Do-Check-Act, Mmoaens 6e3mnepepBHOTO MOIIMIICHHS POIIECIB.

Jis BUKOHAHHS TONITHK iH(OpMaIiifHOT Oe3meKd Ha MiJIPUEMCTBI peali3yeTbCs BIATIOBIHA HH3KA
3axomiB. Lli 3axomm BKIMOYArOTh B cebe po3poOKy 1 BIPOBAIPKEHHS MPABIII 1 TpOUENyp AN 3a0e3leUeHHS
KOH(IIEHIIITHOCTI, IUTICHOCTI 1 JOCTYHMHOCTI iH(OpMAIlii, BCTAHOBJICHHS BiIMOBITHUX TEXHIYHUX 3acO0iB
3aXHCTy, HABYaHHS MEPCOHANY 3 MUTAaHb iH(OpMAIiifHOI Oe3lekn, a TaKOX IOCTIHHWH MOHITOPHHT 1 aHAawi3 3
METOIO BUSIBJICHHS 1 BUDILIIEHHS OTEHLIHHMX 3arpo3

MoHniTopuHr 0e3nekH B KOMITI'I0TepHUX Mepexax B napagurmi Tpiagn SIEM-EDR-NDR

Kommnonentn SIEM-EDR-NDR B3aeMonitoTh Ta BHpIIIYIOTH 3aBIaHHS CHUIBHO, (OPMYIOUHM €IUHUI
¢ynkuionansauii 6mok (SOC-1piagy) [15-19]. SIEM cTBOproe ueHTpanizoBaHe iH(pOpMaliiiHe BIKHO JUIs
aHAITHKIB, 00 KopemroBaTh 3i0paHi maHi B cepemoBuii, B T.4. Bim EDR i NDR, Ta mo3Boise xomaHmam
3abe3rneueHHs] Oe3NeKH BiJJOKPEMIIIOBATH CHCTEMHI IOTEPE/PKCHHS Ta MPOBOAUTH aHANi3 NMOTECHLIHHHUX 3arpo3.
SIEM 3abe3nedye BceOGiUHMH moOrsia Ha Oe3neKy i BUKOPHUCTOBYE MEXaHI3MH 3 PI3HUX JDKEpEJ, BKIIOYarouu
KIHIIEBI TOYKH, CHELiaJbHI MpOrpamMu, XMapHi CIykOHM Ta iHmI Jpkepena nanuX. Lli sxypHanm 30uparoTbes y
pi3HMX (opmarax i mignaThCs aHaNi3y JUIA 3a0e3MedeHHs iX Kopesiiii Ta eeKTHBHOro aHaii3y, o BKa3ye Ha
MOKpAIEHI MOXJIMBOCTI PaHHHOT'O BHSIBJICHHS i, OTXKE, Ha JOCSATHEHHs rojioBHOi MeTh SIEM — ckopoueHHs
«4acy nepeOyBaHHS» 0 MOMEHTY BHSIBJICHHS.

EDR Hagnae iHdpopmariito mpo 3I0BMHCHY aKTHBHICTh Ha KIiHIIEBHMX TOYKax opradizamii B pamkax SOC-
Tpiagu. Bussnse, pearye Ha pizHi THnum 3nmoBmucHoOro I13, a Takox 3abe3medye MOKIaAHUHN OTJISA Ta MOBHY
BUAMMICTB IIPHUCTPOIB y Mepexi. MoxumBocti NDR nonosaioroTs 3acobu EDR, ycyBaroun mporaiiHu areHTiB
EDR, i posmmproiors anami3z xypHaxy SIEM, acomiroroun BUSBIEHI 3arpo3d 3 MEPEKEBOIO aKTHBHICTIO Ta
HaJar4u IM HeOOXiJHUH KOHTEKCT.

Omxe, koMmOiHamis nmx pimenb y ckiagi SOC-tpiagu 3a0e3nedye HelepeBEepIICHY BHANMICTh Ta
AaBTOMATHYHICTh pearyBaHHs B yMOBax KibepaTaku.
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Mepexesi

Kypsinm

g Arcieru
i norw

SOC-rpiana

Pucynok 4 — SOC-tpiana

Tob6Tto pa3oM Bci L pillleHHs], sIKI cXeMaTHYHO 300pakeHHI Ha puc. 4, 3a0e3MeuyloTh NOBHY BUANMICTh Ta
0e3MeKy CUCTEMU.

HogiTHiii miaxin mono po3podku HenepepBHOro e()eKTUBHOIO0 MOHITOPHHTY Oe3NeKH B
KOMII’I0TepHUX Mepe:kax y uenrpax SOC

®opmyBanns 3aaa4 ckiaagoBux EDR y tpiagi SIEM-EDR-NDR. KoxxeH KiHIEBHI MpHUCTpid, SKAH
MAKITIOYCHAN 10 MEpexi, € «BXOJOM» N0 KOH(QiAeHIiHHOI iHpopMamii. ToMy Ba)KIHBO BpaxXxOBYBaTH OCHOBHI
TIPUHIAIA PO3pOOKH e()eKTUBHOI cTpaTterii Kibep3axucTy KiHIIEBHX MPUCTPOIB Y MEPEKi:

3axMCT OBUHEH BUSBIISITH 1 JIKBIIOBYBAaTH BCI eTamnyu aTtaku. A came, e(eKTHBHUII 3aXUCT BijJl BTOPrHEHb
MICTUTB: 3aCO0M TIEPEBIPKH MOIITOBUX MJOJATKIB (SNEKTPOHHA NOIITA 3AJUIIAETHCS OCHOBHHM «3aC000M
TIOIIMPEHHS 3JIOBMUCHUX KOMIB» Ha MPHUCTPOSX KOPHUCTYBauiB); 3aCO0M 3aXHCTY BiJ 3aBaHTA)XEHHs HeOaKaHUX.
TyT mpairoe TEXHOJIOTIs, fKa aHali3ye BeCh BXIJHUN Ta BHUXiIHUEA Tpadik i Hamae 3axucT Opaysepa, 1100
OJOKyBaTH Taki 3arpo3u Imepei iX 3amyckoM Ha KIHIIEBOMY NPHUCTPOI; MOTY)KHHH 3aXHCT CaMOTO KiHIEBOTO
MPUCTPOIO, i3 CIy’k0aMu KOHTPOJIIO Ta JOJATKIB, @ TAKOX CaM MPUCTPIH.

MexaHi3M pearyBaHHS Ta PO3CHIAyBaHHS IHIMACHTIB Ma€ JEMOHCTPYBATH KOHKPETHI pe3yibTaTH, Mae
MaTH MOXJIUBICTh 130JIFOBaTH KIHICBUHA NPUCTPIH A ePEKTHBHOTO BHUBYCHHS IHIHICHTY, 3YIHHATH
MOIIMPEHHS BiPYCIiB Ta BITHOBJIIOBATH IPUCTPIH 32 JOITOMOTOIO HOTO HE3apa)KeHOT KOITii.

Cucrtema He TOBMHHA BIUIMBATH Ha Oi3HEC-TIPOIECH, TOOTO 3axoaW Oe3MeKH He IOBHHHI 3aBaXKaTh
HOpMaITbHOMY ()YHKIIIOHYBaHHIO Oi3HEC-TIPOIIECIB Ta IMBUAKOMY OOMIHY JaHUMHU B MEPEXKi.

HentpamizoBane ympapiiHHS KiOepOesnekor. OTke, TOMTHKA aIMIiHICTPYBaHHS Ta CaM IIPOTOKOJ
Oe3neKy IOBHMHHI BKJIIOYATH 3axX0Ju 3a0e3leueHHs Oe3NeKH BCiX KOMIIOHEHTIB Mepexi MiANpUeEMCTBaA,
00'ennyroun Bei KiHnesi npuctpoi (BYOD). Koxen Takuit npucTpiii NOBUHEH BiJIOBIIaTH BUMOTaM JIOCTYITY 10
Mepexi, LIo nepeadadae aBTOMaTH3AII0 IXHBOTO KiOep3axucTy.

3arajiom, IS MOTPUMAHHS MOJITHK OE3MEeKH KIHIIEBHX MPUCTPOIB ypPaxOBYIOYHM 3POCTAHHS 3arpos,
HEOOXIiJTHO 3aCTOCOBYBATH: MEPEKeBI €KpaHW JUIS PI3HMX THIIB IPHUCTPOIB; AHTUBIPYCH AJISl €JIEKTPOHHOL
MOIITH; MOHITOPHHT, (QimbTparmiro Ta 3aXxucT web-Tpadiky; ympaBiiHHS OE3IEKOI0 Ta 3aXWCHI PIIICHHS It
MDM; koHTpoIs poOOTH TOAATKIB; MHU(PYBAaHHS; BISIBICHHS BTOPTHEHb.

EDR € iHTerpoBaHOIO CHCTEMOIO OS3MEeKH KiHIIEBOI TOUKH, 00'€JHY€E MOCTIHHUI MOHITOPUHT Y peabHOMY
yaci Ta 30ip MaHUX i3 (YHKIOIIMH aBTOMATH30BAaHOTO pearyBaHHS Ta aHAJi3y HAa OCHOBI IpaBwWi. BaxmmBo
Bim3HaunTH, 10 EDR JIOMOBHIOIOTH, a HE 3aMIHIOIOTH IOTIEpPEIHI 3ac00M OE3MeKH, IHTETPYIOThCS 3 HUMH IS
CTBOPEHHS OLTbII €)EKTUBHOI T2 KOMIUIEKCHOI CHCTEMH 3aXHCTY.

Iactpymentapiit EDR cknamaeThes i3 TphOX OCHOBHUX KOMITOHEHTIB:

1. AreHntu 300py JaHUX. MOHITOPHHT KiHIIEBUX TOYOK Ta 30ip JaHUX (TIPOIIECH, TTiAKIFOUYESHHS, 00CsT
AaKTUBHOCTI Ta Iepeada JaHuX) 1 mepenaBanHs 1iei iHpopMmariii y nentpansny b/

2. ABTOMAarH30BaHa BIAMOBIgb. 3a3jajerinp HamamToBaHi mpaBwia B pimeHHi EDR cnpomorxHi
BUSBIIATA BXIiJHI JaHi, 10 BKa3ylOTh Ha BIIOMHH TWI TOPYIICHHS O€3MeKkH, Ta 3almycKaTh
ABTOMATH30BaHy PEaKIlilo, HAPHUKJIAA, BUXIJ 13 CHCTEMH KiHIIEBOTO KOPHCTyBaya UM BHCHIIAHHS
CIIOBIILIEHHS CITIBPOOITHHUKY.

3. AHami3 Ta KpHMiHaJicCTHKa. AHami3 B pealbHOMY 4Yaci Ta IIBHAKA JIarHOCTHUKH 3arpos,
3aCTOCYBaBHHS 1HCTPYMEHTIB KPUMIHQJIICTHKM JJISi BUSIBJICHHS 3arpo3 4H IIPOBEIEHHS IOCT-
aHaI3Y aTaKH.

Besnexa cucremn EDR 3abe3neuye iHTerpoBaHe IEHTpalli3oBaHE CepeloBHINE Ul 300py, Kopemsuii Ta
aHaII3y JaHUX KIHLIEBHUX TOYOK, & TAKOX JUIsl KOOP/MHALIT CIIOBILIEHb | pearyBaHHs Ha aKTHBHI 3arpo3H (puc. 5).
EDR omnepariitHo B3a€MOJIIOTH 3a JIOTIOMOTOIO areHTiB, SIKi BCTAHOBIIOIOTHCS HA JIOKATBbHUX MPUCTPOSX. 3
METOIO TIOJICTIICHHS YIPaBIiHHA HUMH BOHHU ILIEHTPaJi30BaHO 00'€IHYIOTHCS 4epe3 meHTpanbHuil xad. Kimbka
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areHTiB MPUETHYIOTHCS JI0 L[LOTO IIEHTPai30BaHOro Xaly, 1 KOXKEH MOCTIHHO MOHITOPUTH NMPHUCTPii Ta Haxae
iH(pOpMaio It HOAATIBIIOTO aHaIi3y.

B cnumnyp

Machine Learning
Yeywewns jarpos

Ao sayin

AHANS gamnx

Hani mpo powedingy
)

2
Ingopuaayle ma xonmeers
*

Pyone veprreanes

Hepezwed y peocuni e, IT-aamumiicrparopn
PORIRNONT Ay noecdirrn
KINGERUE ROV AT

Pucynok 5 — Binoma cxema pobotu EDR-cuctem

JaHi, orpuMaHi 3 pi3HUX KIHIEBUX TOYOK, TPAHCIIOIOTHCS JO LEHTPAIi30BaHOTO Xaly ISl MPOBEICHHS
00poOKM Ta aHamizy, 4acTO BHMKOPHCTOBYIOYM MallMHHE HaB4YaHHS. PoO3poOieHi miJ Yac LbOro IpoLecy
CTaTHCTHYHI MOJEJIl BUKOPUCTOBYIOTHCS JUIS Yacy aHali3y BXINHHMX JAHUX 3 KIHIIEBUX TOYOK Ta BHSBJICHHS
MOTEHIIIHHUX 3arpo3.

Y Bumanky BusBIEHHS 3arpo3u cuctema EDR reHepye croBimeHHs Ta Hajacuinae oro [T-aaMinicTpaTopaM
Yl KOMaHAi KibepOesmeku uepe3 iHTepdelc KOpHCTyBada, sIKi, 3HIMCHIOIOTH 130JAMHiI0 (MEpEeMilICHHA B
MCOYHMITIO) a00 BWIyYEHHS INKIUIMBAX (QailliB, 1 Tak ycyBarOTh NOTCHLIHHY 3arpo3dy. Came Tak i
NPONOHYETHCS BIOCKOHAIUTH CXeMy BimoMoro npuHuuny ¢pyakuionysanss EDR-cucremu (puc. 6).

KINIEBI TOMKH

ANAIS JAnX BHCHOBKY
a1 oo Fopuywnos
ATERTH ONTWEMAN I ST e T
A 0 A O CTRATIIA IR AT AucwonaTe e apwt ey
E ORI, nodn LA JLy )
SO TN oMY ' ) :
oucwpuds wo sagmavond . ToPONT W DU
Al g WG ace
£ JI(FHTPAJI)ORAHH“ e
4 XABE
HEIBHYARHA g B cuavanop H TPV ACNMA BRG0S0 AV
HOBEILINKA s. Mackine Learning .
i HPOLIEC ¥ CHEHNS
hmm) i
GO AT IR SelaM0
- sSOC o m::‘
ITanwimicrparopn Prave ' : -
Ipexyec: sepesandy Adaiirusu Pt + Nponec taxtemd
AraasEnal soveNaky noTarsinG HEOEIITRING
o pesiw rol-tiove el sin ¥ sicosnmni
! 1ipoacs seieinn
gy Quila

Pucynoxk 6 — Bnrockonanenuii npunnun poboru EDR-cucremu

MeTtoau BUSBICHHS MOTCHIIHHIX 3arpo3 B EDR:

—  aHaji3 CHTHATYp — MOPIBHAHHS CUTHATYP MEpPEeKeBOro Tpadiky i3 6a3010 JaHUX BIJOMUX CHUTHATYP
37I0BMHCHOT'O ITPOTPaMHOTO 3a0€3MeueHHs;

—  aHaJi3 MOBEIIHKU — MOPIT MPHUAHATTS MOBEIIHKH KIiHIICBOi TOYKH IOPIBHIOETHCS ISl BHSBICHHS
BUIIAJIKIB aHOMaJIbHOT aKTUBHOCTI;

— aHaji3 MICOYHHMI — TOTEHIiHO HeOesmeuHi (ailim i307I0I0TECS B O€3MEYHOMY CepeoBHIIi
(mmicounuti), i IXHEe B3a€MOJIIO CIIOCTEPIra€ThCs, YHUKAIOYH MOXJIMBUX HETaTHBHUX BIUIMBIB Ha
KiHIIEBY TOYKY;

—  BIAMOBIAHICTH OIJOTO/YOPHOTO CHHMCKIB — Jii KIHIIEBUX TOYOK TOPIBHIOIOTHCS 13 Hamepesn
BU3HaYeHUM crnuckoM IP-agpec y OiomMy Ta YOpDHOMY CHHCKax JJisi  KOHTPOJIO
JI03BOJICHOT'0/3a00POHEHOT0 MEPEKEBOT0 TPaQiKy.

®opmysanns 3ana4 ckiaaxoBux NDR y Tpiagi SIEM-EDR-NDR. Sk BaxiuBHil €l€eMEHT MepexeBol
6esnexy, cucteMa NDR (MmepexxeBe BHSBIEHHsS Ta pearyBaHHsS) MICTHTh TEXHOJIOTII MEpPEXeBOi Oe3IeKH UIs
ABTOMATH30BaHOTO KOHTPOJIIO, BUSIBIICHHS, aHAJI3y Ta pearyBaHHs Ha Kibep3arposu.

3acoou NDR, siki peamizoBani Al aHasizy MepexeBoro Tpadiky, BxitouatoTs IDS/IPS 1 posmupennit
aHaJi3 3arpos, 10 Hajae 3MOTy KOMaHIaM 3a0e3lnedyeHHs! O€3MEKH CIIoCTepiraTH 3a MepexeBHM Tpadikom B
pearsHOMY Yaci Ta MIBUAKO pearyBaTH Ha MOTEHIIHHI 3arpO3H.
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VY 3B'SI3Ky 3 PO3MIMPEHHSIM PO3MOJIUICHUX MEpEeX, IHCTPYMEHTH Oe3leKH Ha OCHOBI CHTHATYp, TaKi K
IDS/IPS, cratoTh HemocTaTHIMH Uil e(peKTHBHOTrO 3abe3neuyeHHs Oesneku mianpuemctB. Pimenns NDR
BHUKOPHCTOBYIOTH PO3IINPEHY IIOBEHIHKOBY AaHANITHUKY, MAlIMHHE HaBYaHHA Ta IITYYHHH IHTENEKT s
3a0e3meueHHsI TOAaTKOBOTO PIiBHS 3aXHCTYy B JIOKAUIFHHX 1 XMapHHUX CEepeloBHINAaX. Ba)UMBO BiA3HAYNTH, IO
pimrerHst NDR He 3aMiHIOIOTH, a TOTIOBHIOIOTH TIOTIEPEIHI 3aCO0M MOHITOPHHTY Ta aHAIIi3y MepeXi, yTBOPIOIOYH
€IIVHY TIOBHOLIIHHY CHCTEMY.

Pimenns NDR M0XyTh BiZICTeXKYBaTH TPAHCIIOPTHI MOTOKH B 000X HampsAMKax (MiBHIU-TIBICHb Ta CXif-
3axiJ, SIK BHYTPIIlIHI, TaK i 30BHIIIHI) 32 IOTIOMOTOIO CTPATETIYHO PO3TAIIOBAHMX JIATYHKIB.

EdexrusHi pitmenns NDR neMoHCTpYIOTB psij niepeBar:

1. Po3mmpeHa BuHAMMICTH 3arpo3: rpynu Oe3meKH MOXYTh BIJICHIIAKOBYBaTH 3arpo3d, B T.U.
BTOPTHEHHS Ta CTOPOHHI aKTUBHOCTI B MEpEXi Ha JIOKaJIbHOMY PiBHI Ta Y XMapHOMY CEPEIOBHIIII.

2. 3MeHILIEeHHS MOMUJIKOBHX CHPAllbOBYBaHb: aKIIEHTYBaHHS yBard Ha peajbHUX BTOPTHEHHSX.

3. IBumme 3anobiranHs abo 3ynmuHka BTOoprHeHHs: NDR BHKOpHCTOBYE WITYYHHMH IHTENEKT i
MAaIlMHHE HaBYaHHA JUIsI pOOOTH B peXXHMMi peaslbHOTO Yacy, pO3Mi3HaBaHHA Ta 3YIMUHKH 3arpo3 3i
MIBUJIKICTIO MEPEKEBOTO 3B'A3KY.

4. TloBHa Bi3yami3amis aTak: 3aBOIKH iH(OpMAIii Mpo IUIAH BTOPTHEHB Ta IETANBHOMY Tpadiky
3arpo3 y Mepexi, CIy>KOU Oe3IeKH MOXKYTh ONEepPaTHBHO 3pO3YMITH MacIiTald aTaKkd Ta BU3HAYHUTH
MIPIOPUTETHICTH PECYPCIB.

Pimennss NDR mocTiiHO aHami3yIOTh Ta KOPENOIOTh 3HAYHI OOCATH MEpekeBOro Tpadiky Ta MOIiit
oesnekn (Sec_Event Logs) Mik pi3HUMH akTHBaMH Ta mepexoiamu. IHctpymentd NDR 3acHoBaHO Ha
IITYYHOMY IHTEJEKTI, SIKUA IIOCTIHHO CaMOHABYAETHCS Ta AaNaNTyeThCs Ui aBTOMATUYHOTO BHUSIBICHHS
CBOJTIOI[IOHYIOUMX Ta CKJIaHHUX 3arpo3. Y BUIAIKY BHUSABICHHS aTaku pimeHHs NDR 3a0e3neuyroTh BCeOIUHMIA
KPUMIHAJICTUYHUN aHaji3 XpPOHOJOTil aTak, MOYMHAIOYM BiJ| IHILIIOBaHHS TPOHHKHEHHS Ta CTOPOHHIM
nepeMillleHHSIMU B MEPEKi, 8 TAKO)K aBTOMATHYHO 3aIyCKarOTh MPOLIECH Jyisl 3aro0iraHHs MaiOyTHIM aTakaM.

AJIbTepHATHBHME npouec 00poOKH KypHaJIiB moaii

Binomuii mpouec Hopmamizamii :xypHagiB moxiid. [Ipormec HopMmamizamii XypHadiB HOZIH BimoMHd Ta
NPOAEMOHCTPOBAHUI Ha PHUCYHKY 7.

S5E)
[ |
:) &)= . ==

mD -
HED

Pucynox 7 — Bigomuit nporiec HopMatizawii )KypHaiB Moaiid

Cuctema SIEM mae 31aTHICT BUKOHYBATH PI3HOMaHITHI (DYHKIIIT: TPOBOAUTH TAKCOHOMIIO (Ki1acH(iKalliro
OTPUMAaHUX JAHHUX 3a TUTIAMH Ta KaTeropisMH) 1 3AIHICHIOBATH KOpPENALito (MTOB'SI3yBaTH 3aBajiocss O po3pi3HeHi
nofii Mix coboro). KpiM Toro, BoHa MOKe HAJCHIIATH TMOBIIOMJICHHS BiIMOBITAIEHAM 0CO0aM IIPO BHSBICHI
mio3piii noxii B )KypHanax.

®ynkuionan SIEM Ha npuknaai komnadii cepeHboro posmipy (6smssko 1000 cniBpoOiTHHKIB, X podoui
1K, indopmarist Ta 6i3HEC-cuCTEMH 30€piratoThesl Ta MPALIOIOTh Ha CEpBEpax):

1. AHTuBipycHI pimieHHs, SKi TpW3HAa4YeHi JUIl YHUKHEHHS aKTUBHOCTI IIKIJAJIMBOTO KOIY
3nmoBmucHOTO 13 Ha KiHIIEBMX TOYKaX, y JIOKATFHOMY Ta web-Tpadiky, a TakoX B €JICKTPOHHIHN
TIOIITI.

2. 3acobu 3axHCTy BiJi €KCIUIOWTIB, SIKI 34aTHI BHSBJIATH Ta 3amo0iraTd HETaTHBHOMY BIUIMBY
BCTAaHOBJICHOT'O MPHKJIATHOTO YK cucTeMHoro [13.

3. Cucremu ymnpaBiiHHS Ta KOHTPOJIIO OOJIKOBMMH 3allMCaMu, sIKi peaji3yloTh LEHTpasi30BaHe
KepyBaHHs 00JIIKOBIMH 3aIiicaMy KOPUCTYBadiB Ta aaMiHicTpaTopiB IT-cucrem.

4. 3acoOu 3axuCTy BiJl BUTOKY JIaHHX, SKi CIIPSIMOBaHI Ha 3ario0iraHHs HECAHKI[IOHOBaHIN mepeaadi
ninHOi iH(opManii 3 TOpyIIEeHHSIM YCTaHOBJICHUX Y KOMIaHil.

5. MepexeBi OpaHnmayepH, sKi PErylIOlOTh BXIAHWM Ta BUXIOHHH MepexeBuil Tpadik sk B
JIOKJIBHIH, TaK 1 B iHTEpHET-MEpexi.
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6. Cucremu BuSBICHHS Ta/a00 3amoOiraHHsS MEPEKEBHM BTOPTHEHHSM IPHU3HAUYCHI IS aHaJi3y
MepeeBOro Tpagiky 3 METOIO BUSIBICHHS O3HAK aTaky Ha MPHUCTPOI Yepe3 MEpexy 3a JOIOMOTO00
EKCIIJIOMTIB.

7. «llicoynni» (3aco0H i30JIbOBAaHOTO BHKOHAHHSA MPOTPaM) MO3BOJSIIOTH 3aIlyCKaTH CYMHIBHHHN
(haiirr B 1307T0BAaHOMY BipTyaTbHOMY CEPEIOBHIL, TPU3HAYCHOMY JIJIsl BUABIICHHS aHOMAITiH.

8. Cxanepm Bpa3iHMBOCTEH 3aCTOCOBYIOTHCS IUIA aHamii3y pisHHX IT-cuctem, oTpuMmyroum HaHi Ipo
BUKOpUCTOBYBaHi Bepcii [13 mis 3acTocyBaHHS BiZOMHX BPa3lHWBOCTEH, IO 3aCTOCOBYIOTHCS IO
3a3HA4YEHHX BEpCiil.

9. Cucremn pecypciB-npuMaHoK Juisi 3;10BMUCHUKIB (honeypots i honeynets) CTBOpIOIOTBCS K
imMiTaniiHi cucremu iHQOPMALIHUX pecypciB, aHAJIOTIYHI PeaIbHUM CHUCTEeMaM KOMIIaHii, aje He
MICTATh KOXHOT LiHHOI iHQopMamii. ATakyroui, NOTpanmMBIIM B TaKy NAacTKy, HamararoThCs
BUKOPHCTOBYBaTH CBi IHCTpyMEHTapiil aisl artaku, 1 iXHI Jil peTeIbHO >KypHAIIOIOTHCS Ta
aHANI3YIOThCs (paxiBISIMU 3 Oe3reKu iHpopMarlii.

10. 3acobu ympasniaas mopratuBHuMu mpuctposmu (MDM — Mobile Device Management) — e
IporpaMH  KOHTPOJNIO Ta 3aXWCTy IOPTATHBHHX TPHCTPOiB cmiBpoOiTHEKIB (BYOD).
BceraHoBHBOIM TakWil iHCTPYMEHT, CHIiBPOOITHHK OTPHUMYE MOKIHMBICTH KOHTPOJIBOBAHOTO Ta
OesmeyHoro BimmameHoro goctymy npo IT-pecypciB opraHizamii, HampHWKIAA, IiAKITIOYHBIIN
poboUy momTy Ha CBiif cMapTQOH.

BroockonaneHuii mpouec HopMagizamii skypHajiB moaiii. Posrisaemo, sk ¢pynknionye cuctema SIEM,
sIka KOPHCTh Bifl il BIPOBAKEHHS Ta SIKi 3aBIaHHs BOHA BUKOHYE (PUCYHOK 8).
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Pucynoxk 8 — Brockonanenuii nporiec HopMaltizaniii xypHasiB moii

[epmre 3aBnanns SIEM — orpumarn naHi Bix mkepena. Lle Moxe OyTH SIK «aKTHBHE» JDKEpEINO, 3/1aTHE
nepenasat JaHi y SIEM, moctaTHRO BKasaTH MepexkeBy ajapecy npuiiMada (Tak 3BaHHH MeHemxep), abo
«mmacuBHe», 10 skoro SIEM-cucrema mOBMHHA CaMOCTIHHO 3BepTaTHcs (Tak 3BaHUE areHT). OTpUMaBIIH JaHi
Bix mkeperna, SIEM-cructemMa nepeTBOPIOE X y €IUHNUN, MPUIATHAN IS TOJANBIIOT0 BUKOPHUCTaHHS (Gopmar —
e mporec Hopmamizamii. Jlami SIEM-cucrema BHKOHYE TaKCOHOMIIO, KJIAacH(iKyroun B)Ke HOPMaii3oBaHi
MOBi1JOMJICHHSI BiJIIIOBITHO JI0 IXHBOTO 3MICTY: sIKa TIOJIisI BKa3y€ Ha YCIHIIIHY MEPEXEBY KOMYHIKAIlito, sKa — Ha
BXix xopuctyBaya Ha IIK, a sixka — Ha crnpaifoBaHHA aHTHBipyca. TakuM YWHOM, OTPHMYEMO He JHIne Halip
3anuciB, a mocnigoBHICTh moxiit (Sec Event Logs) i3 KOHKpeTHHM 3MiCTOM Ta YacOM BHHHUKHEHHA. Temep Mu
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MOXEMO 3PO3YMITH, SIK B3a€MOMISUIM MOAIl Ta BCTAHOBUTH MOXJIMBHUH 3B'I30K MDXX HUMH. B IIbOMY KOHTEKCTI
BOXJIMBY pOJIb Bigirpae ocHoBHMH MexaHi3M SIEM-cucremu — kopemsnis. Kopemsuis B SIEM — 1ne
BCTAHOBJICHHS B32€EMO3B'S3KY MK HOZISIMH, SIKi BiAIIOBial0Th KOHKPETHUM YMOBaM (TIpaBHIaM KOPEJIAIiT).

3a pesynbraTamMu 3acTocyBaHHs npaBmi Kopemsmii y SIEM ¢opmyertscs innmaest [b. B takomy Bumangky
(axiBenp, mo mpamoe3 SIEM, mae edekTHBHO 3HAXOOUTH cepell IONEepeqHiX IHIWACHTIB Ta TOMIH, M0
30epiratorbes B cucteMi SIEM. OTxe, ximrouoBi 3apnanss cucteMu SIEM raki: 1. 36ip sxypHaiB 3 ycix HassBHUX
3acobiB 3axmcty; 2. Hopmamizamis orpuMaHux naHux; 3. TakcoHoMish HopMmaizoBaHHX naHux; 4. Kopemsmis
kinacudikoBanux noxid (Sec Event Logs); 5. CrBopeHHs iHIMAeHTY Ta 3a0e3NEUYEHHsS IHCTPYMEHTIB JUIs
NpOoBeeHHs po3ciiayBanHs; 6. 30epexkeHHs iHpopMalii Npo NoAii Ta IHIUASHTH MPOTATOM 3HAYHOTO IIEPioy
(npunaiiMHi 6 MmicsiuiB); 7. lIBunkuii nomyk 3a gaHuMy, siki 30epiratotbcs B SIEM. BpaxoByroun 1i acnekru,
MPOTIOHYETHCS YAOCKOHAJIMTH CXEMY BiZIOMOTro Ipoliecy HOpMati3alii )KypHalIiB MOAiH.

HoBa koHmermmisi cxeMu BiIpi3HAETBCS Bif iICHYIOUHMX 3a TakUMH IapameTpaMiu: 1) BoHa Oyna peTenpHO
PO3TIISIHYTa Ta YTOYHEHA, 3 TOKIAIHO BH3HAYCHUMH CKIIQJIOBHMH IpOIECy HOpMasi3allii JKypHalliB Moii; 2) B
Hill BU3HAYCHO POJIb areHTiB MiX KepernoMm maHux ta SIEM-cucremoro; 3) TyT mpeAcTaBieHi KIIOYOBI eTarmu
00po0Oku nanux B Mexkax SIEM-cuctemu.

BucHoBku

[ToTpeba y aHamizi Ta yIOCKOHAJIEHHI METOJIB Ta 3aco0iB HENEpEepBHOIO MOHITOPHHTY Oe3leKkdu B
KOMIT FOTEpHUX Mepekax 3acodbamu SIEM cTana migcTaBoro st TOCIIIKCHHS.

VY naniii po6GOTI JOCATHYTa MOCTABJIEHA METa, sIKa J03BOJISIE TIPHCKOPEHHS IIPOLIECIB pearyBaHHs Ha 3arpo3u
MEpEeKeBOI OE3MEeKH 3aBSIKK BIOCKOHAIICHOMY Ipoliecy o0poOKH KypHaiiB moxiil y meroni interpanii SIEM Ta
ii areHTiB B cepenoBuile. Y MIJICYMKY 1€ JO3BOJISIE YNOPSIKOBYBAaTH Ta KJIACH(IKyBaTH XaOTHYHI HEOCSDKHI
NOTOKM iH(popMaLil Mpo moxii B Mepexi Ta NEePETBOPUTH Y 3pYy4HY Bi3yalbHO NMPUHHATHY iH(OpMawio uis
OIIEPaTHBHOTO YCYHEHHS 3arpo3 aIMiHICTPaTOPOM CHCTEMH.
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KOMITI'IOTEPHI CUCTEMH TA KOMIIOHEHTH

VJIK 004.358

b. B. baommacekuii, . M. Kngruenko

EOEKTUBHICTH KOMII'IOTEPHUX 3ACOBIB
KEPYBAHHA ABTOMATUYHHUM HAITPABJIEHHAM
AHTEH Y BE3IPOTOBUX CUCTEMAX INEPEJAYI JAHUX

HamionaneHuii TeXHIYHUHA yHIBEpCUTET YKpaiHU
«KwuiBcbkuii monitexHiunuil iHcTUTYT iMeHi [ropst Cikopcbkoro», Kuis

Awnoranis. CydacHi TeleKOMyHIKaLiiHI CHCTeMU HaOyIH 3Ha4YHOI OIYJIIPHOCTI 3aBISKH, B IIEPIIy 4epry, eeKTUBHHM 3aco0aM repenadi
indopmanii. OmHaK, HE3AIEKHO BiJ crocoly mepenadi iHpopmaiii, epeKTUBHICTb Oyab-5IKOI CHCTEMH MOXKe OyTH OOMeXeHa MaKCHMAallb-
HOIO LIBU/KICTIO Ta JANBHICTIO wi€i mepenadi. Takoxk, eeKTUBHICTD Ta AOLIIBHICT BUKOPUCTAHHS, HAPHKIIAA, OE3APOTOBUX CHCTEM Iepe-
Javi JaHWX 3aJIeKHUTH BiJl pebedy, IBUAKOCTI PO3rOPTAHHS, KOHOMIYHHUX [TOKA3HUKIB Ta TPUBAJOCTI BUKOPHCTAaHHSA. B cuctemax Ge3zxpo-
TOBOI Mepeayi AaHuX B NpHiiMayax (IepeaBadyax) BAKOPHCTOBYIOTHCS aHTEHH CIPSIMOBAHOI Ail, sIKi MaloTh OYTH PO3TOPHYTI ISl BCTAHOB-
JICHHS KaHana 3B’s3Ky IUIIXOM HAIlpaBlieHHs Ha Jpkepeno (mpuiiMad) curaaity. Asie 3HAYHHl BIUIMB HA IIBUIKICTH PO3TOPTAHHS TAKHX
6e3pOTOBHX CHCTEM Iepeiadi JaHUX i3 CIPSMOBAHUMH aHTCHAMH YHMHHUTH NPOLIEC aBTOMATHYHOTO HAIpABJICHHS aHTeHH. [linBHIIeHHs
e eKTUBHOCTI 3aCO0IB aBTOMO3MIIIOBAHHS aHTEH JOCATAETHCS 38 PAXyHOK HOBOI 3aMPONOHOBAHOI IXHBOI CTPYKTYPHOI Oprasizaii, BJOCKO-
HAJICHUX AITOPUTMIB KepyBaHHS HAIpPAaBJICHHAM aHTCHH Ta 3aCTOCYBaHHS CY4acCHOI eJIEMEHTHO-KOMIOHEHTHOI 6a3u. IIpoBeneHo aHaii3 Ta
MOPIBHSIHHS €KCIIEPHMEHTAIBHUX Pe3yJbTaTiB POOOTH 3alpOIIOHOBAHOTO PilleHHs JUIsi Oe3IpOTOBUX CHUCTEM Ilepenadi JaHuX. Takox, 3a-
[POIOHOBAHO CTPYKTYPH CHCTEMM aBTOMATHYHOIO HAIPABIICHHS aHTCHH, PEani30BaHO JIOYHI MPOTOTHII, CTBOPEHO KEPYIOue IPOrpamHe
3a0e3MeueHHsI Ta POBEACHO TECTYBAHHsI HOro GyHKIIOHYBAHHS 3TiAHO PO3POOICHNX anropuTMiB. [IpoeMOHCTPOBAHO MIMPOKI MOMKIHBOCTI
CydJacHOI eJIeMEeHTHO-KOMITOHEHTHOI 0a3u Juis peaii3alii anapaTypn 3aco0iB aBTOMaTHYHOrO HanpaBiIeHHs aHTeH. [Ipy aHami3i oTpUMaHUX
pEe3yJIbTATIB TECTYBAHHS CTBOPEHOTO MPOTOTHUITY OyJI0 MOKa3aHO e)eKTHBHICTh 3aIPONOHOBAHKUX AJITOPUTMIB, 5IKA JOCSTAETHCS 32 PAXyHOK
TXHBOrO KOMOIHYBaHHS JUIsl OTPUMAHHS FAPAaHTOBAHOTO PE3YJIbTAaTy. 3alPOIIOHOBAHO CXEMY 3aCTOCYBAHHS LIUX aITOPUTMIB, CYTh SKOI HOJIS-
ra€e B TOMY, LI0 OJMH JITOPUTM Ma€ KepyBaTH HAIPABIICHHSIM aHTCHH, sIKe Oyie NPUOIH3HIUM, a iHIIM aropuT™ Oyje BUKOHYBAaTH TOYHE
HO3HUIIFOBAHHS, TOOTO KOPUTYBaTH Ta 3aBEPIIyBaTH HANPABICHHS aHTCHU.

Kuarouosi ciioBa: 6e31poToBi cucTeMu mepenadi JaHNX, MiKPOKOHTpOJIep, ABTONO3UIIIOBAHHSI, HANIPABJICHHSI AHTeHHU, 0e3POTOBHIT
3B’SI30K.

Abstract. Modern telecommunication systems have gained considerable popularity thanks, first of all, to effective means of information
transmission. However, regardless of the method of information transmission, the effectiveness of any system can be limited by the maxi-
mum speed and range of this transmission. Also, the effectiveness and feasibility of using, for example, wireless data transmission systems
depends on the terrain, speed of deployment, economic indicators and duration of use. In wireless data transmission systems, directional
antennas are used in receivers (transmitters), which must be deployed to establish a communication channel by directing the signal to the
source (receiver).  But the automatic antenna pointing process has a significant impact on the speed of deployment of such wireless data
transmission systems with directional antennas. Increasing the efficiency of the means of auto-positioning of antennas is achieved due to the
newly proposed structural organization of them, improved algorithms for controlling the direction of the antenna and the use of a modern
element-component base. An analysis and comparison of the experimental results of the proposed solution for wireless data transmission
systems was carried out.

Also, the structure of the automatic antenna direction system was proposed, a working prototype was implemented, the control software was
created and its functioning was tested according to the developed algorithms. The broad capabilities of the modern element-component base
for the implementation of equipment for automatic antenna pointing are demonstrated. The analysis of the test results of the created
prototype showed the effectiveness of the proposed algorithms, which is achieved by combining them to obtain a guaranteed result. A
scheme of application of these algorithms is proposed, the essence of which is that one algorithm should control the direction of the antenna,
which will be approximate, and the other algorithm will perform exact positioning, that is, correct and complete the direction of the antenna.

Key words: wireless data transmission systems, microcontroller, auto positioning, antenna pointing, wireless.
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Beryn

B cyuacHux TenekoMyHiKamiiHUX CHCTeMax BIUIMB 3aco0iB JuI opraHizamii 0€37poTOBOrO 3B’SI3KYy CTae
Bce OLTBIN IMOMITHAM Ta BiJirpae KIFOYOBY POJIb 3aBJSKH ITiIKIFOUCHHIO BiIAICHUX O0'€KTIB JI0 CIUIBHOI Me-
pexi. Hanmpukinan, i 3aco0u € He3aMiHHUMH TIPH CTBOPEHHI MaricTpalbHOTro KaHaly Mepexi oneparopis 3B's13-
Ky KOJI HEMO>JIMBO MiIKIFOYATHCH JI0 BiIalIeHO! KOMITIOTEPHOI Mepexki abo y BUIAAKY, KOJIH €KOHOMIYHO
HEJIOUIJIFHO TPOKJIAAaTH BOJOKOHHO-ONTHYHY MaricTpanb. OCHOBHHMH IepeBaraMy CydacHHX Oe3pOTOBHX
JHIHA 3B'SI3Ky €: MBHIKE PO3TOPTAHHS JNiHIN 3B'A3KY MPH BIJHOCHO HU3BKHX TPOIIOBHUX BHUTPATaX; MOXIIUBICTH
6e3mepenkoTHOTo MPOXOHKEHHS MEPEXkKi depes3 TPAHCIIOPTHI MaricTpalli Ta 1Mo BOJHIN MOBEpXHi; BUCOKA PeHTa-
OenmpHICTE pOOOTH GE3APOTOBOTO PETPAHCIATOPA; MiHIMaIbHA BapTiCTh €KCIDITyaTamii Mepexi; eekTuBHa opra-
Hi3aIlis AKICHOTO 3B'SI3KYy B CKJIAJHUX reorpadidHux 1 KIIMAaTHYHUX YMOBax; 0araTo(yHKIiOHAaJIbHE BHKOPHC-
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TaHHs KaHaNiB JJIs 3a0e3MeueHHs JOCTYMmy 0 3aco0iB [HTepHeTY s mepenadi eIeKTPOHHUX TOKYMEHTIB, TOJI0-
coBOi Ta Bigeoindopmarii. [1].

AKTyalbHicTh

st Toro mo0 BCTaHOBUTH O€3IpOTOBHIA KaHAJ 3B 53Ky, HE0OXiTHO BCTAHOBUTH NpuiiMad a0bo mepexaBad i
PO3TOPHYTH aHTECHY. AJle NPOOJEMHHMM IHTaHHSIM BHKOPHCTAHHS CHPSIMOBaHOI aHTEHHW € ii HampaBleHHA Ha
JoKepero abo mpuiiMad CHTHaITy. 3a3BHYail KiHIIEBI CTaHIII mepenaroTh ab0 MPUIMAaOTh CHTHAIHN 3 OJHOTO Ha-
MPAMKY 3B’ S5I3KY, a IPOMDXKHI CTaHIII 1 TPUIMaIOTh, 1 MepeJaroTh CUTHAIH B 000X HanpsMKax. /s 3abe3medeHHs
CTa0lIbHOCTI, aHTEHU CYCIJHIX CTaHLi{l PO3TalIOBYIOTh HAa MPUPOJHHUX BHCOYMHAX, LIOTJIOBUX IPHCTPOSX abo
Oamrax 3 JOTPUMaHHSIM YMOBH, 110 Ha IUIIXY CUTHAIIy HEMa€ KOAHUX mepemkos. Jlo oauiel i3 ¢yHKIiH npo-
MIXKHUX CTaHIIH MOXKHA BiTHECTU PETPAHCIIALIIO, sika OyBae T. 3. yMcTa (HACKpi3Ha) Ta By3ioBa. UucTa peTpaH-
CJISILISE BAKOPUCTOBYETHCS Y BUIAKaX, KOJIH HEOOXI1THO NMPUHHATH, IEPETBOPHUTH, TIOCUIIUTH 1 TIEpeiaTH HACTY-
MHIHA cTaHLii OTPMMaHUN CUTHAJ MOBHICTIO. By3ioBa perpaHCisiLis BUKOPUCTOBYETHCS, KOJIM MOTPIOHO omepa-
THUBHO BIJIOKPEMUTH YacTUHY OTPUMaHOi Ha cTaHuii iHpopMarii i 3aMiHUTH ii Ha HOBY, HAaNIPUKJIAJ], OTPUMAaHY 3
iHmmx mxepen. OTke, TOCTae 3agada po3poOKH, peaizalii Ta miIBUIIeHHS eEeKTHBHOCTI 3ac00iB aBTOMAaTHY-
HOTO HamlpaBJICHHs aHTCH JUI CHCTEM 0e3APOTOBOTO 3B’SI3KY.

Mera

Mertoro pobotn € minBUIICHHS e()EeKTUBHOCTI 3aco0iB HampaBIICHHS aHTCH IIIIXOM BigOOpa)kKeHHsS 3a-
BJIAHb 1 AITOPUTMIB Ha CTPYKTYpY, CKJIaJ Ta PYHKIIOHATIbHI MOKIMBOCTI ITX 3aCO0iB.

3agaui

1. AHaii3 MOXJIMBOCTEH Ta 0COOJIMBOCTEW 3aCTOCYBaHHS CY4acCHOI €JICMEHTHO-KOMIIOHCHTHOI 0a3u yis
arnapaTHUX CTPYKTYp 3aC00IB aBTOMAaTUYHOI'O HANPABJICHHS aHTEH.

2. JocnijpkeHHs 1 peaji3allis alrOpuTMIB KEpyBaHHS HalpaBJICHHSM aHTCHH, a TAKOX aHali3 iXHBOT
e(eKTHBHOCTI.

3. OmiHka pe3ynbTaTiB pOOOTH CTBOPSHOI'O MPOTOTHUITY PEaTi30BaHOT CUCTEMHU.

Po3B’sa13aHHd 32124

OpraHi3arisi 0e3poTOBOro 3B 513Ky 3BOJAUTHCS 10 MOOYJOBH JIiHIT 3B’5I3KY, 110 Y CBOIO YEPTry 3aJISKHUTh Bij
3aco0iB JJIsl TOYHOTO Ta IIBUAKOTO HAIIPaBICHHS aHTEH, SIKI XapaKTEePU3YIOTHCS HAsBHICTIO B CBOEMY CKIIai
CHCTEMH KOMaH]| YIPaBIiHHS, PYYHUM/aBTOMATUYHUM MO3UI[IFOBAHHSIM, HAsBHICTIO CKJIQJIOBHX ISl KOHTPOJIO 1
aHaJi3y BXIHUX JaHUX Ta OpPTaHIi3alliel0 OOMIHY JaHWMH Yepe3 MOCHiIoBHHUN iHTepdeiic. Takoxk Croau MOKHA
BKJIIOYUTH NPOrpaMHe 3a0e3MeueHHs], IKe Mae KepyBaTH OPIEHTAIIEI0 aHTECHHM MO a3uMyTy i KyTy micus. Lleit
NPHUCTPIii 32 JOMOMOTOIO CIIEI[ialbHUX aNrOPUTMIB Mae 3a0e3MedyBaTH HAIPaBICHHS aHTCHH Ha JDKEpPEeNo CHr-
HaJy 3 MEBHOK TOYHICTIO. OCKIUIBKM NPUCTPiil BCTAHOBIIOETHCS Y KOMIUICKCH 3B SI3KY Ul KEPYBaHHS IHIIMMH
CHCTEMaMH LIFOTO KOMIUIEKCY, TO HEOOXiHO 3a0e3MeYUTH MOXKIMBOCTI JUIS PO3LIMPEHHS KUTBKOCTI OJMHHUIB
nepugepiiHoro O0NaAHAHHS, IO MOTJIO O MIAKIIYATHCS O PO3pOoOIeHOro mpucTporo. s peamizamii mpu-
ctpoto [2] BuOpaHo ofHomIaTHui MiHikomm totep — RaspberryPi 3B+ [3]. Ha uiit minardopmi cucrema noGyno-
BaHa Ha 0a3i koMIulekTy po3podOHumka — Arduino UNO, BukoHaHoro Ha 0a3i 8-0iTHOro MiKpOKOHTpoJiepa
ATmega 328P [4].

[IponoHyeThcs HaBe€HA HIDKYE CTPYKTypa CHCTEMH aBTOMATHYHOIO HaNpaBJIEHHs aHTeHu (puc.l).

Mopaynb poboTu 3
eHKoZepamm

:

Mogaynb KepyBaHHA Mogynb anroputmis
CUCTEMOIO HaMNpaB/IEHHA aHTEHU
A
{ ¢
Mogynb aHanisy Mopaynb KepyBaHHA
BXiAHMX AaHUX OBUTYHOM

Pucynox 1 — CtpykTypa cucTeMn aBTOMaTHYHOTO HAIIPABJICHHS aHTCHH
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Mopaynbs KepyBaHHSI CUCTEMOIO NMPU3HAUCHO ISl OTPUMAHHS Ta BUKOHAHHS KOMaHJ, SIKi HAJAXOMAATH Bil
oreparopa cHCTeMH. Jlo TaKuX KOMaHI MOXKHA BiHECTH, HANPHKJIIAJ, KOMaHIy IIOBEPHYTH NpUiMad Ha IIeBHUH
KYT B OJHi} i3 IIomuH a0o iHIMiIOBAaTH MPOIENypy HAIPABJICHHS Ha CUTHAI 332 OJHHM i3 alTOPUTMIB.

Jo yHKIif Moy aHami3y BXiIHUX NAaHUX BXOIATH: 3YMTYBaHHS IOKA3HUKIB BijJ mpuiimada, iXHiil aHa-
Ji3 Ta TEPeTBOPEHHS y IM(POBUH BUIIIAL VIS ITOJAIBLIIOT0 BUKOPUCTAHHA. Y MOZYJIi aJTOPUTMIB HallpaBJICHHS
peari3oBaHO JEKiTbKa alrOpUTMIB HAIIPABJICHHS MPUIMAOYOT0 NPHCTPOIO Ha JpKepeso curHaty. Lleit Mmoxyns
MOB’SI3aHUI 3 MOJyJeM KepyBaHHS JBUTYHaMH 1 MOAyjeM poOoTu 3 eHkoxepamu. Lleit momyns, aHamizyoouu
JlaHi, OTPUMaHi BiJI CHKOJIEpa, KEepPYy€ IBUTYHAMH.

s Toro, o0 BU3HAYUTHUCH i3 CIIOCOOOM Opi€HTALlIl Y MPOCTOPi, TOOTO SK MPOrpaMHe 3a0CreUeHHs CUC-
TEMHM Ma€ BU3HAYUTH MICLIE PO3TAIyBAaHHS aHTEHH y KOHKPETHHH MOMEHT 4acy, ONTHMAJIbHHM PIlICHHSAM €
3aCTOCYBaHHS KPOKOBOTO JBUTyHa [5] 3 eHkozepom [6]. Moayibs poboTu 3 eHkoiepamu 30upae iHhOpMAITiio Bif
€HKOIepiB 1 mepenace ii 10 MOLyJIst AITOPUTMIB HAlIPABJICHHS.

Monynp KepyBaHHS IBUTYHAMH BiJIOBiZa€ 3a HAaACHJIAHHS KEPYIOUMX CHUTHANIIB HA MiKpOCXeMYy-IpanBep
KepyBaHHS KPOKOBUMH IBHryHamu (6asi mikpocxemu A4988) [7]. KpokoBi IBUTYHH BHKOPHCTOBYIOTBCS ISt
KepyBaHHS TO3UIIE0 00’€kTa a00 I 00epTaHHA MEBHOTO By3ia 3 (DiKCOBAHOIO MIBHIAKICTIO Ha 3alaHUN KYT.
[epen BUKOPHCTAHHSIM JBHT'YHA HEOOXiTHO MPOBECTH HANAINTYBAaHHSA ApaiiBepa, a caMe OOMEKHTH MaKCUMaJIb-
HUH CTpyM, IO MPOTiKae 4epe3 oOMOTKHU ABHUTYHA. [licisa KoH(DIrypyBaHHS BUKOHY€ETHCS IHKJI, ITiJ] 9ac SIKOTO Ha
BUBIJ JpaliBepa IOCHIIAI0THCS IMITYJIBCH JUI OOSPTaHHS ABUTYHA.

J1nst OLIHKYM 3aIpOIIOHOBAHUX PIllIeHb CTBOPEHO MPOTOTHIT (MAKeT) JUIs TeCTYBaHHS pOOOTH CHCTEMH aB-
TOMAaTHYHOTO HampasieHHs aHTeH [2]. Kopmyc mpucTporo BHKOHAHO i3 IIACTMACH, BiH MpEACTaBisie cOGOIO
KOPOO, 10 SIKOTO KPITUIATHCS YCi He0OXiMHI st Horo poOOTH KOMIIOHEHTH, a caMe: JIBa CHKOJIEpa, JIBa KPOKOBUX
neuryna, mata Arduino UNO, nBa npaiiBepa KpOKOBHX JBUTYHIB, (oTopesuctop (IuB. puc.2).

PI/ICyHOK 2 - BI/IFJ'IHJI MMPOTOTHUITY CUCTEMHU aBTOMATHYHOI'O HAIIPABJICHHA aHTCH

VY po3pobiieHOMY IPOTOTHITI CHCTEMH aBTOMAaTHYHOTO HAIIPABJICHHS aHTEHH JJIS IPOBEACHHS TECTYBAHHS
y pOJIi IPUIMAIOUOro MPUCTPOI0 BUKOPHCTOBYETHCS (hoTope3rcTop. SIK BXiJHI 1aHI BUKOPUCTOBYETHCS 3HAYCH-
HSl HANIPYTH, sIKa 3HIMAETHCSI MIXK JABOMA PE3UCTOPAMH, OJIUH 3 SKUX € (poTouyTiuBUM. Ko CBITIO moTparuise
Ha MOBEPXHIO (OTOpe3ucTOpa, HOro OITip 3MEHIIYETHCS, 1 TAKMM YHHOM, 3HAXOAUTHCS HANPSIMOK JKepesa CBiT-
na.

ITpu po0oTi cucremMa MOXXe HaBOJUTHCH Ha JDKEPEIO CHTHANy, HPAlLfolovM 3a JBoMa aiaropurmamu. Ilep-
WA alNTOPUTM — II€ ANTOPUTM NPSMOKYTHHX CIipanel, SKUil Mpamioe 3a TaKUM MPUHIUAIOM: OYHHAIOYH TIPO-
IeC MOIITYKY y HEHTPi, “OK0” mepeMilly€eThCs Y 3alaHOMY HalPSAMKY, TOKH ITOKa3u HAIIPYTH 3 (OTOpe3ncTopa He
MOYHYTh 3MEHIIYBaTUCK. [1iciIst IIbOTO “OKO” MOBEPHETHCS Y OCTAHHIO TOUKY I10 33JjaHiii KOOPJMHATI, JIe HATPY-
ra He 3MEHIIyBajiacs, i IOYHE PyXaTHCs y NMEPIEeHANKYSIPHOMY HAlpsIMKY, TAKOX aHAJI3yI0uM 3HAYEHHS Ha-
npyru. PesynbraT poOOTH anroputMmy 300pakeHo Ha puc.3. 3ipka mokasye Miclie po3TallyBaHHs HKepesia CHT-
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Haiy. IlyHkTHpHA NiHis 300pa)kye NPUONU3HUHA LIIAX, KU NPOXOAMTH “‘OKO™ JJIs HAIPaBJICHHS Ha JHKEPENOo
CUTHAJy.

Pucynox 3 — CxemaTudHe 300paXeHHSI pOOOTH alTOPUTMY MPSIMOKYTHUX CIipaieit

Cnpomieny 6J0K-CXeMy alropuTMa IpeACTaBIeHo Ha puc.4.

‘ MouaTok ’

A 4

MepeBecTu npuiimatoumi
NPUCTPIN y LieHTpanbHe
NOMOXEHHS

A 4

MouaTkosa iHiLjanisauis
3MiHHUX HanNpPsMKY i
NnoBepHeHb

Y

BumiptoBaHHsi piBHS
curHany Nel

A

A 4

BumiptoBaHHS piBHSI
curHany Ne2

puiMarounii NpucTpiin y
paitHbLOMYy MOMOXEHHI 2,

MosepHyTUCA Ha3ag Ha 1

ol PiBeHb No2 > PieHb Nel
KPOK i 3MiHUTY HanpsiMOK

»
»
Y

Tak

TliunnbHUK peBepCHUX KPOKIB
GinblLue poamipy HanpsiMky?2,

Pucynox 4 — CripoiieHa cxema ajropurMma IpsMOKYTHOI cIipaii

JlpyTHii anropuT™ — aIropuT™ TPOCTOTO CKaHyBaHHs (puc.5). “Oko” crnpuiiMae BUAUMY HOMY 00JIaCTb SIK
MAaTPHIIO, 1 CKaHYE 1i, MOPIBHIOIOYH 3HAYECHHS HANPYTH Y KOXKHIiH 11 xmituami. ITicns 3HaxomKeHHs HaHO1IbIIIoro
3HA4YeHHS HANpPYTH, AITOPUTM 3alaM STOBYE NEKiTbKa MMapaMeTpiB, TAKUX SK 3HAUYEHHS HANPYTH, KOOPIHHATY
X, xoopauHaTy Y. Ilicist mpoxomKkeHHs 1Mo Beiit 001acTi, “0K0” MOBEPTAETHCS Y TOUKY 3 KoopAnHaTaMu X 1Y, y
SKi¥ 3HAYeHHS HAIIPYTH HaiO1IbIIe 3 yciei 00macTi, o focTymHa s “oka’”.
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Pucynox 5 — CxemaTiyHe 300pakeHHs pOOOTH aITOPUTMY IIPOCTOrO CKaHYBaHHS

KpokoBi IBUTYHH KepYIOThCs uepe3 npaiisepu curnaigamu 3 mwiatid Arduino UNO. [lo Bamy KOXKHOTO JBU-
TyHa MPHKPIMJICHO KYIICY, sika BUTHYTa Y (hopmi miBkosa (IuB. puc. 6). J[Bi KyJicu 3akpilieHi mi IpsIMUM Ky-
TOM. Y 00J1aCTh, 110 YTBOPIOETHCS MPHU MEPETUHI KYJIIC, BCTABIAETHCS Malellb 3 BMOHTOBAHUM Ha MPOTHJICIKHIN
CTOpOHI (HOTOPE3UCTOPOM. 3 IHIIOT CTOPOHHU ANl BCTABISIEThCS y cepy, KA 3aTHCKAETHCSI MIX JIBOMA TIIac-
THUHAMH, 1 THM CaMHM YTBOPIOETHCS IIAPOBHN MeXaHi3M. TakuM 4WHOM, TIpH OOEpPTaHHI Bajly [BUTyHA KyJica,
110 3aKpiliieHa Ha HbOMY, Tex o0epraeThes. [Ipu obepranHi Kyiica pyxae nanens 3 (OTOPE3UCTOPOM Y IO~
Hi apyroi Kyiicd. KyT moBOpOTY KOHTPOIIOETHCSI €HKOZEPAMHU.

PucyHok 6 — Pyxoma yacTuHa NpOTOTHITY

AHai3 pe3ynbTaTiB poOOTH CTBOPEHOTO MPOTOTHUITY peanti3oBaHOi CUCTEMH HaNpaBIIEHHS aHTEHHU MOKa3aB
HacTynHe. TecTyBaHHS CKJIAAaIocs i3 YOTUPHOX YACTHH:

- He3aJIe)KHE TECTyBaHHS KO>KHOTO aJTOPUTMY 3 OJTHUM JDKEPEJIOM CBITIa;

- He3aJIe)KHE TEeCTyBaHHS KOJKHOTO AITOPUTMY 3 JIBOMa JKEPEJIaMH CBITIIa;

- TecTyBaHHsS KOMOIHALl arOPUTMIB 3 OJTHUM JKEPEJIOM CBITIIa;

- TecTyBaHHs KOMOiHAIl aJrOPUTMIB 3 BOMa JKEpeslaMu CBITIa.

[Tpu TectyBaHHI QJITOPUTMY IPOCTOTO CKaHYBAaHHS 3 OJHUM JKEPEJTIOM CBITJIa MTPOIEC HAIPaBJICHHS TPHU-
BaB 37,3 cexyHau. Y pe3ynbTaTi NPUHMalOYid MPUCTPii OylI0 TOBEPHYTO y CTOPOHY IIepeaBada y TOPU30HTA-
JBHIN TUTONIHHI, ajie y BePTUKAIBHIN MIIOMMHI NPUHMaloYii TpUCTpPiil Oyino MmigHATO HAATO BUCOKO. Takox Ha
OCHOBI OTpHMaHMX JaHUX O0yi10 moOyHZoBaHO ABi Aiarpamu (AuMB. puc. 7). 3 iX JOMOMOTOI0 MOKHA OIIHUTH Xapa-
KTep PO3IMOBCIOKEHHS CBITIa MO 001aCTi BUIUMOCTI.
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I=

Pucynox 7 — O6'eMHa Ta IJI0CKa Aiarpamu, IO UTIOCTPYIOTh PO3IIOBCIOKEHHS CUTHATY 10 001acTi CKaHy-
BaHHS i3 OJTHUM JDKEPEIIOM CBIiTJIa

Ha mux rpagikax MOXHAa BUIUIMTH ABI I'PYNHM CHTHANIB, OJMH 3 sIKUX Oinpuie 3a iHmuil. OcCKijgbKu
BUKOPHCTOBYBAJIOCH CBITJIO Y POJIi CUTHAJTY, TO MOXKHA CTBEP/PKYBATH, L0 Yepe3 HeiZlealbHICTh 30BHIIIHIX YMOB
NPOBEICHHS. BUNIPOOYBaHb CBITJIIO MOXKE BiIOMBATHCS BiJl IPEIMETIB, IO 3HAXOAATHCS MOPYY i3 CTEHIOM s
BUIPOOYBaHb.

[Ipu TecTyBaHHI aNrOpUTMy MPSMOKYTHOI CHipaii 3 OZHHUM JDKEPEIIOM CBITJIA HAlpaBJIEHHS KYJIicH i3
(hoToUyTIMBEM elleMeHTOM TpuBaio 3,3 ceKyHIU. SIK pe3yipTaT, MpUHMArOunil MPHUCTpPid Oyl0 MOBEPHYTO Y
CTOpOHY HepeaaBaya. [Ipy BUKOPHCTaHHI IIbOT0 aJTOPUTMY 3 OJHUM JDKEPEJIOM CUTHATy OYJIO BCTAaHOBJICHO, IO
TOYHICTh HANPABJICHHS BUSBUIIACA Kpallle, HiXK IIPH BUKOPHCTAHHI IIEPIIOTO alrOpUTMY.

[lpy TecTyBaHHI NPUCTPOIO 3a AITOPHTMOM MPOCTOTO CKAHYBaHHS 3 JIBOMa JDKEepelNaMH CBIiTJIA s
BUTIPOOYBaHb OyIIO B3ATO ABa JDKEpena CBiTIa, OIHE 3 AKHX OUIBII moTykHe 3a iHme. [Ipomec HampaBICHHS
TpuBaB 37,3 cekyHAH. Y pe3yibTaTi NpUiMarouuii npucTpii OyJ0 MOBEPHYTO y CTOPOHY OUIBII MOTYXKHOTO
nepenaBaya 3 HEBEJIMKHM 3CYBOM MO BepTHKaii. Ha OCHOBI OTpMMaHUX NaHUX TakoX Oyyo moOyIoBaHO aBa
rpadika.

[Tpu upomy TectyBaHHi Ha rpadikax (puc.8) 4iTkO BHUIHO JBI OKpEMi IPpYIH CHUTHAIIB, IO Bi0OpakaoTh
OKpeMi JpKepelia CUTHAJIB, JIe TPpyIla BUIIHX ITIKIB — 1€ TIOTY)KHE JPKEPEIIo CBITia, a rpyra MEHIIHUX — L cialle.

Pucynoxk 8 — O6'eMHa Ta 1I0cKa Jiarpam, 110 UIFOCTPYIOTh PO3IIOBCIOKEHHS CUTHAITY 110 00J1acTi CKaHy-
BaHHSI 3 JIBOMA JDKEPEJIaMH CBIiT/a

HamnpasnenHs kyiicu i3 (GOTOUYTIMBHM €JIEMEHTOM 32 AJTOPUTMOM NPSIMOKYTHOI CIipalli 3 JIBOMa JpKe-
penamu cBiTia TpuBaio 3,1 cekyHau. B pesynprari podoTH npuitMalounii mpucTpiid Oyio HampaBiIeHO Y CTOPO-
Hy cnalIoro Jpkepena cBiTia, o 00yMOBIEHO OCOONHMBICTIO peasti3amii alropuT™My, OCKUIBKM MEHII HOTY)XXKHE
JDKEpeIIo Ha MapHIpyTi 00X0/ly 3HAXOUTHCS MEPIINM, 1 TOMY aJITOPUTM BBaXKa€ HOTo €MHHUM, 1 BUKOHY€ Harpa-
BJICHHS aHTEHH JINIIIE HA HBOTO.

Ilig yac TecTyBaHHS pOOOTH CHCTEMH, IO MPAIFOE 32 KOMOIHAIIEID aJrOPUTMIB 3 OJHHMM 1 JBOMA JKepe-
JIaMU CBITJIa MpoIIeC HampaBJeHHs aHTeHu TpuBaB 40,2 cexynau. B 000x Bumajkax npuiMaroduii npucTpii 0y-
JIO TIOBEPHYTO Yy HANPSMKY JKepesa CBITJIA, TOUHINIe HiXK P BUKOPHCTAHHI allTOPUTMIB OKPEMO OJIMH Bij OJ1-
HOTO (y BUNAJKY 3 JBOMA JDKEpeIaMy CUTHAly, NPUHMAalounil NIPUCTPili BUKOHAB HANPABJICHHS aHTCHU Ha IO-
TY>XHE DKEPEJIO CUTHAITY).

KepyBaHHS HalpaBlIeHHAM aHTEHU B pealli3oBaHOMY IPOTOTHII 3IHCHIOETHCS B PYYHOMY Ta aBTOMATHY-
HOMY (TIporpaMHe KepyBaHH:) pexnmax. [ pyqHOro KepyBaHHs BUKOPHCTOBYEThCS CHCTEMA KOMaHJ Ta Ipo-
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rpamMHe 3a0e3ledyeHHs, 10 YMOXJIMBIIIOE 3B’SI30K uepe3 MociinoBHUH iHTepdeiic. KepyBaHHs 3a nonmomororo
nporpaMHoro 3abesneyeHus BinOyBaeThes uepes mporpamy Guidance Control (puc. 9).

Connect Disconnect ; © Fulstep
= S O 1/25tep
) 1/4step
O 18step

O 1/16 step

Pucynok 9 — Iarepdetic mporpamu Guidance Control

Jlo ocHOBHHX (YHKII IbOTO NMPOTPaMHOTO 3aco0y MOKHA BiIHECTH: MIAKIIOUEHHS IIPUCTPOIO, SIKUH
3’emHaHo 3 00OpaHuM moprtoM (kHomka “Connect”), HajcuaHHS KOMAaHIU JJisl BUKOHAHHS IICHTPYBAHHS MPHIA-
Maro4Joro mnpuctporo (kHomka “Center’), HaacwiaHHA KOMaHIU JUIS BUKOHAHHS HAIIPaBJICHHS NMPHUHMAaO4oro
MPUCTPOIO 32 aITOPUTMOM HPSIMOKYTHOI cmipaii (kHomka “Spiral”), BHKOHaHHS HAaIlpaBICHHA NPHIIMAIOYOTro
NPUCTPOIO 32 alrOPUTMOM TIPOCTOrO0 CKaHyBaHHsA (KHOIKa“SCan™), BiKIIOYEHHS MPHUCTPOIO (KHOIKA
“Disconnect”), kepyBaHHS TOBOPOTOM MPUIMAIOYOT0 MIPUCTPOIO Y BiJMOBIAHOMY HAMPAMKY, Ha KiTbKIiCTh KPO-
KiB 3a7iany y moji 3 crpikamu (kHonku “UP”, “DOWN?”, “LEFT”, “RIGHT”), nanaumtyBaHHs 1iTbHUKA KPOKIB
kpokoBux asurysis (“Full Step”, “1/2 step ... 1/16 step”).

BucHoBkH

1. MOXIIMBOCTI Cy4acHOi eIeMEHTHO-KOMIIOHEHTHOI 0a3u JJIs pealizallii amapatypu 3aco0iB aBTOMAaTH4-
HOTO HalpaBJICHHs aHTEH JO3BOJIAIOTH €DEKTHBHO BUPIIIUTH IUPOKUH CIIEKTP 3aB/IAHB.

2. B pesynbraTi aHaNizy OTPUMaHHX Pe3yJIbTaTiB TECTYBAaHHS CTBOPEHOrO MPOTOTHUITY OYIIO BHSBICHO, IO
3aIPOIIOHOBAHI AJTOPUTMH BUKOHYIOTh IMOCTABICHY IM 3a/1a4y, ajie Ui JOCATHEHHS TapaHTOBAHOTO Pe3ylbTaTy
HEOoOXiHO iX KOMOiHyBaTH. B po3pi3i mpOro 3ampoHOBaHO CXEMY 3aCTOCYBaHHS IHUX AITOPHUTMIB, NIe OTUH i3
HHMX Ma€ KepyBaTH HANPABJICHHAM aHTCHH, sike Oyae NMpUOIM3HUM, a HIIUH anropuT™ OyJe BUKOHYBAaTH TOYHE
MO3UIIIOBaHHs. B pe3ynbraTi MpoBeleHUX 3 MPOTOTUIIOM EKCIIEPUMEHTIB 3’5ICOBAHO, IO AJITOPUTM IPOCTOTO
CKaHyBaHHSI BUKOHYE MPUOIM3HE MO3UIIIOBAHHS, & aJITOPUTM NPSMOKYTHOI CIipali € KOPUTYIOYHM 1 Ma€e 3aBe-
pILyBaTH HAIIPaBJICHHS aHTEHH.
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METO/AU TA 3ACOBH 3AXUCTY PECYPCIB B
KOMII'IOTEPHIN SDN-MEPEXI

1o o . o . o . .
BIHHI/ILII)KI/II/I HalllOHAJIbHUU TEXHIYHUUN YHIBCPCHUTCT, BlHHI/II_ISI

Hartionansuuii yaiBepentet «JIbBiBChKA TOTITEXHIKa»

AHoTtauis. Po6ota mpucssiueHa aHaii3y Ta BIOCKOHAJCHHIO METOMIB Ta 3ac00iB MOOYIOBH apXiTEKTYpH IMPOTPAMHO-KEPOBAHHX MEPEK.
BasxJIMBUM acIIeKTOM € IOPIBHSHHS BiAMIHHOCTEH MK KEpYBaHHSIM Mepexi 3a JOMOMOIOI0 TpaJHIiHHUX METOMIB Ta 3 BUKOpUCTaHHI SDN
koHTposiepa. OCHOBHA yBara IPHAUIAETHCS Po3podLi Mozeneit 6e3mnexy Ha 6a3i HPOrpaMHO-KEPOBAHUX MEpPEiK.

JlocTipKeHHS IPYHTYIOThCSL Ha aHaJIi31 KOHKPETHHX BUIAJKiB BUKOPHUCTAHHS TaKHX MEPEX, BKIIIOYAlOuH 30ip AyMOK Ta €KCIIEPTHHUX OL[IHOK
Bi podecioHaliB y ramysi Ta BUKOPHCTOBYIOTh 3aTaJIbHOJOCTYIIHY iH(OpPMAIIil0 PO METOAU Ta 3acOo0U OE3MeKH apXiTeKTypH HPOrpaMHO-
kepoBanux mepexx. Texnomoris SDN Hagae Oinbliie THYYKOCTI Ta MIBHIKOCTI BIPOBA/DKEHHS 3aXO0/iB O€3MeKH, 10 T03BOJISIE pearyBaTH Ha
3arpo3d B peaibHOMY 4aci. Y CydaCHHX yMOBaX, KOJM Kibep3arpo3u CTalTh CKIAIHIIIMMH Ta BUpasHimmmu, SDN-Mepexi 103BOJSIOTH
BUSIBIIITH aTakd, OJIOKYBAaTH IIKIAJIMBI Il Ta 3aCTOCOBYBAaTH IIOJITHKM Oe3lekd B peanbHOMy uaci. IIpore, 3pocraroda CKIIAJHICTh
Kibep3arpo3 Ta MOCTIiifHI 3MiHH TEXHOJOTIH BHMAraloTh ITOJAJBIIOr0 PO3BUTKY 1 BAOCKOHANCHHS iH(popMariiiHoi Oe3meku pecypcie SDN-
Mepexi kommaHil. IcHye HeoOXiIHICTh y MOJaNbIIOMY aHali3i Ta BJIOCKOHAJICHHI METOIIB Ta 3acO0iB 3aXMCTy iH(OPMAIIWHHUX Ta HIIMX
pecypciB B koMt rotepaux SDN-mepexax. [Torpeda y moanpuiomMy aHaisi Ta BIOCKOHAJICHHI METO/IIB Ta 3aC00iB 3aXUCTy iH(popMaLiitHuX
Ta iHOIMX pecypciB B koM oTepHuXx SDN-Mepexax crana (pyHZaMEHTOM Ui IPOBEIACHHS [[bOTO JOCIIDKEHHS. Y Pe3yibTari JOCSITHYTO
IIiIBUINEHHS PiBHS iHpopMamniiiHoi 6e3nekn pecypciB SDN-Mepexi nuisixom: 1) cKOpoueHHs 4acy BTPYYaHHS Y MEpexy; 2) 3aCTOCYBaHHS
BJIOCKOHAJICHOT0 METOy OOpoOJieHHS TpadiKy Ha OCHOBI MEpEeXeBOi O€3IeKH IOTOKY IaKeTiB, IO I03BOJISE OKAHUM MEPEKEBUM
noaTtkam e)eKTHBHO KePyBATH MEPECUIIAHHSIM.

Kuarouosi cioBa: SDN-mepexa, Cemantuuna moaeas SDN, Mongesnb B3aemosnii MepesxeBoi onepaniiiHoi cucremu ta SDN, mMoneian
Mepe:ki i3 rHyYkumMu pecypcamu.

Abstract. The work is dedicated to the analysis and improvement of methods and tools for building the architecture of software-defined
networks (SDNSs). A crucial aspect involves comparing the differences between network management using traditional methods and utilizing
an SDN controller. Primary attention is given to the development of security models based on software-defined networks.

The research is grounded in the analysis of specific cases involving the use of such networks, including gathering opinions and expert
assessments from professionals in the field. It leverages publicly available information on methods and tools for securing the architecture of
software-defined networks. SDN technology provides greater flexibility and speed in implementing security measures, allowing real-time
responses to threats. In contemporary conditions, where cyber threats are becoming more complex and pronounced, SDN networks enable
the detection of attacks, blocking malicious actions, and applying security policies in real-time. However, the increasing complexity of cyber
threats and constant technological changes necessitate further development and enhancement of the information security of SDN network
resources for companies. There is a need for further analysis and improvement of methods and tools for protecting information and other
resources in computer-based SDN networks. The necessity for further analysis and improvement of methods and tools for protecting
information and other resources in computer-based SDN networks serves as the foundation for this research. As a result, an enhancement in
the level of information security for SDN network resources has been achieved by: 1) reducing the intervention time in the network; 2)
applying an improved method of traffic processing based on network security of packet flows, allowing desired network applications to
efficiently manage forwarding.

Key words: SDN network, SDN Semantic Model, network operating system interaction model and SDN, network model with flexible
resources.

DOI: https://doi.org/10.31649/1999-9941-2023-58-3-41-52.

Beryn

KosxHa KoMIaHist, He3aJIeXHO BiJl CBOTrO po3Mipy abo raiysi, Mae BaXIJIUBI pecypcH, Taki K KOHQIAeHIIHHI
JlaHI KJIIEHTIB, KOMepLiiiHa iH(opMallis, iHTeNeKTyalbHa BIIAaCHICTb, (piHAHCOBI JaHi TOmO. 30epeXeHHs IUX
pecypciB BiJl HECAHKIIOHOBAHOTO JOCTYITy, BHTOKY iHQopMmauii Ta 3JI0BXHMBaHb € KPUTHYHO Ba)KIMBUM
3aBIaHHIM I 3a0e3MedYeHHs yCIiXy KOMIaHil i 3axucty ii pemyranii. OCHOBHUMH BUKJIMKAaMH, 3 SKUMH MOXeE
3ITKHYTHCS MepeXa KOMIaHii, Moke OyTH MepekeBi aTakd Ha akTHBH Ta pecypcu (real time) BHaCIHIiZOK
HEIOCKOHAIOCTI ab0 HaBiTh BIACYTHOCTI MOJITHK [OCTYITy, CKJIAaIHICTIO iX HaJamTyBaHb, MIATPHUMKH Ta
OHOBJICHHS; HEJIOCTATHI piBeHb KEepyBaHHA MepEeXeBUM TpadiKoM; BiACYTHICTh aJEKBATHOTO KOHTPOIIO, IIO
MIPU3BOANTE O 3MEHIICHHS IHYYKOCTI MEepexXi; BIACYTHICTh aBTOMaTH3aMii 0a30BUX MEpeKeBUX (DYHKIIIH TOIIO
[1-4].

Komn’rotepri SDN-Mepexi HagaroTh HOBI MOXIIUBOCTI IS 3a0€3NCUeHHS OC3IIEKH MEPEKEBHX PECYPCIB.
s TexHONOTIS J03BOJISE LEHTPANII30BAHO KEPYBATH MEPEIKEBUMH IPUCTPOSIMU 1 MPOTPAMHO HAIAIITOBYBATH
npaeuia 6esneku [5-6].

AKTyalbHiCTh

Texuonorist SDN 3abesmedye Oigploly THYYKICTH Ta IIBHAKICTE BIPOBAKEHHS 3aXOMiB O€3MeKH,
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JIO3BOJISIIOYM pearyBaTH Ha 3arpo3u B peanbHoMy 4aci [8-10]. Ha cporoaHimHiii aeHb, KOJIHM Kibep3arposu
CTalOTh BCe OUIBIN CKJIAAHMMU 1 BupasHuMHu, SDN-Mepexi H03BOJIAIOTH BUSBIATH aTakd, OJOKYBaTH ILIKiIJIMBI
Iii Ta 3aCTOCOBYBAaTH IIONITHKM Oe3MeKH B peajdpbHOMY dHaci. [Ipore, 3pocTaroua ckimamgHicTe Kibep3arpo3 Tta
TOCTifiHI 3MIHM TEXHOJIOTIH BHMAaralTh MOJANBIIOTO PO3BUTKY 1 BJOCKOHANEHHS iHpOpMamiiHOi Oe3mexu
pecypciB SDN-mepesxi kommnasii [7-10]. Tomy Tema mociiKeHHS € akTyalbHOI0. TakuM YHMHOM, iCHYy€ moTpeba
y aHami3l Ta BAOCKOHAJEHHI METOMIB Ta 3ac00iB 3axucTy iHQOPMAIIHHUX Ta IHIIHX PECYPCIB B KOMIT FOTEPHIH
SDN- mepexi.

Mera

MerToro moCTiKeHHS € MiABUINEHHS piBHSA iH(popMamiiHoi 6e3nexu pecypciB SDN-Mepexi 3a paXyHOK
3aCTOCYBaHHA BIOCKOHAJICHOI Oe3mexoBoi moaeni SDN-mepexi.

3amaui

1. Buxonatm anami3z apxitektryp SD-WAN Ta SD-LAN Ha mpeamer oprasizamii y MOpiBHSHHI i3

KJIACHYHUMH apXiTeKTypHUMH IiIX0IaMU;

3anpornoHyBaTH ceMaHTH4HY MoJenab SDN Ta cxemy posmnofiny noTokiB Tpadiky B SDN;

3anponoHyBaTH cnocid po3paxyHKy HaJiHHOCTI Mepexi;

4. 3amponoHyBaTH MOJeNb B3a€EMOAII MepexeBoi omepamiiHOi cucreMH i3 Komm'tortepHo0 SDN-
MEpEexero Ta Crocid 00pobaeHHs Tpadiky;

5. 3ampomnoHyBaTH 6€3MEKOBY MOJIENb Ta OIIMCATH MPOTOTUN KoMl toTepHOi SDN-Mepexi.

wn

Amnaui3z apxitektyp SD-WAN T1a SD-LAN Ha npeamer oprasizauii y nopiBHsiHHI i3 KJIacCHYHUMU
apXiTeKTYpHUMH HigX0AaMu

Komm’rotepaa SDN-mepexa (ITKM, anrn. Software-defined Networking, SDN) — ue apxitektypa, sika
po3niisie GYHKINT yIpaBIiHHS MEPEKCI0 Ta MEPECHUIIaHHs JaHHX, IO JO3BOJISIE OC3MOCEPEIHBO MPOrPaMyBaTH
YIIPaBJIiHHS MEpexkelo, a 0a30BY iHPPACTPYKTYpy abCcTparyBatH JJisl IPOTpaM 1 MEpekeBUX CIYxkO.

Pecypcu SDN BK/II04at0Th MOXKIIMBICTH OLIBII €()EKTHBHO Ta JTUHAMIYHO KEPYBaTH MEPEKEBUM Tpadikom,
3a0e3Meuyroun MiABUIICHUN PiBEHh KOHTPONIO Ta THYYKOCTI B Mepexi. SDN mo3Boisie CTBOPIOBATH KillbKa
JIOTIYHUX Mepek Ha OCHOBI onHi€T Pi3MIHOI iHPPACTPYKTYpH, IO TO3BOJISIE BipTyati3yBaTH Mepexy. Kpim Toro,
SDN nonomarae aBToMaTu3yBaTH 0arato MepexeBHX (YHKIIH, 0 MOKe 3MEHIINTH (i3MYHE BUKOPHCTaHHS
MPUCTPOIB Ta JIO3BOJIUTH IIBUJIIE PO3TOPTAHHS Ta e)eKTUBHE BUKOPHUCTAHHS pecypciB Mepeski. OKpiM 1bOro,
SDN Hajae meHTpati30BaHUH OTIIS BCiel Mepexi, o 3a0e3mnedye Kpamunil piBeHb BUIAMOCTI Ta KOHTPOITIO.

[MonynspHa apxiTekTypa koMl roTepHOi SDN-Mepexi CKaaaeThesi 3 TphOX piBHIB (UB. puc. 1, a):

1) PiBens iHppacTpyKTYpH MICTUTH HAGIp MEPEKEBOTO OOIATHAHHSI.

2) PiBeHb KepyBaHHS MICTHTh MepexeBy omepaiiitny cuctemy (MOC). MOC namae MepeskeBi cepsicu Ta
nporpamHuii inTepdeic s ynpaBiiHHS MEPEeKEBUMH PUCTPOSIMU.

3) PiBeHb MepEKEBHX JOJATKIB, IKUM HAJIA€ MOXKITUBICTh THYYKOTO Ta €PEKTHBHOTO KEPYBAHHS MEPEKEIO
yepe3 pi3HOMaHiTHI 3acTocyHkH. CIOAM BXOAATh IPOrpaMHi pillleHHs 040 3a0e3nedeHHs Oe3neKw,
OanmancyBanHsa HaBaHTaxeHHs (load balancing), BusBnenns Bropraess (IDS), anminicTpysanns (IPS), a Takox
(hyHKII{ yIpaBTiHHSA TOTOKAMH JaHWUX, MOOUTBHICTIO Ta JJOCTYIIOM, SIKi CHPHSIOTh €PEKTHBHIA POOOTI Mepexki Ta
0araTboM iHITMM () YHKIIiSIM.

Jus wamamtyBaHHsS KoM toTepHOI SDN-Mepeki JOCTaTHBO NPOCTO JOJAaTH MPOTPAMHHUI KOHTPOIED,
3aMicTh TOTO, IMOO0 penaryBaTH BEJHMKI OOCATH KOAYy B YHCICHHHX MEpEeKeBHX HpHUCTposix. [loBeniHKoIO
koM’ forepHOi SDN-Mepexi MO’KHAa KepyBaTH B pealbHOMY 4Yaci, a HOBI PIIICHHS MOXHA BIIPOBAKyBaTH
3HAYHO INBUAMNIE, HIX Yy TpamWIiiHIA apxitektypi. LleHTpanizamis cTaHy Mepexi B €IuHIM TOYI KepyBaHHS
no3Boisie KoHpirypyBatn SDN-Mepexi 3a ZONOMOTOI0 NMPOTpaMHHUX IHCTPYMEHTIB. MepekeBi KOHTpoJepu
TAaKOXX BKIIOYAIOTh Habip mporpaMHUX iHTepdeiiciB, fAKi peami3yloThb CTaHAApPTHI 3aBHaHHA y cdepi
MapIuIpyTH3allii, Taki sk 6araTOKaHaIbHICTh, O€3MeKa, KOHTPOJb JOCTYITY, YIPABIiHHS MPOIMYCKHOIO 3aTHICTIO,
3a0e3medeHHs SIKOCTi 0OCIyrOBYBaHHS, MpPH IbOMY BOHH MOXYTh OyTH CHemiaji30BaHI Ta HaJaIITOBaHI Mif
KOHKpETHI MoTpedu KopucTyBaya.

Posmmpena cxema apxitektypu komn’totepHoi SDN-Mepexi 3abe3nedye MOBHY THYYKICTh Y KepyBaHHI
MOTOKAaMHM TIepe/laBaHHs, L0 MPOSBISETHCS B NPOCTOMY OajlaHCYBaHHI MOTOKY Oe3 HEOOXiJHOCTI 3alydeHHS
oKpeMoro npucrporo. (puc. 1, 6).

Apxitekrypa SD-LAN Ta TpaauuiiiHuii miaxia 1o opranizauii 1oxkaabHoi Mepexi

JlokansHa mMepexka (Local Area Network, LAN) € cykynHICTIO KOMII'IOT€piB, sIKi 3’€HaHi MK co00r0 3a
JIOTIOMOTOI0 TIPOBITHOTO 200 0e3MpOBiTHOTO 3B 53Ky, KOPHUCTYIOTHCS CIIUIBHUM MEPEKEBUM OOIaTHAHHAM Ta
MPOTPaMHUM 3a0e3IedeHHsM, 1 MiINOPSIAKOBaHI €AMHOMY aaMiHicTpaTHBHOMY KOHTpoio. LAN 3a0e3nedyroTs
MOJKJIMBICTh CIIUTBHOT 0OPOOJIEHHS JTaHWX KOPHUCTYBa4aMH, MiAKITIOUYSHUMH 10 MEpexXi KOMII I0TepaMu, OOMiHy
iHdopMmarriero Mixk KOPHCTYBaYaMH Ta CIIIBHOTO BUKOPHCTAHHS Mporpam Ta obmaaHansst [11-14].
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BaxiBo BifzHauuTH, M0 6araTo ogiciB J03BOJISIOTH KOPUCTYyBa4yaM ITiJKIIOYATH CBOI BJIAaCHI MPUCTPOI 10
JIOKAJILHOT Mepexi, mo Bigomo sik «BYOD» (Bring your own device, npunecu cBiii BracHui mnpuctpiit). Lle
CTBOPIOE IMTUTAHHS MO0 OE3MEKH, SKi CHCTEMHI aqMiHICTpaTOpy IIOBUHHI BPaXOBYBAaTH.

Jus 3abe3nedenHs egexTuBHOI podotn LAN byacTo BHKOPHCTOBYIOTh OJWH a00 KiJbKa KOMII IOTEPIB y
pomi cepsepiB. Ha cepBepax 30epirarotbesi mporpamu Ta 6asu manux (B/I), ki MoxyTh OyTH BHKOpHCTaHI
coineHO. Komir'torepu, sKi MiAKITIOYeHI 1O MEpexi, 1 sIKi BUKOPUCTOBYIOTHCS AJIsl pOOOTH 3 MU PecypcaMu,
HA3UBAIOThCA POOOYMMH CTAHLIAMH. Y IESKNX BHIAIKaX Ha POOOYMX CTAHINNX, SKI MPALIOIOThH i3 JTaHUMHU Ha
cepBepi (Hampukian, BUKOPUCTOBYIOTH bJl), MOXXYTh HE BCTaHOBJIIOBATH JKOPCTKUX AWCKIB 3 METOIO €KOHOMIl
a00 3 MipKyBaHb OC3IICKH.
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a) 0)
Pucynox 1 — ba3oBa cxema (a) Ta po3iupena (0) apxitekrypu komi rorepHoi SDN-mepexi

Houter OTIN COTs

Apxitektypa SD-LAN r1pyHTyeThcs Ha mnpuHimmax SDN i SD-WAN, mo 1o3Boise MepeXeBHM
aZIMiHICTpaTOpaM KepyBaTH Ta HaJalITOBYBaTH MEPEXYy depe3 HporpamMHe 3a0e3NedeHHS, BUKOPHCTOBYIOUH
HEHTPANi30BaHUN TMiAXIA Ta PO3AUIIIOYM MEpeXy Ha IIOTOKH, 00 KepyBaTh po3momiuroMm pecypciB. Lle
3a0e3neyye OCOONMBI TepeBarw, Taki SK aJalTHBHICTh, THYYKICTh, EKOHOMIYHICTh Ta MOXIUBICTb
MacmTaOyBaHH IJIsl IPOTOBHX Ta OE3POTOBUX MEPEX IOCTYILY.

AJanTHBHICTH B Mepexi — 11e 11 3JaTHICTh aBTOMaTHYHO a/IalTyBaTUCS, HAIAIITOBYIOYHM MapaMeTpH, 1100
3a0e3MeUUTH ONTUMAIbHY POOOTY MmifgKIoueHUX npucTpois. B SD-LAN s afanTuBHICTh AOCSITAETHCS 3aBIAKA
TaKUM TEXHOJIOTISIM, SIK aBTOMAaTWYHAa JIarHOCTHKA MPUCTPOIB, CHCTEMH MPHUKIAIHUX MPOTOKOJIB JIJIst
HAJIAIITYBaHHS XMapHOI Mepexi, aBTOMAaTH3allisi MEPEeKEBMX 3aBIaHb Ta BipTyamizamis. L{i TexHomorii
J103BOJIsIIOTE Mepexki SD-LAN HanamToByBaTHCS aBTOMAaTHYHO BiJITIIOBIIHO JI0 NMOTPE0 MiIKIIOYEHNX MPUCTPOIB,
3a0e3MeuyroUy ONTHMAIbHY IPOJYKTHBHICTB 1 TPaBUIIbHY pOOOTY.

I'myukicte Mepexi — 1e i1 37aTHICTE 3MIHIOBATH MapaMeTpH, 00 3aJ0BOJBHATH MOTPeOH KOPUCTYBadiB.
L5t THYUKICTB JIOCATAETHCS 3a JIOTIOMOTOI0 MapLIpyTH3allii, BipTyali3alii, KOHTPOIIO JTOCTYIy Ta 3a0e3NedeHHs
6e3nexu. Lle 103BOIsIE MEpeXki aBTOMATHYHO aJanTyBaTUCs JI0 3MiH y OTpebax KOPHUCTyBauiB.

ExoHOMIUHICTh — Ile NPUHOMI JOCSATHEHHS MakKCHMallbHOI €()eKTHBHOCTI NPpH HaMEHIIMX BUTparax. Y
SD-LAN 1 eKOHOMIYHICTh JOCSTAETHCSA 3aBIJKA TEXHOJOTISIM, TaKHUM SK PO3MOJT OOYHCIIOBAIBHOL
MOTYKHOCTI, BUKOPHCTaHHS IIPOrPaMHO-anapaTHUX apXiTEeKTyp, IPOTOKOJIM MacIITa0HOTO YIpaBIiHHA Ta
MepeXeBi IHCTPYMEHTH U1 YIpaBIiHHA pecypcamMu. lle m03Boisi€e BHKOPHCTOBYBATH OIOKETHI 1 JIETKO
aJMIHICTPyBaHI IPOTrpaMHO-aNapaTHi PIllIeHHs, IO CIPHUSIIOTh 3HWKEHHIO BUTPAT Ha PO3BHUTOK 1 KCILTyaTaIlifo
Mepexi.

Posmmpenns macmtady ApoToBUX 1 6€31poToBUX Mepex aocTymy B SD-LAN Bkitouae B cebe 301bIICHHAS
KIJIBKOCTI KOPHCTYBayiB, fKi MOXYThb OTPHUMATH JIOCTYI JO MEpeki 4epe3 OJHYy TOUYKY BXOAY, a TaKOX
30iIpImIeHHS MacmTady Mepexi, 0 JO3BOJISIE IiepefaBaTH JaHi Big KOpPHUCTyBadya 10 KOpPHCTyBada
Oe3mocepeHbO.

J1st focArHEeHHS pO3LUIMPEHHs MacITady TaKMX MEPEX BHKOPUCTOBYIOTHCS HACTYITHI TEXHOJIOTIT, I1IX011
1 IPOTOKOJIH:
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—  Texnonorii BipTyasi3auii: BOHM BKJIIOYAIOTh BipTyalli3allilo Mepexi, BipTyallbHI JOKaJIbHI MepeKi
(VLAN) ra BipryanbsHi npuBatHi Mepexi (VPN).

—  Quality of Service (QoS): meit MexaHi3M JO3BOJISIE YIPABIATH IIPOITYCKHOIO 3AaTHICTIO MEPEKi.

— besmeka mepexi: 3a0e3medeHHsT Oe3leKd Mepeki 3a JOIOMOTOI0 3aXHCTy MEpEeXi, TaKkoro SK
(hinpTpalis MaKkeTiB, MUPPyBaHHS TaHUX 1 iIeHTH(DIKAIIS KOPUCTYBaYiB.

— IIporokomu: Bxmodatots Ipv4, Ipv6e, TCP/IP, UDP, sxi m03BONAIOTE Mepeki OOMIHIOBATHCS
JaHUMH.

— besaportoBi TexHonorii: Taki sk Wi-Fi, Bluetooth Ta iHumn 0e31poTOBi TeXHOMOTII, SKi HATAIOThH
KOPHCTYBauaM MOXKJIMBICTh OTPUMYBATH JIOCTYII IO MEPEXKI.

Bce e peanizyerses 3 ypaxyBaHHSAM BaXJIMBOI Oe31epepBHOCTI Oi3HECY Ha PiBHI JOCTYITY 10 MEPEXI.

Jnst po3yminns BkianeHHs miei konuenuii: SD-LAN mpezacrasnsie co0ol0 cucTeMy, sika KOHTPOJIOETHCS
nporpamMaMy Ta NpaBWJIaMH{, i BOHA BiApI3HS€ amapaTHUH Ta NPOTPaMHMH PIBHI, CTBOPIOIOYM MEpEXi, SKi
ABTOMAaTHYHO OPTaHi30BYIOThCS Ta IEHTPAII30BaHO YHPaBISIOTHCA. Ll Mepexi NpocTi y BUKOPHCTaHHI,
iHTerparmii Ta MacmralOyBanHi [11].

Buxopucranas SD-LAN Hamae Ounpmimii KOHTpOIb Hal KOMIT IOTepHOI0 SDN-Mepexi ax mo piBHA
3aCTOCYHKIB Ta JIO3BOJISIE OTPUMATH IJINOIIE PO3YMIHHS MPOAYKTHBHOCTI Ta BUKOPHCTAHHS MEPEXI.

3aBmsaku  apxiTektypi SD-LAN MokHa 3Ha4HO JIeTmIe HaJalITyBaTH KOMYTAaTOpW Uil KepyBaHHSI
JOKJIBHAMH MEpEeXXaMH, BIIPOBAJUTH BipTyali3allilo JIOKaJbHOI MEpeXi Ta 3aCTOCOBYBATH MONITHKY Oe3meKu.
1151 aBTOMaTn30BaHa (PyHKIIis CIIPOIIYE Oneparii, 3SMEHIIye BUTpaTH Ta BUKOpUCTOBY€e Mepexxy WAN i LAN nst
3a0e3nedeHHs 0e3MeYHOT0 MiJKIIIOUCHHS.

Apxitekrypa SD-WAN Tta Tpaguniinuii miaxix 10 opranizauii mizkmepe:xeBoi B3aeMoii

3azuyail, mig rinobanpHO0 Mepexero (Wide Area Network, WAN) po3ymiloTh TeleKOMyHiKaliiiHy
CTPYKTYpPY, sKa 3’€[Hy€ pi3Hi JIOKaJbHI KOMII'IOTepHI Mepexi. Ll cTpykTypa BHKOPUCTOBYE 3arajbHUii
MPOTOKOJI 3B’SI3KY 1 MeToin 0OMiHy nanumu [15].

Ha BigmiHy Bij JIOKQNbHUX MEPEXK, TI00aTbHI MEpekKi MalOTh OUTBII CKIAJHY TOTOJOTII0 Ta CTPYKTYpY.
OcHoBorO 111 mepenaBaHHA nMaHuX y WAN € KoMmyTamidHi By3/1H, SKi CIONYYCHI MK COOOI0 KaHAaIaMU
mepeaaBaIbHOTO cepenoBuia. Micle Ta KiTbKICTh TaKUX BY3IiB OOMPAETHCSA TaK, MO0 3a0e3NeYUTH HEOOXIIHY
NPOINYCKHY 3JaTHICTh M IIEpefaBaHHSA JAaHWX 3 MIHIMAaJbHUMH BuTpartamu. KaHannm mnepenaBaHHS JaHWX
MpU3HAYCHI IS TIepelaBaHHs AUCKPETHOI iHpopMamii y BUrIsiai gaHux. s HaniiftHOT nmepenaBaHHs iHQopMariii
CTaBJIATHCSI BUCOKI BUMOTH JIO SIKOCTI TIepejaBaHHs JaHUX.

Y WAN Bcio pob0oTy BUKOHYE KOMYHIKalliifHUII cepBep, 1 3a3BHYail BUKOPHCTOBYETHCS JIEKIIbKA TaKHX
BUJIIJIGHUX CepBepiB. Y BEIMKHUX Mepexax Moxe OyTH Kisibka (aili-cepBepiB, sIKI BUCTYIAIOTh K CXOBHILE JJIs
JIAaHUX, OCKUIBKM y TaKMX Mepexax NoTpiOHO 30epiraTu Beiuki oOcsirm iHpopmanii Ta 3abe3neuyBaTH
e(eKTHBHHI TOCTYI 110 Hel 3 00Ky pobouunx ctanmiid. Y WAN 3a3Buuail miIkar0ueH0 BEIUKY KiTbKICTh POOOYHX
craHiii. /Iy 1bOro 4acTo BHKOPUCTOBYIOTHCS CIIElliajbHI CEpPBEpPH AOCTYITy, SIKi JIO3BOJISIIOTH €(EKTHBHO
OiAKI0YaTH 6arato poOOYMX CTaHIH 10 KOMII'FOTEPHOT Mepeki. BakHMBO Takox 3a0e3MeYuTH MOTPIOHY
MPOITYCKHY CIPOMOJKHICT JUIA TEpefaBaHHs AaHUX B MEPEXi, NMPH IbOMY 3a0IIaKylound pecypcu. Takum
YUHOM, KUTBKICTh 1 PO3TaIllyBaHHS BY3IIiB KOMYTallii 00MpaloThCs TakK, 00 BiAMOBIAaTH UM BUMOTraM [ 14].

Jis miaKITroYeHHs BigganeHuX KoM iotepiB 10 WAN BHKOPHCTOBYIOTBCS Pi3HI 3aco0m 3B’SI3KY, Taki SK
OIITUYHI BOJIOKOHHI Kabei, Terre()OHHI JiHii, CYITyTHUKOBHIA Ta pamio3B’s30K. Crocid npregHaHHS KOHKPETHOTO
komir'orepa 10 WAN BIMBae Ha IIBHJIKICTh Ta Oe3NeKy IepefaBaHHS JAaHMX JO I[bOTO KOMII'IOTepa B
rI00aIbHIN Mepexi.

Y WAN MoxyTh Oyt 00’€iHaHI JIOKaJbHI Mepexi, sIKi MpalfoloTh 3a PI3HUMHU NpoToKojaMu. Jlms
3a0e3neueHHs B3a€MO/Iii POTOKOJIIB y TAKMX BHIIAJIKaX BUKOPUCTOBYIOTh CIelialbHI 3aC00H, SKi HA3UBAIOThCS
nutro3amu. 111mro3u MOXXyTh OyTH amapaTHAMH ab0 MPOrpaMHUMU.

IcHYIOTB KiJIbka OCHOBHHX CTIOCOOIB mikiatoueHHS 10 WAN:

1) KomyroBane 3’€IHAaHHS: BUKOPHCTOBYEMO TeeOHHI JIiHIl [yt iepeaaBanus qanux. Jlis opraxizamii
3B’SI3Ky HEOOXiJTHO MaTH MOJIEM, SIKMH MepeTBOpIoe MU(POBUIT KOMIT IOTEpHUI CUTHAI Ha (opMarT, NpUIATHUH
JUISL TIepefaBaHHs depe3 TeJe(oHHY JiHilo 1 HaBmaku. [ligkiodeHHs 10 Ti100anbHOI Mepexi 3a JOMOMOTIOo
KOMYTOBAHOI'O 3’€/IHAHHS € €Mi30JMYHNM, TOOTO KOPHUCTYBay NMPUETHYETHCS J0 MEPEXi JHIIE TOJi, KOJIH Iie
HeoOxinHo. HuHi 1iel crioci6 koMyTarii 3aCTOCOBYETHCS IOCUTD PiIKO.

2) BesnmepepBHe 3’€[HAHHS: BHUKOPUCTOBYEMO OKpeMHil KabOenb ab0 BHAUICHY JiHIIO Ul 3B S3KY 3
nposaiinepoM. Lleit MeTos 3a3BHyail € Oe3MeYHUM 1 MIBUAKKMM, aje BiH MOKe OyTH BapTiCHHM, OCOOJIMBO SIKIIO
MpoBaif/iep po3TalIOBaHMI Ha BENHKiH BIJICTaHI Bil KOPHUCTyBaya.

3) 3’eaHaHHs 3a JOIOMOIOI0 CYITyTHUKOBOTO Ta PaIio-3B’SI3KY: BUKOPHCTAHHS CYIyTHUKOBOTO abo0 pajio-
3B’A3KY UIS MiAKITIOYEHHS A0 TI00ambHOi Mepexi. BiH Moxe OyTH Iyke IIBUIKUM, ajle € JOPOTHUM i BUMarae
CHemiaJbHOTO 00JagHAHHSA, HAIPHUKIAA, CYNYTHHKOBOI aHTeHH. KpiM TOrO, BiH MOXE OYTH Bpas3IMBUM [0
aTMOC(EepHHUX 1 IPUPOTHIX BILUTUBIB.

Li pi3Hi crocoOM MigKITIOYEHHS MalOTh CBOi IepeBard 1 HEMOJIKH, 1 BUOIp 3aJ€KHUTh BiJi KOHKPETHUX
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NoTped Ta yMOB KOPHCTYBaya.

SDN-mepexipoBana rinobanpHa Mepexa (SD-WAN) 3abesnedye KOHTpOdb 32 (I3UYHMMH  Ta
BIpTyaJIbHUMH KOMIIOHCHTaMH Tio0anbHOI Mepexi. BaxumBo Bim3HaunmTH, mo Oarato 3 TEXHOJOTIH, IO
ckragaioTb  SD-WAN, He € HOBUMH, aie NpeACTaBIIIOTH co00K KOMOIHAIil0 METOMIB arperarii,
[EHTPAJi30BAaHOTO YIPABIiHHA Ta AWHAMIYHOTO PO3IMONITY MPOITYCKHOI 3JAaTHOCTI MEpeXi MK TOYKaMH
i IKITIOYCHHS.

3a cmoBamu anamituka Gartner Engpio Jleprepa, skuii BuB4ae puHOK SD-WAN, mnpuBaGiuBuMu
nepeBaraMu L€l TEXHOJIOTIT € IPOCTOTa BIPOBA/KCHHSI, [ICHTpalli30BaHa KEPOBaHICTh Ta EKOHOMisl BUTpaT. 3a
Horo ouiHkamy, BrpoBapkeHHs SD-WAN Moske KomTyBaTé NpUOIM3HO B [Ba 3 MOJOBHHOIO Pa3u MEHIIE, HiXK
TpaAMLiiiHa apXiTeKTypa rio0aipHoi Mepexi [16].

3 iHmoro 6oky, SD-LAN BHKOPHCTOBYE CKJIAJHI TEXHOJIOTIT, TaKi K MEPEXKEBUH aHai3, MapLUIPyTH3ALlis,
KIJIbKICHUH aHajl3, ayTeHTHu(iKalis Ta 3aXUCT Bijl 30BHIIIHHOTO BTPYYAHHS, /I BUPILICHHS CKJIaHHUX 3aBJIaHb.
OpnHak 1ie Hagae I T-BigainaM MOMXKIIMBICTh MPAILIOBATH IMIBUAIIC Ta OiIBII IPOTPECUBHO.

SD-WAN Takox HaZae MOKIIMBICTb THyYKO KepyBaTH MEPEKEI0, OMHOYACHO 30epiraroun IEeHTpalTi30BaHi
3a37aierifh BU3HAYEHI KOPMOPATHBHI TIONITHKH, SKi KOHTPONIOIOTH MapripyTu3aiifo monmatkiB. Lle mae
MOXIIMBICTh BU3HAYATH, IKI IPOTpaMH IpantotoTh yepe3 WAN, 1 BCTAaHOBIIOBATH MOJITHKH MO0 1X MPiOpUTETY
Ta BUKOPHCTAaHHS.

Kpim Toro, SD-WAN BukopucroBye muHamidHuid BuOip WAN mms onTUManbHOI MapIIpyTH3aIii IHX
MOJATKIB depe3 MUIXH 3 HaWBUIIO NPONyKTHBHICTIO. Takoxk, 3a momomororo SD-WAN wmoxHa
BHKOPHCTOBYBATH KillbKa JJOCTYITHUX KaHAIIB y KOH(irypaiii «active/active» ms 6anancyBaHHs HaBaHTaKCHHSI
Ta aBTOMAaTUYHOTO BiJTHOBJICHHS ITICJISi HEBEJMKOT0 200 MOBHOTO BiAMOBH. Beck Tpadik MixK pi3HUMH MiCLsIMH
MPOXOAUTh Yepe3 AMHAMIYHI, OBHICTIO 3aIlIM(pOBaHI TyHENI Ta MOXKEe OyTH CETMEHTOBaHMM, L0 3abe3nedye
BUCOKUIA piBeHb Oe3MeKu.

CemanTuyna moaesab SDN Ta cxemy po3noainy norokis Tpagiky B SDN

Komm’torepHiit SDN-Mepexi HUHI € HaJBa)XJIMBUM 1HCTPYMEHTOM YIPaBIIiHHS BEJIMKHUX OOCATIB AaHUX i3
[EHTpaNi30BaHUM ympaBiiHHAM. TexHoiyoriss SDN 103Bonse epeKTHBHO KEpyBaTH 3HAYHUM TpagpikoM B
Meperkax, 10 BiIOBIAAIOTh CTaHAAPTaM.

3apnsku [13, sike MOXKHa BIKOPHCTOBYBATH Ha piBHI 3acTocyHKIB SDN-Mepesk, BUpIlIyeThCs O6arato 3amad
Ta mpobseM. BOHO Hamae MOXIHMBICTH YNPaBIATH Ta aBTOMATH3YBaTH IPOIECH Ta IHTErpyBaTH JOAATKOBI
MoJeni Ta (PyHKIIT, 110 MOXYTh CIPHUATH 3HWKEHHIO BUTPAT Ta MOKPAIIEHHIO XapakTepucTHK Mepexi SDN.

Takuit miaxin Mae CBOi OOMEXEHHs, BKIIOYAOUH HEIOCTATHIO HAIHHICTh Ta BUCOKY IiHY, 1[0 BUILIMBAE 3
apXiTEeKTYpU «KJII€HT-cepBep» abo Ti meHTpasi3oBaHOTro xapakrtepy. Jleski mepexi € rereporeHHUMH, i SDN
MOXe€ JIOTIOMOI'TH MOKPAIUTH KEPYBaHHS [IMMHU MEpPEKaMH Ta MPUCKOPUTH BIPOBA/KEHHS 00JIaIHAHHS Pi3HUX
BUpOOHUKIB. OJIHAK 116 MOXKE YCKJIaIHIOBATH POOOTY MEPCOHATy Ta pOOUTH 0OCITyTrOBYBaHHS MEPEXKi CKIATHUM
Ta JOPOTUM 3aBIaHHSIM.

Apxitektypa SDN-mepex O0a3yeTbcsi Ha iepapxiuHiii cucremi nepenaBanHsi Tpadiky, ae mpolecu
ynpasiiHHS KoHTposepoM SDN kepyrots komytaTtopamu Open vSwitch (OvS) Ta Tabnmiero nepeanpecarii. B
JIaHIi apXiTeKTypl BUHUKAE 3aJIeKHICTh PIBHIB OJHOTO BiJ OJHOTO, IO MOKE MPHU3BOAMUTH 10 HECTaOLILHOCTI B
3’€qHaHHI MDK IMMH piBHAMH. OJHAaK BapTO 3ayBaXXMTH, L0 Taka apXiTEKTypa IEMOHCTPYE MOKpALIEHY
e(eKTHBHICTH, 1 TOJIOBHE 3aBIaHHs MOJATae B 3a0e3MeueHH] HaMIHHOCTI Ta po3poOIll MOJeNi Ul pe3epByBaHHS
Ta PO3IOiTYy CIaOKMUX YaCTHH CHCTEMH.

Y MOOUIBHIN Mepexi 31 CTPYKTypor, MOOYyHOBaHOK Ha KiacwyHii [P-agpecamii, KOXEH eleMEHT
(yHKI[IOHYE CaMOCTIHHO, 1110 TPU3BOAMTH 1O JIELEHTPAII30BaHOI CTPYKTYpH i, Olnbinoi HagiiHocTi. OnHak IP-
Mepexa Mae CBOI OOMEXEHHs, Taki sSK MeHIIa e(eKTHBHICTh Ta MEHII JWHAMi4YHa CHUCTEMa YNpaBJIiHHS, L0
POOUTS i1 MEHII MiAXO IO A MaitOyTHIX Mepex 5G.

Cripn 3ayBakutH, 1o po3podka SDN-Mepexi «3 HyJs» MOXe OyTH JOpOroro i HEMPAaKTUIHOK, OCKIJIbKH
3ynUHKAa poOoTH icHyrouoi iHppacTpyKTypH HaATO CKiIagHa. Y TakoMy KoHTekcTi mepexka OpenFlow nabyna
MOIYJISIPHOCTI, OCKUIBKM MOKHA PO3TOPHYTH ii MOBEpX BXKe iCHYIOYOi iH(QPACTPYKTYpPH Ta PO3BHBATH ii SK
OKpeMuil «HanamroBaHuii mapy» (Overlay).

Ha mopneni SDN (puc. 2) MokHa TO0AYNTH, 110 B3a€EMOJIS CTPYKTYpOBaHa TaKMM YMHOM, III0 KOHTpOJIEP,
3’€JHaHUH 3 KOXKHUM OJIOKOM, MOXKE KepyBaTH KOXXHHMM OJIOKOM OKpeMO Ta Oe3NOoCepeHbO OTPHMYBATH
MOKa3HUKH HAINPsMY.

Indopmaniitni npouecu ingpacrpykrypu cydacnoi SDN mepexi

[Iporiecn mepenaBaHHA JaHWX B HEHTPANI30BAaHUX MeEpEXax BiAPI3HAIOTHCS BiA MPOIECIB HepemaaBaHHI
Tpadiky B JETIEHTpaTi30BaHUX Mepekax, a caMe OCHOBHA B3a€MOJIiSl IIEHTPATiI30BaHMX MPOIIECIB IPOXOIUTH 32
JIOTIOMOTOI0 cepBepa abo TPYIH cepBepiB, BiAMOBIAal0YN KOXKEH 3a cBOi 3aaa4i. B meHTpanizoBaniit Mepexi ado,
SKIO0 MOBa Hje mpo mepexxy SDN, B3aemMoist kepyeTsest cepBepoM. [IpocTuii mpukian JaHoI CHCTEMH — KITI€HT-
cepBepHa apxiTekTypa Mepexi. Ha pucyHky 2, 6 300pakeHa cxeMa po3moily MOTOKIB TpadiKy B KOMIT IOTEpHIH
Mepexi.
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Tpebda 3ayBaxkutn, mo SDN Bimokpemiroe cepBicHHH Tpadik Big Tpadiky KOpUCTYBadiB, TOMY
004nCITIOBANIbHOT MOTY)XHOCTI Tpeba Habararo MeHIIe HDK Uil poOOTH 3 BEIMYE3HHMH MAacUBAMH, B SKHX
KallCyJIhOBAaHO KOPHCTYBAaUbKHH 1 cepBicHMU Tpadik. Bapro Takok momaTH, 0 cMyTa IepeJaBaHHS I
KOXKHOTO KoprcTyBada B cucteMi SDN Ha 0HOTO KITi€HTa piBHA TOMY, CKUTBKH IEOMY KOPHCTYBadeBi MOTPiOHO,
10 IIUM CaMUM pOOUTH POOOTY Mepeki OLIBIT ONTUMAITEHOO.
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Pucynok 2 — Cemantuuna mojieis SDN (a) Ta cxema po3mofity noTokis Tpadiky (0)

3anponoHyBaTH cnocidé po3paxyHKy HajiiHoOCTI Mepesxki

Jis po3paxyHKy MOKa3HHKIB HAIIIHOCTI CIOYaTKy Tpeba abcTparyBaTé apXiTeKTypy IO OJIOYHOTO piBHS,
SK TIOKa3aHO Ha PHCYHKY 3, Jie a) Ie IeleHTpanti3oBaHa Mepexa (kmacimyHa [P-mepexa), 0) e meHTpanizoBaHa
Mepexa (cxema SDN), P — noBinpHAI MOKa3HUK HaliHHOCTI.

3
it
s

P Pl
| v ] =
] P~
Pu
a) 0)

Pucynox 3 — Biioku apXiTeKTypH Iiji 4ac po3paxyHKy HaJiiiHOCTI Mepexi, Jie a) — LIeHTpali30BaHa Mepexa
SDN, 6 — neueHrpaiizoBaHa mepexa [P

Inest cocoOy po3paxyHKy HaAiHHOCTI — MOXKIUBICTh MIPOPAaXyBaTH BPA3IMBOCTI aHANITHYHIMU BUpPA3aMHU
Ta 3aCTOCYBATH BiJIOMI ITiTXOAX [UIS ITiIBUIICHHS MOTPiOHMX MOKAa3HUKIB (HATIPUKIIAA, METOUKY pe3ePBYBAHHSI
abo myOnroBaHHs) MaHOi cucteMH (1).

P{Ei A} = 1- P{ITL, A ()
moBipricTs mozii A — P{A} BU3HAYAETHCS YACTOTOIO 1i MOSBH B Cepiil BUIPOOYBAHb i OMHCYETHCS (2):

Fy ="2— P{A}, )

N N-ow

ne: A — nesika nozist; N — 3arajbpHe 4uCiIo JOCHIHIB, Na — YKMCIIO MOSBU MOl A; P {A} — liMmoBipHICTH TTOAIT A.
MmoBipricts noctopipuoi mogii: P{A,} = % = % = 1. MmoipuicTs HemoxmBoi moxii: P{A;} = % = % =
0. MimoBipHicTh BUIaIKOBOT MOJIT MOXe 3MiHIOBaTHCH B Mexkax 0 < P{A} < 1, ane nikom P{A} > 1. [l noBHOI
rpymu noxiit: P{A} + P{A} = 1. moBipricTs ck1amHOi moxil Moke GyTH IpeaCTaBIeHa Yepes3 CyMy i J06YTOK
npoctux noxpid. Jlooyrkom moniit A; - A, - A+ ...+ A,, Ha3UBA€ThCS CKJIAJ(HA TTOJIs, SIKA CKJIQAAETHCS 3 TOTO, 10

BifIOyBa€eThest 1 ofist A, Ay, As, ..., Ayn, T06TO BinOyBatoThest Bei moil. Taka moist mo3Hayaethbes Tak (3-4):

Al 'Az 'A3 " ---'An = H‘:l:lAl; (3)
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P{H?=1 A} = ?:1 P{A;} (4)

Cywmoro monit A; + A, + A3 + -+ +A,, Ha3UBaeTHCA CKIAaTHA MO, sIKa Ma€ Ha yBa3i Te, 0 BiAOyIeThes,
abo momis Ay, A,, As, ..., Apn, TOOTO BUKOHYEThCS X04a 0 omHa 3 moxii. Cyma mopiit mo3Hadaetbes A, + A, +
Az + - +A, = Y-, A; TakuM BHPa3oM.

Mopaeas B3aemogii mepe:keBoi OC i3 komn’1oTepHoi0 SDN-Mepeskeio Ta cnocid 06podienHs Tpadiky

Mooenwv 83aemo0ii mepercesoi onepayiiinoi cucmemu ma SDN. Ha npukiagHOMY piBHI MOKHA PO3TISIATH
omepaniiiHi cuctemu (OC) xocTiB (KOMI'IOTEpiB) Ha TPbOX PiBHAX (IuB. puc. 3, a). [lepmmii piBeHs — 11e cama
OC, sxa € mocepeIHUKOM, KOHTPOJIIOIYN JAOCTYH JOAATKiB 10 6a3oBoro amaparHoro 3adesnedeHHA (A3). OC
TaKOX HA/Ja€ OCHOBHI CIIY>KOH, SIKi CIIPHAIOTH ITbOMY IIPOIIECY 1 BIAMOBiZae 3a HU3BKOpIBHEBE YIpaBIiHHA A3
[17].

Mopnens SDN-Mepex Mae CXOXKICTh 3 MOJCIUIIO omepariiiHoi cucrtemu (auB. puc. 3, 0). OcHOBHa
BIZIMIHHICTh MOJISITA€ B TOMY, L0 Ha CEpeHhOMY piBHI po3TamioBaHa MepexkeBa omepartiiiHa cuctema (MOC),
iHmumu cnoBamu, SDN-kontponep. MOC 3a3Buuaii Hajae 06a30Bi ciyXOH, sIKi JOIOMararoTh y B3aeMOil 3
XOChaMHU Mepeki Ta 3a0e3leduyloTh MporpaMoBaHuil iHTepdeic ans MepexeBux ponatkiB [16-17]. Mepexesi
npucTpoi TYT po3raimioBaHi 3amicth A3 1 BUKOHYIOTH 00poOieHHs MepexeBoro Tpadiky. Lli mpuctpoi
OTPUMYIOTh IIAKETH Ta BHKOHYIOTH Pi3HI omeparii, Taki SK BiJKHJIaHHS MaKeTy, 3MiHa 3aroJIOBKiB, BiJlpaBKa
TIAKeTiB Yepe3 OJUH 9H JeKiIbKa iHTepQeiiciB Ta OHOBICHHS JTIYMIbHUKIB.

[M‘l‘] [-\m\-l ['\pﬂ] [.\ppl
=l =l =]
=] o ] e (o] (o] (] oo
Orsepanifng cucrema

Onepaitiiing eneresa

Forwarding Forwarding Forwarding Forwardimg
cru ] [ Stamge I I Memory | [ Network | Device Device Device Device
a) 0)

PucyHnok 3 — Mopens onepariiiiHoi cuctemu 3 ta 6e3 B3aemoaii 3 SDN

IncTpykuii m1s oOpoOiieHHs: makeTiB HaxxonasaTh Bij SDN-koHTposiepa. Ha BuioMy piBHI po3raiioBaHi
MEpeXeBl MONATKH, sIKi CIEINalli3yloThCd HAa MEpEeKeBill (YHKIIOHATHHOCTI Ta BUKOHYIOTH Pi3HOMaHITHI
3aBIaHHS IS ONTHUMI3alii Mepexi. MepexeBi JOJaTKH TpaloTh KIIOYOBY poib y peamizanii SDN Ta MOXyTh
BUKOHYBATH Pi3HI (PYHKIIT TS TOKPAIICHAS IPOIYKTUBHOCTI Ta YIPABIiHHSA MEPEkKer. 3aCTOCYBaHHS IepeBar
Takoi KOMOiHamii Mozenel, J03BOJIsE BIACTSIKYBATH PYX Tpadiky B Mepexkax i 3HAYHO MOJIETIIye Mepexil Bij
TpamuIiiHoi apxiTekTypu 10 SDN.

Cnoci6 o0po0ienns Tpagiky B SDN

besnexa nomoxie naxemis y SDN-mepedxci. AHaii3 3arojIOBKIB MaKeTIB BU3HAYAE MOMABIN il IS
00poOIIeHHsT TaKeTIB MpH iX HAIXOJDKEHHI Ha MEpeXeBUHl MpUCTpii, mo mix xkonTpoiem SDN. Mepexesuii
NPUCTpPI MOXeE Bipa3dy MaTH JaHi PO eTamnu Ta crnocid oO0pobyieHHs nakera, abo, y BUMAIKy HEOOXiIHOCTI,
3BepHyTUCS 10 SDN-KOHTpoJepa /Uil OTpUMaHHs Takux iHCTpYyKUid. Mepexei noxatku Ha SDN-koHTposepi
OyayTh IHCTPYKTYBaTH, SIKi Jii CIIiJi BUKOHYBaTH 3 KOHKPETHHM MaKeTOM i IepenaroTh Ifo iHdopmario 3
IHCTPYKIISIMHA MEepEXEeBUM IPUCTPOSM TIepEeCHIaHHs (IUB. puc. 4, a).

Forwantiag Forwueding
Device Devie

—J

Forwarding Device
Furwanlisg Forawding Foraunling Furwaniing
Device Devaes Deviee Device

58 BE
a

Pucynok 4 — O6pobnenns Tpadiky Ha piBHI abCTpakTHOI Mepexi (a) Ha piBHI JoaaTkKiB (0)

o |00
1

[Ipuctpoi mepecunaHHsi, B CBOIO 4epry, IIIOTh BIiANOBIJHO /10 OTPMMaHMX BKa3iBOK. BaximBoro €
MOJKJIMBICTh KEUIyBaHHSA IHCTPYKLIH HPUCTPOEM NEPECHIAHHS, IO JO03BOJIAE€ 3MEHIIUTH HABaHTAXXCHHSA Ha
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SDN-KkoHTpOJIep 1 NPUCKOPUTH OOpPOOJICHHS MepekeBOoro TpadiKy.AHAJIOTIYHUI MPOLIEC PO3rOPTAETHCS MO
MapuIpyTy BiJl OJJHOTO MEPEKEBOro MPUCTPOIO A0 IHIIOTO, JOKU MAKET HE JOCSTHE CBOTO MYHKTY NPU3HAYCHHS.
Hapgani, HOBocopMOBaHI MakeTH MOXYTh HPOXOTUTH depe3 Mepexy Oe3 3BepHeHHA a0 SDN-koHTponepa.
Kontponep SDN 3gaTHUII CTBOPHTH aOCTPaKTHY a00 CIIPOIIEHY MOJIETh MEPEeXi Ui MepEeKeBUX JTONATKIB, AKi
BUKOPUCTOBYIOTH M0 iH(OpMAIlifo AN TPUHHATTA Ba)UIMBUX pIlIeHh IIOMO BIPOBAKEHHS MEpPEKEBHUX
TIOJITHK.

besnexa mepescesux O0ooamkis. MepexeBuil T0OIaTOK MoOKe OyTH OCTOPOHB HeTajed IIOAO pPi3HUX
MapuIpyTiB, sIKI MakeTH mojponanu 0 y mepexi. SDN-KOHTpojep Mo)Ke CTBOPUTH aOCTpakiiio Bciel Mepexi,
posrisiatoun i K Benukuil komyrarop (puc. 4, 0). IneanpHoro abcTpakuiero nepecunanHs Oyna O Taka, sika
JI03BOJIsIa O MEpeXeBUM JojaTkaM (KepyloduM IporpamaM) BH3HauaTH OakaHy MOBEIIHKY NMEpECUNIaHHS, He
BJIAFOYHUCH JIO JCTaJICH, OB’ I3aHUX 3 KOHKPETHUM 00JamHaHHaM. OUH i3 NUIAXIB 0 peanizarii miei ixei — me
OpenFlow, siknii MO)KHa TTIOPIBHATH 3 «IpallBEpPOM IIPUCTPOIO» y MEPEIKEBIH olepaniiHii crucTeMi.

Be3nexoBa moaeJib Ta NPOTOTHII KOMIT’'10TepHOi SDN-Mepeski.

Kommnonentn 6e3mexoBoi monenai SDN. Besnekosi ckmamoBi B Mmomeni SDN) MoxHa YSIBHTH SK
KOMIIO3HUIIII0 PI3HUX PIiBHIB, KOKEH 3 SKAX BHKOHYE CBOI crerudivni ¢yHKHii. BimbmiicTs 3 mUX CKIagOBHX
3aBXKAM MPUCYTHI B Oyab-saKiil peamizamii SDN, BKIIIOYHO 3: MEpeKEBUMHU JOJATKaMU; iHTepdelicaMu T0oIaTKiB,
takux sk Java API i NorthBound (REST Conf); SDN-koHTponepoM, SKHA MICTHTh CIyXOH TOIOJOTII,
IHBEHTapH3allii, CTATUCTHKHA Ta XOcT-TpekepH; SouthBound iHTepdeiicamu, ki MOXKYTh MICTUTH IMPOTOKOJIH,
taxki sik OpenFlow, OVSDB, NETCONF i SNMP; komyTariiiiHuUMu PUCTPOSMH.

Monens Mepexi i3 rHydYkuMu pecypcamu. ['Hydkuii migxig 10 CTBOpeHHs Mepexi (OKyCyeTbes Ha
MIBUAKHX Ta aJanTHBHUX 3MiHax. i HeBenMKi Ta peryispHi 3MiHU CIPHUSAIOTh HiBUIIEHHIO MPOIYKTUBHOCTI
JIOAATKIB, 30IbIICHHIO O€3MEeKH JaHUX 1 CHPUSIIOTH IIBUJIKOMY PO3TOPTaHHIO JIOAATKIB Ta CEPBICIB.

Mepexa SDN 103B0JIsI€ €PEKTHBHO PO3AUIITA MEPEKY IS PI3HUX BUIIIB POOOYMX 3aBIaHb (AMB. pucC. 3.6).
Lle#t po3noxin Moxxe OyTH peayizoBaHMi Ha pi3HMX piBHAX. Hanpuxnaza, Ha piBai SouthBound intepdeticy
Tpadik Moxke OyTH CIpSIMOBaHUI 10 OBHICTIO OKpeMux SDN-KOHTpoIepiB.

Ha piBai NorthBound inTepdeticy pi3Hi Buam Tpadiky MOXYTb OyTH 0OpoOJeHI pi3HUMH MEpeKEBUMHU
JOaTKaMH a00 Pi3HUMHU cHocoOaMu MU X JojaTtkaMu. Lle MOMKIIMBICTE pO3IILIIaTH MEpexy SK pecypc, Mo
BUKOPHCTOBYETHCS PI3HUMH KIi€HTaMH a00 3aBIAHHSIMHU 1 JO3BOJSIE KOXHOMY KII€HTY abo 3aBIaHHIO
BUKOPUCTOBYBATH MEPEXKY BiIMIOBITHO OTpeOaMm.

| ["\If'.(;'" ”RQT\{“"’] [ ?JR,}("] o saaw ][ necam | [ neam | |
I B I = , I
| [ e [ L "I\u.:.-. o | i H r i ' | ntes Mepcmen yocETEN i
| | | |
| I Mepoeses coqraminm cecrees | | | NPt GOCPALETIE OwTone \ |

[ 1

Forwarding

Device

PucyHoxk 5 — Po3nofin Mepexi aist pi3HUX pOOOYHX HABaHTAKEHb

Monens BinmoBocTiiikocTi Mepeski. Bucoka naziiinicte SDN-Mepesxi nocsiraeTbes 3aBJISIKH IIBUIAKOMY
BUSIBJICHHIO 1 YCYHEHHIO BiJ]MOB, NPUYOMY II€ BiIOYyBa€ThCs IPOTITOM KOPOTKOTO Iepiony. € aBa OCHOBHHX
migxonu no 3abesmeveHHs HajaiiHocTi B SDN-mepekak: 1) 3axucHe nepeMHKaHHS (pe3epByBaHHS) Ta 2)
BIZTHOBJICHHS (peMapIIpyTH3aLlis).

3azBnyaii SDN-KOHTpOJEpH BBaXAIOTHCS LEHTPAJi30BaHMMHU. Y pealbHUX MEpekax KOpPHCTyBadi He
MIOBUHHI 3aJI€)KaTH BiJl KOHKpETHOTO (hiznaHoro KoHTposepa SDN, 110 cTBOPIOE €IMHY TOUKY BiJMOBH ISl BCi€i
Mmepexi. KpiMm TOTO, iCHYIOTP NHUTaHHS MaciiTabyBaHHA. ICHYIOTH pi3HI MeTomm 3a0e3MedYeHHs BHCOKOL
JIOCTYITHOCTI Ta MacmTaboBaHocTi B SDN-mepexax.

OpuH 3 TaKUX METOJIB — Iie KiacTepu3allis abo rpymyBaHHs (nuB. puc. 6). Lleit miaxin mobpe Bigomuii B
obmacti cepBepiB 0a3 manux. OCHOBHa izmes moyAira€ B TOMY, IIOO MaTW KiIacTep CHCTEM, SIKi MOXKYTb
PO3MOAINATH OOYMCIIOBAJbHI 3aBIaHHSA OaJlaHCOBAaHO, 3aMicTh e€auHOI cuctemu. lle 3abe3medye BHCOKY
JIOCTYIIHICTh, OCKIJIBKM MOXXYTh OYTH BiIMOBH B OKPEMHX CHCTEMax, aji¢ iHIII BCE IIe MOXYTh BHKOHYBAaTH
3aBpaHHsA. KpiM Toro, neit Merox 3abe3neuye MacuTaboBaHICTh, OCKUIBKH JAEKIJIbKa CHCTEM MOXXYTh 00po0IsTH
3aIHTH.
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Pucynok 6 — Kiactepusariis Mmepexi

J101aTKOBOIO € MOXITUBICTD MOAUIHTH SKYCh CIENiaTi30BaHy YaCTHHY MEpeKi MOXKHA Ha Pi3HI perioHw, e
KOXXEH PETiOH YIpaBISETbCA BIacHUM KoHTposiepoM SDN (mmB. puc. 7). Pi3HI perioHH MOXYTb B3a€EMOMISATH
MiX c000r0, 0OMiHIOIOUH iHpOpMaIiro 3a moTpedn depe3 mpotokon East-West.

Mepeaenn oncpaiifns ccremn
Mepewena oncpanifinn Mepemena oncpanifing
cHCTeMa cHcTeMs
Forwarding Forwarding Forwarding Forwarding
Device Device Device Device

Pucynox 7 — lepapxiuHa KilacTepr3amis Mepexi

Otox, koHTposiepu SDN MokyTh OyTH OpraHi3oBaHi B iepapXiuHiil cTpykTypi. Takum 4HMHOM, 3’SIBISIOTHCS
KOHTPOJICPH BHWIIOTO PIBHSA 13 CIPOIICHOK aOCTPAaKI[iEl0 MEpPekXi Ta KOHTPOJEPH HWXKYOrO PIBHS, IO
pO3TalloBaHi OJIMKYE 10 MEPEKEBUX MTPUCTPOIB MEPECHIIAHHS.

B po3pobieniit Mmepexi (puc. 8) mist 9 mprCTpOiB MEpexi, MOAICHUX HA TPYIH, BUKOHAHI 4acOBi 3aMipH
(puc. 9,a) i cepe/He 3HAYCHHS 3MEHIIICHHS Yacy HaJAIITYBaHHS 3MEHITMIOCS pubiu3Ho y 10 pasis (puc. 9,0).
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Pucynok 8 — MepesxeBa kKoHpirypariis
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Pucynox 9 — 3HaueHHs yacy HaJaITyBaHHS IPUCTPOIB Y KOXHIH 3 rpym 0e3 (a) Ta 3 SND (0)

OueBHIHO, IO 3aCTOCYBAHHS KOHTPOJEPIB JUIS MPOTPAMHOTO KEPYBaHHS MEpeXaMH € JOIUIBHAM Ta
MPOTPECHBHUM B YMOBaX IMOCTIHHOTO PO3IIUPEHHSI MEPEXKi, 3MIHU KIJIKOCTI MEPEXKEBUX MPHUCTPOIB YU XOCTIB.
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BucnoBku

[ToTpeba y aHaimi3i Ta BAOCKOHAJICHHI METOZIB Ta 3ac00iB 3aXUCTy iHPOPMaNiHHUX Ta IHIINX PEecypciB B

KoMmIT roTepHiit SDN- Mepexi cTaja OCHOBOIO JJIS JAHOTO JOCIIDKEHHS. Y poOOTI JOCSATHYTO IiIBUILICHHS PiBHA
iHpopMmaniiiHoi 6e3nexu pecypciB SDN-Mepeski 3a paxyHOK: 1) 3MEHIIEHHs yacy BTpyYaHHs y Mepexy; 2) Ta i3
OJTHOYACHUM 3aCTOCYBaHHS BJIOCKOHAJICHOTO crioco0y oOpoOsieHHsi Tpadiky Ha OCHOBI MepexeBoi Oe3nexu
MOTOKY IAaKEeTiB, 10 JI03BOJISIE OaXKaHy MEPEKEBUM JIOJJATKOM MOBE/IIHKY HEpPECHIIaHHS.

(1]
(2]
[3]
[4]
(5]

(6]

(7]
(8]

[9]
[10]

[11]

[12]

[13]
[14]
[15]

[16]

[17]

(18]

[19]

3araaom PE3yJIbTaTU NOJIATAOTh Y TAKOMY:

— BpockonameHO MoOmens B3a€MOAIl MEpeKeBOi ONepamiifHOi CHCTEMH Ta IIPOrpaMHO-KepOBaHOI
Mepexi, 0 Ja€ MOJKIMBICTh BiJICTEKYBaTH IPOIIECH, IO BiIOYBAIOTECS B MEpPEXKax 3 pecypcamu
KOMTaHii, Ta 3a6e3nedye eQeKTUBHUI KOHTPOIb i 6e3MeKy IUX PecypciB;

— Bpockonaneno croci6 nepenaBaHHs Tpadiky Ha OCHOBI MepeXeBoi Oe3MeKH MOTOKY ITaKEeTiB, IO
JI03BOJIsI€ OakaHy MEPEKEBUM JI0IaTKOM MOBEIIHKY TIEPECUIIAHHS;

— BpockonameHO Monmenb BiIMOBOCTIMKOCTI Mepexi 3a paxyHOK BHCXITHOTO TIPEICTAaBICHHS
KOMITOHEHTIB Oe3nexu mozaeni SDN.
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B. C. Jlopoutenko’, O. b. Suuenko’

3ACTOCYBAHHSA KOMIPIOTEPHUX CUCTEM UIA
ITPOEKTYBAHHA TA 3D-IPYKY JUBAPHOI MOJEJII 3
BEHTWISIIIMHUMU KAHAJIAMM B il CTIHKAX

®isuko-rexnomnoriunmii incTuTyT Metanis Ta crmapis HAH Yipainu, Kuis

zBiHHHuLKI/Iﬁ HaI[lOHATBHUN TEXHIYHUNA yHIBEpCUTET, BiHHUIIL

AwnoTtanist. B konTekcTi BupoBapKeHHs KoHuenwii «[Hayctpist 4.0» undposisawis Ta aBToMaTH3aLisl CbOTOHI CTAH BXKE HE MIPOCTO OCHO-
BOIO KOHKYPEHTHO] IlepeBart Ipyu BUPOOHUITBI TOBaiB (pobiT, mOCIyr), y 6araTbox cdepax BOHH CIPHUIMAIOThCS K HEOOXiJHA yMOBa opra-
Hi3awi{ BUpOOHMUHX mporeciB. 30kpeMa, 3aBasky nudposizanii Ta aBTOMaTH3allii JMBapHOro BUPOOHUNITBA B YKpaiHi € MOXIMBICTh CTBO-
PEHHSI TIOTYXHOTO MOTEHIIay, IO CIPUITHME BiHOBJICHHIO KpaiHU. 3a PaXyHOK PO3LIMPEHHS 3aCTOCYBaHHS KOMII'FOTEPHUX CHCTEM UL
npoeKTyBaHHs Ta 3D-ApyKy MoniMepHHX JMBapHUX MOAENeH 3 BEHTWIALIIHIMY KaHaJIaMH CTaJla MOKJIMBOIO po3po0OKa OHOro i3 criocobiB
JHTTS MeTaly 3a MofessiMu, 1o rasudikyrorses (JI'M), 3 3acTocyBaHHSM JPYKOBaHMX MOJENEH, IO BIAIIOBiNa€ 3pOCTAlOuOMY TPEHIY
uposizanii Ta aBTOMaTH3alli JUBApHHUX mpoleciB. Lle cTano MOXKIMBHM 3aBISIKH ITiIBHILEHHS IHTEHCHBHOCTI eBaKyalii NPOAYKTIB ra3u-
¢ikanii 1pykoBaHUX MoJeNel y IuBapHiil GpopMi 3 BUKOpHUCTaHHAM BakyyMy Liel ¢popmu. Pozpobnennii croci6 no3Boisie OTpUMATH CyMap-
HY BUTOZY SIK BiJl JOCTaTHHO MIBUIKOIUIMHHUX KOMII'IOTEPHO-OpieHTOBaHNUX 3D-IporieciB NpOeKTyBaHH 1 IpyKy JIUBApHOI MOZEIII, TaK 1 BiJ
KOPOTKOTPHBAIIMX MpoLeciB ()OPMOBKU Ta BUOMBKM BIJIMBKIB 3aBIsKH BuKopuctaHHio npu JII'M nmuBapHux ¢dopm 3 cyxoro micky. [Ipu
npoMy Iupposa tpaHchopmaris JI'M moenHyeTsCst 3 pecypcoedeKTHBHICTIO 000POTHOrO 3aCTOCYBaHHS (hOPMYyBAIBHUX MaTepialiB 6e3
3MIHH JiI0YHX CTaHAAPTIB KOHTPOJIIO METAJIONPOXYKIIi{ IMBAapHUX LIEXiB, a aJanTamis BUPOOHULTBA 10 aAUTUBHUX TEXHOJIOTIH TO3BOJIIE 3a
JIOIIOMOr'0I0 Mepexi [HTepHeT mpsiMy B3a€MOZII0 3 HOKYILEM TOBApY, KUl MPOCKTYETHCS 3a HOro 1HAUBIAyaTbHUM HHU(GPOBUM IPOCKTOM.
OcraHHE BiANOBiae KOHIENIIT «<BUPOOHHUITBO sIK Tociayray (MaaS). Takok Take BIIpOBaUKCHHSHHS 3aCTOCYBAHHS KOMIT IOTEPHHUX CHUCTEM 1
HOBHX IM(POBUX NPOLECIB B TpaAULiiHI JIMBapHIi MPOIECH CKOPOYY€E YaCOBUH PO3PHB BiJl CTBOPSHHS NMPOTOTHIIB 1 IHCTPYMEHTIB 10 Maco-
BOT'0 BUPOOHHUIITBA METaIOMPOLYKIIL.

KurouoBsi ciioBa: komm’iotepHi cucremu, 3D-Texnosorii, 3D-1pyk, pazoBa JiMBapHa Mojelb, raudikanis Moxei, THBapHe BUPOG-
HUINTBO.

Abstract. In the context of the implementation of the "Industry 4.0" concept, digitalization and automation today have become not just the
basis of competitive advantage in the production of goods (works, services), in many areas they are perceived as a necessary condition for
the organization of production processes. In particular, thanks to the digitization and automation of foundry production in Ukraine, there is an
opportunity to create a powerful potential that will contribute to the recovery of the country. Due to the expansion of the use of computer
systems for the design and 3D printing of polymer foundry patterns with ventilation channels, it became possible to develop one of the meth-
ods of metal casting according to gasifying patterns (LFC) with the use of printed patterns (models), which corresponds to the growing trend
of digitalization and automation of foundries processes. This became possible due to the increase in the intensity of evacuation of the prod-
ucts of gasification of printed patterns in the foundry mold using the vacuum of this mold. The developed method allows you to get a total
benefit both from fairly fast computer-oriented 3D processes of designing and printing a foundry pattern, as well as from short-term process-
es of forming and punching out castings due to the use of dry sand foundry molds at LFC. At the same time, the digital transformation of
LFC is combined with the resource efficiency of the reversible use of molding materials without changing the current standards of control of
metal products of foundries. And the adaptation of production to additive technologies allows direct interaction with the buyer of the product,
which is designed according to his individual digital project, with the help of the Internet. The latter corresponds to the concept of "manufac-
turing as a service" (MaaS). Also, this implementation of the use of computer systems and new digital processes in traditional foundry pro-
cesses shortens the time gap from the creation of prototypes and tools to the mass production of metal products.

Keywords: computer systems, 3D technologies, 3D printing, one-time foundry pattern, pattern gasification, foundry production.
DOI: https://doi.org/10.31649/1999-9941-2023-58-3-53-58.
Beryn

B xonTexcTi BripoBamkeHHs KoHmenuii «Ixayctpis 4.0» mudposizamis Ta aBTOMaTH3aIlis CHOTOAHI CTalH
B)KE€ HE MPOCTO OCHOBOIO KOHKYPEHTHOI MepeBaru npu BUPOOHUIITBI TOBapiB (pobit, mociyr), y 6arathox cde-
pax BOHHM CHPUIMAIOTHCS SIK HEO0OXiHa yMOBa opraHizanii BupoOHuunx mporecis [1]. Indopmariiitai TexHomorii
BIPOBAKYIOThCS y AeAaii Oublle raimy3ei, o JO3BOJISE ONEpaTHBHINIE i TOYHO BUKOHYBAaTH IOCTaBJIEHI 3a-
BIAHHS, 3[1MICHIOBATH TIOCTIHHUI MOHITOPHHT BUPOOHHUIITBA Ta Oi3HEC-TIPOIIECIB, BUKIIOYATH 3alBi eTanu podo-
TH Ta ONTUMI3yBatH ii. 30KkpeMa, 3aBIsIKH M poBi3awii Ta aBTOMaTH3aMii IMBapHOrO BUPOOHHUITBA B YKpaiHi €
MOXJIMBICTb CTBOPEHHS HOTY)KHOTO ITOTEHIIay, [0 CIPUATAME BiJIHOBJIEHHIO KpaiHH.

AKTyalbHiCTh

Sk omna 3 ramyseit mudposizanii, 3D-apyk (aguTHBHE BUPOOHUIITBO) 3 3aCTOCYBAHHIM CYYaCHHX KOMIT TO-
TEpHHUX CHCTEM JIO3BOJISIE 3MIHIOBATH SIK KOH(ITYpalilo JUBapHOI NPOIYKIii, TaK i KOHCTPYKIIIO JINBAPHUX MO-
JieTiel BUKJIIOYHO 32 paXyHOK BHECEHHS 3MiH B IIM(POBY MOJIeb NpoayKLii 6e3 HacTynmHoro nepedopmaryBaHHs
BUpOOHMYOro 6asucy. Cepen juBapHuUX TexHouorii Bimomui «JII'M-npouecy» (Lost Foam Casting Process),
SKAH BUPIZHAETHCS TIEI0 XapaKTEPHOIO OCOONMBICTIO, IO 3IMCHIOETHCS HUITXOM JIMTTS METally 3a Pa30BHMHU
MOJIMEPHUMH (ITiHO-TIOJIIMEPHUMH) JINBADHUMH MOJIEIISIMH, SIKi Ta3u(iKyIOTbCS — BUIIAPOBYIOTHCS B JIMBapHii
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(hopmi 0JHOUACHO 3 3aMILIEHHSAM WX MOJENeH po3maBieHnM MetanoM. Llell mporec Mae 3HaUHMH MOTEHIIAN
SK JI0 BIIPOBaJDKEHHS 3D-TeXHOJIOTIH, Tak 1 0 CTBOPEHHS Pi3HOBHIIB CIIOCO0IB 3 MiJBUIICHHSIM THYYKOCTI I10-
JI0 BHUITYCKY JApiOHOCEpiifHOI, pa30Boi (30KpeMa KacTOMi30BaHOT) MPOTYKIIii ISl IIBUIKOTO pearyBaHHS Ha IOT-
pedu puHKY, a TAaKOX B IUIaHI €KOJIOTi3amii 3 HAOIMKEHHSIM J0 TEXHOJIOTIH, 0 He MIKOIATh JOBKIUJLITIO.

Mera

Merta ctaTTi moJsrae po3podIi croco0y 3acToCyBaHHS KOMIT IOTEPHUX CHCTEM JJIS MIpOoeKTyBaHHS Ta 3D-
JIPYKY TIOJiIMEPHOI JIMBapHOI MOJIEINi 3 BEHTWLAIIMHAME KaHaJaMH B ii CTIHKaX Ta OMHCI MPUKJIATy 3aCTOCYBaH-
HsI TaKO1 MOJIENIi B JINBAPHOMY IIPOLIECI BUTOTOBJICHHS METAIEBUX BHIIMBKIB ITMPOKOI HOMCHKIIATYPH

Orasg BiToMuX TeXHIYHUX pilieHb i aHadi3 IX HemoJIiKiB

B Vkpaini 3anarenroBano crnocoou 3D-1pyKy 00'eMHUX (TpHBUMIPHHX) BUPOOIB 13 TYroIuIaBKUX Martepia-
7iB [2] 3 3acToCyBaHHSM IUIA3MOTPOHY, @ TAKOXK CIOCIO TPUBUMIPHOTO APYKY MeTaneBoro BupoOy [3] uuisxom
TMOIIAPOBOI MOOYAOBH BHPOOY, 110 BKIIOYAE CTBOpeHHs 3D-Monerni BupoOy B mporpami KOMITTOTEPHOTO (aBTO-
Mmaru3oBaHoro) mozemoBatnHs (CAD), BuBenenHs i B ynpasisitouiii npuctpiit 3D-npuHTepa 3 MOAIBIIUM TO-
JIJIOM Ha TOPH30HTANBHI Iapy, 1Mojady y 30HY JIPYKY PO3IUIABJICHOTO MOJEIBHOTO MaTepiany 3 IOJaJIbIIUM
HOTo 3aCTUraHH:M, a K MOAEIBHUI MaTepiall BAKOPUCTOBYIOTh METAJICBHH €IIEKTPOICKPOBHI €IEKTPOLI.

HenonikaMu 1ux TBOX CIOCOOIB SBJISIOTHCS 3aCTOCYBAaHHS BUCOKOT BAPTOCTI EHEProeMHE 0018 JHAHHS, 1110
€ YHIKQJIbHUM JJIsl BITYM3HSIHUX 3aBOJIB. TakoK IIIaBJICHHs 1 IPYK BKa3aHUX Y IUX CIIOcoOax MaTepiaiiB i Me-
Talry moTpedye 3HaYHUX BUTPAT €HEpril Ta 3aXHUCHOI aTMOoc(epH YM BaKyyMyBaHHS ISl KaMepH IpyKy. Bee me
MpUOM3HO HA TOPSIOK 30iMbIIye coOiBapTiCTh METAIOBHUPOOIB MOPIBHSHO 3 BiMNPAIlbOBAHUMH JUBAPHUMH
cnocobamu. Takok He PO3pOOJICHO BITYM3HSIHUX CTaHIAPTIB cepTH(dikamii APYKOBAaHMX METAIEBUX Ta BUPOOIB
i3 TYTOILIaBKUX MaTrepialiB 1100 BIANOBIAHOCTI MapKy IX MaTepially Ail04UM HOpMaM.

[IprkaazoM iHIIOTO 1 3HAYHO MPOCTILIOTO HANPSMY BIPOBaKeHHS 3D-TeXHOMOTiH B TMBapHE BUPOOHUII-
TBO € 3D-nmpyK pa3oBUX MONIMEPHUX JMBapHUX Mojenei st JI'M-mporiecy, 3a SKHMH BUKOHYIOTh JIUTTS Me-
TaJly METOAOM IX rasudikanii y BaKyyMOBaHHX JIMBapHHUX (hopmax 3 cUnkoro micky [4]. B Tpaguuiitniii TexHo-
sorii JI'M 3actocoByroTh Mojeni 3 miHonodictupoay (IIT1C) sik pa3oBe oCHAICHHS, HAa 3aMiHY SIKOTO OCTaHHIM
4acoM 3aBJISIKU JIOCHTI/PKEHHSIM MparHyTh BopoBaauTu 3D-apykoBaHi nonimepHi Moaeni. Taki mojiMepHi apy-
KOBaHi JINBapHI MOJENI MpU3HadeHi A1 GopMyBaHHS B IMiCKY JHBapHOI (opMu i1 ra3udikamii X mpu 3aauBaHHI
i€l popmu metaom. [Ipu oMy, OCKITBKH BIJIMBOK YTBOPIOETHCS MIPU BHIIAPYBaHiH (ra3udikoBaHiit) Mozaedi,
TO KOHTPOJb SKOCTI 3aTBEpPAIIOT0 BHJIMBKA Ta BiAMOBIIHICTH MapKH HOTO METay HE BiIpi3HAETHCS Bil TpaIu-
[iITHO 3aCTOCOBYBAaHHUX, BIANPAIIbOBAHIX 1 YHOPMOBAHHX JTUBAPHUX OIEpaIliil B pO3pi3i AIFOUNX CTAHJAPTIB.

Po3p’s13anuga 3agaugi

B po3pobiieHomy i ommcaHomy Hipkue croco0i [5], mopiBHsHO 3 TpaauiiiHumu pizHoBumamu JII'M-
npolecy, 3Ha4HO (B pa3u a00 HaBiTh Ha MOPSIOK) CKOPOUYETHCS TPUBAJIICTh BUTOTOBJICHHS Pa30BOi JPyKOBaHOT
nuBapHoi Mopeni. [TiarotoBka no 3D-apyky 3 3aCTOCYBaHHSM KOMI'FOTEPHOI CUCTEMHM MOJIATAaE B TOMY, LIO B
(poBOMY KpecJIeHHI MeTalleBOi JeTalli Ha MepCOHAIILHOMY KOMIT'TOTEpI BiI0OpaKatoTh JMBAPHY TEXHOJIOTIIO,
MM CaMUM II€ KPECJIEHHs «IIePETBOPIOIOTHY B KPECIECHHS JMBapHOI MOJENI, a B HbOMY JOJATKOBO KpPECISTh
BEHTHWIAIIMHI ra30BHBIIHI KaHAJIM B CTIHKAX JHBAPHOI MOJEII [l IX BUKOHAHHS HA €Talli APYKYBaHHI ITi€l Mo-
Jierti. 3a TOTOBOIO JIPYKOBAHOI MOJIEJUTI0 BUKOHYIOTH JIOCUTD IIBHUIKY (MPOTATOM XBHJIMH) (POPMOBKY L€l MO-
JIeJIi B CHIIKOMY TICKY 3 HOAAJBLIMM 3aCTOCOBYBAaHHAM TpaguuiiHux omnepauiid JII'M-mpornecy, Hexopororo 3a
BapTICTIO BIJIUTOI METAIONPOIYKIIii (TOPIBHIHO 31 crocobamu [ 1, 21).

Posrisinemo moapoduii crmocoby [5]. B minoMy, 3acTocyBaHHS APYKOBaHUX MOJEJIEN 1a€ CYTTEBHMA BH-
rpai BiJf 3HaYHOTO CKOPOUYSHHS TPUBAJIOCTI MiITOTOBKM BUPOOHUIITBA HOBOI MPOAYKIIii, Take BUPOOHHIITBO HE
notpedye ocHAacTKH (Tpec-(popM) UL BUTOTOBIICHHS JTHMBAPHUX MOJEICH, sIKa € HEPIIKO CKIAJHOKO 1 JOPOTOI0
3a BaprTicTiO. Lle MO3BOMNSE POMMPHUTH TEOMETPIF0 BHJIMBKIB, JPYKYBAaTH Pa30Bl MOJETI HaBiTh HEMOXKIHBOI
paHime KoH}Iirypamii 3 BUCOKOIO YHUCTOTOIO MOBEPXHI, 3MIHIOIOUM TU3alH METAJOBHPOOY JIMIIE 32 paxyHOK
BHECEHHS 3MiH B Horo mudpoBy MOjENb B KOMITIOTEpHIH cucTeMi 0e3 Oyab-sKOi 3MiHNM 00JIaJHaHHS B JIUBap-
HoMy mexy. llIBunkuii aBToMatm3oBanuil 3D-mpyk 3 mudpoBHX NaHUX NTHBApHUX MOAeNeH (HaBiTH pa3oBOi
KOHCTPYKIIi 32 iHAMBIAyaJ-HAM 3aMOBJICHHAM a00 CKJIaJHO{ TeOMEeTpHYHOI KOH(QIryparmii) i mo HUM - MeTaje-
BUX BHJIMBKIB BCE OiNIbIIE € IPEIMETOM JOCHTIHKEHb POBIIHUX JIMBAPHUX 1 MAIIMHOOYIiBHUX KOMITaHiH CBITY i
BIZINIOBifa€ 3araJbHOMY HANPSIMKY IIU(POBI3alii TMBapHOTO BUPOOHHUIITBA.

[Ipote, npoGiiema mossirae B TOMY, 10 JIPyKOBaHi IOJIIMEPHI MOJIEJIi MAlOTh OUIBIY T'YCTHHY 1, BiIIOBi-
HO, Ta30TBIpHICTb, HIX Tpaxumiiai mozeni 3 [II1C, Tomy Taki NpUYMHKA TOKH HE A03BOJIAIOTH mpu JII'M otpu-
MYBaTH B IIPOMHUCIIOBUX MacIiTabax BIJINBKH CTAabIIFHOI SKOCTI BIIOMHMH CIIOCOOaMH 3a APYKOBaHHMHU MOJIe-
JSIMH 1, OTIKE, TEXHOJIOTIS JINTTS 38 TAKMMHU MOJIEIISIMH 3apa3 3HAXOUTHCSI JIMIIE Ha CTail eKCIepHUMEHTAIBHOTO
BUTIIPOoOOBYBaHHS 1 amanTuBHOI Tpanchopmarii JII'M-ipouecy 10 3aCTOCYBaHHS B HBOMY JIPYKOBAHHX JIUBAp-
HUX Mojened. ChOrofHI OCHOBHI HEJOJIKU TOJATAIOTh B TOMY, IO HAJMIpHUM THUCK Ta3iB Bij rasugikarii
6inpm MacuBHOI (potr Mogieni 3 TITIC) npykoBaHOi MozeIi MOKE TIPU3BECTH SIK 0 BUKHUJIIB METaly 3 JUBHU-
KOBOI CHCTEMH, TaK i J0 TaJbMyBaHHs 3aIllOBHEHHS HUM ()OPMHU 3 YTBOPEHHSM OpaKy BHMJIMBKIB 110 HEJOJIHMBAM.
A TakoX Cy4acHHH IPYKOBaHWH MaTepial Mojeneil nae OuUTbIIMi ByrieneBHi (KOKCOBHI UM 30JbHUM) 3aJIH-
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ok, Hix [1T1C, mo Takok HeraTMBHO BIUTMBAE HA SIKICTh BUJIMBKIB.

B cmioco6i [4] 3agayua 3HWKEHHS HAAMIPHOTO THUCKY Ta3iB Bif ra3ugikariii Moesi 3 BUBEACHHSM iX 3 IiIa-
HOi ()OpMU BUPIIIYETHCS IUIIXOM BUKOPUCTaHHS 0OOJIOHKOBHX ITOPOXXHUCTUX APYKOBAHUX JIMBAPHUX MOJIEINEH,
CTIHKHM SIKMX MaroOTh IO€JHAHI MiXK COOOI0 MOPOKHMHU 3 BHYTPIIIHIMH TOHKOCTIHHUMH KapKacaMH 4d po3Ilip-
kamu. L{i mopoXHUHM 3MEHINYIOTh Macy (Ta ra30BUALICHHS) MOJIeNel 1 oeHaH1 3 TpyOKaMu, SIKUMHU ra3H Bix
ra3udikarii Mux Mojaereld BUBOIATH 3a MeXi TuBapHOi ¢popmu. Take CIOMydeHHS MMOPOKHUH, IO TPAIOTh POJIb
KaHaJiB, MOJIEJICH 3 IOBITPSIM LIeXy 3MEHIITy€e Ta30BUil THCK Bif Tazudikamii Momeneit 1o atmocdepHoro. B 1p0-
My croco0i 3aBISKH OKHCIICHHIO (CIaJICHHIO) Ta3iB B MOJEINi Ha IOBEpXHI popMH 3pOOIICHO aKIIEHT Ha eKOJIO-
rizamii JI'M 3 HaOJMKEHHAM 10 TEXHOJIOTIH, 110 HE IIKOIATh JOBKIJUIIO.

Ha >xainb, moposxHUCTI Mozeni [4] MarOTh psii TAKUX HEHOJIKIB, SIK MOXJIMBICTh 3aCTOCYBaHHS JIMIIC IS
JIOCTaTHBO TOBCTOCTIHHMX BHJIMBKIB, aJKE JIBI MPOTIIC)KHI CTIHKH HaBKOJIO IOPOXHWHU TIOBHHHI OyTH JOCTAT-
HBO MIITHAMY 1 IMITFHUMH, 00 3ano0irTu ix gedopmariii npu 3acunadHi B GpopMmy micky i BiOpamii ¢popmu. Taki
JUBapHiI MOZEI MPaKTHIHO HEMOXKIINBO BHIPYKYBATH IIITEHUMH, a Tpeba CKIICIOBATH 3 000JIOHOK, BOHH IpHa-
THI JJIs1 BUWINBKIB 0OMEXE€HOT HOMEHKIIATypH, TaKuX SIK KPyIHi JionaTi Tomo. [Iporpamu apyKyBaHHS 000JIOH-
KOBHX MOPOXXHHCTHX MoJieNieil (MOpIBHSAHO 3 JPYKYBaHHSM LIJIbHUX) OLNBII CKJIAJHI, JPYKyBaHHS NOTpedye
BUCOKOBapTICHUX IPHHTEPIB, a 30MpaHHs 3 YCTAHOBKOI BHYTPILIHIX TOHKOCTIHHHMX KapKaciB 4M PO3IIPOK B
MOPOXKHUHAX MOJeNiell — MeXaHi4HOi 0O0poOKH, py4HOI mpali 1 Nperu3iHHOro KOHTPONIO KiHIIEBOi reoMeTpii
MOJIEJI NP CKJICHII 000JIOHOK i CEpLIEBUHHU.

ToMmy 3 MeTOI0 3HMKEHHS BUTpaT Ha BUTOTOBJIEHHS LUIbHOI 3D-npykoBaHoi auBapHOi Mozeni i 3abe3me-
YeHHs ii ra3oBiNBITHMMU BEHTKaHAJAMH 3aCTOCYBajM JOCI HE3aMisHHI MPH APYKYBaHHI MOJCII MOTEHIaT
KOMIT'FOTEPHOI CUCTEMH. 3a JOTIOMOTOI0 amapaTHOTO0 KOMIUIEKCY MEPCOHAIBHOTO KOMI'IOTepa, 1o 3abe3neuye
BBeJ/ICHHS, 00poOieHHs, 30epekeHHs Ta BUBEACHHs iH(opMaii, B cTiHKax JUBapHOI MOJeT Ha HHU(POBOMY
KpeclieHHi ii KOHCTpYKii Oy BHECEHI BEHTKaHAIH U BUBOAY 3 MOJICINI ra3iB IMPOTATOM BCHOTO Tepiody il
rasugikamii npu pyci MeTary B3IOBX IUX KaHaliB. lle mae mepcrnekTHBY 3HAYHOTO PO3IMIMPEHHS HOMEHKIATY-
pU BUPOOHUIITBA, B TOMY YHCJi TOHKOCTIHHMX BHJIMBKIB, @ TaKOX CHpHSI€ IHTEHCHU]IKaIli BUBOAY MPOIYKTIiB
ras3udikarii 3 muBapHOi (HOPMH 3a JOMOMOTOIO X KAaHATIB i 3HIMA€ MEPEIIKOIN 3aCTOCYBaHHS IPYKOBaHUX
Mozeneit s JITM, 1oB’s13aH01 3 pOCTOM BHIUICHHS NMPOIYKTIB Ta3upikarii.

Ha HuHIIIHBOMY NOYaTKOBOMY e€Talli 3acTOCYBaHHSA JAPYKOBAaHMX JHMBAapHUX Mozeneil mudpose 3D-
KPECIICHHS METAJIOBHPOOY CTBOPIOE KOHCTPYKTOpP B KoMm'toTepHiit cuctemi CAD i mepenae BUpOOHHUKOBI st
IpYKy, a00 BUPOOHUK caM MoOke CTBOpUTH Take 3D-kpecneHHs (HaNpuKIaa, CKaHYBaHHSIM TOTOBOTO BHPOOY-
npototuty). [Torim 3D-kpecnenns (3D-momens) 1poro BupoOy B Komm'toTepHil cuctemi CAD 10mMOBHIOIOTH
3MiHaMH (HAHOCSITh JIMBapHY TEXHOJIOTII0) 3 ypaxyBaHHS yCaJK/A METaly BiJIOBIJHO IO PO3MIpiB JIMBAPHOT MO-
JIelTi, TIPUITYCKIB Ha MeXaHi4Hy 00poOKy Tomlo, KOHBEepTYIOTh daiin B ¢popmar STL mias 3D-apyky i ApyKyOTh
110 JTUBapHY Moaeib. Ockinbku 3D-apyK Juile MOYHHAE 3aCTOCOBYBATUCH Auist JITM, TO BEeHTHIALHI KaHATH
B JIMBApHIl MO/l B3J0OBXK 11 CTIHOK IO Mipi MOCTYMOBOrO 3aMillIeHHs] MOJIeIl MeTalioM He ApyKyBaiu. Takoi
inpopmarii He BusBieHo. B tpamumiiniii mis JITM mozeni 3 IIIC 3a moTpeOu BEHTHWIIALINHI KaHAIA BUKOHY-
BaJIM MeXaHIYHUM criocoboM. [Ipn npykyBaHHI TMBapHUX MOJeel CKIaaHOI TeOMEeTpHYHOI (POPMHU Ta TOHKOC-
TIHHMX KOHCTPYKIII BUKOHATH B3JOBXK i CTIHOK KaHANIH (HaBiTh 3 OaraThMma 3THHAMHU) HAWIPOCTINmIE MpH ii
JPYKyBaHHI 3a KpecieHHsM nudpoBoi 3D-mozerni, B SKOMY 3rifHO po3pobiieHOMy criocoboBi [5] ciix BinoOpa-
3UTH Il KaHAJIN.

TakuMm 4YHHOM, B TEpelik omepariiil mporecy 3D-apyky nuBapHOi MOIeNi, 10 CKiIamae CTBOpeHHs 3D-
Mmozeni y nporpami CAD, BuBenerns 1iei 3D-moneni y popmari STL B ynpasisrounit npuctpiii 3D-mpuaTepa 3
TIOZIJIOM Ha TOPH30HTANBHI IIapH Ta MOIIAPOBE aJUTUBHE BUPOIYBAHHS JIMBAPHOI MOJIEINI 3 HOJIIMEPHOTO Tep-
MOIUTACTUYHOTO MaTepiaiy UM IIPUHTEPOM, HAMH BHECEHO OIIEpallilo BiJOOpa’KeHHS BEHTWIALIMHNX KaHaiB
Ha KpecJIeHHI nu(poBoi MOJeNi i OTpuMaHHi X y JIpyKOBaHil JIMBapHii MOJIEINi /Ui BUBOJY Ta3iB B HANPSIMKY
PYXy pO3IUIaBICHOTO METaly MpH Ta3u(ikamnii TMBapHOI MOIET B MilIaHil JIUBapHINA GopMmi.

[icns 3D-npyKy BEeHTHIILOBAHOI JIMBApHOT MOAEINI 3a II€I0 MOJEIUII0 BUTOTOBIISIETHCS JIMBapHa (opma 3
CYXOTO IIiCKY, sIKa 3aJIMBA€THCS PO3IUIABJICHMM METAJIOM IIpH i BaKyyMyBaHHI i rasudikamii TermioM Mmerary
JMBApHOi MOJIET 3 BiIBEJICHHAM Ta30BUX IPOTYKTIB ra3udikarmii Kpi3b Ta30BiABiAHI BeHTKaHATIH. [ BUXOZY
ra3iB y HOpH micKy (GopMu I1i KaHaJIH MPOJOBXKYIOTH MOJIIMEPHUMH TPyOKaMH, BUXiAHI KiHII SKUX 3aKPHBAIOThH
Ta30MPOHUKHIM BEHTaMH, III0 HE MPOITyCKaroTh mcok. Kpim Toro, B pa3i 3actocyBanHs BcraBok 3 [II1C B kowm-
wiekTi 3 3D-ApyKkoBaHOK JTHUBAPHOI MOAEIUII0 KaHAJ M Ul BUBOJY ra3iB MOXYTb JPYKYBaTH IO CTHUKY LIHX
BCTAaBOK 3 PYKOBAHOIO YaCTHHOIO JIMBAPHOI MOJIEINI IIJIIXOM IpYKy O00po3eHOK B Hill. Takoxx momiMepHi TpyOKu
3aCTOCOBYBJIM 31 CTIHKaMM JOCTATHBOI MIIIHOCTI /I 3amo0iranHs ix aedopmarii npu Ail Ha HUX BaKyymy B
micky ¢opmu, abo 3 L€ K METOI0 BCTAaBISUIM B HUX METAJIEBHH JPIT y BUIVISAL cripalli, abo ra30npOHUKHI
MPOOKH 3 MiIaHOT CyMilll, sIKi CITY>KHJIM BEHTaMH.

[Ipuxitag MpoeKTyBaHHS JIMBAPHOI IPYKOBAHOT MOAETI ISl pO3pOOIEHOTr0 HaMH CIIOCO0Y MPOIUTIOCTPOBAHO
Ha puc. 1, a — B, Jie Ha pHc. 1, a MOKa3aHO BapiaHTH KOHCTPYKIiH 3y04acTHX BaJKIB 1, JUIs TUTTS SKUX 3aCTOCO-
BaHO HOBMH crioci0. Lle nerani conomopizku ckiiagHoi reomeTpryHoi Gpopmu. I[lopyd 3 oHNM 3 BapiaHTIB BajKa
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MOKa3aHOo MPHKJIa] MoJielli TMBHUKOBOT cuctemu 2 3 TITIC.

a S B

MU; 0 - BEpXHsI YaCTHHA MOJIEJI BaJIKa; B — IPUKJIAIU BEHT B M030BXHBOMY pO3pi3i; 1 - MpHKIaay BajKiB; 2 -
MO/IeJTb JINBHUKOBOI cuctemMu; 3 - marpyook 3 III1C; 4 — Benra; 5 — TpyOka; 6 — BeHTa - mimaHa mpodka; 7 —
BEHTA 3 BaTH; 8§ — CIipalib 3 IPOTY.

[ToniGHOT KOHCTPYKIIT BAJIOK (SIK aHAJIOT), MOJENb SIKOTO 0e3 BeHTKaHaJliB BUPi3yIOTh MO YacTHHaM Ha 3D-
(dpesepi 3 6iounoro II1C, a MOTIM CKIICIOIOTH I[i YaCTHHU, OMUCAHO B po0oTi [6]. Taka MexaHiuna 0OpoOKa mo-
JIIOHMX MoJelieil Mae TOM He/IONIK, 0 CYNPOBOKYETHCSI YTBOPEHHSIM BiIXO/IB y BUTJISIIII CTPY>KKH, BUTpATaMH
M0 BUBO3Y ii y BiJlBaJI, a TAKOXK MOTPEOYE MPEIM3IHHOTO IHCTPYMEHTY Ta PYYHOI poOOTH 10 CKictoBaHH!O. [10-
BepxHs Mozeni 3 [IT1C mae Gubiny IOPCTKICTh HIXK APYKOBAHOT MOJIEII.

Ha puc. 1, 6 nokazaHo BepXHIO YaCTUHY MOJIEINi Baska 1, B IIEHTpaJIbHUI TIOB3J0BXHII BHYTPILIHIN KaHal
SIKOT, BCTABJICHO HA BCIO JIOBXKMHY MOAENi | TOHKOCTIHHHH NaTpy6oKk 3 (UMIIHIPUYHOI (HOPMHU 3 BHYTPIIIHIM
kaHanoM) 3 I1T1C HusbKoi rycTrHr. POOOYOI0 YacTHHOO BajKa € 30BHILIHA, a BHYTPIIIHII LIEHTpadbHUI KaHaT
CIIY’)KUTh IS TIOJISTTIICHHS MAacH BHJIMBKA 1 MpH (OPMOBII 3amOBHIOETBCSA MicKoM. Ha BHyTpimHINA CTOpOHI
B3JIOBXK [EHTPAIBHOTO IMJIIHIPUYHOTO KaHaTy Mozenmi | IpH IpyKyBaHHI BUKOHAHO OOpO3EHKH (HE TI0Ka3aHo),
AKi TIPH CTUKY 3 NMAaTPyOKOM 3 yTBOPIOIOTH MOB3/I0BXHI BEHTKAHAJH, SIKi TPOIOBXKEHO BCTABIEHHMH B HUX I10-
JmiMepHUMH (3 MOJNpoMnisieHy) TpyOkamu 5 3 BeHtamu 4. Ha puc. 1, 6 mokazaHo 1Bi TpyOKH 5, aie mpu Bixmpa-
moBaHHi criocoOy JII'M npykyBasii He MEHIIIE YOTHPhOX OOPO3CHOK, KOXKHA 3 SIKMX YTBOpPIOBasa KaHal 3 TpyO-
Koto 5 i BeHTOI0 4. [IpHKiaan BUKOHAHHS BEHT MOKa3aHO Ha puc. 1, B. BuroTosneHa 3 mimanoi cyMminr BeHTa 6
CIIy)KHUTh MPOOKOIO, 2 BEHTa 7 BUKOHAHA 3 BAaTH, L0 OIIMPAETHCS CIIIPaib 8 3 METAJIEBOTO IPOTY. 3aMiCTh TPYOKH
MOXIIMBE YTBOPEHHs NaTpyOKa 00epTaHHIM ILTIBKH «CKOTY» HAaBKOJIO CIIipali 8.

Monens Banka 1 Mae Taky reoMeTpudHy (opmy, 1o ii cknagHo BUrotoBuTH IsHOIO 3 [IIIC Bimomumu
criocobamu, ii 3yOLi MaroTh JIOXKKOMOMAIOHI BHIMKH (puc. 1, 6), ToMy ontuMaibHuUM BusBuBCs 3D-npyk. Ilo-
B3IIOBXKHS CTiHKA MOzeNi | 3 IeHTpaJbHIM KaHAJIOM JOCUTh TOHKA, TOMY, 100 HE 0C/IabI0BaTH KOHCTPYKIIiTO,
BEHTKaHaJI BUKOHAIIM Ha IOBEPXHI 1[bOTO LEHTPAIBHOTO KaHay 3 MPSIMOJIHIHHIX OOPO3EHOK, SIKi CTUKYIOThCS
i3 BCTaBKOIO — IMJIIHAPHYHAM NaTtpyOkoM 3 i criosrydeHHi 3 TpyOkamu S. BeHTy-1poOKy 6 BUTOTOBHWIIM 3 Milla-
HO-PIIKOCKJISTHOT HAJIMBHOT CYMIIlli 3 BUCOKOIO ra30MPOHUKHICTIO, & BEHTA 7 3 BaTH YTPUMYETHCS CTIHKAMH TPY-
0K 1 cipaito, sika MOTpiOHA B pasi 3aCTOCYBaHHS M’SIKOi TPYOKH. AHAJIOTI9HO YacTO apMYyKOTHCS THYYKI TPY-
OompoBoaM TMOOYTOBUX mMHIOCOCIB. [IJii BHKOHAHHS BEHTKAHAJB METOIOM YTBOPEHHS OOpPO3CHOK, KpiMm
3aCTOCYBaHHS BCTaBOK Ty narpy6ka 3 3 [II1C, Takok MOXIMBO OOPO3EHKH 3 TOHKMMH IUINHAMH 3 OOKY IT0-
BEPXHI MOJIEII 3aKJICIOBATH CMY>KKaMH CHHTETHYHOT IITIBKH THITY «CKOTW».

Jlinst BUNpoOyBaHHS CrIoco0y MOJIeNi APYKYBAJIM METOAO0M TomapoBoro HarraBineHHs: (FDM) 3 mominakTu-
1y (PLA) — 6i0po3Ki1aiHOTO TEpMOIUIACTUYHOTO Noiedipy, SKAH € OAHUM 3 HalOUIBII MIMPOKO BUKOPHCTOBY-
BaHMX 1 HEJIOPOTHX 3a BapTICTIO TEPMOIUIACTUKIB 11st 1pyKy. PLA mae ryctuny 1240 Kkr/m®, TeMIIeparypy Iia-
BieHHs 150-160 °C, temneparypy kuminas 227 °C. Ilpunumun po6orn FDM 3acHoBaHMiI Ha IUIaBJIEHHI,
eKCTPY3il TEPMOIUIACTHYHHX TIOJIIMEPHHUX HUTOK ((iTaMeHTiB) 1 MOAAIBIIOMY OCa/PKEHHI PO3IUIABIEHOTO MaTe-
piamy map 3a mapom A GpopMyBaHHS JETaii, 0 BUKOPHUCTOBYETHCS HAa HAMOUTBII MONIIMPEHUX HECKIIAJTHUX
npuHTepax. 3apa3 Taki MOPiBHAHO HU3BKO OIOKETHI MPUHTEPH YaCTO HABITh HA3UBAIOTH IIKITEHUMMY, MAIOYH
Ha yBa3i iX MOIUPEHHS JUIsl HABUAHHS JiTel B Ko a3aM 3D-npyky.

BunpoOGysanus ciocoOy B nuBapHoMy Lexy JII'M BinOyBanocs HacTyrmHUM YuHOM. 3D-1pykoBaHy Mozens
BanKka | 3 TUBHUKOBOIO CHUCTEMOIO 2, BCTaBKOIO 3 1 TpyOKaMu 5 MOKPHWIM MPOTHIpUTapHOIO dapboro, He dap-
Oyroun TpyOkw i BeHTH. [Ipu hopMyBaHHI B KOHTEHEPI MOAEIi CYyXUM TICKOM 3 HOT0 BiOpaIliiHuM YIIiJIbHEH-
HSIM KOHTEIHEep 3BepXy 3arepMeTH3yBaJli CHHTETHYHOIO IUIIBKOIO, BUBEINIM KPi3b HEl BEPXHIO YaCTHHY MOJEINI
JIMBHUKOBOI CUCTEMH 1 IMOCTABMIIM Ha HEl KepaMiuyHy BOPOHKY JUIsl CIIPSIMYBaHHS CTPYMEHIO METay.
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3aiMBaHHS PO3IUIAaBY BUCOKOMIIIHOTO YaBYyHY Yy ()OpMYy BUKOHYBaIW NpH 11 BaKyyMyBaHHI, I’ €IHABIIN
JI0 TpyOOIIpOBOAY LIEXOBOI BAaKyyMHOI CUCTEMH, B SIKiH MIATPUMYBAJIM 3aJIUIIKOBHN THUCK HOBITPs Ha piBHI 40-
50 xITa. IIpu migBexeHHI MO JIMBHUKOBIM CHCTEMi TOJIOBHHM YHHOM 3HH3Y 10 MOJENI METaily, BiH CIIPHIHHSB
ra3udikaIiiro MoJelni mpu pyci 3HA3Y BBEPX, Ta3H Bix ra3udikarii Moaeli Mo BeHTKaHalIaX BiJIKaYyBaJHCh Kpi3b
TpyOKH 5 i BeHTH 4, Haji B MiCOK GOPMH i IMOmaganu Kpi3k TpyOOnpoBia Bif (OpMH 10 BaKYyMHOI CHCTEMH Iie-
Xy, Ji¢ IPOXOIMIIN OYNIIeHH:. PiBeHh BaKyyMy Ha MOBEpXHi BEHTH HAOIIKABCS IO PiBHSA HA MOBEPXHI MO,
3ayekaB BiJ BiZCTaHI BEHTH IO BaKyyMHOTroO (DiIbTpa KOHTEHHEpHOI (hOopMH, aje ra3onpOoHHKHICTH BEHT Oyia
BUILIOIO, HDK ra30NpOHUKHICTH THIOBUX 1 JIIT'M nportunpurapaux ¢ap6. [Ipu 3aiuBaHHI MeTaly 3a paXyHOK
IHTEHCHBHOI Taszudikanii Moaeni piBeHb 3aJUIIKOBOI'O Ta30BOTO THCKY B 3a30pi «METal-MOJENb)» OYyB BHIINM,
HIK Ha MOBEPXHI «MOJeTb-(hopMay, 0 3a0e3meuyBaio cTablIbHICTh CTIHKH ()OPMU B MOMEHT KOHTAKTyBaHHS
ii 3 metanom. [licist 3anuBaHHSA MeTaIoOM (POPMHU, OXOJIOJUKEHHS B Hilf BHJIMBKA IIPOTSTOM KUIBKOX TOJUH 1 BH-
JTAJICHHSI 0T0 3 (hOPMU OTPUMANIU BUIMBOK BHCOKOT SKOCTi. KOpOTKI MeTaneBi CTOBITYMKH Ha MICIIX rasudika-
il TpyOOK 5 BUAATIHMIN MEXaHIYHUM CIIOCOOOM Il 4ac omeparlii BiIOKPEMIJICHHS BiJl BIJIUBKA €JICMCHTIB JIUB-
HHUKOBOI CHCTEMH.

3acTocyBaHHSI KOMIT' IOTEPHHX CHUCTEM ISl TIPOEKTyBaHHs Ta 3D-npyKy nuBapHOT MOAENi 3 BEHTHIISLIH-
HUMH KaHajaMH B 11 CTIHKax 3HIKYE BUTPaTH Ha BHUTOTOBJICHHS TaKUX BEHTHUJILOBAaHMX MOJIENICH 3a paxyHOK
aBTOMaTH3alii X BUKOHaHHA IPYKyBaHHSIM, TaKi KaHAIM HEPIIKO HEMPOCTO, YW HABITh HEMOXIHMBO, iHAKIIC
BUKOHATH B CTIHKaX CKIAAHUX 3a KoH}irypatmieto moxeneir. A JITM-miporiecy 3a MOAESIMH, SIKi MAarOTh OiTb-
Iy Macy Ha OJWHUINO 00’eMy 1 HaroTh Oinbplie TasiB mpH ix rasudikamii, HDK TpaaWLidHI TUBapHI MO 3
[IIC, BeHTKaHANMH 3MEHIIYIOTh Macy MOJEINi Ta JO3BOJAIOTH IHTCHCH(IKYBATH BiIKadyBaHHS Ta3iB 3aBIAKH
BakyyMy ¢opmu. [IpoTsrom Bcroro mporecy rasudikarii Moeni 3aBAsKd BaKyyMy B MiCKy (OpMH ife mpumy-
COBE BUJAJCHHS (BiICMOKTYBaHHS) I'a3iB Yy BaKyyMOBaHHN MiCOK GOPMH Kpi3b Ii KaHAIH MOJIEINI, IIPOJOBKCHI
TpyOkamu 3 BeHTaMH. BojHOYAc KaHaIM CHIPSIMOBYIOTH NMOTOKH METally, CIPHUSIIOYM Te4il CTBOPEHHSM B HHUX
HHU3BKOT'O I'a30BOT0 TUCKY.

TaxkuMm 9uHOM, JUIS IPYKOBaHMX MOAENEH 3aIisTHO MPUHIMI: YUM OUIbIIE ra3iB yTBOPIOETHCA B JIMBApPHiH
MOPOXKHKHI (HPOPMHU, SIKY 3aIIOBHIOE METaJI, BUIIAPOBYOUH MOJICIb, TUM OLIBIIE CIIij] 3aCTOCYBATH 3ac00iB 1X BH-
JIaJICHHS] Pa3oM 3 MiJICHJICHHSM BIUIMBY BakyyMy (opMu Juis BikadyBaHHs SIK Ta3iB, TaK 1 PiKOro MeTaiy, 110
PYXaeThCsl BCII 32 Ta3aMH, AJIsl CTBOPEHHS KpaIllMX YMOB 3aMillleHHsI MOJINi, HXK 3a paHille BiIOMUMH CHOCO-
6amu JII'M. BinkauyBaHHS ra3iB Takox J03BOJIUTH Pa3oM 3 HUMH BUBECTH JPiOHI YACTHHKH CaXki UM TakK 3BaHO-
r'0 KOKCOBOTO 3aJIMILKY, 1110 3a100iraTuMe ix HeraTHBHOMY BIUIMBY Ha JIEsIKi CIUIABH, 10 MOXKYTh 3 HUMHU peary-
BaTH. JIpykoBaHy MOAENb 3 TaKUM CTBOPCHHSIM B Hilf HAIpPaBICHOTO Ta30BIJBOAY IIiJ BIUIMBOM Bakyymy 3a
CBO€I0 (DYHKIIIEIO B i/1ealli MOXHA PO3TIISAATH SIK BaKYyMIIPOBIJ U BiIKA4KH HMPOIYKTIB BiJ BiacHOI ra3udi-
Karii. Takox MOXKJIMBUI TaKUH TEPMiH, K «IPYKOBaHA MOJIEIb 3 HAIIPABICHOIO MOPHUCTICTION.

Onucannii crioci6 JI'M 3a npyKOBaHOIO MOJEIUIIO 3 BEHTKaHAJIAMH, peasti3allis SKOro cTajia MOXKJIMBOO
3aBISKH 3aCTOCYBAaHHIO KOMII IOTEPHHUX CHCTEM, JO3BOJMB BUKOPHCTAHHS BaKyyMy JIMBapHOi GpopMH AJs Bijc-
MOKTYBaHHS Ta3iB 10 BHAPYKYBaHUM KaHAJaM 3a alTOPUTMOM «4uM Oinblie ra3iB Big raszugikariii TuBapHOi
MOJIeITi, THM iHTEHCHBHIIIUH CITOCiO MOTPiOHMI A IX BUAAICHHS 3 JIUBAPHOT (POPMM», IO TO3BOIUTH 3aMiHUTH
mopemni 3 [IIIC Ha npykoBaHi 1 PO3MMPHUTA HOMEHKIATYPY BWJIMBKIB 3a NpyKOBaHUMHU MonersiMu mipu JII'M,
3a0e3neuyroun cTabinpHy gKicTh nuTBa. Lle crnpustiMe BHPOOHHITBY MIMPOKOI HOMEHKIATYPH BHIIUBKIB 31
3HW)KEHHSIM BUTPAT TPU BUTOTOBJIEHHI 3D-ApyKOBaHUX JIMBapHUX MOJielieil, 0COOIMBO PI3HOMAHITHUX OJJUHUY-
HUX YU JpiOHMX MapTiii BUJIMBKIB 32 iHAMBIAyaJIbHUMH 3aMOBIICHHSIMH MOKYMLiB. OCTaHHE BiJINOBIA€E KOHIIETI-
ii «BupoOHUITBO sk mocayray (Manufacturing as a Service, MaaS).

Omnucanui crnocio iy uTh 3aC000M MOJOJAHHS OCHOBHOI MEPEIIKOIH 3aCTOCYBAHHS JIPYKOBAHUX MO/IE-
nedt gist JITM, moB’si3aHOT 3 1X OLIBLIOK MAacolo 1 ra3oTBipHICTIO, mopiBHsHO 3 Mojensmu 3 TITIC. Anxantaris
JIMBapHOTO BUPOOHHIITBA /IO AIUTUBHUX TEXHOJIOTIH 103BOJISIE 32 JOMIOMOTOI0 Mepexi [HTepHeT npsMy B3aeMo-
JII0 3 MOKYIIEM TOBApY, SIKMH MPOEKTYEThCS 32 WOT0 iHAMBIAYyaJbHUM IHM(PPOBUM MPOEKTOM, 30KpeMa depes
NFC-cuctemy (6e31poToBOI nepeadi JaHUX Ta IUIaTexkKiB). TakoXk Take MOETHAHHS HOBUX IU(POBUX MPOLECIB
3 TPaAMIIHUMH BUPOOHUYMMHU CKOPOYY€E YaCOBUI PO3PHUB BiJl CTBOPEHHS MIPOTOTHUIIB 1 IHCTPYMEHTIB 10 Maco-
BOT'O BUPOOHUIITBA.

BucHoBku

AIWMTHBHI TEXHOJIOTi] BUPOOHMIITBA JO3BOJIAIOTH 3MIHIOBATH SIK KOH(QITypaIlito JUBapHOi MPOTYKIii, TaK i
KOHCTPYKIIifO JINBAPHUX MOJEJIEH BUKIIOUHO 32 PaxXyHOK BHECEHHS 3MiH B HHU(POBY MOJENb MPOAYKIIi 6e3 Ha-
CTymHOTO TiepeopmaryBaHHs BHUPOOHMYOTO Oasucy. 3aBASKA PO3KPHUTTA MOTEHINANy 3acTOCYyBaHHSI
KOMIT FOTEpPHUX CHUCTEM IS MPOEKTyBaHHA Ta 3D-mpyKy JmBapHOi MOl 3 BEHTWIALIHHUMH KaHAIaMu Oyio
po3pobiieHo oauH i3 croco6iB JII'M 3a IpyKOBaHMMH MOJENSIMH, 1110 BiAMIOBIZa€ 3pOCTal0OuoOMy TpeHay nudpo-
Bi3aii i aBTOMaTH3aIlii JINBApHUX IpoIieciB. BUKOHAHHS TaKWX KaHAJIB B APYKOBaHill MOZEI 1ajl0 MOKIHMBICTh
MiBUIIUTY IHTEHCHUBHICTh €BaKyallii MPOAYKTIB ra3udikamii miei Mozeli y IuBapHii GopMi 3 BUKOPHCTaHHIM
BakyyMmy ¢opmu. Lle no3Boisie OTpMaTH CyMapHy BUIOJY SK BiJ JOCTaTHBO IIBUAKOIUIMHHUX 3D-mponecis
BUT'OTOBJICHHS JINBApHOI MOJIEN, TaK 1 BiJl KOPOTKOTPHUBAJINX NPOIECiB ()OPMOBKH Ta BUOMBKU BUWJINBKIB 3aBIs-
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ku BukopuctanHio npu JI'M ¢opwm 3 cyxoro micky. ITpu npomy nudposa tpanchopmanis JI'M noenHyerses 3
pecypcoedeKTHBHICTIO 00OPOTHOrO 3aCTOCYBaHHS (OPMyBaJbHUX MarepialliB 0e3 3MiHM AIF0OYMX CTaHIapTiB
KOHTPOJIO METAJIOTIPOAYKIIii TMBAPHUX MEXiB, a afanTallis BUPOOHUIITBA 0 afUTUBHHUX TEXHOJIOTIH TO3BOJISE 3a
JIOTIOMOTOI0 MepeXi [HTepHeT B3aeMOZif0 3 MOKYIIEM TOBapy, KU IMPOEKTYETHCS 3a HOro IHAWBITyaThbHIM
IUPPOBUM MPOEKTOM. TaKOX Take MOEIHAHHSI HOBHX IIM(PPOBHUX NPOILECIB 3 TPAAULIHHIMHA BHPOOHIINMHE CKO-
poUye YacOoBHH PO3PHUB BiJ CTBOPEHHS NMPOTOTHIIIB, MIJIOTHUX 3pa3KiB MPOAYKIIi i iIHCTPYMEHTIB JO MacOBOTO
BHUPOOHHUIITBA.

[1]

[2]

[3]
[4]

[5]

[6]
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MATEMATHUYHE MOJAEJIIOBAHHS TA OBYUCJ/IIOBAJIBHI METOAHU

VIIK 004.627

O. O. Kaska, B. II. Maiigantok, O. H. Pomaniok, €. K. 3aBajbHIOK

AHAJII3 AJITOPUTMIB CTUCHEHHA 30bPAKEHD 13
BTPATAMMU

BinHMIbKMI HalllOHATFHUN TEXHIYHUH yHiBepcuTeT, BiHAAIA

AHoTaniss. Y cTaTTi pO3NIIHYTO Ta MPOBEACHO AHATITHYHHN OIS alrOPUTMIB CTHUCHEHHs 300pakeHb 3i BTpatamu. OOIrpyHTOBaHO
AKTYaJbHICTh JOCIIMKCHHS 3a JOIOMOTOK CTATHCTHYHHMX MaHMX. PO3IISIHYTO Ta MpOaHAli30BaHO METOJ KOJIPHOI CyOmuCKpeTnsarii.
Po3risiHyTO, OmHMCaHO Ta MPOAHATI30BAHO METOJ KBAHTYBaHHS KOJIbOPIB, 30KpeMa HasBHI JOCIIDKEHHS i3 3aCTOCYBaHHsS KBaHTYBAaHHS
KOJIbOPIB y TO€AHAHHI 3 AUCKPETHUM KOCHHYCHUM IIEPETBOPEHHSM. BHIiTEHO HEIONIKM HAsSBHOIO JOCIIKEHHS Ta CHOPMYIHOBAHO
MOXJIUBICT MOJAJIBIIOrO JOCIIKEHHSI 3 BUKOPUCTAHHSIM PO3IIMPEHOI BHUOIPKM 300pakeHb. J[eTaibHO PO3IISIHYTO Ta HPOaHAIIi30BaHO
CTHCHEHHsI Ha OCHOBI JMCKPETHOTO KOCHHYCHOTO [IEpETBOPEHHs. BuiieHo momyk onTHMaibHUX MaTPULb KBAHTYBAHHS SIK HEPCIIEKTHBHHUIA
HANPSIMOK TIOAJIBHUX [JOCHIKCHb 3 IiJBULICHHS e(EKTHBHOCTI 3aCTOCYBAHHS AMCKPETHOrO KOCHHYCHOTO MepeTBOpeHHs. Buumineno
aanTHBHE BHIUICHHS OUIBLINX, KPAaTHUX CTaHJapPTHOMY, OJIOKIB [JaHMX, SIK MEPCICKTHBHUH HAIPSMOK JOCII/UKEHHs. PO3rsiHYTO Ta
[POAHANI30BaHO METOJ| CTHCHEHHs 300pa)KeHb Ha OCHOBI BeiiBier-neperBopents. CHOpMyIbOBaHO HANPSIMOK IOAIBLIMX JOCIIDKEHb i3
3aCTOCYBaHHA iHIIMX BeWBIETiB OKpiM BeiiBnera Koen-Jlo6emi-doBo Ta Behbiera Jlelan-TabGatabail uis CTUCHEHHS 300pakKeHb.
PosrsiHyTO Ta mpoaHanizoBaHo Merox (pakTanbHOro crucHeHHs. C(HOpMyIIbOBAHO HAIPSIMKH IMOAQIBIIMX JOCII/UKCHb, TAKUX SIK
00OMeXeHHSI TIIMOMHM ITIOIIYKY i 3aCTOCYBaHHS (JPaKkTaJbHOrO CTHCHEHHs y IOEJHAHHI i3 JMCKPETHHM KOCHHYCHHM II€PETBOPEHHSM.
ITiacyMOBaHO HAIPSAMKH MOJANBIIMX JOCII/DKEHb JUIsl OKPAIeHHs! (QyHKIIOHAIBHUX XapaKTEPHCTHK PO3MISIHYTHX airopuTMiB. OCHOBHUM
HAayKOBHMM pE3yJIbTATOM IPOBEACHOTO MOCII/DKEHHS € BHIUICHHS IMEPeliKy MEepCIeKTHBHUX TEM JOCHIUKCHb, IO T03BOJISITH 30LIBIINTH
00CSAT IaHHUX TIPO METOIH, MOZEII Ta 3aCO0M CTUCHEHHsI 300paxkeHb. [IpakTHYHa LIHHICTH MPOBEJEHOr0 AOCIIUKEHHS IOJISIac y TOMY, LIO
BOHO MICTHTb IIEPEIiK TeM IOCIiIKEeHb, SIKi MOXKYTh OYTH BHKOPHCTAaHI HAYKOBHMH IIPAalliBHUKAMHU SIK MaTtepia Juisl MOJasbIiol HayKOBOi
IsUTBHOCTI.

KnaiouoBi ci1oBa: cTHCHeHHsI 300paskeHb, CTHCHEHHs JaHHUX, KOJipHa cy0AMCKpeTH3alis, KBAaHTYBAHHSI KOJbOPiB, THCKpeTHE
KOCHHYCHE NepeTBOPEHHS, BeliB/1eT-NePeTBOPEHHS, (PpaKkTaabHe CTHCHEHHS.

Abstract. The article discusses and conducts an analytical review of lossy image compression algorithms. Substantiated the relevance of the
research with the help of statistical data. Considered and analyzed the color subsampling method. Reviewed, described, and analyzed the
color quantization method, in particular, existing studies on the application of color quantization in combination with the discrete cosine
transform. Highlighted the shortcomings of the existing research and formulated the possibility of further research using an expanded sample
of images. Considered and analyzed in detail the compression based on the discrete cosine transform. Singled out the search for optimal
quantization matrices as a promising direction of further research on improving the efficiency of the application of discrete cosine
transformation. Highlighted the adaptive allocation of larger, multiples of the standard data blocks as a promising direction of research.
Considered and analyzed the image compression method based on the wavelet transform. Formulated the direction of further research on the
use of wavelets other than Cohen-Dobechy-Feuvo and LeGall-Tabatabay wavelet for image compression. Considered and analyzed the
method of fractal compression. Formulated directions for further research, such as limiting the search depth and applying fractal compression
in combination with discrete cosine transformation. Summarized directions for further research to improve the functional characteristics of
the considered algorithms. The main scientific result of the conducted research is the selection of a list of promising research topics that will
allow increasing the amount of data on methods, models and means of image compression. The practical value of the research is that it
contains a list of research topics that can be used by researchers as material for further research.

Key words: image compression, data compression, chroma subsampling, color quantization, discrete cosine transform, wavelet
transform, fractal compression.
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Beryn

B enoxy nudpoBux TexHoJoriid Oinplia yacTWHa JIOJCTBAa OTpUMaia JOCTYI JIO NPWIAAiB, 3IaTHUX
CTBOPIOBATH MeJilHI MaTepiaiu, Taki sk (oTo, Bifeo Ta 3Bykozanucu. O6csaru mudpoBoro KOHTEHTY HEBIIMHHO
3pOCTaloTh, 10 30epirae axkTyaJbHUIl CTAaTyc MNpoOOJIEeMH TMOUIYKY IUIAXIB IiABHIIEHHS e(EeKTHBHOCTI
30epexeHHs UPpoBux Meaiaganux. OTHUM 13 TaKUX IUIIXIB € TIOKPAIICHHS aITOPUTMIB CTUCHEHHS 300pakeHb
i3 BTpaTaMu, a/Ke Taki arOPUTMH JJO3BOJISIIOTh J0CSTaTH 3HAYHO HIKYHMX TMOKA3HUKIB HAUIMIIKOBOCTI JaHUX Y
MOPiBHSHHI 13 aNTOPUTMaMH CTHCHEHHS 300pakeHpb 0e3 BTpar.

AKTyaabHicTh

Kinpkicts mudpoBux ¢oTo- Ta BigeoMaTepialiB MocTiiiHO 3poctae. 3a ominkamu, y 2020 poui Oymo
3pobneno 1,12 tpunbiiona dortorpadiii i mepeadadanocs 3pocTaHHs KiJIbKOCTI HOBUX (oTo 110 1,4 Tpuibiiona y
2021 porii [1]. Pasom 3 tmm, TOCTIHO 3pocTac i po3/inabpHa 30aTHICTE poTokamep. Jlo npukiazy, iPhone 3G, mro
BHiioB y mpomax B 2008 porri, MaB OCHOBHY Kamepy Ha 2 Meramikcenmi. Y cBoro uepry, iPhone 14 Pro,
npe3seHToBanuii B 2022 pori, MaB OCHOBHY KaMmepy Ha 48 MeramikcemiB, 0 MOKpAIlye SKiCTh 3HOMKH, a TaKOX
NPHU3BOANTH 110 30UTBIIEHHS po3Mipy BiATMOBiAHOTO (haiury 300paskeHHS. 3pEITor0, ONOCEPEIKOBAHUM
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MapKepoM aKTyalbHOCTI mpobiemu € gociimkents 2022 poky [2], sike mporHosye, Mo pUHOK 30epiraHHs TaHUX
npoTsirom 2023-2030 pokiB Oyze 3pocTatu B cepenaboMy Ha 17,8% mopoky.

TakuM dYWHOM, TONIYK NUIAXiB 3MEHIICHHS HAUIMIIKOBOCTI Ipu 30epiraHHi mudpoBUX 300paKeHb
3aINIIAETHCS AKTYaJIBHOIO TPOOIIEMOIO.

Mera

MerToro cTaTTi € aHami3 CydaCHHX AalTOPHUTMIB CTHCHEHHS 300pa)KeHb i3 BTpaTaMH JUII BHU3HAYCHHS
MOTEHIIIHHUX BEKTOPIB JOCIIKSHHS JUIS iIBUIICHHS ¢(EKTHUBHOCTI CTHCHEHHS JaHUX.

3amaui

1. AHanmiTHYHUI OIS Cy4acHUX METO/IIB CTUCHEHHS 300pakeHb i3 BTpaTaMH.
2. BusHaueHHS MEPCNEKTUBHUX HAMPSIMKIB JOCHIDKCHHS JUISA MiJBUINCHHS ¢EKTHBHOCTI METOJIB CTUCHEHHS
300pakeHb 13 BTpaTaMu.

AHATITHYHUI OTJIA] CyYaCHUX MeTOiB CTHCHEHHS 300pakeHb i3 BTpaTaMu

BupinumMo cydacHi METOJM CTUCHEHHs 300pakeHb i3 BTpaTaMu /g IPOBEACHHS AoCiikeHHs. Jlo Takux

METO/IB BiAHOCATLCS:

Komipna cyoauckpern3zaris.

KBaHTyBaHHS KOTBOPIB.

CTHCHEHHS TaHUX Ha OCHOBI JMCKPETHOTO KOCHHYCHOTO TiepeTBOpeHHs [3].
CTHCHEHHS TaHUX Ha OCHOBI BEHBIICT-TICPETBOPCHHSL.

. OpakTaspHE CTUCHEHHS.

Komipra cyOmuckperusarist 0a3yeTbcs Ha OCOONHBOCTI JIOACHKOI Bi3yalbHOI CHCTEMH, SKa IOJNISATAE Y
OLTBIIIH YyTIIMBOCTI 30PY JIFOJHUHH JI0 SICKPABOCTI 300paskeHHsI, aHiX 10 KombopoBocTi [4]. Lleit MeTon mupoko
BUKOPHCTOBYETHCSl Y CTUCHEHHI 300pa)KeHb Y IOETHAHHI 3 1HIIMMH METO/IaMH — JI0 IIpuKiazay, B hpopmari JPEG.
Jnst 3acTOCYBaHHS [BOTO METOAY 300pakeHHS Mae OyTH MpPUBEICHHM 0 KOJbOopoBoro mpocropy YChCr.
KoedimieHT CTUCHEHHS TaHKUX 3aJICKHUTH BiJ (hopMaTy CyOTUCKpETH3AIIIT:

agrwdE

J:a:b

ne J — gacTora AMCKpeTH3allii KaHAIy SICKPaBOCTi (IIMPHHA OJNIOKY), & — YHUCIO BHOIPOK KOJIPHUX CHUTHANIB y
TepIIOMY PSAAKY 3 J mikceniB, b — grcio BUGIpOK KOMIPHUX CHTHAIB y APYTOMY PSAAKY 3 J TKCeTiB.

3a3Buyaii, koedinieHT J gopiBHIOE 4, TOOTO MHPUHA OJIOKY Ui CyOIUCKpeTH3allii CTAaHOBUTE 4 mikcedi. 3a
BUHATKOM JEAKHX creiudiyanx BumajikiB, koedimient b 3a3Buuait abo gopiBaioe 0, abo BignoBizae
koe(irienty a. KoedimieHt a koHpIirypye po3aiibHy 30aTHICTh [0 TOPU3OHTANI, a KoedillieHT b — mo BepTHKai
(puc. 1).

4:1:1 4:2:0 4:4:0 4:4:4

4:2:2
e ‘. H H
+

¥
+ + + +
12 3 4 Jg=4 1 2 3 4 J=4 1 2 3 4 J=4 1 2 3 4 J=4 1 2 3 4 J=4
(Cr, Cb) .......................
1 b=1 b=0 1 2 b=2 b=0 i 2 3 b=4
¥ horizontal resolution, 2 horizontal resolution, % horizontal resolution, full horizontal resolution, full horizontal resolution,
full vertical resolution Y2 vertical resolution full vertical resolution % vertical resolution full vertical resolution

Pucynok 1 — Bizyanizarist MeToy KOmipHOi CyOIuCKpeTH3arii

KBaHTyBaHHS KOJBOPIB — IIE OFHA TEXHIKa, MIO 3aCTOCOBYETHCS Y CTHCHEHHI 300pa)KeHb i3 BTpaTaMH.
CyTh BOTO METOY MOJBITAE Y KBAHTYBAHHI MPOCTOPY KOJBOPIB, M0 MICTATHCS Ha 300paxkeHHi (puc. 2). Takum
YUHOM JIOCATAETHCS 3MEHIIIEHHST PO3Mipy 300payKeHHS i3 Bi3yaldbHO HE3HAYHUMH BTPATaMH Y SIKOCTI.

BinpmicTe CTaHZAPTHUX alTOPUTMIB KBAHTYBAaHHS KOJIBODIB DPO3MIIAAAIOTH I[I0 NHpoOIeMy SK 3aaady
KJIacTepH3alii TOYOK y TPUBUMIPHOMY HPOCTOPi, i€ OCi BiAMOBIAAIOTh KOJbOPOBUM KaHanam [5]. KBaHTyBaHHs:
KOJILOPIB HE 3aCTOCOBYETHCS Y METO/IaX CTHCHEHHS, 110 BUKOPUCTOBYIOTh JMCKPETHE KOCHHYCHE MIEPETBOPEHHS,
OCKIJIBKM De3yNbTaT 3a3BHYall XapaKTepPH3YEThCS MOTIPIIECHOI0 SKICTIO 300paKeHHS, a TaKOXX MEHIIUM
koediuieHToM cTrcHeHH: [6]. TuM He MeHI, SIK y CTaTTi 3a3Ha4Yal0Th CaMi aBTOPHU, JOCII/DKECHHS NPOBEICHO Ha
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HEBEJIMKIH BHOIpILI, TOMY HasBHE JIOCHII/PKCHHSI HE € BUYEPITHUM 1 HasBHUH MOTEHIa] Uil TIOJANIBIINX CIIPOO
MOKPAIIEHHsI METO/IIB CTUCHEHHS 300paKeHb Y IIbOMY HAIpSIMKY.

¥

Pucynox 2 — KonsopoBuii CIeKTp, 3BeICHHN 10 MATITPH 3 4 KOJTBOPiB

CrucHeHHs 300paxeHp 3a ctangapToM JPEG 3a3Buuaii ckiagaeTbes 3 KiTbKOX €TaIliB:

1.
2.

306paxenns nepesoauthest 3 RGB y YCCr. Leit etam Moske OyTH MPOMYIIEHO.

Jlo 300paskeHHs, MPEACTABICHOTO B KOMBOpoBoMy mpoctopi YCbCr, 3acTocoBYeThCS KoJipHA
cyOauckpern3anis (Haituactime B popmaTi 4:2:0 — ToOTO po3IinbHA 34ATHICTH KOJMIPHOT KOMIIOHCHTH
3MEHIIYETHCS Y/BIYi K 32 TOPU30HTAILIIO, TAK 1 32 BEPTHKAJLIIO).

KosxeH kosipHUii KaHa po30MBaETHCS HA OJIOKU 8X8, AJIsl KOXKHOTO 3 SIKMX 3aCTOCOBYETHCS AUCKPETHE
KOCHHYCHE TIEpETBOPEHHS.

OTpuMaHi B pe3yJsibTaTi MEPEeTBOPEHHS 3HAYECHHS YacTOT KBAHTYIOThCS 32 MONEPEAHBO BU3HAYCHUMHU
CTaHAapPTOM MaTPUIIMU (SKI BH3HAYarOTh KOE(DILIEHT CTUCHEHHS, a TaKOX BIUIMBAlOTh Ha BTpaTy
SIKOCTi 300pakeHHs1). Ha pucyHKy 3 HaBeIeHO NPUKIAA MATPUILIl KBaHTYBaHHs. 3HAYECHHS MOCTYIIOBO
3pOCTAIOTh BiJl JIIBOTO BEPXHBOTO JIO NMPABOTO HMKHBOTO KyTa, 1[0 MPHU3BOAUTD 10 BiIKWAAHHS MEHII
3HAYHUX YaCTOTHHUX XapPaKTEPUCTHUK.

OTpuMaHi B pe3yJibTaTi KBaHTYBAaHHs OJIOKH KOJYIOTHCS 32 JOTIOMOTOO alTOPUTMIB CTHCHEHHS TaHUX
0e3 BTpaT — cHepily 4epe3 KOAyBaHHS JOBXHH cepiit (run-length encoding), micnst mporo — 4epes
KonyBaHHA XadMmaHa.

[16 11 10 16 24 40 51 61
12 12 14 19 26 58 60 55
14 13 16 24 40 57 69 56
14 17 22 29 51 87 B0 62
18 22 37 56 68 109 103 77
24 35 55 64 81 104 113 92
49 64 78 BT 103 121 120 101

|72 92 95 98 112 100 103 99 |

Pucynox 3 — IIpuxnan matpuui kBautyBanust JPEG-1 3 koedinienTom ctucHenHs 50%

KoedimieHT CTHCHEHHS B JaHOMY METOMI 3aJeXHTh NEPEBAXHO BiJ BHOOPY MaTpHUIl KBaHTYBaHHS.
BianoBinHO, MEPCIEKTUBHAM € MOIIYK OUTBII ONTHMAILHUX MAaTPHIb KBaHTYBaHHs. Hanpukian, HOCiiIKeHHs
2022 poKy poO3TisffaEe 3acTOCYBAaHHS YaCTOTHOTO aHAJ3y 300pakeHHS [UIL MiAOOpy ONTHMANIBHOI MaTpHIi
KBaHTYBAaHHs Ui KOHKPETHOTO 300paxkeHHst [7]. BpaxoByroum CyTTe€BE 3pOCTaHHS MPOIYCKHOI 3MaTHOCTI
MEpex, a TaK0XK E€MHOCTI HOCIIB JaHHWX, MOXKe OyTH IOLUIbHMM (OPMYBAaHHS BEJIMKOr0 HaOOpY MaTpHIlb
KBaHTYBaHHS 1 iX BHOIpKOBE 3aCTOCYBaHHS B 3aJIS)KHOCTI BiJ] YAaCTOTHHX XapaKTEPHCTHK KOHKPETHHX
300paKeHb.

[le ogHMM HUISIXOM J0 ONTHMI3allil CTHCHEHHsS 300pakeHb € aJanTHBHE BUAIICHHS OiIbIIMX OJIOKIB
nmanmx (16x16, 32x32, 64x64), ix macmrabyBaHHs n0 OnOKiB 8X8 i mojaibIle CTHCHEHHS 3a JOTIOMOTOIO
3BUYAI{HOTO JAWMCKPETHOTO KOCHHYCHOTO II€PEeTBOpEHHsA. TaKhi MeTOJ MOXE CYTTEBO MOKPAIIUTH KOe(ilieHT
CTHCHEHHsI 300pak€Hb 3 BHCOKOIO PO3JUIBHOIOIO 3[aTHICTIO, ajieé HEBEJIMKOIO BapiaTHBHICTIO — HaNpHKIAL,
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nensaxis, rpajieHTiB, Tomo. [Ipyu 11boMy, 3aCTOCYBaHHSI KPaTHOTO po3Mipy OJIOKIB CHpollye MaclTaOyBaHHS,
PO3LIMPIOIOYH Jial30H MOKJIMBUX aJITOPUTMIB MaclITa0yBaHHS 300pasKeHHSI.

TakoX € MOMIJIMBHM 3aCTOCYBaHHS YaCTOTHOTO aHaji3y Ui BHUAUJICHHS IOBTOPIOBAHHX OJOKIB i
3MEHIIICHHS HaJUUTHIIKOBOCTI IIPH 1X MOBTOPHOMY KOIyBaHHI.

ANTOPUTM CTHCHEHHA 300pa)KeHb 3a JIOTIOMOTOI0 BEHBIIET-TIEPETBOpeHHs ommcaHo B craHmapti JPEG
2000. Mompu Te, mo cranmapr JPEG 2000 He HaOyB MOIIMPEHOCTI CBOTO IOIEPETHMKA, TaKe CTUCHEHHS
XapaKTePU3yETHCS BUIIOIO AKICTIO PE3yIbTYIOUOTO 300paKEHH, a TAKOK OibIT eeKTHBHIM CTHCHEHHAM [8].

3a MM CTaHAapTOM, CHEpIIy BHUKOHYETHCS IMPHUBEICHHA KONBOPOBHX KoMmroHeHT 3 RGB no ixmoro
KOJILOPOBOTO mpoctopy — abo 10 YChCr (He3BOpoTHE MepeTBOPEHHS, OCKIIbKU B Pe3y/bTaTi BHHHKAE MTOXHOKa
OKpyTJIeHHS Ipo0oBUX uncen), abo mo Bapiaii YUV (3BOpOTHE nepeTBOpEHHS).

[Ticnst KOIBOPOBOTO TEPETBOPEHHS IPOBOJUTHCS PO3OUTTS 300pa)keHHs Ha OJIOKM — Haj BiIMIHY Bif
JPEG-1, He 000B’s13k0BO po3MipoM 8X8, ame micis BHOOPY po3Mipy OJOKY BiH 3aCTOCOBYETBCS JIO BCHOTO
300paxkeHHs. 300pakeHHs] TaKO)XX MOKE CKJIQJATHCh Juie 3 omHoro Omoky. [lepeBaroro Takoro miaxomy €
MOXIIMBICTb JEKOJYBaTH YaCTHHY 300pa)KCHHs, IO TOKpAIye KOPUCTYBAI[bKHH JIOCBiA y BHIAIKy poOOTH 3
ITy’Ke BEIUKAMHU 300paKeHHSIMH, TTOBHE 3aBaHTAKEHHS SKUX Yy ONEPATUYHY HaM STh MOXe OyTH MpoOiIeMoro.
HemomixoM Takoro migXoay € 3HMKEHHS SKOCTI 300paskeHHs. BUKOpHCTaHHA BEIHMKOI KiTBKOCTI OJIOKIB MOXKe
MPU3BOANTH 10 apTe(aKTiB HA IEKOJOBAaHOMY 300paskeHHI, MOMIOHNX IO THX, [0 BUHUKAIOTH MIPH 3aCTOCYBaHHI
JPEG-1.

VYTBOpEHi OJIOKH NPOXOATh Yepe3 OIHE 3 ABOX BEHBIICT-NEPETBOPCHB:

1. Beiisner Koen-Jlobemuri-ProBo [9] asst CTHCHEHHSI 13 BTpaTaMHu.

2. Beiisner Jlelan-Ta6ara6aii [10] s ctrucHenHs 6e3 BTpar.

[Ticns BeliBneT-nepeTBOpeHHsT KOe(IilliEHTH KBAaHTYIOTHCS 32Ul 3MEHIICHHs KUIBKOCTI iH(popMarlii, 1o
NPU3BOJUTH JI0 BTPATH sKOCTI. Pe3ynbraT 1ux omepauiii — Habip HilouncenbHUX Koe(ilieHTIB — KOIYEThCS 3a
nponeayporo EBCOT [11].

[lepcrieKTHBHUM BEKTOPOM JIOCIIIKEHHS € 3aCTOCYBAHHS 1HIHMX BEHBIIETIB JJIsl CTHCHEHHS 300 pakeHb.

®pakTanibHEe CTHCHEHHS € MEpPCICKTUBHUM METOJOM CTHUCHEHHS 300pa)KeHb, L0 JO3BOJIIE 3a0C3MEUHTH
BUCOKI KOC(IIi€EHTH CTHCHCHHS MpPU IOMIPHHUM BTpaTaxX SKOCTI Yy TMOPIBHSAHHI i3 IOUCKPETHHM KOCHHYCHHM
NEePETBOPCHHSM, OCOONMBO NPH CTUCHEHHI TEKCTYyp YM mei3axiB. dpakTajgbHe CTHCHEHHS CYIYTHHKOBHX
300pa)KeHb TO3BOJIUIIO AOCATHYTU KoedimieHty crucHenns 172:1 [12].

'onoBHOK NPOOIEMOKO 3aCTOCYBaHHA (PPAKTAJBHOIO CTUCHEHHS € BHCOKa OOYHCIIOBAaJIbHA CKJIATHICTB.
MosxnuBuM criocoOoM momoIaHHs i€l mpoOieMu € 0OMeKeHHS TTIHNOMHY TIOIIYKY 1 3aCTOCYBaHHS Yy ITO€THAHHI
i3 TUCKPETHUM KOCHHYCHUM miepeTBopeHtsiM [13].

BucHoBkH

1. HasiBHI JOCIHIZPKEHHST 3aCTOCYBaHHs KBAaHTYBAHHSI KOJIbODIB y IMOEJHAHHI 13 AUCKPETHUM KOCHUHYCHUM
MEPETBOPEHHSIM IPU CTHUCHEHHI 300paykKeHb HE € BHYEPIHUMHM, II0 CBIIUUTh NPO MOTEHLIHHY KOPHCTbH
MOAAJBUIMX JOCIIKEHb Y IIbOMY HAIPSIMKY .

2. IlepcrieKTHBHUM HaINpsSIMKOM JOCII/KEHb € BUKOPUCTAHHS PO3IIMPEHOr0 Ha0Opy TaOJIUIb KBAaHTYBaHHS
IIPY CTHCHEHHI 300pa’keHb i3 3aCTOCYBaHHSAM JTUCKPETHOI'O KOCHHYCHOTO TIEPETBOPEHHS.

3. IlepcrieKTHBHUM HamNpPsIMKOM JOCHIDKEHb € aJalTHBHE BHIUICHHS OUThIMX OyokiB maHmx (16x16,
32x32, 64x64), ix macmraObyBaHHS 10 OyokiB 8X8 1 mopambile CTUCHEHHS 3a JONOMOTOI0 3BHYAIHOTO
JIMICKPETHOTO KOCHHYCHOTO NEPETBOPEHHSI.

4. € MOXIMBHM 3aCTOCYBAaHHs YaCTOTHOTO aHAJI3y ISl BUIUICHHS IOBTOPIOBAHUX OJIOKIB 1 3MEHIICHHS
HaJUTMIIKOBOCTI NIPH 1X MOBTOPHOMY KOJYBaHHi.

5. OaHuM 31 UUISIXIB PO3BUTKY METOJIB CTHCHEHHS 300pa)KeHb 3a JOIIOMOTOI0 BEHBIET-IIEPETBOPEHD €
NpaKTHYHE JOCIIKSHHS 3aCTOCYBaHHsI 1HIIMX BeWBJIET-NEPEeTBOPEHb, OKpiM BeiiBnery Koen-/looemi-DroBo yu
Beiipiera Jlel an-Tabara0aii.

6. ITlepcneKTHBHMM HAaNpPSMKOM JOCITI/DKEHb ONTHMI3alil (pakTaJbHOrO CTHCHEHHS € OOMEXEeHHs
TIMOWHN TIOIIYKY 1 3aCTOCYBaHHS METOAYy Yy NO€IHAHHI 3 IHIIMMH METOJaMH CTHCHEHHS — HalpHUKIAM,
JMICKPETHUM KOCHHYCHUM IEPETBOPEHHSIM.

Cnucok jgirepatypu

[1] Pantic, N. (2022, February 2). How Many Photos Will Be Taken in 2021? — Mylio Blog. Mylio Blog.
https://blog.mylio.com/how-many-photos-will-be-taken-in-2021-stats

[2] Data  Storage  Market  Size, Share, Trends | Growth  [2023-2030]. (n.d.).
https://www.fortunebusinessinsights.com/data-storage-market-102991

[3] N. Ahmed, T. Natarajan and K. R. Rao, “Discrete Cosine Transform” in IEEE Transactions on
Computers, vol. C-23, no. 1, pp. 90-93, Jan. 1974, doi: 10.1109/T-C.1972.223784.

[4] Van Den Branden Lambrecht, C. J. (2001). Vision Models and Applications to Image and Video
Processing. Springer Science & Business Media.

62


https://blog.mylio.com/how-many-photos-will-be-taken-in-2021-stats
https://www.fortunebusinessinsights.com/data-storage-market-102991

ISSN 1999-9941, “TH®OPMAILIIMHI TEXHOJIOI'Ti TA KOMIT'FOTEPHA THXKEHEPIS”, 2023, Ne3

[5] P. Heckbert. “Color Image Quantization for Frame Buffer Display”, Computer Graphics, Vol 16, #3,
pp. 297-303, 1982.

[6] Leonardo C. Araujo, Joao P. H. Sansao, and Mario C. S. Junior. (2020). Effects of Color Quantization
on JPEG Compression. International Journal of Image and Graphics.
https://doi.org/10.1142/s0219467820500266

[7] Qijun Wang, Ping Liu, Lei Zhang, Fan Cheng, Jianfeng Qiu, and Xingyi Zhang. (2022b). Rate-
distortion optimal evolutionary algorithm for JPEG quantization with multiple rates. Knowledge
Based Systems, 244, 108500. https://doi.org/10.1016/j.knosys.2022.108500

[8] S. Naveen Kumar, M. V. Vamshi Bharadwaj and S. Subbarayappa, "Performance Comparison of
Jpeg, Jpeg XT, Jpeg LS, Jpeg 2000, Jpeg XR, HEVC, EVC and VVC for Images,” 2021 6th
International Conference for Convergence in Technology (12CT), Maharashtra, India, 2021, pp. 1-8,
doi: 10.1109/12CT51068.2021.9418160.

[9] M. Unser and T. Blu, "Mathematical properties of the JPEG2000 wavelet filters,” in IEEE
Transactions on Image Processing, vol. 12, no. 9, pp. 1080-1090, Sept. 2003, doi:
10.1109/T1P.2003.812329.

[10] D. Le Gall and A. Tabatabai, "Sub-band coding of digital images using symmetric short kernel filters
and arithmetic coding techniques,” ICASSP-88., International Conference on Acoustics, Speech, and
Signal  Processing, New  York, NY, USA, 1988, pp. 761-764 vol.2, doi:
10.1109/1ICASSP.1988.196696.

[11] Fresia, M., Natu, A., & Lavagetto, F. (2023b). Turbo Codes for the Transmission of JPEG2000
Compressed Imagery over Flat Rayleigh Fading Channels. ResearchGate.
https://www.researchgate.net/publication/228943799 Turbo_Codes_for_the Transmission_of JPEG2
000_Compressed_Imagery over_Flat Rayleigh Fading_Channels

[12] Wee Meng Woon, Anthony Tung Shuen Ho, Tao Yu, Siu Chung Tam, Siong Chai Tan and Lian Teck
Yap, "Achieving high data compression of self-similar satellite images using fractal,” IGARSS 2000.
IEEE 2000 International Geoscience and Remote Sensing Symposium. Taking the Pulse of the Planet:
The Role of Remote Sensing in Managing the Environment. Proceedings (Cat. No.OOCH37120),
Honolulu, HI, USA, 2000, pp. 609-611 vol.2, doi: 10.1109/IGARSS.2000.861646

[13] Ali, A. H., Abbas, A. N., George, L. E., & Mokhtar, M. R. (2019). Image and audio fractal
compression: Comprehensive review, enhancements and research directions. Indonesian Journal of
Electrical Engineering and Computer Science, 15(3), 1564-1570.

Crarra "Hagivma: 19.09.2023
References

[1] Pantic, N. (2022, February 2). How Many Photos Will Be Taken in 2021? — Mylio Blog. Mylio Blog.
https://blog.mylio.com/how-many-photos-will-be-taken-in-2021-stats

[2] Data  Storage  Market  Size, Share, Trends | Growth  [2023-2030]. (n.d.).
https://www.fortunebusinessinsights.com/data-storage-market-102991

[3] N. Ahmed, T. Natarajan and K. R. Rao, “Discrete Cosine Transform” in IEEE Transactions on
Computers, vol. C-23, no. 1, pp. 90-93, Jan. 1974, doi: 10.1109/T-C.1972.223784.

[4] Van Den Branden Lambrecht, C. J. (2001). Vision Models and Applications to Image and Video
Processing. Springer Science & Business Media.

[5] P. Heckbert. “Color Image Quantization for Frame Buffer Display”, Computer Graphics, Vol 16, #3,
pp. 297-303, 1982.

[6] Leonardo C. Araujo, Joao P. H. Sansao, and Mario C. S. Junior. (2020). Effects of Color Quantization
on JPEG Compression. International Journal of Image and Graphics.
https://doi.org/10.1142/s0219467820500266

[7] Qijun Wang, Ping Liu, Lei Zhang, Fan Cheng, Jianfeng Qiu, and Xingyi Zhang. (2022b). Rate-
distortion optimal evolutionary algorithm for JPEG quantization with multiple rates. Knowledge
Based Systems, 244, 108500. https://doi.org/10.1016/j.knosys.2022.108500

[8] S. Naveen Kumar, M. V. Vamshi Bharadwaj and S. Subbarayappa, "Performance Comparison of
Jpeg, Jpeg XT, Jpeg LS, Jpeg 2000, Jpeg XR, HEVC, EVC and VVC for Images,” 2021 6th
International Conference for Convergence in Technology (12CT), Maharashtra, India, 2021, pp. 1-8,
doi: 10.1109/12CT51068.2021.9418160.

[91 M. Unser and T. Blu, "Mathematical properties of the JPEG2000 wavelet filters,"” in IEEE
Transactions on Image Processing, vol. 12, no. 9, pp. 1080-1090, Sept. 2003, doi:
10.1109/T1P.2003.812329.

[10] D. Le Gall and A. Tabatabai, "Sub-band coding of digital images using symmetric short kernel filters
and arithmetic coding techniques," ICASSP-88., International Conference on Acoustics, Speech, and

63


https://doi.org/10.1142/s0219467820500266
https://doi.org/10.1016/j.knosys.2022.108500
https://www.researchgate.net/publication/228943799_Turbo_Codes_for_the_Transmission_of_JPEG2000_Compressed_Imagery_over_Flat_Rayleigh_Fading_Channels
https://www.researchgate.net/publication/228943799_Turbo_Codes_for_the_Transmission_of_JPEG2000_Compressed_Imagery_over_Flat_Rayleigh_Fading_Channels
https://blog.mylio.com/how-many-photos-will-be-taken-in-2021-stats
https://www.fortunebusinessinsights.com/data-storage-market-102991
https://doi.org/10.1142/s0219467820500266
https://doi.org/10.1016/j.knosys.2022.108500

ISSN 1999-9941, “IHOOPMAL[IIHI TEXHOJIOI'Li TA KOMIT'FOTEPHA IHXXEHEPIS”, 2023, Ne3

Signal  Processing, New  York, NY, USA, 1988, pp. 761-764 vol.2, doi:
10.1109/ICASSP.1988.196696.

[11] Fresia, M., Natu, A., & Lavagetto, F. (2023b). Turbo Codes for the Transmission of JPEG2000
Compressed Imagery over Flat Rayleigh Fading Channels. ResearchGate.
https://www.researchgate.net/publication/228943799 Turbo_Codes for the Transmission_of JPEG2
000_Compressed_Imagery over Flat Rayleigh Fading_Channels

[12] Wee Meng Woon, Anthony Tung Shuen Ho, Tao Yu, Siu Chung Tam, Siong Chai Tan and Lian Teck
Yap, "Achieving high data compression of self-similar satellite images using fractal,” IGARSS 2000.
IEEE 2000 International Geoscience and Remote Sensing Symposium. Taking the Pulse of the Planet:
The Role of Remote Sensing in Managing the Environment. Proceedings (Cat. No.0OCH37120),
Honolulu, HI, USA, 2000, pp. 609-611 vol.2, doi: 10.1109/IGARSS.2000.861646.

[13] Ali, A. H., Abbas, A. N., George, L. E., & Mokhtar, M. R. (2019). Image and audio fractal
compression: Comprehensive review, enhancements and research directions. Indonesian Journal of
Electrical Engineering and Computer Science, 15(3), 1564-1570.

Bigomocri nnpo aBTOpiB

KaBka Ouexkciii OnexcanapoBud — acmipaT kadeapu NporpamMHOro 3a0e3nedeHHs, BiHHHIBKUiA
HalliOHAILHUW TEXHIYHUH yHIBEpCUTET, M. BiHHMIIA

Kavka Oleksii Oleksandrovych — Graduate Student of the Department of Software Engineering, Vinnytsia
National Technical University, Vinnytsia

Maiinaniok Bonogumup IlaBinoBu4 — K. T. H., JOUEHT Kadeapu NMporpamMHoro 3adesrneucHHs, BiHHULBKUIA
HaIllOHATFHIH TEXHIYHUHN YHIBEpCUTET, M. BiHHUTIA

Maidaniuk Volodymyr Pavlovych — Doctor of Philosophy (Tech.), Associate Professor of the Department of
Software Engineering, Vinnytsia National Technical University, Vinnytsia

Pomaniok Onexcanap HukudopoBuu — 1. 1. H., npodecop, 3aBigyBad kaeapu mporpaMHOro 3abe3reyeHHsl,
BinHUIBKT HAIIIOHANEHUH TEXHIYHUNA YHIBEPCHUTET, M. BiHHUTIA

Romanyuk Oleksandr Nykyforovych — Doctor of Science (Tech.), Professor of the Department of Software
Engineering, Vinnytsia National Technical University, Vinnytsia

3aBaabHiok €Bren KocrsinTMHOBHY — acnmipanT Kadeapu INporpaMHoro 3a0esnevdeHHs, BiHHHMIBKUiA
HalliOHAILHUN TEXHIYHUI yHIBEpCUTET, M. BiHHMIIA

Zavalniuk Yevhen Kostiantynovych — Graduate Student of the Department of Software Engineering, Vinnytsia
National Technical University, Vinnytsia

O. O. Kavka, V. P. Maidaniuk, O. N. Romanyuk, Y. K. Zavalniuk

ANALYSIS OF THE LOSSY IMAGE COMPRESSION
ALGORITHMS

Vinnytsia National Technical University, Vinnytsia

64


https://www.researchgate.net/publication/228943799_Turbo_Codes_for_the_Transmission_of_JPEG2000_Compressed_Imagery_over_Flat_Rayleigh_Fading_Channels
https://www.researchgate.net/publication/228943799_Turbo_Codes_for_the_Transmission_of_JPEG2000_Compressed_Imagery_over_Flat_Rayleigh_Fading_Channels

ISSN 1999-9941, “TH®OPMALIIMHI TEXHOJIOI'Ti TA KOMIT'FOTEPHA THXKEHEPIS”, 2023, Ne3

VJIK 004.8
. A. Tkauuk, P. H. KBeTHuit

ACUMETPUYHUU AHAJII3 TOHAJBHOCTI JIIOBUX
HOBHMH B CUCTEMAX TPOI'HO3YBAHHSA JAHUX HA
PIHAHCOBUX PUHKAX

Binannbkwii HaIliOHATHHAN TEXHIYHUHA yHIBepCUTET, BiHHUIISA

AwnoTtanis.IIporno3yBaHHs naHuX Ha (iHAHCOBHX PHHKAX - aKTyaJIbHE 3aBIAHHS y CyJacHOMY CBiTi. 3HaTHICTb Nepefa0auuTH HAIPSIMOK
PYXY PHHKY JOIIOMarac iHBeCTOpaM yHHKHYTH OUYEBHIHHX PHU3HUKIB i 1030aBUTH cede JomaTKOBUX BHTpAT. bymo po3pobieHo 6araTo pisHHX
TOProBUX MIatGopm, mi06 MIBUAKO OTPHUMYBATH JOCTYII IO BEIHKHX OOCSTIB iCTOPHYHHX NAaHHX, L0 JO3BOJISE aHANM3yBaTH (hiHAHCOBHM
PHHOK 3 OyIb-SKOr0 KyTOYKa IUIAHETH B PEXKHUMI PEalbHOr0 4acy, BHKOPHCTOBYIOYH JIMIIE HOYTOYK abo mepcoHansHuUi Komm'torep. Taxi
mIaTpopMu HO3BOIIOTE PO3POONIATH YHIKaIbHI CTpaTerii Ta MiJXOAM HAa OCHOBI (yHZAaMEHTANbHOrO ab0 TEXHIYHOIO aHalily, SKi
BPaxOBYIOTh HOBHHH IIPO MEBHY KOMIIaHiI0, Il IPHOYTOK, KamiTai3allilo Ta KiIbKICTh AUBIICH/IB, SKi BOHA MOBHHHA BUILIAYYBAaTH BYACHO.
JliT0Bi HOBHHH € BOXKJIMBHM JDKEPENOM iH(popMaLii po CTaH eKOHOMIKH Ta PHHKIB. BOHH MOXyTh BUKOPHCTOBYBATHCS [UIsl IPOTHO3YBAHHSI
MaiOyTHIX mofid. OXHHUM i3 METOZIB IPOTHO3yBaHHS HAa OCHOBI AUIOBHX HOBHH € aHAJi3 TOHAJIBHOCTI. AHali3 TOHAJIBHOCTI JO3BOJSIE
OLIIHUTHU MO3UTUBHICTH 00 HEraTUBHICTH MITOBHX HOBHH. TpaauLiiiHi METOAM aHATi3y TOHAIBHOCTI BAKOPUCTOBYIOTH CHMETPUYHHI MiIXis.
Ile o3navae, 110 MO3WTHBHI Ta HETaTHBHI HOBHHH OJHAKOBO BPaXOBYIOTBCS HPH MPOrHO3yBaHHI. OIHAK y peaJbHOMY CBITi IO3WTHBHI
HOBHHM MOXYThb MarTH OUTbLIMH BIUIMB Ha PHHKH, HDX HEraTHBHI HOBMHH. lle MOB'S3aHO 3 THM, IO IO3UTHBHI HOBHHH MOXYTb
CTHMYJIIOBATH CKOHOMIYHY aKTHBHICTb, 4 HETATUBHI HOBHHU MOXKYTb i raJIbMyBaTH.

VY craTTi po3rIsiaeThes 3aCTOCYBAHHS aCHMETPHYHOIO aHalli3y TOHAJIBHOCTI AITOBMX HOBHH Y CHCTEMax HPOTHO3YBaHHs (DiHAHCOBUX
puHKiB. [IpoaHaiizoBaHO pi3HI METOIM aHANI3y TOHAILHOCTI JIJIOBHX HOBHH, iXHI IIepeBary Ta HEJOJNIKH. 3alpOOHOBAHO HOBMI MiAXix 10
aHaJi3y TOHAJTFHOCTI AIJIOBUX HOBHH, SIKHI KOMILIEKCHO BUKOPUCTOBYE IUTYYHI HEHPOHHI MEPEXi Ta METO/ FOJIOBHUX KOMITOHEHT.

KuarouoBi ciioBa: icTopuyHi JaHi, 1i710Bi HOBUHH, aHAJII3 TOHAILHOCTI, IPOrHO3YBAHHSA aCUMeTpisl, pyHIaMeHTANBLHUI aHATI3
Abstract.Forecasting data in financial markets is a pertinent task in the modern world. The ability to predict market movements helps
investors avoid obvious risks and spare themselves additional expenses. Numerous trading platforms have been developed to quickly access
extensive historical data, enabling real-time analysis of the financial market from any corner of the planet using only a laptop or personal
computer. Such platforms allow the development of unique strategies and approaches based on fundamental or technical analysis, taking into
account news about a particular company, its earnings, capitalization, and the amount of dividends it is expected to pay on time.

Business news is a crucial source of information about the state of the economy and markets. They can be used for forecasting future events.

One method of forecasting based on business news is sentiment analysis. Sentiment analysis allows assessing the positivity or negativity of
business news. Traditional sentiment analysis methods employ a symmetric approach. This means that positive and negative news are equally
considered in forecasting. However, in the real world, positive news may have a greater impact on markets than negative news. This is
because positive news can stimulate economic activity, while negative news may hinder it.

The article explores the application of asymmetric sentiment analysis of business news in financial data forecasting systems. Various
methods of sentiment analysis of business news, their advantages, and disadvantages are analyzed. A new approach to sentiment analysis of
business news is proposed, which comprehensively utilizes artificial neural networks and principal component analysis.

Key words: historical data, business news, sentiment analysis, asymmetry forecasting, fundamental analysis
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Beryn

JioBi HOBMHH € BaXUIMBUM JDKEpENIoM iH(popMamii mpo cTaH eKOHOMIKH Ta PHHKIB. BoHE MOXyTh
BUKOPUCTOBYBATUCS JJIS TPOTHO3YBaHHA MaiOyTHIX momii. OZHWUM i3 METOHIB NPOTHO3YBaHHS Ha OCHOBI
JJIOBMX HOBHMH € aHaji3 TOHAJIBHOCTI. AHaJI3 TOHAJIBLHOCTI JTO3BOJISIE OLIIHUTH ITO3UTUBHICTE a00 HEraTUBHICTH
JinoBuX HOBHH. TpamuuiiiHi METOH aHalli3y TOHAJIBHOCTI BUKOPUCTOBYIOTh CUMETpHYHME minxin. Lle o3Havae,
110 MMO3UTHBHI Ta HETaTHBHI HOBMHH OJIHAKOBO BPAaxOBYIOThCS NPH MPOrHO3yBaHHI. OJHAK y pealibHOMY CBiTi
MO3UTHBHI HOBUHU MOXYTh MaTu OibLIMH BIJIMB Ha PUHKH, HDXK HeraTMBHI HOBHHH. Lle moB's3aHo 3 TUM, 110
MO3UTHBHI HOBUHU MOXYTh CTHMYJIFOBATH €KOHOMIUHY aKTHBHICTb, @ HETATUBHI HOBUHH MOXYTh 11 TaJIbMyBaTH
[1].

AcUMeTpHYHHNA aHaJli3 TOHAIBHOCTI BPaXxOBY€E aCHMETPil0 TOHANBHOCTI, sIKa BKa3y€e Ha HEPIBHOMIPHICTh
BUPQ)KEHHS O3WTHBHUX Ta HETaTHBHUX BIATIHKIB B TEKCTi. Y KOHTEKCTI aHaJli3y TEKCTiB, TAKUX SIK HOBHHH a00
BIATYKH, acUMETpis TOHAJIBHOCTI BUPAXKAETHCS Y TOMY, IO KUIBKICTh Ta IHTEHCHUBHICTb ITO3UTUBHHX a00
HETaTUBHMX BUCJIOBIIOBaHb HEOMHAKOBI. [IpH 11bOMY MO3MTHBHI HOBHHH BPaXOBYIOTHCS 3 OUIBLIMM BaromicTio,
HI)K HeraTHBHI HOBUHU. Lle 103BOJIsIE NOMIIIIINTH TOYHICT IIPOrHO3YBaHHSI.

Hwkde HaBeleHO OCHOBHI €Tany aCHMETPUYHOTO aHai3y TOHAIBHOCTI AIJIOBUX HOBHH (PHCYHOK 1).

Mertoro poO0TH € MiABUIICHHS TOYHOCTI IPOTHO3YBaHHS (iHAHCOBUX PUHKIB, 3 BUKOPHCTAHHIM

aHaJi3y TOHAJBHOCTI J1IOBHX HOBUH

Pe3yabTaTH 10CigKeHb

AcUMETpUYHUI aHaIli3 TOHATBHOCTI AUIOBUX HOBHUH - 11 METOJ IIPOTHO3YBAaHHSI MalOyTHIX MOMIIH, SKUH

BpaxoBye€ aCI/IMeTpiIO BIUIMBY IMO3UTHUBHUX 1 HETAaTUBHUX HOBHH Ha PUHKH.

. A. Txauuk, P. H. Ketnuii, 2023 65
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36ip aaHux: 3ibpaTu gani
AINOBUX HOBUH 33 NeBHWA
nepioa 4acy.

AHani3 ToHanbHoCTI:
OUIHUTM NO3UTUBHICTL abo
HEraTMBHICTb KOXHOI
HOBWMHM.

BpaxyBaHHs acumeTpii:
BpaxysaT acuMeTpiio
TOHanbLHoOCTI Npu

NPOrHo3yBaHHi.

MNporHo3yBaHHA: 3pobuTH
NPOrHo3 MabyTHIiX Noaii.

Pucynox 1 - OcHOBHI eTany aCHMETPUYHOTO aHalli3y TOHAJIBHOCTI JIJIOBUX HOBUH

TpaauuiiiHi MeToU aHaji3y TOHAIBHOCTI BUKOPUCTOBYIOTh CUMETPUYHHUI MiJXiJl, TOOTO MO3UTUBHI Ta
HEraTHBHI HOBMHU OJTHAKOBO BPaxOBYIOThCS IPH IPOTrHO3yBaHHI. OJIHAK y pealbHOMY CBITi O3UTHBHI HOBHHH
MOXYTb MaTH OUIbIINII BIUIMB Ha PUHKH, HIXK HEraTWBHI HOBHMHH. Lle MOB'I3aHO 3 THM, 1[0 TO3UTHBHI HOBHHH
MOXYTb CTHMYJIIOBATH €KOHOMIYHY aKTHUBHICTb, a HETaTHBHI HOBHHM MOXYTb ii raqbMyBaTu. ACHUMETPUYHUH
aHaJli3 TOHAJBHOCTI BpaxoBye If0 acuMeTpito. [Ipy 1bOMY IMO3MTHBHI HOBHHHM BPaxOBYIOTbCS 3 OUIBIINM
BaroMicTio, Hi’k HeraTHBHI HOBUHU. Lle 103BOJIsI€ MOJIMIIUTH TOYHICTh IPOrHO3YBaHHS [2].

AcHMETpUYHMI aHaJli3 TOHAJBHOCTI JUIOBUX HOBHUH MOXE OyTH BMKOPHUCTaHMH Ul IPOTHO3YBaHHS
Pi3HMX €KOHOMIYHMX MOKA3HHKIB, TAKHX K ()OHIOBHH PHHOK, KypC BATIOT Ta 1HOISLIs.

ACUMETpUYHHNA aHaJli3 TOHAIBHOCTI iJIOBUX HOBHX CKJIQIA€THCS 3 HACTYITHHUX €TaIliB:

1. 30ip nanux: 3i0paTyu aHi AIJIOBUX HOBHH 3a EBHHUH IEPioJl Yacy.

2. AHaii3 TOHAJBLHOCTI: OLIHUTH ITO3UTUBHICTH a00 HETATUBHICTH KOXHOI HOBUHU.

3. BpaxyBaHHs acuMeTpii: BpaxyBaTH aCUMETPII0 TOHAJILHOCTI IIPH NPOTHO3yBaHHI.

4. TIporHo3yBaHHA: 3pOOUTH MPOTHO3 MaHOYTHIX IMOMIMH.

Ha nepmomy erami HeoOXigHO 310path AaHi ninoBuX HOBUH. Lli maHi MoxkHa 3i0paTh 3 Pi3HUX JHKEped,
TaKMX SIK Be0-CaiiTh HOBHUH, COIliaJIbHI MEPEXKi Ta areHIlii HOBUH.

Ha ngpyromy erami HEOOXiJHO OIIHWTH MO3UTHBHICTH a00 HETAaTHBHICTh KOXHOI HOBHWHHU. lle MoxHa
3pOOUTH 3a JOTIOMOTOIO Pi3HUX METO/IIB, TAKUX SIK:

o JlexcuuHwMii aHATI3: BUKOPUCTAHHSA CJIOBHHUKIB JJIA BUBHAUYCHHS ITO3UTUBHUX Ta HCIraTUBHUX CHiB.
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e CraTUCTUYHUI aHalli3: BUKOPHCTaHHS CTAaTHCTUYHHMX METOJIB JJIs BHU3HAUYEHHS MO3UTUBHOCTI abo
HETaTHUBHOCTI TEKCTY.

e IllITyuHuil IHTENEKT: BHKOPHCTAHHS IUTYYHUX IHTEJIEKTYaJbHUX METOJIB, TaKMX SIK MAallMHHE
HaBYaHHS Ta IITY4YHI HEHPOHHI MEpexi.

Ha tperpomy erami HeoOXiJHO BpaxyBaTH acUMETPIl0 TOHAJIBHOCTI IPH NporHo3yBaHHi. lle moxkHa
3poOUTH 332 JOMIOMOTOIO Pi3HUX METO/IB, TAKHUX SK:

e BukopucraHHs BaroBUX KOe(ILi€HTIB: MO3UTHBHI HOBUHHM MOXXHAa BpaxOBYBaTH 3 OUIBLIMMH
BaroBUMH KoedillieHTaMH, Hi)kK HeTaTHBHI HOBHHH.

e BukopucraHHs cHeuiaJbHUX alrOpPUTMIB: PO3POOHTH CHELiaJIbHI aJITOPUTMHU IIPOTHO3YBAaHHS, SIKi
BPaxOBYIOTh aCHMETPil0 TOHAIBHOCTI.

Ha uerBeproMy erami HeoOXiHO 3poOMTH NpOrHOo3 MaiOyTHiX moxid. Ile Moxna 3poduTtH 3a
JIOTIOMOT OO0 Pi3HUX METOMIB, TAKUX SIK:

e JliniiiHe NpPOTHO3yBaHHA: BHMKOPHCTOBYBATH JIiHIMHI MOJEN JUIi NPOTHO3yBaHHS MalOyTHIX
3HAYCHb.

e HemniniliHe mpOTHO3YBaHHS: BUKOPHUCTOBYBATH HEINIHIAHI MOJeNi I MPOTHO3YBaHHS MalOyTHIX
3HAYCHb.

e [mboke HaBYaHHS: BUKOPUCTOBYBATH IITYYHI HEHPOHHI MEpexki U1 MPOTHO3YBaHHS MaiOyTHIX
3HAYCHb.

IcHye kinmpKa pi3HUX METOZIB ACHMETPHUYHOTO aHaJi3y TOHAIBHOCTI AUJIOBUX HOBHH.

Ocb esiKi 3 HUX:

e Meron poskmamy Ha ocHOBHI kommoHeHTH (MI'K) MI'K - me cTaTHCTHYHWA METOH, SIKHMA
BUKOPHCTOBYETHCS JUIS 3MEHIICHHS PO3MIPHOCTI JaHUX. Y KOHTEKCTI aHalli3y TOHaJIbHOCTI ninoBux HoBuH MI'K
MOXe OyTH BHKOPHCTAaHMH ISl BUAUICHHA IBOX OCHOBHHMX KOMIIOHEHTIB: MO3UTHBHOTO TOHY Ta HETaTHBHOTO
TOHY. MeToz INTyYHUX HEUPOHHUX MEPEK

e IlTyuHi HeWpoHHI Mepexi - e TUI MAIIMHHOTO HAaBYAHHSI, SKUH MOXKe OyTH BHKOPHCTaHHH IS
HAaBYaHHS Ha CKJIAJHUX JIaHUX. Y KOHTEKCTI aHaji3y TOHAIBHOCTI JIJOBMX HOBHH IITY4YHI HEHPOHHI Mepexi
MOXYTb OyTH HaBUYEHI Ha HAOOpi NaHWUX AUJIOBUX HOBHH, 00 BU3HAYATH ITO3UTHBHI Ta HETaTHBHI TOHU.

e Meton o6pobku npupogHoi MoBu (NLP) NLP - 1e ramy3s KOMITIOTEpHHX HayK, fKa 3aiiMaeTbCs
00pOOKOI0 MMPUPOTHOT MOBH. Y KOHTEKCTI aHalli3y TOHAIBHOCTI AiToBHX HOBHH NLP MoXe BHKOPHCTOBYBATHCS
JUISl BUSIBJIGHHSI TO3UTHBHUX Ta HEFATUBHUX CIIiB 1 hpa3 y AIJIOBUX HOBUHAX.

e Meroz cTatucTHYHOTO aHaii3y CTaTHCTHYHMI aHaJi3 MOKe BUKOPHCTOBYBATHCS JUIS OI[IHKH TOHA
JIUTOBHUX HOBHH 32 JJOMTOMOT'0I0 CTATHCTHYHUX METO/IIB, TAKUX SIK YACTOTHHI aHasi3 abo aHali3 quCIepCii.

VY miif craTTi pO3TISIAETBCSA 3aCTOCYBaHHSA IITydHUX HeiipoHHmx Mmepex (IIIHM) y kommmekci 3
MeTo/IoM rosioBHHX KomMnoHeHT (MI'K) nnsi acuMeTpuuyHOro aHaiizy TOHAJIBHOCTI JaiumoBux HoBuUH. MI'K
BHUKOPUCTOBYETHCS [T 3MEHIICHHS PO3MIpHOCTI TaHWX, IO TMOKparrye mpoaykTuBHicTs IITHM [3].

HeiipoHHi Mepexi — 11e KOMIT'TOTepHI MOJIeJI, 5K IMiTyI0Th pOOOTY HEHPOHHUX CHCTEM Y MO3KYy. BoHu
BUKOPUCTOBYIOTBCS JJIsl BUPIIICHHS 3aBAaHb y cdepax posmizHaBaHHS 00pa3iB, Kiacudikallii, MporHo3yBaHHS,
Ta 0araThOX IHIINX 00IACTAX.

TyT MU pO3IIISTHEMO JIEKiIbKA THUITIB HEHPOHHUX MEPEX Ta X 0COOIMBOCTI:

1. TlepcenTpoH (pHCYHOK 2) — Iie HalmpoCTimHii BUJ HEHPOHHOI Mepexi, sIKa CKIaJaeThCs 3 BXOJIB,
Bar, cymaTopa Ta (yHKIi akTuBamii. Moro ocHoBHa (yHKIis — Kimacubikanis BXiIHHX JAaHHX Ha JBa KJIacH
(mampuxnax, "tax" uum "Hi").

2. Pexypentni Heiiponni mepexi (PHM) - marote 3paTHicTh 30epiraté iH(poOpMaliio B HONEpEIHIX
CTaHax, Mo poOUTh iX ePEKTUBHUMU JJIsi pOOOTH 3 TOCIHIJOBHOCTSIMHU JTaHUX, TAKUMU SIK MOBJIEHHSI 200 4acoBi
psizy.

PexypenTtni meliponHi mepexi (PHM) € ocobiamnBrM KilacoM HEHPOHHMX MEpEX, SKi MpU3HAuYeHi i
poOOTH 3 TOCIHIOBHICHUMHU JaHUMH, TaKMMH SK TEKCT, 4acoBi psau abo MoieHHS. OgHa 3 TOJIOBHUX

BimMiHHOcTed PHM Bijg iHIIMX THITIB HEHPOHHUX MEPEX IMOJArac B iXHIA 3AaTHOCTI yTpUMyBaTd Ta
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BUKOPHCTOBYBATH iH(OPMAIli0 3 MONEepeIHiX KPoKiB yacy. Baxmsum enementom PHM € 3BopoTHI 3B'3KH, sKi
JTO3BOJISIIOTH TIepeaaBaT iH(pOopMAIIito BiJ 0OTHOTO YacOBOTO KPOKY IO iHImmoro [4].

S-enemMeHTH
A-enemeHTH R-enemeHTU
(ceHcopwm, : : :
(acouiaTuBHi) (pearytoni)
peuenTopu)

S-A 3B'A3KU

Pucynox 2 - Jloriuna cxema nepuenTpoHy 3 TpbOMa BUXOAaMHU

OcHoBHa inest PHM nossirae B TOMY, 1110 BOHa Ma€ BHYTPILIHI CTaHH, SIKi OHOBIIIOIOTHCS Ha KOXKHOMY
KpOIIl 4acy BiJl BXiJJHUX AaHHUX Ta ronepeanboro crany. OcHoBHa (opmyia st oqHOro 4acoBoro kpoky PHM
MO>ke OYTH BUPa)KeHA HACTYITHUM YHHOM:

ht = tanh(Whhht -1+ thxt + bh), (1)

nie h; - BEKTOpP MPUXOBAHOIO CTaHy Ha 4aci t, X, - BEeKTOP BXIJHUX JaHUX Ha 4daci t, Wy, - MaTpuis Bar
JUISL TIPUXOBAHOTO CTaHy, W, - MaTpHLs Bar Uil BXITHUX NaHWUX, by - 3MIIIEHHS ISl IPUXOBAHOTO CcTaHy, tanh
- rinepOOoTiYHNI TaHTeHC, IKUI MOYKe BUKOPHCTOBYBATHCS SIK (DYHKIIisl aKTHBALIi.

L1 popmyina moxasye, Ik OHOBIIOETHCS IPUXOBAHMH cTaH h; I Ha KOXXHOMY KPOLIi Yacy, BpaXxOBYIOUH
MOTIEPEHIM IPUXOBAHMIA CTaH h;_; Ta BXimHi maui x; . @yHKiis aktuBarii tanh qomoMarae KOHTPOJIIOBATH
3HAYEHHS, SIKi MOXKe npuiiMaTu h; , yTpUMyrou ix y fiamasoni i -1 g0 1.

3. 3roprtkoBi HeliponHi Mepexi (3HM) - a3Buuail BUKOPHCTOBYIOThCS Ui OOpPOOKH 300pakeHb.
MaroTh 31aTHICTB 10 BHSBJICHHS IPOCTOPOBHUX IAOJIOHIB Yepe3 3rOpTKOBI mapu.

3ropTkoBi HEHpPOHHI Mepexki € epekTHBHUMH 115t 00p0oOKH Bi3yanbHOT iH(pOpMaIii, Takol IK
300pakeHHs. BOHI BUKOPHUCTOBYIOTH OTIEPAIIiFO 3TOPTKH ISl BUSBJICHHS JIOKAIBHUX IAaTEPHIB Ta 0COOINBOCTEH
BiZoOpa)xeHHsI, 1110 JO3BOJISIE M ABTOMATHYHO BUBYATH BIACTHBOCTI 300pakeHb [5]. OCHOBHI KOMIIOHEHTH
3TOPTKOBHX HEHPOHHHUX MEPEXK BKIIOYAIOTH B ceO€ 3rOpPTKOBI MapH MIapH MiACEMIUTIHTY, 1 TOBHO3B'A3aHI IIapH,
1110 BUKOPHCTOBYIOTBCS JJIsl Kilacudikarii.

OcHoBHa QopmyJia JJis oneparlii 3rOpTKU MOXxe OyTH BHpaKeHA Tak:
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C,)) =o@mEnl(i+m,j+n)-K(mn)+b), @

ae C(i,j)- BuxigHui mikcens micns onepauii 3roptku, (i +m,j + n) - 3Ha4eHHs MIKceNs BXIJAHOTO
300paxenus, K(m,n) - Bara ¢inbtpa (1Apo) 1is oneparii 3ropTku, b — 3MilleHHsl, 0 - - QyHKIIis aKTHBALIii.
Omneparwist 3ropTKH BigOyBaeThcsl LUIIXOM pyXy inbTpa (sgpa) 1O BXITHOMY 300pakKeHHIO 1
OOYCIICHHS B3BAKCHOI CyMH 3Ha4eHb Tikcelnis [6]. Ile m03Bose BUABIATH JOKaJIbHI TATEPHHA Ta OCOOIMBOCTI
BXiJHOTO 300paxkeHHs1. [1lap migceMIUIiHIY BUKOPUCTOBYETHCS JUISl 3MEHIIEHHSI TPOCTOPOBOTO PO3MIpPY O3HAK Ta
3HIDKCHHSI KUTBKOCTI TIapaMeTpiB B Mepeski. 3arampHa (opMyia Il Oreparii MiICeMIDTIHTY MO)Ke BHUTIIAJATH
TaK:
P(@i,j) = maxy, ,(I(s - i +m,s - j +n)), 3)

ae P(i,j) - BUXigHUH miKcenb micis maceMiutinry, I(s - i +m,s - j + n) - 3Ha4eHHs BXIIHOTO IiKces,
1§ - (hakTOp MiJCEMILTIHTY.

OCKUIbKY B TJAHOMY JIOCHI/PKEHHSI TIPOBOJUTHLCS aHalli3 TOHAJbHOCTI HOBHMH (TEKCTIB), TO JOLIIBHILIE
o0patu caMe peKypeHTHI HeHPOHHI MEepEexKi.

Mertop aHani3y royioBHUX KoMroHeHTiB (MI'K) € craTuCTHYHUM METOAOM 3MEHIIEHHS PO3MIpPHOCTI
JAaHWX, 30epirarouu Mpy HbOMY iX BapiaTHBHiICTE. OCHOBHA iies OJATAE B IEPETBOPCHHI OPUTIHATEHUX 3MIHHIX
y HOBHI1 HaOIp JHIIHO HEKOPEJIbOBAHMX 3MIHHUX, SIKi HA3UBAIOTHCS TOJIOBHUMH KOMIIOHEHTAMH.

Hpuamun aii MI'K:

1. Cranpaprusauis gaHux: /laHi cTaHIapTH3YIOTHCS JUIsl 3a0€3MeYeHHs 0IHAKOBOTO MacIiTaly.

2. PospaxyHOK MaTpuili KoBapiatiii: BusHagaeThCst MATpHUIlA KOBapialii A1 OPUTIHATHHUX 3MIHHHX.

3. Po3paxyHOK TOJIOBHMX KOMIIOHEHT: BH3HaualoThcs BIIaCHI 3HA4EHHs Ta BJIACHI BEKTOPH MaTpUIIi
KOBapiallii, i BOHM BUKOPHCTOBYIOTBCS AJISI CTBOPEHHS TOJIOBHUX KOMITOHEHT.

4. BuOip rojoBHHX KOMIOHEHT: BHOMpalOTbhCs TOJIOBHI KOMIIOHEHTH, SIKi NMOSICHIOIOTH HalOLIbLIy
YacTKY BapiaTHBHOCTI.

Buxopucranns MI'K:

1. 3MeHIIeHHS pO3MIPHOCTI TaHUX: BUKOPUCTOBY€ETHCS I Bi3yallizallii Ta aHAII3Y JaHUX.

2. Bupanenns xopensuii Mixk 3MiHHUMU: JlonioMarae yHUKHYTH MYJIbTHKOJIIHEAPHOCTI Y MOJIEIISIX.

3. TlokpamieHHs e(peKTHBHOCTI Mojelnei: BUKOPHCTOBYEThCS UL BiMOOPY BaXKIMBHX 3MIiHHUX Ta

MOKpalIeHHs] pOO0TH MOJIeJieil MaIlIMHHOTO HaBYaHHSI.
3aranpHa cxema MaTeMaTHYHEX repeTBopeHs B MI'K 300pakeHa Ha pHCYHKY 3.

A

| Z R' /
X =l — (s)
\

-

s A—> T
/ |

U

Pucynoxk 3 - 3araipHa cxema MaTeMaTHYHHX nepeTBopeHs B MI'K

Ha pucynky 3 mo3HaueHHs: X — MaTPHUI BHXITHUX JAaHUX PO3MIPHICTIO nXm (N — 4YHCIO 00'€KTiB
CIIOCTEPEKEHHS, M — YHCJIO EJIEMEHTAPHUX aHAJTITUYHHUX O3HaK); Z — MaTpHUId LEHTPOBAHUX 1 HOPMOBaHUX
3Ha4YeHb 03HAaK; R — MaTpui mapHuX Kopemanid. A — miaroHaJbHA MaTPHI BIACHUX (XapaKTEPUCTHIHHX)
yuces. A — matpuns QakTopHOro BinoOpaskeHHS, i eneMeHTH arj — Barosi koedinientn. Criouyatky A Mae
PO3MIipHICTE M*m — 3a KUIBKICTIO €eMEHTapHUX O3HaK Xj, MOTIM B aHaJi3i 3alMIIA€THCS I HABarOMIIINX
KOMITOHEHT, I' < m. OOYHCIIIOI0Th MAaTPHUIIO A 32 BiJOMHUMH JaHHUMHU MATpPUII BIACHUX YKCEN A 1 HOpMOBaHUMHU
BIIaCHUMH BekTopamu V 3a Gpopmyinoro A = VA1/2. F — maTpuIig 3Ha4eHb TOJIOBHUX KOMIIOHEHT PO3MIipHICTIO
rxn.

TexcTr HOBHH I aHANTI3y HOTPiOHO TOKEHI3yBaTH HAa OKpEMi CJIoBa 200 TOKEHH, 1 OTIM MEPEeTBOPUTH
ix y Bektopu [7]. OnuH 3 MiIXOXIB - BUKOPUCTAHHS CIOBHHKA, JIe KOXKHE yHIKaJbHE CJIOBO MAa€ BiJIOBIIHUH
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BekTop. lle MoOXHa peanizyBaTu 3a JOIOMOIOIO INPEATPEHOBAHMX BEKTOpIB ciiB (Hanpukiax, GloVe a6o
Word2Vec) a6o 3 Hyis1, BUKOPHUCTOBYIOUH €MOCIIHTH CIIiB B HEUPOHHIHN Mepexi.

Mogenb Uil aHaNi3y TOHAJIBHOCTI MOXe OyTH 3acCHOBaHa Ha PEKYPEHTHHX HEHPOHHHMX Mepexkax
(RNN), mosinmpHEX pizHOBHAHOCTSIX Long Short-Term Memory (LSTM) abo Gated Recurrent Unit (GRU), abo
TpaHcopmepHUX apxiTekTypax (Hanpukian, BERT).

Ockinekn mopmeni tummy BERT wmarote oOMexxeHHA, HaM Tpeba CKOpOYYBaTH PO3Mip TEKCTy, HE
BTPATHBIIY HIYOTO KOPUCHOTO. Y IIili YaCTHHI 3aBJaHHA € KiJbKa miaxoniB. HaBenemo Kijbka MOXKIIMBHX:

3a ZOOMOTO0 CHHTAKCHYHOTO IepeBa:

— BHKOPHCTOBYIOYM CHHTAaKCHYHHMH aHajizarop i3 OiOmiorekn SpaCy, Mu OyayeMO CHHTaKCHYHE
JIEpEeBO, y AKOTO B KOXKHOMY BY3JIi 3HAXOJUTHCA CIIOBO a00 3HAK IMyHKTYAIIii;

— T[IOYMHAIOYM 3 3HAWJEHOro By3Jla, L0 MICTUTH CYTHICTb, 3aIlyCKa€EMO Ha JEPEBi «aJITrOPUTM
3a0apBICHH»: CIIOYATKy MOMI4aeMO BY3JIH JE€peBa Ha m PiBHIB BHUINE 3HAHAEHOTO, IMOTIM BY3JIM Ha N PiBHIB
HIDKYE MMO3HAaYeHMX (M i n - mapaMeTpH, 110 HaJalTOBYIOThCs) [8];

— Bcl ITIOMiY€eHi By37H 00'€JHYEMO B TEKCT, SIKIO MK BY3J1aMH € MEPEIyCTKH, CTABUMO TPH KpAarKu.

[Mpocrimmii BapianT: OpaTH BCi MPONO3ULIT, B SKUX 3rayEThCs CyTHICT, SIKa HAC LIKABUTb.

Y HOBHMHAaX MM aKTUBHO BUKOPHCTOBYBaiH Habip 6ibmiorek SpaCy siK TOTOMIXKHUKM IHCTPYMEHT:

— Uil OTPUMaHHs IMEHOBaHUX CYTHOCTEH Ta X HopMaJti3arii;

— PpOo30WTTS cTaTel Ha MPOIO3HUILiT;

— BWIyYCHHS IHQOpPMAIli 3 CHHTAKCHYHOTO JepeBa I aBTOMATHYHOI'O BHIIICHHS KIIOYOBUX
IMEHOBAHUX CyTHOCTEH Ta CKOPOUCHOTO BapiaHTa TEKCTY.

Bapro 3a3HauuTH, IO B TEKCTI YacTO Ta caMa CYTHICTh MOXeE€ 3yCTpPI4aTHCs y BUIVIAII CKOPOYEHB,
nceBIOHIMIB a0o aOpeiatyp. Lle Bimoma mpoOiiemMa pi3HOTO HamFCaHHS Ha3B OpraHi3amii 3ajJeXHO Bif
BUJIAaBHHLITBA, HACTPOIO aBTOPA, IIOTOJIH, JHS THXKHS TOLIO.

JIJi1 KOHKPETHOT'O KOHTpAareHra, Hampukiaa MoHOOaHK, BIACThCS 3HANTH y CTATTSX O€3Jid BapiaHTIB
HanucaHas: «MoHoy, «MoHob6auk», «bank MoHo» TOIIO.

Jlnst ipuBeieHHS CYyTHOCTEH /10 €1MHOT pOpMH MU BUKOPUCTOBYEMO CIIOBHUK MOMKIIMBHUX HAITUCaHb LIS
KOXKHOI CYTHOCTI Ta HEYIiTKH{ TOMIYK 3a jgomomorot 0ibmiorexku FuzzyWuzzy [9]. Lle Takox BakIMBO s
3aBJJaHH MAaTYMHI'Y HOBUHH Ta 0a3u KOHTPAreHTiB, 38 SKUMH MH XOYEMO ITPOBOAUTH aHaJi3.

JA71st KO>KHOT HOBHHHU:

1. Bupuinsemo cyTHOCTI Ta poOMMO OIL[IHKY TOHAJILHOCTI HOBUHH LIOJ0 KOXKHOT;

2. HaBoammo pi3Hi BapiaHTH BXXKUBaHHS OJHIE] CYTHOCTI €IMHOTO BUY;

3. PoOumo 3amiHy KITIFO4OBOT CYyTHOCTI Ha X;

4. YTHCKAaEMO TEKCT BUXITHOI HOBUHHU 10 512 TOKEHIB o0 X.

VY pesynbraTi Mu orpumyemMo N* npukianis ta HaBdaeMo BERT i3 m1omaTKOBUM BHXITHHM IIIAPOM
knacuikarii.

[liaroroBKa IaHUX i HABYAHHS MO/IEJTi 300paXKEHO HA PUCYHKY 4.

. KinbkicTb npaBUJIILHUX NPOTHO3iB
Toy4HicTb = —— : - (4)
KispkicTb Bcix nporsosis

st GinapHOi Knacudikallii TOUHICTh TAKOK MOKe OYTH 00UHCIIeHa 32 IOTIOMOTOI0 KpUTepito K momo
MO3UTHUBHUX 1 HETATUBHUX PEUTHHTIB, HACTYITHHUM YHHOM:

_ TP+TN
= TP+TN+FP+FN '

(®)
ne TP - mpaBuiIbHO BH3HAYEHI MO3WTHBHI pe3ynbraTH, TN - IpaBUIbHO BU3HAYEHI HEraTUBHI pe3yibTath, FP -
HeNpaBUJILHO BU3HAYEHI MO3UTHBHI pe3ynbTaTh 1 FN - HenpaBniibHO BU3HA4Y€H1 HEraTHBHI pe3yiIbTaTH.
Otpumani pe3ynabTaTH CIiJl po3risfaTH sk oOHamiinuei. Otpumana TouHicTh 0,7301. Skicth mMonem
MOXHA MOKpAIINTH 338 paxXyHOK 30UIbIIEHHs HaBYAIBbHOI BUOIPKH Ta Minbopy mapamerpi Mojerni. Hesaxaroun
Ha MOMMIIKH, MOJIENb MOMUJISIETBCS B CYCIJIHI KJIacH, NMPH LOMY SIBHO HE IUTyTAIOYM HETaTHBHI Ta MO3UTUBHI

MpUKJIaan.
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For each entity

FINE-TUNING
BERT

0 )
o
-2
0
:
2
L]
o
1
o

I HOBMH

: JUIH 11 HOBHEM

B -1l ugmm. - OTPHMVEMO §-Y

CYTHOCTI T3 QIHIDEMD 1X : : CLIRKICTS
™ HABTALEEX PRI

Pucynok 4 — IliarotoBka qaHux i HaB4anHs moaeni BERT

PesynbraT HAaBUAHHHS MOJICII 300paXKEHO HA PUCYHKY 5 y BUTIISAII MATPHUIl TIOMIJIOK.

i< 0 1 1 1 0 0
- 175

-0 10 1 2 1 2 0
¥ - 150
= 0 2 2 8 2 1 0 295
a- 0 1 9 2 4 0 100
e 0 1 15 24 4 0 - 75
- 50

n= L0 0 0 4 10 8 0
-2

m- 0 0 0 1 2 0 0
1] ’ 1} ] ] L} L —0

3 2 1 0 1 2 3

Pucynox 6 — Marpuis noMumiok

TouHICTh € OHUM i3 MOKA3HUKIB JJIs OI[IHKYM Mojienei kinacudikanii. HedhopmansHo, TOUHICTS - TIe
YJacTKa MPOTHO3IB, SKi MOJIeNb BipHO BH3HauMIa. POpMaFHO TOYHICTH Ma€ HACTYITHE BU3HAYCHHS:

[Tpn BUKOpHCTAaHHI HaBYEHOI MoJeNl (PUCYHOK 6) MU BHIA€MO OLIHKH JUIS KiJbKOX HaMBaXKIMBILIMX
cyTHOCTeH HOBUHHU. IIpu 1IbOMY BaXXIIMBICTh BU3HAYAETHCA SIK 3Ba’KEHA KITBKICTH 3rafioK MPO CYTHICTH Y TEKCTi
HOBMHH. Konm BOHa 3ycTpidaerscst sIK MiaMeT, MH Oepemo ii 3 BEIHMKOIO Baroro. 3pemToro, MU MpPOCTO
BiJICIKA€EMO BCi HEBXKJIMBI CYTHOCTI, YacTKa 3TaJIKH SKUX He MEPEBUIITYE 3aJaHHI MOPIr.
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UYu € cyTh miIMETOM 40 HOTI'0 YaCTUHOIO, MM BU3HAYA€MO 32 JOIOMOT'OK0 CHHTaKCHYHOTO JIepeBa, 110
Bumaethsest SpaCy.
Bepemo HOBHHY Ta OTPUMYEMO KIIIOUOBI CYTHOCTI.
JLJ1s KO’KHOT KITFOY0BOi CYTHOCTI:
HaBonumo pi3Hi BapiaHTH BXXUBAHHS OJIHIET CYTHOCTI €IMHOTO BUJIY;
Pobumo 3aMiHy KITIO9OBOi CYTHOCTI Ha X;
YTuckaeMo TeKCT MpUKiIaay 10 512 TokeHiB moao X;
Ilogaemo B HaBUEHY MOJEID;

a ks~ wde

OTprMy€eMO MOXKIIMBOCTI KJIaciB IIKaIM TOHAITBHOCTEH, BUOMPAaeMO HaHOLIBII MOXKIIMBHH Kiiac.

Sentiment for
Entity;

TERCT
HOBHHH

WM HAYBENO '} imilmx*) Oepc&t}%lllmqmn, NOZACMO \').vi--v-u-unﬂ OTPHMYCMO POTHO)

09081 CYTHOCT L'mim Ha TCKCT B MOACE A1 CYTHOCT

Pucynox 6 — BukopucTaHHs HaBUE€HOI MOJEIi

[Micns orpuMaHHS KiaciB ToOHaIBHOCTI 3a monoMororo Ltyurnx Heiipornanx Mepex (ILIHM), moxxHa
BUKOPHCTOBYBaTH MeTo]] rojoBHUX KomroHeHT (MI'K), 11106 3MEHIIUTH pO3MIPHICTh [IUX KJIACIB Ta BUOKPEMUTH
TOJIOBHI KOMIIOHEHTH, SIKi HaliKpallle ONMCYIOTh BapiaTUBHICTb AaHMX. JleTanpHuil nmponec Oyzae OnmucaHo HUXKYE.

Hexaii X Oyme MaTpuIiero, 1¢ KOXHHHA PSIOK MNPEACTaBISE€ KIAaciB TOHAIBHOCTI JUIsl BiAMOBimHOT
HOBUHH. [lepmr 3a Bce, cif cTaHmapTU3YBaTH AaHi, 00 3abe3neunty ogHakoBuil MacmTad. Lle BaxknmBo s
BipHOTrO pobot MI'K. BukopucroByemo 6i6ioTeky scikit-learn asisi Bu3Hau€HHS TOJIOBHUX KOMIIOHEHT.

[Ticnst BU3HAYEHHS TOJIOBHMX KOMIIOHEHT MOXXHA TaKOX OI[IHWTH, SKy YacTKy BapiaTHMBHOCTI BOHH
30epirarTh, 10 MOKA3ye, Ky YacTKy 3arajbHOI BapiaTUBHOCTI BHUSIBICHO KOXXKHHUM 3 TOJOBHHX KOMIIOHEHT.
MoxHa TakoX OLIHUTH BaXJIMBICTh KOXKHOTO T'OJOBHOTO KOMIIOHEHTA 32 JOIOMOIOI0 BJIACHHMX 3HAYE€Hb, SIKi
BKa3YIOTh Ha 3MiHy BapiaTUBHOCTI, Ky BOHH IIPEICTABISAIOTE.

OTpuMaHi NPUKJIAAM JAHWUX, 110 HaBeleHI B TaOuumi 1, MOXXHAa BHMKOPHCTOBYBATH SIK BXiA JUIA
MOAAJBUIMX MOJENell MPOrHO3YBaHHS, TaKMX SK KiIacu(ikaTopu sl MPOTHO3YBaHHS PHHKOBOI peakiii Ha
OCHOBI TOHAJILHOCT] HOBHH.

Tabmuus 1 — [pukian BUXiTHUX JaHUX

Hosuna Knac ToHaapHOCTI l'onmoBHa kKOMIIOHEHTA
1 0.8 0.7

2 -0.3 -0.5

3 0.1 0.2
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B nisoMy KoMIJIeKCHE BHKOPUCTAHHS IITYYHUX HEHPOHHHUX MEPEX Ta METOAY TOJOBHHX KOMIIOHEHT
Ma€ Kilbka mepeBar, sSKi MOXYTh 3pOOWTH HOro KpamiuM BapiaHTOM Ui aHajli3y TOHAJIBHOCTI TEKCTY Ta
NPUHHATTS pillleHb Ha (JiHAHCOBUX PUHKAX MOPIBHSHO 3 IHIIMMHU METOJAMH:

- IITHM BimMiHHO IPUCTOCOBaHI AJISI aHANI3Y CKIAHHUX 3aJIe)KHOCTEH Y BEIMKAX TEKCTOBUX JaHUX, IO
MOX€ CHpHUATH TO4YHIMINH Kiacudikanii ToHanmbHOCTi, a komOiHauis IIIHM i MI'K nosBoxnse crBoputn
KOMIUIEKCHY MOJIEINb, SIKa 3/1aTHA KPallle BUSABILITH Ta PO3YMITH CKJIaHI 3B'I3KH MK TEKCTOM i (hakTopamm, 1o
BIUIMBAIOTh Ha TOHAJBHICTB.

- MI'K monomarae 3MEHITUTH PO3MIipHICTH TEKCTOBUX JTAHUX, 30epiraloun npu nboMy iH(popMarliro, mo
€ BOXJIMBOIO JUIS aHAi3y. 3MEHIIEHHSI PO3MIPHOCTI JIO3BOJISIE MIABUILUTH MPOAYKTHBHICTH MOJIENi OlIbIle HIX
Ha 50%, n03BOJSIFOUM MIBHIIIE OOPOONATH BENHKI 00'€eMH TEKCTOBOI iH(OpMAIii Ta 3HIKYIOUH BHTPATH
00YHCITIOBAILHUX PECYPCIB.

- MI'K no3BOJIsie BU3HAYUTH TOJIOBHI KOMITOHEHTH, SIKi HaliKpalie BHpakalOTh BAapiaTWBHICTH JAaHUX,
3a0e3Mevyroud IHTEePIPETOBAaHICTh 3MEHIICHHX JaHUX. I[HTEpIPETOBaHICTh € BAXKIMBOK NPU NPHHHSITTI
(hiHAaHCOBUX pIIlIeHB, 1 el MeTo. 3a0e3meuye 30epeKeHHS BKITUBUX XapaKTEPUCTUK BiJl 3SMEHIICHUX JaHUX.

- [IIHM aganToBaHi 10 3MiH y TEKCTOBHX JaHHUX, [0 MOXE OYTH BaXIHUBUM JJIs aHANi3y (hiHAHCOBHX
HoBuH. KommiekcHe BukopuctanHs IIHM Tta MIK no3Bomse epekTHBHO mpamroBaTd 3 IJHHAMIYHAMHU
TEKCTOBMMH JaHWUMH, [I[0 MAIOTh 3HAUHUH BIUIMB Ha (JiHAHCOBI PUHKH.

- xoMOiHamig TouHoi Kiacudikamii ITHM Ta 3menmenHs po3mipHocti MI'K mo3Boise mokpamuTa
MPOTHO3yBaHHA PUHKOBOI peakiii Ha OCHOBI TOHAILHOCTI HOBHH. 3aCTOCYBaHHS 000X METOJIB JOIIOMAarae
CTBOPHTHU MOJETIb, SIKa KpaIlle aJanTyeThCs 0 3MiH Y TEKCTi Ta 3a0e3medye OUThII TOYHI Ta HAAiiHI IPOTHO3H.

TakuM YMHOM ONMUCAHMHA B CTATTI MiAXiA Ta BUKOPUCTAaHI B HHOMY METOIU 30LIBIIYIOTH
MPOIYKTUBHICTh CHUCTEM JJIsI NPOTHO3YBAaHHS (PIHAHCOBMX PHHKIB. 3a paxyHOK BHMKOPHCTaHHS IITYYHHX
HEWPOHHUX MEpPEeX Ta 3MEHILEHHS PO3MIPHOCTI AaHHUX JJIsl aHATi3y 3MEHIIYEThCS Yac Ha NPUHHATTA pillleHb Ta

MiABUIIYETHCS TOYHICTH MPOTHO3IB.

BucHoBkH

Po3BHUTOK cHCTEM NPOrHO3YBaHHS JIaHUX € aKTyaJIbHUM, OCKUIBKH B CY4aCHOMY KOMI'FOTEPH30BaHOMY
CBITI 3HaYHA KITBKICTh JIOACH Ma€e JOCTyH 1o [HTepHeTY i BOJIOIiE€ 0COOMCTIM KOMIT'FOTEPOM, IO HA/IA€
MIBUAKHN TOCTYN 1O (GOHIOBUX OIpK Ta JO3BOJISIE MEPETIIIaTH KOTUPYBAHHS B PEXKHMI peallbHOTO Yacy He
3ayuiraryn AiM [10].

VY naiii cTaTTi po3risTHYTO BUKOPUCTAHHS IITY4YHUX HelpoHHUX Mepex (ILIHM) ta MeTony aHamnizy
ronoBHUX KoMroHeHT (PCA) mist aHami3y TOHATBHOCTI (piHAHCOBHX HOBHH Ta MPUUHATTS PillleHbh HA
(hiHaHCOBUX PUHKaX.

[Tpouec nMpuAHATTS pillIeHHs IPY FOMY BKJIFOUYA€ TaKi €TAIIH:

1. IMigroroka J{anux: 34nTyBaHHS Ta MiATOTOBKA TEKCTOBHX Ta ()iHAHCOBHUX JaHHUX.

2. Buxopucransas ITHM s Ananizy ToHanbHOCTI:

e TpenyBanus wmopeni (Hampukian, LSTM abo BERT) Ha TekcTax HOBUH sl aHANi3y
TOHAIBHOCTI.
e OTpuMaHHS BEKTOPiB TOHAIBHOCTI IS KOXKHOT HOBUHH.
3. Crannaprusanis Ta Bukopuctanus PCA:
e CraHmapTH3amis OTPEMaHUX BEKTOPIB IS OTHAKOBOTO MacuITady. 3
e acrocyBanHst PCA Juis 3MEHIIEHHS PO3MIPHOCTI Ta OTPUMAaHHS T'OJIOBHUX KOMITOHEHT.

4, ITporuo3 PunkoBoi Peakriii:

e BukopucTaHHS 3MEHIICHHWX JAaHUX B SKOCTI BXIZHUX JUIS MOJEJT NMPOTHO3YyBaHHS PHHKOBOT
peaxitii.

5. [MpuitasaTTa YnupasiaiHcekux Pimens:

e Ha ocHOBI IpOTHO3Y MPHUHMAIOTHCA YIPABIIHCHKI PIlIEHHS, TaKi SIK ONTUMI3aIis TopTdens 9u

po3po0Ka CTpaTeriid.
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Leit minxin no3sossie 00'ennatn cuinbHi ctoponn ITHM y po6ori 3 TekcroBoro inpopmarieto Ta PCA

JUTA 3MEHIIIEHHS PO3MIpPHOCTI JaHWX, IOJISTTIYIOYH TOAAJIbIINN aHANi3 Ta BUKOPUCTAHHS B MPUUHATTI pillleHb

[11]. dnst momansIioro po3BUTKY 3alpoOMOHOBAHOTO MiAXOAY AJsl JOCSITHEHHS HAMKPAIUX pe3ynbTaTiB BaXKIUBO

HaJIaroKyBaTH IIapaMeTpH MOJeIIeH Ta BalilyBaTH iX Ha pealbHUX ICTOPUIHUX JTAHHX.
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AHortanisg. B crarti po3misHyTO peanizaiis KOMIIEKCHOI METOAMKH ISl €JIEKTPOTEIJIOBOIO MOJISIIOBAHHS
BUMIPIOBAJIbHUX MEPETBOPIOBAYIB TEIUIOBUX CEHCOPIB IOTOKY, SKHUH IOEAHYE CHHTE3 KOJla 3aMillleHHS
IMITyJIbCHOT TeMIIepaTypHoOi perakcaiii Ta croci6 Gopmysanus BAX nepeTBoproBauiB B pexumi iX caMoHarpiBy
CTPYMOM JKUBJICHHS. PO3MIIAHYTO NMHTaHHA OI[IHIOBAaHHS HECTAOULTBHOCTI iTEpaIlifHMX NpoIeciB IpH aHami3i
BAX BuMiproBanbHHAX TEPETBOPIOBAYIB 3 BiJ’ €MHUM IU(PEPEHIIIHHAM OIOPOM, IO 00OYMOBJICHO CaMOHArpiBOM
IMX IIepeTBOproBadiB. Po3pobiieHO ekcnpec-MeTol BU3HAYCHHS MEX, B SKHX 3a0e3MedyeThCsl KOPEKTHHUH
enrextporemioBuit DC anami3 s 3acTocyBaHHS B 610MEIMIHNX NPMIIAAaxX Ta CHCTEMAX.

KirouoBi cioBa: enekTpoTenjioBe MOAEJNIOBAHHS, BHUMIPIOBAJbLHI IepeTBOPIOBavi, caMoOHArpiB

nepeTBOPIOBaYiB, 0i0MeIUYHI NPUIAIH TA CUCTEMH.

Abstract. The paper deals with the implementation of a complex technique for electrothermal modeling of
measuring transducers of thermal flow sensors, which combines the synthesis of the impulse temperature
relaxation substitution circuit and the method of forming the 1-V converters in the mode of their self-heating by
the supply current. The issue of assessing the instability of iteration processes in the analysis of 1/V measuring
converters with negative differential resistance, which is caused by self-heating of these converters, is
considered. An express method for determining the limits in which correct electrothermal DC analysis is
provided for use in biomedical devices and systems has been developed.

Keywords: electrothermal modeling, measuring transducers, self-heating of transducers, biomedical
devices and systems.
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Introduction

Information signal of the primary thermal flow sensors converters is their temperature that depends on the
intensity of the heat exchange between the structure of the converter and the flow medium (gas or fluid).
Modeling studies of the circuits of the above-mentioned measuring converters, carried out for the optimization of
their structure and supply modes, require the combination of the analysis of the electric and thermal processes in
a single complex.

Unfortunately, known packages of circuit modeling, in particular, PSpice and MicroCAP, do not allow
combining electric and thermal analysis - in the course of such modeling studies the temperature of the elements
cannot change if the electric power, released in these elements, varies. That is why, the problem of the
development of the adaptation method of the circuit modeling procedure in the given packages for the
realization of the possibility of the complex analysis of electric and thermal processes in the circuits of primary
thermal flow sensors converters, was put forward. The realization of this task requires the creation of the model
(equivalent circuit) of the elements, volt-ampere characteristic of which is influenced in the process of self-
heating of these elements.

Techniques and models of calculation of the temperature fields of the electronic equipment and, in
particular, solid-state and hybrid integrated circuits have already been adequately discussed in numerous
publications. A number of specialized programming products are available , namely: WinTherm (developer
ANALYSIS TECH; www.analysistech.com), T3Step and Thermodel (developer MICRED; www.micred.com),
BETAsoft Board (developer DYNAMIC SOFT ANALYSIS; www.betasoft-thermal.com), etc. [54-65]. Taking
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into consideration, that the scientific aspects of the greater part of thermal calculations are comprehensive, at
least, from the point of view of the tasks, put forward in the given research, further we will suggest only the
description of the thermal model in general form and partial examples of the results of thermal fields of the
integrated structures of the thermal hot-wire anemometers calculations . The material of the given subsection
should be considered only as the initial data for the developed new approaches of the electric thermal modeling,
presented in the next parts of the monograph, where the dynamic, thermal and circuit calculations of elements,
the temperature of which is the informative value of the signal converter of the thermal flow are combined.

Method
In the process of the thermal calculation of the integral structures, they are divided into the sections, in
particular, into layers and parallelograms, each of them is described by the independent system of parameters -

thermal conductivity factor, heat capacity, heat release power, etc. The system of heat conduction equations in
the Cartesian coordinate system X, y, z for the i-th layer of the multilayer structure (assuming that the bottom

boundary of the i-th layer corresponds to the coordinate zj = §;, and the upper — Zj = 0i, , where &; — is the
hickness of the i-th layer) has the form [172, 173]:

o°T, o°T, o°T,
' %(2 T oy? Y e
Boundary conditions are:

o onlateral edges ifx=0,x=L;,y=0,y=L,:

oT /) o T/ o
aX—O, Ay—O!

¢ onthe boundary of the i-th and (i+1)-th layers if z; = oj , zi+1=0:

e ()

e onthesurface Sifz1=0

1 k
82 A 1a Ay
. 3,1._.':5_1._.'_
e on the surface Sy if ~ L
k
_1yP g,

azN A =ab

where Ti — is the excessive temperature (temperature of overheating) of the i-th layer over the ambient
temperature (i = 1, 2, 3... N); N — is a number of layers; Ai — is the thermal conductivity of the i-th layer; Pj —
is the power of the j-th source of heat (j = 1, 2, 3... k); k — is the number of heat sources; aj, bj — are
dimensions of the heat sources with the number j on axes x and y, correspondingly; hj(x), hj(y) — are
coordinate-dependent functions which take the value of 1 in the area of the source and 0 outside the area of
the j-th source of heat; hj(z) — are coordinate-dependent functions, which take the value of 1 on the surface Sy
and 0 - on the surface Sy, correspondingly; aq, ay — are heat transfer coefficients from the surfaces So, Sy.

Calculation of the temperature field, stipulated by the location of the source of heat on the surface SN,
can be performed by means of numerical methods, applying series:

77



ISSN 1999-9941, “IHOOPMAL[IIHI TEXHOJIOI'Li TA KOMIT'FOTEPHA IHXXEHEPIS”, 2023, Ne3

T [@-k)Zo,+1 1 Lo8L
P, Z.oyoy+o,+aylL,L, thaiaij
W(n,0,k.) o, . & . a
Zicosnn cosnm—sinnm_—-sinnm 1 +
n-1 X L, « 2L,
8L i : '
s ZW(O'T’k')cosm Yisinmz 2 cosma Y x
wbb L, & m L, 2L, L,
_ 64L,L, &
xsinmm - N W(n M k) P
2Ly n'a, ajbb, "2 L, 2LX
X COSNTT—- ,
Lx X y y y 2Ly

where Tj; — is the average temperature of the i-th section, heated by the j-th source of heat; a;, &, bj, b;—
are dimensions of the sections; ¢;, ¢; — are the coordinates of the centers of sections on the axis X; ;, y; — are
the coordinates of the centers of sections on the axis y; Lx, Ly — are the dimensions of the structure on the

axes x and y; — is thermal resistance; d), 4, — thickness and thermal resistance of the I-th layer (I = 1, 2, 3,

ZN

W(n,mk,)=(G,(1-k,)+k,)=——N—
Zyo, +1
..N); N —is a number of the structure layers.
Variable k; takes the value 1 in the point, located on the surface Sy, and 0 — on the surface Sy. Functions
G and Sy are calculated in the consecutive order, passing the layers of the structure, starting from the first and

ending with N = m, using the recurrent expressions:

7 — V}\,izi_l +1+(V7Lizi_l _1)6—2v5i G Gi,12V7\fiZi,1e_V5 B
YoV Z, -z, -De T vz, 1 (VA Z 1)

V=\/n2772+m2772
L L
where i — is the number of the layer X 4

In addition to the above-mentioned equations systems of mathematical description of the temperature
fields, in the thermal flow sensors it is necessary to calculate the interaction of the heated structure of the
primary converter of the flow sensor. In general case the dependence between the temperature parameters of
thermoanemometric primary converter and parameters of the flow can be written in the form of the equation [1-
5]:

P, = K,aFAt,
where K1 — is the coefficient, which is introduced, as in greater part of cases it is not the difference of the
temperature of the heat exchange surface and the fluid that is measured but another value At; o — is the
coefficient of the convective heat transfer; F — is heat exchange surface; At — is the temperatures difference.
Main parameter of the thermal model is Nusselt criterion Nu, which characterizes the heat exchange
between the surface of the heater and flow medium:

d
Pr

Nu = ARe" Pr° GrC[pJ ,
Pr,

where Re — is Reynolds criterion, which characterizes the ratio of the inertia and viscosity forces and
determines the character of fluid (gas); Pr — is Prandtl number, which characterizes the physical properties of the

78



ISSN 1999-9941, “TH®OPMAILIIMHI TEXHOJIOI'Ti TA KOMIT'FOTEPHA THXKEHEPIS”, 2023, Ne3

fluid (gas); Gr — is Grashof number, which characterizes the lifting force, which appears in the fluid (gas) as a
result of densities difference.

Prandtl similarity criterion is a physical parameter, which characterizes the properties of the flow. Grashof
number also does not contain the velocity of the flow and only characterizes the interaction of the molecular
friction and lifting force, this is stipulated by the densities difference in separate points of the flow due to its non-
isothermality. Only Reynolds criterion Re contains the flow velocity, we are interested in. That is why, in
general case the connection between Nusselt criterion, which contains the coefficient of the convective heat
transfer and Reynolds criterion, which contains flow velocity V, can be written in the form:

Nu =CRe",
where C — is specific heat of the measuring environment; or:

T
8 u
n l n n-1
Ad P M ad G,
p' p'
where d — is the diameter of the tube, where the flow velocity is measured; v — is the flow velocity p, , 1 —
is the density, viscosity, heat conduction of the measured medium; G,, — is a mass flow rate.
It should be noted, that for practical realization, as a rule, criterion equations, obtained as a result of the
experimental research, are used.

It follows:

=C———

Modeling

A number of the results of the thermal calculations of two typical constructive solutions of the integral
structures of the thermal flow sensors, carried out by us, are given below. The first of them (Figure 1a) - it is the
crystal (B) of the silicon integrated circuit, in the centre of which on the membrane (M) one heater (H) is formed,
and on the periphery - two or four sensors (S1, S2) of the difference temperature AT = Tg,-Ts;. TO minimize the
heat transfer from the heater to the sensors the thermal resistance of the membrane must be as high as possible -
in ideal case the heat transfer must be performed only through the medium (gas or fluid) of the measuring flow.
That is why, the thickness of the membrane is minimal, typically - not more than 0.05 mm.

The sensors of the difference temperature must also have maximum heat resistance relatively the structure
of the integrated circuit, that is why, they are formed with dielectric sublayer with low thermal conductivity
(figure 1). Instead the thermal resistance of the integrated circuit structure on the whole must have minimal
thermal resistance with the heat sink on which this circuit is mounted. It provides the fixed temperature of the
structure and the lack of the temperature gradients, stipulated by the direct heat transfer across the membrane to
the sensors.

Foy //—A For 4 //"A

a) b)
Figure 1 — Typical constructive solutions of the thermal flow sensors

The realization of the above-mentioned requirement is not a problem as the thermal conductivity
coefficient ASi of the silicon (basic semiconductor of the solid-state integrated circuits) and eutectic alloy gold-
silicon Asi_ay (the layer that connects the crystal of the integrated circuit with the radiator) is rather high — Ag; =
120 W/(m:-K), Agi.au = 150 W/(m-K), correspondingly. Instead, thermal conductivity coefficient of the majority
of the dielectric layers, on which temperature sensors are formad (oxide or silicon nitride) is several tens of times
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less that provides good thermal insulation of the temperature sensors from the crystal of the integrated circuit of
the primary converter of the flow sensor.

The examples of the calculations results of the temperature field of the flow sensor structure without the
available flow are shown in Figure 2a in the process of heat transfer across the flow (at various values of the
normalized flow rate 1 ... 4) - in Figure 3. Temperature field has three characteristic sections: B - crystal of the
integrated circuit, temperature of which is practically stable, M - peripheral part of the membrane and H - central
part of the membrane, where the heater is located.

At very small flow rates (Flow 1) the temperature field remains practically unchanged and temperature
difference between the sections of temperature Sensors 1 and Sensor 2 location is small. Increase of flow rate 2
and flow rate 3 leads to the transfer of heat in the direction of its motion and corresponding increase of
temperature difference AT = Ts,—Ts;. The temperature of the heater decreases, this stipulates nonlinearity of the
flow sensor conversion function.

Figure 2 — Temperature field of the integrated structure (Figure 1a) without the impact of the heat transfer
across the flow
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Figure 3 —Temperature field of the integrated circuit (see Figure 1a) at different flow rates
(in normalized units — Flow1...4)

Further increase of the flow rate (Flow 4) leads to considerable cooling of the heater at non-sufficient
heating of the flow medium, this stipulates the decrease of the structure heating in the section where
temperature Sensor 2 is located and the decrease of temperature difference AT. Figure 4 shows typical
dependence of the temperature difference AT on the flow rate. This dependence is the determining for the
development of the structure of the primary flow sensor converter and determines the linearity of the
conversion function and admissible measurement range.
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Figure 4 — Dependence of temperatures difference AT = Ts,—Ts; on the flow rate

Similar calculations were carried out also for the second typical construction of the primary converter of
the thermal flow sensor structure (see Figure 1b), which contains two integrated elements (HS1, HS2), each of
these elemends serves both as a heater and temperature sensor. In order to minimize the heat transfer these
elements are made in the form of bridges, contacting with the structure of the crystal only in two points. Lateral
sides of the elements are suspended, i.e., heat exchange is carried out only across the medium (P) of the flow.

Typical picture of the temperature field of such structure without the impact of the heat transfer across the
flow is shown in Figure 5.

‘z'l:[{'.q]nuunu ‘ .i;:”}gulllllll
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Figure 5 — Temperature field of the integral structure (see Figure 1b) without the impact of the heat
transfer across the flow

The temperature of the medium between the integrated elements (HS1, HS2) we assume to be a stable
value (in the Fig. it is represented by the lowered sections P). Information value of the primary converter of the
flow sensor is the temperatures difference of the integrated elements AT = Ty Thst.

The example of the calculation of the temperature field of the structure with two integrated elements at
certain flow rate is shown in Figure 6. Similarly to the above-mentioned calculations the increase of
temperatures difference

AT = Tus,—Thst, IS observed in case of flow rate increase, it is stipulated by the decrease of the convective
heat exchange between the heaters and the flow in the direction of its propagation. In the given case it is
stipulated by the increase of the medium temperature of the flow while its passage above the heaters (taking into
account the large gradients of the temperatures in the flow, its temperature is not presented in the figure- it is
assumed to be the fixed value T, = 20°C). As in the previous case with one heater at certain critical rate of the
flow the function of temperature difference takes the extreme value, after that the temperatures difference
decreases. This limits the range of the flow rate measurement.

The analysis, carried out, confirms the data, published in literature [1-5], that the function of thermal flow
sensors conversion is nonlinear and at certain value of the flow rate there comes the mode at which the gradient
of the temperatures ceases to increase and starts to decrease at the increase of the flow rate.
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Figure 6 —Temperature field of the integrated circuit (see Figure 1b) at a certain flow rate

Conclusions
A complex method of electro-thermal modeling of measuring transducers of thermal flow sensors has
been developed, which includes the synthesis of a substitution circuit for pulsed temperature relaxation
and a method of forming |-V converters in the mode of their self-heating by the supply current.
Considered problems of instability of iterative processes in the analysis of I/V measuring converters
with negative differential resistance due to self-heating of these converters. An express method of
determining the limits in which correct electrothermal DC analysis is provided has been developed.

References
Y. Fang and W. W. Liou. Computations of the Flow and Heat Transfer in Microdevices Using DSMC
With Implicit Boundary Conditions // J. Heat Transfer. — 2002. — Vol. 124. — P. 338-345.
W.W. Liou and Y. Fang. Implicit Boundary Conditions for Direct Simulation Monte Carlo Method in
MEMS Flow Predictions // CMES. — 2000. — Vol. 1, No. 4, — P. 119-128.
Y. Weiping, L. Chong, L. Jianhua, M. Lingzhi and N. Defang. Thermal distribution microfluidic sensor
based on silicon // Sensors and Actuators B. — 2005. — Vol. 108. — P. 943-946.
B.W. van Oudheusden. Silicon thermal flow sensors // Sensors and Actuators A: Phys. — 1992. Ne 30. —
PP. 5-26.
M. Ashauer, H. Glosch, F. Hedrich, N. Hey, H. Sandmaier, W. Lang. Thermal flow sensor for liquids
and gases based on combinations of two principles // Sensors and Actuators A. — 1999. Vol. 73. — PP. 7-
13.
F. Jiang, Y.-C. Tai, C.-M. Ho, R. Karan, M. Garstenauer. Theoretical and experimental studies of
micromachined hot-wire anemometers // International Electron Devices Meeting (IEDM), San
Francisco, December 11-14. — 1994. PP. 139-142.
J.J. van Baar, R.W. Wiegerink, T.S.J. Lammerink, G.J.M. Krijnen, M. Elwenspoek. Micromachined
structures for the thermal measurements of fluid and flow parameters // J. Micromech. Microeng. —
2001. — Ne 11. — PP. 311-318.
T. S. T. Lammerink, N. R. Tas, M. Elwenspoek, J. H. J. Fluitman. Micro-liquid flow sensor // Sensors
and Actuators A. — 1993. — PP. 45-50.
P.M. Handford, P. Bradshaw. The pulsed-wire anemometer // Exp. Fluids 7. —1989. — PP. 125-132.
Ellis Menga, Po-Ying Li, Yu-Chong Tai. A biocompatible Parylene thermal flow sensing array //
Sensors and Actuators A. —2008. Ne 144. —PP. 18-28.
A. Margelov. Honeywell gas flow sensors [Electronic resource] / A. Margelov // Chip News. — 2005.
— Ne 9 (102). — C.56—58. —www.chip-news.ru.
Z.Yu. Gotra, R.L. Holyaka, S.V. Pavlov, S.S. Kulenko, O.V. Manus Differential thermometer with high
resolution // Technology and construction in electronic equipment. - 2009. - No. 6 (84). - P. 19 -
23.3.10.
Pavlov S. V. Information Technology in Medical Diagnostics //Waldemar Wojcik, Andrzej Smolarz,
July 11, 2017 by CRC Press - 210 Pages.
Wojcik W., Pavlov S., Kalimoldayev M. Information Technology in Medical Diagnostics Il. London:
(2019). Taylor & Francis Group, CRC Press, Balkema book. — 336 Pages.



http://www.chip-news.ru/

ISSN 1999-9941, “TH®OPMAILIIMHI TEXHOJIOI'Ti TA KOMIT'FOTEPHA THXKEHEPIS”, 2023, Ne3

[15] Highly linear Microelectronic Sensors Signal Converters Based on Push-Pull Amplifier Circuits / edited
by Waldemar Wojcik and Sergii Pavlov, Monograph, (2022) NR 181, Lublin, Comitet Inzynierii
Srodowiska PAN, 283 Pages. ISBN 978-83-63714-80-2.

[16] Pavlov Sergii, Avrunin Oleg, Hrushko Oleksandr, and etc. System of three-dimensional human face
images formation for plastic and reconstructive medicine // Teaching and subjects on bio-medical
engineering Approaches and experiences from the BIOART-project Peter Arras and David Luengo
(Eds.), 2021, Corresponding authors, Peter Arras and David Luengo. Printed by Acco cv, Leuven
(Belgium). - 22 P. ISBN: 978-94-641-4245-7.

[17] Kukharchuk, Vasyl V., Sergii V. Pavlov, Volodymyr S. Holodiuk, Valery E. Kryvonosov, Krzysztof
Skorupski, Assel Mussabekova, and Gaini Karnakova. 2022. "Information Conversion in Measuring
Channels with Optoelectronic Sensors" Sensors 22, no. 1: 271. https://doi.org/10.3390/s22010271

[18] Avrunin, O.G.; Nosova, Y.V.; Pavlov, S.V.; Shushliapina, N.O.; and etc. Research Active Posterior
Rhinomanometry Tomography Method for Nasal Breathing Determining Violations. Sensors 2021, 21,
8508. doi: 10.3390/521248508, https://www.mdpi.com/1424-8220/21/24/8508.

[19] Auvrunin, O.G.; Nosova, Y.V.; Pavlov, S.V.; and etc. Possibilities of Automated Diagnostics of
Odontogenic Sinusitis According to the Computer Tomography Data. Sensors 2021, 21, 1198.
https://doi.org/10.3390/ s21041198.

[20] Vasyl V. Kukharchuk, Sergii V. Pavlov, Samoil Sh. Katsyv, and etc. “Transient analysis in 1st order
electrical circuits in violation of commutation laws”, PRZEGLAD ELEKTROTECHNICZNY, ISSN
0033-2097, R. 97 NR 9/2021, p. 26-29, doi:10.15199/48.2021.09.05.

[21] Sensors of electric magnetic radiation for bioengineering research / G. S. Tymchyk; V. I. Skytsiuk, M.
A. Waintraub, T. R. Klochko. — K. : S.E. Lesia, 2004. — 64 p.

[22] Osadchuk O. V Microelectronic frequency converters on the base of the transistor structures with
negative resistance / O. V. Osadchuk. — Vinnytsia: UNIVERSUM- Vinnytsia, 2000. — 303 p.

Haniitnuia no pepakuii 01.11.2023
Buoano 3a epanmosoi niompumxu Hayionanenozo ¢pondy oocnioocens Yrpainu 6 pamxax npoexmy 2022.01/0135 “Pospoéka nazepho-
domonnozo niKysanvHo-0iazHOCMUYHO20 KOMRIEKCY MeOUUHOT peadinimayii nayicnmis 3 nonimpaemamu piznozo cmynens axckocmi”

Information about authors
Pavlov Sergii — D.Sc., Professor of Biomedical Engineering and Optic-Electronic Systems Department,
Vinnytsia National Technical University
Wajcik Waldemar — D.Sc., Professor, director of the Institute of Electronics and Information Technology at
Lublin University of Technology. Doctor Honoris Causa of five Universities in Ukraine and Kazakhstan

Holyaka Roman — D.Sc., Professor of Electronic Device of Information-Computer Technologies Department,
Lviv Polytechnic National University

Azarov Olexiy — D.Sc. Professor, head of Computer Technology Department, Vinnytsia National Technical
University

Nykyforova Larysa - Doctor of Technical Sciences, Professor of the Department of Automation and Robotic
Systems named after Academician I.1. Martynenko, National University of Life and Environmental Sciences of
Ukraine

Yang Longyin — M.Sc., post-graduated student of Biomedical Engineering and Optic-Electronic Systems
Department, Vinnytsia National Technical University

C.B.IaBnoB", Bansgemap ByﬁHiKz, P.J1 Tomsika®, O.J1. A3apos’,

JI.€. Hukudoposa®, SIu JIyHins'

PO3POEKA MATEMATHYHOI MOJEJI TEIIJIOBOTI'O MOJISI IHTETPAJIBHOI
CTPYKTYPHU ITPU PEAJIIBALIL CEHCOPIB JIJIS1 BIOMEJIUYHUX
JOCJIIIKEHDb
'BinnuMubKHit HAIOHATEHIH TEXHIYHMIA YHIBEPCUTET
?Jlro6ninchKuil yHiBepcUTeT TeXHOMOTiH, [Tombiia
*Hamjionansauit yuisepcurer «JIbBichka [omitexnika»

*Harjionansauit yHiBepcuTeT 6i0pecypciB Ta IPUPOIOKOPUCTYBAHHS Y KpaiHu

83


https://grants.nrfu.org.ua/#/applications/3644/full
mailto:Lviv%20Polytechnic%20National%20University,%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20e-mail:%20roman.I.holiaka@lpnu.ua
mailto:Lviv%20Polytechnic%20National%20University,%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20%20e-mail:%20roman.I.holiaka@lpnu.ua

ISSN 1999-9941, “IHOOPMAL[IIHI TEXHOJIOI'Li TA KOMIT'FOTEPHA IHXXEHEPLA”, 2023, Ne3

YJIK 681.5:613
Li Jingiong, Sergii Pavlov

EXPERT BIOINFORMATION SYSTEM FOR DIAGNOSING
FORMS OF ACUTE LEUKEMIA BASED ON ANALYSIS OF
BIOMEDICAL INFORMATION

Vinnytsia National Technical University, Vinnytsia

AHortanisg. B crarTi npesacrtaBieHo 3HaueHHs JiekikeMii B 310poBT JOAMHHM Ta npoOiemu, MOB'sI3aHi SK 3
JIIarHOCTUKOIO, TakK i 3 Tepamieto. Merta crarti - HaiaTH iHQOpMaNiiHO-TEXHOIOTIYHE pillleHHs Liel npodiemy,
THM CaMHM TOKPAIIyOYd JOCTYN [UIA TAIIEHTIB 1 MPOTHO3YBaHHSA. 3alpOIIOHOBaHA KOHIIETITyajdbHAa MOJENb
eKCIePTHOI CHCTEMH JiarHOCTHKHU OCTPIB JICHKO3IB, sIKa JO3BOJIHUTH 3HU3UTH HEOIHO3HAYHICTH B IHTEpIpeTAalii
00'exTiB mocmikeHHs. Po3risHyTO (hakTOpH, IO BIUIMBAIOTH HA MPaBWIIFHE PO3IMi3HABAHHS CKIIATHHAX 00'€KTIB
(BusiBrIeHHs OnacTHHX 1 HEOJIACTHHX KIITHH KPOBi) 3a JOIOMOTOIO €KCIIEPTHOI CHCTEMH Ha OCHOBI METOMIB
KOMIT'FOTEPHOT MiKpOCKOTTI1.

KutouoBi cioBa: rocrpuii Jeiiko3, AiarHOCTHKA Ta Tepamisi, OiomeanuyHe 300paskeHHs, 300pasKeHHS
01acTHHUX i HeGJIACTHHMX KJIITHH KPOBI

Abstract. The introductory chapter established the context for this paper by stressing the significance of
leukemia in healthcare and the challenges associated with both diagnosis and therapy. The paper ultimate
objective is to provide an information technology solution to these issues, thereby improving patient care and
prognosis. A conceptual model of an expert system for the diagnosis of acute leukemia is proposed, which will
reduce the ambiguity in the interpretation of research objects. Factors influencing the correct recognition of
complex objects (images of blast and non-blast blood cells) using an expert system based on computer
microscopy methods are considered.

Keywords: acute leukemia, diagnosis and therapy, biomedical image, images of blast and non-blast blood
cells

DOI: https://doi.org/10.31649/1999-9941-2023-58-3-84-93.

Introduction

Blood cancers, including leukemia, are a major global health concern because they affect people of all
ages and demographics. The disease's annual incidence rate of 13 cases per 100,000 individuals illustrates how
widespread it is and how much it strains international health systems (Begum et al, 2020). Acute leukemia,
which makes up 1-2% of cases, is the deadliest subtype of malignant neoplasms. This cancer is associated with
distinct demographic patterns: men are more susceptible than women, and the majority of victims are Caucasians
(Rehman et al., 2018). While acute myeloid leukemia is more common in older adults, acute lymphocytic
leukemia usually affects teenagers. Age is yet another crucial component (Singha et al., 2021). Moreover,
chronic lymphocytic leukemia and chronic myelogenous leukemia differ in their epidemiological characteristics
[1,2,3,4].

Leukemia's epidemiology demonstrates the diverse nature of this group of blood cancers, with differences
observed in several demographic factors. One such component that exhibits intriguing patterns to help make
sense of the intricate relationships between lifestyle, environment, and genetic factors is gender (Rehman et al.,
2018). Men are frequently slightly more likely than women to develop leukemia. Gender differences in leukemia
susceptibility point to potential underlying causes (Vosberg & Greif, 2019). All subtypes show a general
consistency in this greater occurrence in men's pattern, suggesting a stable tendency. Acute lymphocytic
leukemia is one notable exception, though. In this subtype, there is little recorded female predominance (Begum
et al, 2020). It is a difficult challenge to identify the factors that contribute to these gender-specific variances in
leukemia development, including genetic, hormonal, and environmental factors [5,6,7,].

Potential causes of these gender-based variances in leukemia incidence include genetic variations,
hormonal variations, and differing exposures to environmental toxins. The genetic susceptibilities of men and
women to leukemia may differ, thus influencing their respective risk profiles (Rehman et al., 2018). Hormonal
differences may also be significant because they affect the development and progression of some leukemia
subtypes, particularly those linked to puberty and pregnhancy (Ansari et al., 2023). discrepancies in lifestyle and
profession may also contribute to the observed discrepancies between men and women, as they often have
distinct exposure patterns to possible carcinogens [8,9,10].
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The purpose of this work is to develop a conceptual model of an expert system for diagnosing acute
leukemia using computer microscopy methods, as well as to analyze the influence of factors that influence the
result of recognition of poorly formalized objects (images of blast and non-blast cells).

Obijectives: To design and implement an information technology system for the rapid and reliable
detection of acute leukemia; To develop a forecasting model that can assist healthcare professionals in making
informed treatment decisions based on the patient's condition and characteristics; To assess the performance and
effectiveness of the developed information technology solution through rigorous testing and evaluation.

Problems

There is no doubt that racial and ethnic disparities affect the prevalence of leukemia, with Caucasians
having a larger risk than other racial groupings. The fundamental causes of the racial disparities in leukemia
incidence have been the subject of extensive research (Singha et al., 2021). One important component that may
account for these discrepancies is genetic predisposition. There is proof that some genetic mutations and
circumstances increase the likelihood of developing leukemia (Vosberg & Greif, 2019). Caucasians may have
greater rates of leukemia because some racial or ethnic groupings may have a higher prevalence of these genetic
variants (Begum et al, 2020). Understanding the genetic underpinnings of leukemia across different ethnic
groups is essential for more effective tailoring of diagnostic and treatment strategies.

A further factor influencing the variations in leukemia incidence throughout ethnic groups is
environmental exposure. Exposure to toxins or carcinogens is one environmental element that may affect a
person's risk of leukemia (Rehman et al., 2018). Examples of how various racial and ethnic groups may be more
or less exposed to environmental risk factors include variations in lifestyle, occupation, and site of residence
(Abdeldaim et al., 2018). Examining these environmental exposures within specific ethnic populations is
essential to reduce disparities in leukemia incidence and to find effective preventive interventions [11,1213,14].

Furthermore, differences in healthcare access and consumption may potentially contribute to the
differences in leukemia incidence throughout ethnic groups. Socioeconomic position, cultural barriers, and
variations in the healthcare system can all affect the accessibility and quality of treatment (Abdeldaim et al.,
2018). Minority populations could experience difficulties accessing healthcare services, which could lead to
delayed diagnosis and less satisfactory treatment outcomes. Reducing these gaps in healthcare consumption and
access is necessary to guarantee that all individuals, irrespective of their ethnicity, have equitable access to early
diagnosis and appropriate treatment for leukemia (Begum et al, 2020). Work of this nature can help close the gap
in leukemia incidence between different racial and ethnic groupings.

Age is a key demographic factor in the epidemiology of leukemia that significantly affects the variations
in incidence and frequency of distinct leukemia subtypes. Age-specific patterns in leukemia offer valuable
insights into the relationship between age and disease susceptibility, particularly in the context of acute myeloid
leukemia (AML) and acute lymphocytic leukemia (ALL) (Rehman et al., 2018). When it comes to leukemia, age
plays a big role in determining the prevalence of different disease subtypes. Acute lymphocytic leukemia (ALL)
is largely a pediatric disease, with the majority of cases occurring in children between the ages of two and five
(Abdeldaim et al., 2018). Because ALL mostly affects children, its age distribution highlights its unique traits.

Methodology

Because of the peculiar characteristics of pediatric ALL, including specific genetic alterations and
treatment modalities, this age group needs specialist care. Acute myeloid leukemia (AML), on the other hand,
has an extremely clear age-related pattern (Rehman et al., 2018). Over 60 years of age, the incidence of AML
rises dramatically, leading to a higher diagnosis rate in this age group. The complex interplay between several
aging-related factors, including alterations in the bone marrow microenvironment, cumulative genetic mutations,
and exposure to environmental risk factors over time, result in this age-specific rise in AML incidence (Begum
et al, 2020). Because older persons are more likely to develop AML, the disease mostly affects the elderly.

The age-related patterns in ALL and AML highlight the heterogeneity of leukemia and the importance of
tailoring diagnostic and treatment strategies to the individual needs and characteristics of patients of different
ages. Treatment strategies for pediatric ALL are often less aggressive than those for adults since children are
more tolerant of rigorous therapy than adults are (Arber et al., 2017). On the other hand, for older persons with
AML, therapeutic approaches specific to age-related comorbidities and treatment tolerance may be required. To
make an accurate diagnosis and offer tailored therapy, medical professionals need to understand how aging
impacts the epidemiology of leukemia (Williams et al., 2019). Additionally, it advances ongoing research that
aims to develop age-specific strategies to improve treatment results for leukemia patients of all ages (Begum et
al, 2020). By comprehending the minute variations in leukemia incidence among age groups, medical
practitioners can enhance patient care and results.

Beyond general demographic trends, distinct subtypes of leukemia display age-related patterns and
distinctive characteristics. These variations highlight the complexity of leukemia as a blood cancer class with a
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broad spectrum of risk factors and clinical presentation (Rehman et al., 2018). This variety is best demonstrated
by the age distribution of two subtypes: chronic lymphocytic leukemia (CLL) and chronic myelogenous
leukemia (CML). The age distribution of chronic myelogenous leukemia (CML) is unique; it is bimodal. This
suggests that the incidence rates of CML show two distinct peaks at different phases of life (Ansari et al., 2023).
In early adulthood, the initial peak often occurs between the ages of 25 and 30. There may be a link between
specific genetic abnormalities or risk factors that impact this age range and the early start of CML. The incidence
of CML peaks again after late adulthood, with greater rates observed in individuals over 60 (Begum et al, 2020).
It is critical to comprehend this bimodal age distribution to adapt therapy and diagnostic strategies to individuals
at different phases of life.

However, there is a notable difference in the age-related pattern of chronic lymphocytic leukemia (CLL).
The majority of patients with this subtype of leukemia are elderly adults; the typical diagnostic age is almost 70
years (Zolfaghari & Sajedi, 2022). When compared to bimodally distributed CML, late adulthood is the primary
age at which CLL affects individuals. This age-related tendency in CLL may result from the intricate interactions
between immunological changes, genetic variables, and cumulative exposure to environmental factors
throughout time. Because these age-related trends in CML and CLL affect diagnosis and treatment decisions,
healthcare providers need to be aware of them (Ansari et al., 2023). The unique characteristics of these
subtypes—such as the bimodal distribution in CML and the prevalence of elderly persons in CLL—require
specialized methods of care. The patient's age, comorbidities, and potential drug adverse effects may need to be
considered in treatment approaches (Begum et al, 2020). Moreover, leukemia epidemiology research continues
to explore the underlying causes of these diverse age-related trends, providing insights into the mechanisms
driving the formation of distinct leukemia subtypes over a range of age ranges.

An approach to solving the problem of diagnosis and treatment of leukemia

Leukemia diagnosis and treatment provide complex problems for medical professionals, necessitating a
multimodal approach to address the complex psychological, emotional, and physical elements of this illness.
Leukemia patients deal with the emotional toll of managing their illness and its effects on their lives in addition
to the physical difficulties of the disease (Shah et al., 2021). Further highlighting the need for sophisticated,
precise, and quick diagnostic techniques are the complexity of leukemia subtypes, variations in patient
demographics, and the wide range of survival rates.

The unchecked growth of abnormal white blood cells, which compromises the body's capacity to fight
infections and generate healthy blood cells, is a hallmark of leukemia, a kind of blood cancer. Blood counts,
bone marrow biopsies, and cytogenetic analysis are among the tests used in the diagnosis of leukemia to identify
the particular subtype of the disease (Ahmed et al., 2023). Treatment strategies differ based on the kind of
leukemia, patient age, and general health, and frequently entail stem cell transplantation, radiation therapy, and
chemotherapy. For patients and their families, receiving a leukemia diagnosis and treatment can be extremely
taxing emotionally. Anxiety, despair, and social isolation might result from treatment-related adverse effects,
uncertainty about the disease's course, and dread of recurrence (Zolfaghari & Sajedi, 2022). To address these
issues and improve patients' quality of life, effective communication, emotional support, and psychological
treatment are essential.

The wide range of leukemia subtypes, each with unique genetic abnormalities and clinical manifestations,
makes fast and correct diagnosis extremely difficult. Although helpful, traditional diagnostic approaches can be
time-consuming and interpreted differently (Zolfaghari & Sajedi, 2022). It is critical to have reliable diagnostic
instruments that can quickly and precisely detect leukemia subtypes. There are notable differences in leukemia
incidence and survival rates among various demographic groups. Social class, age, gender, and ethnicity can all
affect treatment outcomes, access to high-quality care, and the likelihood of developing leukemia (Shah et al.,
2021). Comprehending these demographic disparities is crucial in formulating focused preventive measures and
enhancing healthcare parity.

Excessive production of abnormal blood cells occurs in the bone marrow, the source of leukemia, a group
of blood malignancies. Even though leukemia therapy has advanced significantly in recent years, survival rates
for the various cancer subtypes still vary significantly (Ahmed et al., 2023). In the continuous efforts to create
more effective medicines and individualized treatment plans for leukemia patients, an understanding of these
discrepancies is essential. The increase in survival rates is one of the most positive advances in leukemia
research and treatment (Ansari et al., 2023). This advancement is the result of numerous variables, such as
improved leukemia patient supportive care, more precise treatment protocols, focused therapy development, and
advancements in diagnostic techniques (Shah et al., 2021). Many people with leukemia now have higher survival
rates and improved quality of life as a result of these advancements.

Significance of the Study

The creation of an efficient and reputable technique for identifying acute leukemia is one of the main
goals of this research. This is significant because it can revolutionize the present diagnostic procedure, which is
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laborious and dependent on human interpretation (Arber et al., 2017). Healthcare practitioners now have access
to a diagnostic tool that is more accurate and efficient thanks to information technology solutions. This may
result in the early identification of acute leukemia, allowing for the timely start of treatment and maybe
enhancing the prognosis for affected individuals (Singha et al., 2021). Quick diagnosis is especially important
when it comes to acute leukemia because of its quick and aggressive progression.

Another important factor contributing to the study's significance is its emphasis on predictive capacities.
Making predictions about how acute leukemia patients will progress and respond to therapy could completely
change how medical practitioners make decisions (Arber et al., 2017). The research can provide clinicians with
valuable insights about the expected course of a patient's sickness by utilizing computer processing techniques
and biomedical data (Ahmed et al., 2023). This in turn makes it easier to make well-informed treatment
decisions, enabling a more efficient and individualized method of providing care (Shah et al., 2021). Patients
with leukemia may experience better results and a higher quality of life as a result of this customized care.

This study's potential to solve current gaps in leukemia management highlights its significance. Leukemia
is a broad and complicated group of diseases, each having specific traits, treatment options, and prognoses
(Singha et al., 2021). By facilitating a systematic and data-driven approach to leukemia care, information
technology solutions can assist in harmonizing the diagnosis and treatment procedures. This harmonization can
be especially helpful in raising the standard of care across medical facilities and geographical areas, guaranteeing
that patients receive the finest care available wherever they seek care. Furthermore, the study has significant
ramifications for medical practitioners that go beyond leukemia treatment (Arber et al., 2017). Through the
utilization of computer processing techniques and information technology, this research can provide physicians
with a multitude of data-driven insights (Kadia et al., 2016). In turn, these insights are a potent tool that enables
medical practitioners to make decisions based on accurate forecasts and verifiable data.

This shift in the process of making decisions has broad implications. With these cutting-edge resources at
their disposal, healthcare professionals may feel more confident in the treatments they choose to administer
(Arber et al., 2017; Rose-Inman & Kuehl, 2017). They can now make decisions based on tailored insights
derived from each patient's biology data, rather than on guesswork or broad methods, which gives them a sense
of confidence (Ahmed et al., 2023). The reduction of the uncertainty that sometimes accompanies the treatment
of complicated medical illnesses, including leukemia, is one very notable feature of this transition. Even the most
skilled medical practitioners may encounter difficulties due to the complexities and particular patient-specific
characteristics that these illnesses frequently exhibit (Kadia et al., 2016). Information technology solutions have
the potential to greatly lessen this uncertainty load.

Healthcare providers can handle leukemia cases more skillfully if they have a deeper comprehension of
the unique requirements and prognosis of each patient. Consequently, this opens the door for the provision of
more patient-centered care (Singha et al., 2021). Instead of depending exclusively on traditional, one-size-fits-all
methods, medical professionals can customize treatment regimens to meet the unique needs of every patient. As
a result, patients now receive care at a higher standard that is more sensitive to the unique circumstances of each
patient and the dynamic nature of leukemia (Shah et al., 2021). This study essentially serves as a cornerstone in
the effort to equip medical personnel with the information, resources, and understanding necessary to provide
more efficient, individualized, and patient-centered treatment (Arber et al., 2017). The research eventually helps
patients and healthcare professionals by contributing to a larger paradigm shift in healthcare through the
reduction of ambiguity, improvement of evidence-based decision-making, and provision of customized insights.

Method

One of the first stages in the diagnosis of acute leukemia is the study of peripheral blood for the
presence of blast cells. This procedure is associated with a number of difficulties, the main of which is the high
variability of blast cells and the similarity of the images of some of them with non-blast cells, which causes
errors in their classification. It should be noted that such an expert system serves as a tool for a hematologist in
diagnosing acute leukemia.

The main advantage of the system being developed is a reference selection of digital images, the
descriptions of which are stored in the knowledge base. An important component of the system is the analytical
subsystem, which includes many rules by which decisions are made [15,16,17,18].

Mathematical models based on spatially connected preparation have been developed. The essence of
spatially connected preparation (SCP) consists in finding the intensity differences between readings of the
discretized image according to the eight ranks of connectivity (Fig. 1), forming two-level detection signals,
transforming the collection of detection signals into a collection of SCP, forming SCP functions and forming by
summing masked ones separately functions of CSP of positive, negative and zero generalized spatially connected
preparations (GSCP).
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Figure 1 — Finding the intensity differences between counts of the discretized image by eight ranks of
connectivity

We form the functions of spatially connected preparations, obtaining a system of functions of the PZKP:
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In accordance with the method of generalized spatial connectivity, we form the system of functions of
SCP from the system of functions of GSCP in the form [19, 20, 21]:
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where - is the generalized SCP function.

The local spectrum of spatial connectivity (SCP) WAZ(,VE)ﬁ ) is defined by the expression:
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Then the full SCP W of the image g(" J)can be determined using expression (1), obtaining the input

information for the PI transformation [22,23].
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Realization of expert system is of peripheral blood for the presence of blast cells

The result of the work of the expert system is a conclusion about whether a cell belongs to a certain type,
indicating a probabilistic assessment, which requires the creation of the required volume of a representative
reference sample of cell images. The peculiarity of the expert system under consideration is that, along with the
knowledge of experts accumulated in it, a database is created based on the results of measuring quantitative
characteristics obtained as a result of automated image processing. The authors developed an automated method
for processing and isolating blast cells and software “Blood Rheology Analyzer” for a hematologist. In Fig. 2.
An example of the processing of blast and non-blast cells is presented.
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Figure 2 — Example of processing blast and non-blast cells

Recommendations for the development of an expert system for studying peripheral blood for the
presence of blast cells

We formulate recommendations for the creation of a system for assessing dynamic changes in biomedical
images using the application of monitoring peripheral blood for the presence of blast cells in the following way
(Flgure 3):

Processing of images taken per hour of one patient visit;

«  Preservation and preservation of the results of digitalization and maintenance of the image database;

«  Visualization of the results of the main stages of processing, analysis and alignment of blood cells;

« Organization of interactive interaction with the computer behind an additional graphical interface, which
allows you to control the necessary parameters in the process of tracking and data processing, which will
ensure the output of the necessary inputs and output data to the doctor in a manual format for processing;

»  Notify and prompt the doctor of the results of syntactic and logical control of the data that is entered;

«  Formation of a report on the results of processing both one and several biomedical images;

« Implementation of classification algorithms, saving parameters of mask templates, forming a selection
with valued sign values, assessing the reliability of diagnosis.

»  The adherence to such recommendations gives doctors a low priority, and itself:

« improve all the main structures and change the microcirculatory bed;

« the system is simple, easy to use and easy to use;

» the establishment of a clear scoring gradation will facilitate quantitative analysis and statistical processing
of tracking results;

* detailed assessment of dynamic indicators that change during biomedical investigations and course
treatment.

A comprehensive characterization of dynamic indicators makes it possible to assess the adequacy of the
administered drug dose, the course of treatment, the correction of doses of pharmacological drugs and drug
therapy regimens, as well as There are other methods of bathing.

For the system under consideration, instrumental factors can be classified into two groups: the first —
factors determined by the instrumental capabilities of the equipment; the second is factors determined by the
influence of external conditions. The first group of instrumental factors includes image sensor noise, color and
brightness distortions of the camera, diffraction effects of the optical system of the microscope, uneven spectral
characteristics of the illuminator in the microscope, uneven illumination of the sample in the field of view of the
camera, etc. The factors of the second group include factors determined by the external conditions of use of the
system.

When developing measurement techniques, it is necessary to resolve the problems of ambiguity in the
interpretation of the measured quantities (for example, cell size, nucleus size, taking into account the variety of
shapes of these objects). When choosing measurement models, one should take into account (and for this it is
necessary to conduct preliminary studies) the achievable accuracy in measuring the parameters under
consideration (for example, the accuracy of measuring the nuclear-cytoplasmic ratio, which is one of the signs
widely used by doctors to differentiate cells by type, depends on the accuracy of image segmentation nucleus
and cytoplasm).
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Figure 3 — Scheme of the robotic expert system algorithm for examining peripheral blood for the
presence of blast cells

Conclusion

The introductory chapter established the context for this paper by stressing the significance of leukemia in
healthcare and the challenges associated with both diagnosis and therapy. The paper ultimate objective is to
provide an information technology solution to these issues, thereby improving patient care and prognosis. A
conceptual model of an expert system for the diagnosis of acute leukemia is proposed, which will reduce the
ambiguity in the interpretation of research objects. Factors influencing the correct recognition of complex objects
(images of blast and non-blast blood cells) using an expert system based on computer microscopy methods are
considered.

The upcoming chapters will address the impact of the suggested information technology system on the
diagnosis and treatment of acute leukemia in addition to a thorough study of the research methodology, data
analysis, and conclusions.
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XapkiBcbkuii HarlioHanpHUN yHIBepcuTeT [loBiTpsaux Cun imeni IBana Koxemyba

AHoTaniss. B crarTi npoBomuThCSA aHa i3 NPOCYBaHHS, HEPeBard Ta OLIHKA JOCSATHEHb TeXHONorii 5G y cBiTi, HasBHI pe3ynbTaTd
BIpoBapkeHHs 5G y pi3Hi Taly3l eKOHOMIKH HE3BaXKalo4d HA MPOOIeMH 3 HOro CTpiMKHM PO3BUTKOM. APryMEHTOBAHO IiATBEPIXKEHO
3pocTarodi HOTpedH y MIBHAKOCTI Ta MPOIYCKHIH 3aTHOCTI mepenadi JaHUX, 30LIbIIEHHS KITBKOCTI IMiJKIIOYEHHX IPHCTPOiB 0e3 BTpaTu
SIKOCTi 3B’SI3KY, 3HMDKCHHs 3aTPHMOK 1 MiJBHINEHHs HAAIHOCTI B MPOBEICHHI NUCTAHLIMHHUX oOmepauiii B pealbHOMY 4Yaci, pO3BHTOK
iHHOBaNill TakuXx, sk iHTepHET peueil (IoT), po3mmupena peansHicTs (AR) Ta BipTyansHa peansHicTs (VR), aBTOHOMHI TpaHCIIOPTHI 3aco6u
Ta IIPOMHUCIIOBUH CEKTOp, 30KpeMa Ha IPOMHUCIOBY aBTOMATHU3ALliIo Ta “po3yMHi” (aOpHKU, BUKOPUCTAHHS BUCOKOIPOAYKTHBHHX JaTIUKIB
Ta poOOTOTeXHIKYy B peanbHOMy uaci. [IpuBemeHo mepeBaru TexHojorii 5G, IO XapaKTepH3yIOTh BHCOKY IIBHIKICTh Mepeaadi AaHhX,
HU3bKY 3aTPUMKY (JIATEHTHICTB), BEJIMKY EMHICTh MEpEXi, MOKpalleHy MOOUIbHICT. OmnucaHo emi3onu BukopuctanHs S5SG y BiHCBHKOBIi
chepi B pealibHOMY Yaci, MUTTEBOTO 30epiraHHs Ta BiITBOPIOBAHHS BEJIMKUX OOCSTIB Bifieo Ta rpadiku, cMapT-MiCTa, SIKi BHKOPUCTOBYIOTh
5G miaTpUMKyY BETHKOI KiBKOCTI JaTYHMKIB Ta CEHCOPIB Y MICTI, peati3yloTh pi3HOMaHITHI OCIYTH, YIIPABISIOTh €HEPreTUKOI0, MOHITOPHHT
TPOMAJICBKOTO TPAHCIOPTY. AKTYaJbHICTh BUKOPHCTaHHS MOOLTEHOT Mepexki SG B YKpaiHi 3aJMIIAEThCSI BUCOKOK. PO3IIIsIHYyTO HEOOXinHI
KpOKH B YKpaiHi Takux, sk po3poOKa CTaHIapTiB, BUALICHHS YacTOT, CTBOPEHHS iH(QPACTPYKTypu Ta OTPHMaHHS HEOOXiJHOI KUIBKOCTI
OpUCTPOI, sKi miarpumyoTs SG. Hamano nporHo3 o4ikyBaHHX pe3yJbTaTiB TaKHX, K PO3LIMPEHHS iHPPACTPYKTYPH; JOCTYI O MIHPOKOTO
CIEKTpY Jiana30Hy 4acTOT, BKIFOYAHOYM HU3bKI Ta BHUCOKI Jialla30HM; 3/aTHICTh NMPOTHUCTOATH KiOepaTakaM i3 IIHPOKOrO KOJa JHKEper,;
eHeproe(peKTHBHUMH; CYMICHUMH 3 iCHYIOUOIO iH(PacTPYKTYpOIO Ta iHIIMMH IIPOTOKOJIAMH 3B’3Ky. 3po0JICHO BHCHOBOK, III0 HalcKopile
BIPOBADKEHHS Mepexi 5G Haae MOMWTOBX U1l YKPAIHHU 3 TEXHIYHOI Ta eKOHOMIYHOI TOYKH 30DYy.

KarouoBi ciaoBa: TexHosoris 5G, MoOGLIbHI Mepexi, meperaya JaHUX, IMBHIKICTb Mepei, MPOIMYCKHA 31aTHICTh, 4YacTOTH,
iHppacTpyKTYypAa.

Abstract. The article analyzes the promotion, advantages and assessment of the achievements of 5G technology in the world, the available
results of the implementation of 5G in various sectors of the economy despite the problems with its rapid development. The growing needs
for speed and bandwidth of data transmission, increasing the number of connected devices without loss of communication quality, reducing
delays and increasing reliability in conducting remote operations in real time, the development of innovations such as the Internet of Things
(1oT), augmented reality ( AR) and virtual reality (VR), autonomous vehicles and the industrial sector, in particular on industrial automation
and "smart" factories, the use of high-performance sensors and real-time robotics. The advantages of 5G technology, characterized by high
data transfer speed, low support (latency), large network capacity, and improved mobility, are given. Episodes of the use of 5G in the
military field in real time are described, to instantly store and reproduce large volumes of video and graphics, smart cities that use 5G to
support a large number of sensors and sensors in the city, to implement a variety of services, energy management, public transport
monitoring. Considered, the relevance of using the 5G mobile network in Ukraine remains high. The necessary steps in Ukraine from the
development of standards, the allocation of frequencies, the creation of infrastructure and the acquisition of the necessary number of devices
that support 5G are considered. A forecast of expected results such as infrastructure expansion is provided; access to a wide range of
frequencies, including low and high bands; the ability to resist cyber attacks from a wide range of sources; energy efficient; compatible with
existing infrastructure and other communication protocols. It was concluded that the introduction of the 5G network as soon as possible will
provide an impetus for Ukraine from a technical and economic point of view.

Key words: 5G technology, mobile networks, data transfer, network speed, bandwidth, frequencies, infrastructure.
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Beryn

OO0iIsIHKa MIBUAKOIO PO3BUTKY TeXHOJIOTil 5G Bxke 0arato pOKiB MOBTOPIOETHCS B JIJIOBOMY CBITI.
Buma mBuakicts 5G, MeHIa 3aTpUMKa Ta MOXIIMBICTh MIJKIIOYATH 3HAYHO OUIbINY KUNBKICTh MPHCTPOIB, HIXK
nomnepenHi IOKOJIHHS MOOUIBHHX TEXHOJIOTiH, NPOMOHOBaHWK MpoOJMCK Oinbil  e(peKTHBHOTO Ta
MPOJYKTUBHOTO MalHOyTHBOTO. 3a0e3NeuMBIIM OCHOBY JJIsI HOBCIOJHOTO HAJIIBHUAKOTO IIHPOKOCMYTOBOTO
3B’s13Ky 5G BIAKpHE MOXIUBOCTI Jalieko 3a Mexi oxoruieHHst 4G a6o Wi-Fi 6. Ha TemepimrHiit gac e 3aBgaHHS
cTae OUTBII aKTyaJbHMM, OCKUIBKM IPOBIIHI KOMIIAHII pO3AyMYIOTh, SIK HaWKpalliM YHHOM BiJHOBUTH,
HEepeTJITHYTH Ta PeKOH(ITypyBaTH pUHOK [4].

3a ocranHi 20 poKiB TEXHOJOTIi 3B'SI3KYy Ta nepenaBaHHs AaHUX (paHTACTUYHO mpocyHysucs. CboroaHi
3HAXOJSIYMCh TOCTIHHO y pyci KOpUCTyBad IIJ'€JHAHWHA 1O IHTEpPHETY, TUBHUTHCS BiJ€O OHJIANH, iHILIIOE
KOH(EpeHII-3B 30K, KOHTPOJIIOE TBApPHH dYepe3 Kamepy 3 OHIaiH-gocTymoM. Texnosoris 5G  mo3Boisie
CTBOPIOBAaTH MEpEXi HOBOTO THITy, SIKi 3a0e3MedyroTh OifbII BHCOKI IIBHIKOCTI Tepeadi JaHWX, HIKIY
3aTPUMKY Ta MiATPUMYIOTH OUIBINY KiNBbKiCTH KOPHUCTYBadiB, MPUCTPOIB Ta MOCIYT 1 OJHOYACHO MAIOTh O1NIBII
BHCOKY €(peKTHBHICTb.

5G miaTpuMYye€ TpU MUPOKi KaTeropii BapiaHTiB BUKOPHUCTAHHS:

—  TIOCIYTH 3 BUCOKOIO NPOITYCKHOIO 3JIaTHICTIO sl O€3IpOTOBOTO 3B SI3KY;

—  HajHajAilHA Ta HU3bKA 3aTPUMKA 3B'S3KY ISl KDUTHYHO BasKIIMBUX BHMOT;

—  HAAIWHWH 3B'I30K U MUTBSIPAIB JATYUKIB Ta KOHTPOJIBHUX MPHUCTPOIB [3].

Enoxa Texnomorii 5G Buiine 3a paMKd NOKpAaIIEHHS INPOAYKTHBHOCTI MepexXi Ta MiJBHIICHHS
IIBUJIKOCTI, HAJAIOYM KOPHCTyBayaM HOBI IHHOBAIliHI Ta MOKpAIICHI MOXJIMBOCTI HiAKIIOYEeHHSA. 5G MOXe
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MiBUIIUTYA TPOTYyKTHBHICTh Oi3HEC-TOMNATKIB, OJJHOYACHO HAJAIOYM HOBI KOPHCTYBAJIBHHILKI iHTepdeiicu Ta
MOCJIYTH B TaKUX 00JACTAX, SK JONATKU 3 JOMOBHEHOIO, BIPTYyaJbHOI Ta 3MilaHow peanbHicTIoO (AR, VR Ta
MR), BineokoH(pepeHTIIii, MPOMHUCIIOBa aBTOMATH3a1lisl, aBTOMOOLII 3 aBTOMATHYHAM KEpYBaHHIM Ta MiIKITIOYCHI
JI0 Mepexi MeaudHi mpucTpoi [5].

AKTyaJbHicTh

Temi momymsapusamii, mATpAMKE Ta momwupeHHs 5G TexXHOIOril MPUAUIIIOTs yBary Oarato aBTOPIB.
Bueni ta kommadii BHBYAlOTh HasBHICTH HEPCIEKTHB Ta MUISXiB PO3BUTKY KOMYHIKalliHHUX TEXHOJIOTIH,
(okycyrounch Ha MakCHUMalIbHOMY e()eKTI BUKOPHCTaHHS IOCIiKeHb TexHoyorii 5G, ontumizauii mpucTpois
Ta 3aCTOCYHKIB, sIKi 3a0€3MMe4yI0Th NOKpAICHHs HasBHUX mapameTpis [3].

Posrisnaerses, mo TexHomorisi 5G Mae mNeBHI pe3ysbTaTH, SKi CBigYaTh PO TEXHIYHUHA Ta
CKOHOMIUHU# e(heKT Bij BUKOpUCTaHHS Mepex [4], [5], [6], [7].

VY poboti [4] npoaHanizoBaHO €KOHOMIUHHMH e()eKT HIMPOKOTO BIPOBAKEHHS Mepex 5G, MporHo3u B
IIOMY IOCIHI/KEHHI MOKa3yloTh, IO HECIIPHUATINBI YMOBH HE MAalOTh iCTOTHOTO BIUIMBY Ha JTOBTOCTPOKOBHH
eKOHOMIuHUI BHecoK 5G. 3poOieHO BHCHOBOK, IIO 32 OCHOBHHMH II€peBaraMy, TAKUMH SK 3HAYHO HIDKYA
3aTpUMKa Ta 3HAYHOMY POCTy IIBHJKOCTI Iepenadi JaHWX, Mepexa 5G po3IHUpIoE CBiH BINIMB HA IIMPOKUM
CIIEKTP PO3BUTKY C(epH 3aCTOCYBaHHS TAKHMH, K OXOpPOHA 3/I0pPOB’s, €HEPreTHKa, TPAHCIOPT, OYAIBHUITBO,
KpuTHYHa iHpacTpykTypa. OdikyeTbcs [7], IO IOCSATHEHHS KpalluX IMOKAa3HMKIB BiJ MPOCYBAHHSI MEpExX
'SITOTO TOKOJIHHA MOTpeOyBaTHME 3aCTOCYBAaHHS HOBHX pimieHb. Y poOoti [10] po3rimsiHyTO, IO CTaHOM Ha
novyatok 2023 poky posropHyiach 0OpoTb0a MiK TexHojoriynumu komnasismu Kutaio ta CIIA 1 €C 3
BIPOBAKEHHST TexXHOJIOTT 5G, KOHTpOJIIO 3a OE3NEeKOI y PO3BUTKY, HMPOTHO30BAHO KUTBbKICHI MOKa3HUKH
KOPHUCTYBayiB Ta EKOHOMIUHUH e]EeKT.

BkazaHi oOcraBuHH, sIKI CIIOHYKalOTh A0 NpocyBaHHA TexHoiorii SG B Ykpaini [11-13], posriusHyTn
0co0JIMBOCTI MO T BUKOPHCTAHHIO Ta O4iKYBaHHS PE3yJIbTATIB CIIUPAIOYUCh HA JOCBIJI IPOBIHUX JIEPIKaB.

Mera
[IpoBecTn aHami3 MpoCcyBaHHS, IepeBar Ta OIIHKH TEXHIYHUX Ta €KOHOMIYHHX acHekTiB mepexi 5G y
CBITi, BU3HAYCHHsI HEOOXITHUX KPOKIB Ta MOMIIMBOCTEH y BHpIIICHHI MHUTaHb BIpoBamkeHHS 5G B YkpaiHi Ta
OUIKYBaHHX PE3yJbTATIB y PO3POOII BUCOKOTEXHOJIOTIYHUX PIllICHb.

3apaui

['0JIOBHUM YHWHHHMKOM IIBUJKOTO DO3IOBCIOJUKEHHS TEXHOJOTil II’ITOr0 IOKOJIHHA — TOTalbHa
udpogizanis. Big nommpenns 5G 3anexuTb po3BUTOK BChOro cycniibeTBa. SG — 4acTHHA IIUPOKOT eBOIIIONIT,
sIKa TaK0XK OXOIUTIOE XMAPHI TEXHOJIOTIT Ta TEXHOJIOT1T aBTOMATH3allii /Il CTBOPEHHS OUIbII HAAIHOT Ta CTIHKOT
wiaThOPMH [T OCTAYAILHUKIB IOCIYT [6].

Po3B’s13aHHd 3a8a4

1100 3a10BONBHUTH 3pOCTAFOYMI MOMUT Ha MIBHAKY Iepenady MaHux i OyB po3pobnenuit 5G. IcHye

KiJbpKa BigMiHHOCTEH MK 5G Ta 4G:

1. 5G - ue yuidixosana nnardopma, 31aTHa Ginbme Hixk 4G (6yae MATPUMYBATH BCi THIIU CIIEKTPY
(JTitieH30BaHi, CIJIBHI, HENIIEH30BaHI) Ta CMYTH, 30UIBIICHUN MUPOKHUN HaOip MOKJIMBOCTEH 3aCTOCYBaHHS, a
TaKOX HOBI CIOCOOU B3a€MO3B’ 13Ky (HAIpPHKIIAL, SK CITKa BiJl HPUCTPOIO JIO IPUCTPOIO Ta MYJIBTH-XOM-CITKH));

2. 5G BUKOPHUCTOBYE CIIEKTp Kpartie, Hik 4G (Bix Hu3bkuX miana3oniB Hwkue 1 [T, g0 cepeanix
miamasoniB Big 1 [Ty qo 6 I'T', 10 BUCOKHUX JAiana3oHiB, BIJOMUX SK MUTIMETPOBA XBHJIN);

3. 5G mBumme, ik 4G (3a6e3meunsmu 10 20 '6iT/c mikoBUX MIBMAKOCTEH Mepenadi garux i 100+
Mobirt/c);

4. 5G mae Ginbuty emnicth, ik 4G (miarpumysatume 100-kpaTHe 36ibIIEHHS TMPOMYCKHOT
3[1aTHOCTI Ta €)EKTUBHOCTI MEPEXKi, MIITPUMYE MISIbIOH NPUCTPOIB Ha KBAaJPaTHUH KiJIOMETp);

5. 5G mae Hukuy 3aTpUMKY, Hik 4G (3MEHIIEHHS 3aTPUMKH B Kinili B 10 pasis 1o 1 mc) [9].

VY €BpONEHCHKUX, a3ifiCBKMX Ta aMepHUKaHCHKHX KpaiHax MoOimpHa Mepeka 5G BKe aKTUBHO
BUKOPHUCTOBYeThCS. JlimepoM sk B Azii, Tak i y cBiti € [liBnerna Kopes, 1o npomnoHye HalBHIY IIBHAKICTH
inTeprety (o 430 Mo6it/c). Jani imyts OAE, Kygeiit, Katap, Cayzaicbka Apasis, Manaiisis, TaliBanb, Kuraid,
Snownis [4].

He BigcratoTs i eBponeiiceki kpainu, 3okpema llIBenis, Hopseris, ®@innstaais, [Hopryranis, bonrapis,
Xopsarist. Inmi kpaian €sponu — Iloseima, HIseinapis, Jlarsis, bensris, Asctpis, Himeuunna, Hinepnangu
TexX 3amycTwin 5G, ane MBUAKICT TaM HIDKYA, a 30Ha mokputTs meHma. Y CIIA, Kanani, ABcrpaiii ta Hosiit
3enanaii Mepexxa 5G TakoX aKTUBHO PO3BHBAETHCS BXKE Kijbka pokiB. Ha adprkaHCbKOMY KOHTHHEHTI IT'sITE
TIOKOJIIHHS 3B'I3Ky JUI IMyOJIIYHOTO BMKOPUCTAHHS Hapasi He 3amycTwin. BHHSATOK CTaHOBUTP JIMIIE OCTpIB
Mapnarackap [10].
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Ha puc. 1 HaBenena kapta HokputTa 5SG 110 BCbOMY CBITY.

Pucynok 1 — Kapra nokpurts 5G 110 BChbOMY CBITY
xepeno: po3poOieHO aBTOpaMu 3a JaHUMH [ 8].

3a nmporro3amu. Ha KiHens 2026 poky y cBiti Oyne 4,1 Minbsipaa aboHeHTIB MoOLTEHOTO 3B 513Ky 5G. Le
ekBiBaneHTHO 37,1% Big 3aradbHOl  KINBKOCTI rIoOambHUX MOOLIBHHX —migmucok. Ha  AsziaTcbko-
TuxookeaHChKHUIl PerioH MpHIagaTHMe HaiOUIbIIA YacTKa CBITOBMX MOOUIBHMX 3’€qHanb SG — 64% Ha KiHelpb
2026 poky, 3a Heto nyTh €Bporna, [liBHiuna Amepuka, Appuka, binspknit Cxin i Jlatuaceka Amepuka [10].

dakropu nporpecy mepexi 5G:

—  TeXHIYHWU (CTAaHIAPTH, JOCTYIHICTb, JOMOMDbKHA iHPpaCTpyKTypa):

—  eKOHOMIYHHH (PEryiIoBaHHs PUHKY, Oi3HEC-CepEOBUILE, CIIOKUBYA TOTOBHICTB):

VY TexXHIYHOMY aCIEKTi 3MiHU OyIyTh CTOCYBATHUCS:

—  BHUKODUCTAaHHS HOBHUX XBWIb (HH3bKOuUacTOTHHH 5G mpamroe y miamaszoni 600-850 MIp (700
MTI'n); cepeanbouacToTHuit 5G mpamroe B miamaszoni 2.5-3.7 I'Tu (3,4-3,8 I'T1r); BUCOKOYACTOTHHIA Aiana3oH,
SIKUI HalyacTillle acoiroeTbes i3 5G, oxormtoe yactoth Bix 25 1o 39 I'T' (26 I'T);

—  30utpmeHHA iHGpPAcTpyKTypu (OUIBIIOI KITBKOCTI CTaHIM, ONTOBOJOKOHHI MaricTpaii [yis
nepeAadi, MIKIIOYEHHS 10 eIeKTpOMepeki). 3apa3 BiIoMo, MmO pajaiyc MOKPHUTTA Bim omHoi 5G craHmii
cTaHOBUTH Om3bko 500 M i 11e Oe3 mepemkon. B Toif wac six 4G npomnonye paniyc mokputts Big 50 kM i g0 150
KM B 3QJIXKHOCTI BiJI MicIIeBOCTi 1 mepemkoa. To0To, 3aMicTh 0HO1 4G CcTaHIT HEOOXiTHO BCTAHOBUTH OLTBIIE
10 -tit 5G craHIiii.

— B OAHi# penniTiii MOXe MOMIiCTUTHCS Habarato Ginblire anteH (Macusu MIMO);

—  ¢opMmyBaHHS TNpOMeHIO (HallepEeKTHUBHIIIMHA MapUIpyT JOCTaBKH JIaHUX KOHKPETHOMY
KOPHCTYBauy);

—  TOBHMH JyIuieKc (KpeMHI€BI TPaH3HCTOPH, SIKI JIIOTH SIK BUCOKOLIBHIKICHI NepemMuKadi, moo
3YIMUHUTH 3BOPOTHUN KPEH IMX XBHJIb, JO3BOJSAIOYM 1M IEpelaBaTH Ta MPUAMATH CHTHAJIX HA OMHINA 4acTOTI
OJIHOYACHO).

[Ilono eKoHOMIYHOTrO BIUIMBY TNpOCyBaHHs Mepexi 5G, crocyeTbcss NOTEHLIady MiJBUIEHHS
e(eKTHBHOCTI Ta MPOAYKTUBHOCTI, 32 PaXyHOK HYOTO IiJBHIIMUTHCS BIUIMB Ha Taki (akTOpH, SK HAIiHHICTS,
MIBUAKICTB, HU3bKY 3aTPHMKY, EKOHOMIIO €Heprii Ta 30UIbIIeHHs 00 €MiB IiIKIIOUSHD SIK BCEPEMHI CHCTEMH,
Tax i 30BHI. Pe3ynbTaTom Oyze MMPOKOCMYToBHI JOCTYII e HE MPOCTO HAIIBHIKUH, ane Bcroaucymui. [Ipu
Bukopuctai 5G B moemnanni 3 LI, posmmpenoro peanpHicTio (XR), nmepudepiiHuMH OOYHCICHHSIMH Ta
Inrepuerom peueii (IoT) HamacTh OLTBII MOXKIIMBOCTI JUII EKOHOMIKH Ta JFOJICH.

EBomontist po3Butky texnoxorii 5G 3a mepion 2019-2023 poku ta nepcrextiBH 10 2025 poky (amB.
puc. 2).

Mu npoaHanizyBajii BHINAJKK BUKOpHCTaHHS 5G, K HOBI, Tak 1 BiIOMI, y II’SITH CEKTOpax: OXOpOHa
3I0pOB’sl, pO3yMHI KOMYHaJIbHI MMOCIIYTH, CIIOXHUBAaYi Ta MeJlia, TPOMHUCIOBE BUPOOHUITBO Ta (DiIHAHCH MOCITYTH
— 1 BUSIBUB, 10 B CYKyMHOCTI npuiiusaTrs 5G momacts 1,3 tpuibiiona qonapis CIIIA no csitoBoro BBIT qo 2030
poky [4]. Cepen sikux:

—  oxopona 310poB’st 530 mMup.;

—  enepretuka 330 mMapm;

- CIIOKMBaYi Ta MeJia-10AaTKu 254 MapI.;

—  mpomucioBe BUpoOHuITBo 134 mipr.;
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—  mporpamu GpiHAaHCOBHX MOCIYT 85 MIIpA.
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Pucynok 2 — EBodrorist po3BUTKY TexHOIOTIT 5G
JIxepeno: po3po0IIeHO aBTOpaMu 3a JTaHUMHU [4]

i mudpu KimbKICHO BHUPaXKArOTh BIUIHB, aje, MaOyTh, BaXJIMBIIlE HANIe IOCIIHKCHHS BHCHOBKH
BizgoOpaxaroTh HiHHICTh 5G.

[Ipotsirom nepimx pokiB BHeCOK 5SG B €eKOHOMIYHE 3pOCTaHHS OyJie CIIPaBeIIMBO CKPOMHUM, OCKIJIBKH
TEJIEKOMYHIKalliiiHI KOMITaHii 30cepe/keHi Ha OYAIBHUITBI Ta PO3rOpTaHHI iHPPACTPYKTYpH. AJle, TOYHHAIOYH 3
2025 poKy, BpaxOBYIOYHM 3pOCTaroyi IHBECTHLIl NPUHECYTh CTUMYIIIOIOYWI BIUIMB Ha CBITOBY EKOHOMIKY,
OCKIJIbKY TPOTpaMu 3 miaATPUMKOI 5SG cTaroTh 01Tkl outupeHi (AuB. puc. 3).

Pucynok 3 — I[Iporno3zoBanuii BHecok 5G y cBitouii BBIT 1o 2030 poky
JI>xepeno: po3po0IIeHO aBTOpaMH 3a TaHUMHU [4]

Ha perionanpHOMY piBHI HaiOiIbLIMH BiicOTOK 3poctanns BBII Bix npocyBanHs Mepexi SG BiJTHOCHUTD
no IiBHIuHOT AMepuKH, NOTIM inyTh A3is Ta Okeanis, a motiMm €Bpona bimsekuii Cxin i Appuka (EMEA). B
abcomroTHUX Aosiapax, [liBHIiYHa AMepHKa Tako 3aiiMe HaiiBuile Micie, a Takoxk A3is. I[IporHosyerbes, 110
Okxeanis Bunepenuth EMEA uepes ii Oinbliry 3araabHy eKOHOMIKY. MacmiTad Hal[ioHaJIbHO! eKOHOMIKH BILUTHHE
Ha Horo abcomoTHUHA BIUMB Ha Tio6ansHmid BBITL: 2% 3pocTtanns exonomiku CIIA npubims3HO B mIicTh pasis
Oinbmie B jomapoBoMy ekBiBasieHTI 1,3% posmmpennst B SInonii ekonomika. Cepell IpoaHaii30BaHMX KpaiH
(muB. puc. 4), Ti, 110 MAIOTh MOTYKHI Cy4acHI CEKTOPY IPOMHUCIIOBOTO BUPOOHHIITBA MOKYTh OTpUMATH Oinblie
BUT'OJTH, HIXK Ti, IKi HOKJIaJal0ThCS Ha CepH MOCITyT HANPUKIIaa, OaHKIBCbKa CIIpaBa.

Kpim Toro, mepexi 5G 103BOJSIOTE BUKOPUCTOBYBATH JUCTAHILIITHO TEXHOJIOTIT y KpUTHYHHX 32 4aCOM
noxarkax. TexHounorist 5G BIuMHe Ha Taki rajysi, 1 e JIMIIe MaIUi epetik:

—  MEIUIUHA;

—  OCBiTa;

—  TOpTiBIf;

—  TPaHCHOPT;

—  OyZniBHHITBO;

—  CLIBCBHKOTOCTIOAAPCHKA TisUTbHICTD;

—  KpuTH4HA iHQpacCTpyKTypa;

—  nmoOyBaHHS KOpHCHUX KomanuH [10].
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PucyHoxk 5 — Bukopucrantst npucTpoiB Ta 3’eiHaHb 5G HaBKOJIO HAC
JIxepeno: po3pobiieHo aBTopamu 3a ganumu [10].

Ko)kHe HOBe MOKONIHHS CTUTBHHKOBOTO 3B’S3Ky 3HAYHO 301NBIIyE MIBHAKICTH Hepenadi maHuX. Tak
BIIPOBQ/KYIOTHCSI Cy4acHI HOBI MOJIIMBOCTI OOCIyroBYBaHHS Ta HOBi (popmaTu cepicy. JIromu oTpUMYIOTH
HOBI 3aXOIUICHHS @ HOBI aCIleKTH Yy SIKOCT1 XKHTTSL.

[Tmanyerscs, mo mo 2035 poky iHdpactpykrypa 5G-mepexx Hamactb 22 MIIH. poOOYMX MicIb Ha
TUTaHeTi, a i BHECOK y BcecBiTHIM po3BUTOK 3a mepion 3 2020 mo 2035 pik Oyne mMopiBHAHHWN 3 HHUHIIIHIM
poamipom ekonomiku [Hmil, sikuit nopisaioe $2,4 tpnu. 3 po3ButkoM 5G 3HAYHO 3pOCTYTH PUOYTKU [HTEpHETY
peueii (IoT). Y 2023 poui BoHH MOXYTb H0csArTH no3Hauku $1,7 TpiH.

BignoginHo 1o “npasmia 10 pokiB” Ha nosiBy Mepexx 6G ciin ouikyBatu 10 2030 poky [6].

[Mepen6avaiocs, 1o moyatok posropranus 5SG y Hamniii kpaini BinOyzaerbes y 2022 poii, ajie 3aBajjuia
pocCifiChKO-yKpaiHChKa BiliHA. Y Ieif Jac 3MIHIWINCS NPIOPUTETH, 1 Ha NEepeAHil IIaH BUHIIUIA CIPaBH 3aXUCTY
Jiep’kaBh Ta e(peKTHBHE BUKOPHUCTAHHS PECYPCIB. AJie TOJIOBHE, 10 € 3alUT HAa BUKOPUCTaHHA 5G 1 BIEBHEHICTh
y Tomy, mo e BinOyaerscs. OdimiiiHnx 3asB moA0 HpOro He OynoO, ajge ONTHMICTHYHI HPOTHO3M MIONO
PO3rOpTaHHs MEpeXi I'SITOro MOKOJIHHS CTOCYIOoThcs nepinoi nonoBuHu 2024 poky. Tum yacom, TOJIOBHOIO
MEpEKero ISl YKpaTHIIB Ha HAWOIMKYi pOKH 3NTMIIUTECS 4G.

Ho xinms 2024 poky nepkaBa IulaHye, o 95% HaceneHHs, TpPOMAaJChKUX O0'€KTIB 1 OCHOBHUX
ABTOJIOPIT MATUMYTh IIOKPUTTS IIBUAKICHUM 4G.

BpaxoByloun Hacamnepe]], eKOHOMIUHY cepy 3acrocyBaHHS 5G 3ammycTsTh U BEIUKUX IAIIPUEMCTB
Ta ans cdep 6izHecy. OcobmuBo nudpoBizailis OyJe BaKIUBOIO MICHs MEPEMOTH, OCKUIBKH 3MOKE TIOJETITUTH
Ta TPUCKOPUTH [EsKi MpoIecH y poOOTi Ta BiAHOBIEHHI KpUTHYHOI 1H(PACTPYKTypH, a TaKOX B IHIINX
BXJIMBUX Tally3sX ekoHoMiku [10].

[licns 1mporo Mepexy M'STOTO TOKOJIHHS 3MOXYTh BHKOPHCTOBYBAaTH 3BHYAiHI KOPHCTYBadi.
OuikyeTbed, mo cnovyatky 5G 3amycTsaTh y Benmkux mictax — Kuei, Xapkosi, [uinpi, Ogeci, JIbBoBi. 3a
KpaIioro po3BUTKY CUTYyaIlii, Juiie depe3 5-6 pokiB Mepexka SG cTaHe nepeBakarodor B Ykpaini [10].
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Tabiuus 1 - Sk 5G 3MiHUTE Halle KUATTSI

Koo BUKOpHCTaHHS Hacainku
biznec CTBOpEHHS HOBHMX POOOYMX MICIlb, POCTY IiJIPHEMHUITBA Ta MOKPAIICHHS
e()EeKTUBHOCTI B PI3HUX rajly3sx
ABTOMOOLIT VY 6e3miJ0THUX (aBTOHOMHHX) aBTOMOOUISIX 3MEHIICHHS 3aTPUMKH CHTHAJLY

Ha BENUKIN MBUAKOCTI, aBTOMOOLI 3MOXYTh MiATPUMYBAaTH KOHTAKT OAWH 3
OJTHIM Ta 3 TOPOXHIMH CITy’KOaMH

IIpomucnoBicTs BinmirpaBat KIIIOYOBY pOJb B IEPEOCMHCICHHI Ta TpaHcQopmamii
BHPOOHHMIITBA Yepe3 BBeIEHHs KOHIeNii [aaycrpii 4.0, 1e MammHN MOXYTh
e(EKTHBHO CIIiBIIPALIOBATH, ONITUMI3YIOUN BUPOOHNYI IIPOLIECH

CinbcbKe TOCIOIapCcTBO BuxopucTaHHS OATYHWKIB A7 MOHITOPHWHTY BOJOTOCTi, TeMIIEpaTypu Ta
IHIINX TapaMeTpiB Ha IIOJIi, BUCOKOTOYHHU 30ip Ta 0OpOOKYy maHWX I
Kpamioro ymnpaBliHHS pecypcaMH, TakMMHU SIK TPYHT, Bozaa, aoOpuBa Ta
MECTUIMAN; peali3yBaTh aBTOMATH30BaHI TpakTopu Ta oOJaJHAHHS;
e()eKTUBHO MOHITOPUTH IPOLIECH 30MpaHHs BPOXKAIO Ta ONTUMI3YBaTH iX JJIs
JOCSITHEHHSI  MaKCHMMaJIbHOT ~ NPOAYKTHBHOCTI;  BIPOBA/DKCHHS  CHCTEM
BIJICTe)KEHHSI Ta YIpPaBIiHHSA Xyn0000; BHUKOPHCTOBYBATH JPOHH JUIs
MOHITOPUHTY BEJIMKHX o0OJacTeil 3eMili, BHM3HAYCHHS CTaHy IIOCIBIB,
pO3mi3HaBaHHA IIKITHHUKIB Ta IUIaHYBaHHS ONTHMAaJIBHIX
CLIBCBKOTOCTIONNAPCHKUX i, BCTAHOBIIOBATH C(PEKTHBHUN OOMIH INaHUMH
B3JIOBK BCHOTO JIAHIIOTA IOCTA4YaHHs — BiJ )epMepa JI0 CHOKHBaYa

OcgiTta [HTepakTHBHE HaBUAHHS, JOCTYI A0 iHPOpMAIIii B peaTbHOMY Yaci, BixganeHe
HAaBYaHHS, KOJICKTUBHA pOo0OOTa Ta CHIBIpals, iHTEPaKTHBHI IOJATKH Ta
CEepBICH, CTBOPCHHS IHTEPAaKTHBHHMX HAaBYAJbHHX CepeloBUII 4Yepe3 VR-
TPaHCILALIIO 3 MOTJISIAY BUKJIAada

Tenemeauumaa 3a0e3meunTH BUCOKOSKICHI BigmaneHi KOHCYJNBTAllii MDK JKapsAMH Ta
ManieHTaMM, MOXKJIMBOCTI JUIs MPOBEJCHHS ONepauiil B TPYAHOIOCTYITHUX
MicCIsIX a00 B 00CcTaBMHAX, KOJU (haxXiBellb HE MOXKE (PI3UUHO 3HAXOIUTHCS Ha
Micli TOJiH, peayi3yBaTH CHUCTEMH MOHITOPUHTY 37I0POB'SL B PEXHMI
peajbHOrO 4acy, sIKi aBTOMaTH4HO MepeNaloTh JaHl JIKapsM, MOJIETIIUTH
OesrieuHnii OOMIH MEIMYHMMHU JaHUMH MDK JIIKapHSAMH, KIiHIKAMH Ta
IHIIMMH ~ MEAWYHMMH  3aKJIaJaMH, BHKOPHCTaHHSA  TEJeMEANINHCHKIX
JOATKIiB Ta NPHUCTPOIB, BHUKOPHCTAHHS IUTYYHOIO IHTEJEKTY JUIS aHali3y
MEIUYHUX 300pa)KeHb, MIarHOCTHMKM Ta I{HIIMX 3aBJaHb, LI0 BHMAararThb
BEJIMKOT 00YHCITIOBAJIbHOI TIOTYXKHOCTI

CrinkyBaHHS PozmmpenHss ayauropii Ta MOXKJIMBOCTEH CIINIKYBaHHA Ha BiJICTaHi Tak, sK
3HAXOIYNCH OIUH 011 OHOTO
Possarn IIBuaxa Ge3mpoBigHa mepenava BineodaHuX y HaaBucokii skocti (4K, 8K),

TpaHciALisa 3axoxiB 3 epekrom VR. [lyxke cTpiMKo 3pocTae HMOMYJSAPHICTH
BIZICO Ta MY3HKH

Komm'rorepHi irpu BararokopucryBalpki irpu 6e3 3aTpUMKH CUTHAITY Ta PO3LIMPEHHS ayAUTOpii
YYaCHUKIB, PO3BUTOK XMapHHX T'€HMIHrOBHX IUIAT(GOpPM, CTBOPEHHS OiNIbII
IMMEpPCUBHHX ITpPOBUX BpakeHb uepe3 AR Ta VR, oHnaiiH-re#iMiHT Ta MacoBi
MepeKeBi OMTBH, JIe BEJIUKA KIIbKICTh TPABIIIB.

O6opona EdextuBni naii HaBiTH y BigJaleHUX 1 CKJIaJHUX YMOBax; CTBOPEHHS
peaTicTHIHUX CIIeHapiiB HABYAHHS Ta MOJECIIOBAHHSI, HAAl0YH BiICHKOBOMY
TIepCOHATY OUIBII peaicTHYHUH Ta e()EKTHUBHHI JOCB1I HABYaHHS

Jlxepeno: po3pobiieHO aBTOpaMu 3a JaHuMH [ 1, 6].

[TporHo3u posropranus 5G B VYkpaiHi Ta 4YacTKM HaceleHHS, SKE 3aIMIIAETHCS HEMiAKIIOUYECHUM
0a3yroTbCsl Ha aHAI31 MepemKo Ta 06ap’epiB, sIKi 30CEPEIKYETHCSI HA YOTHPHOX OCHOBHUX OOMEXKEHHSX JUIS
BIIPOB/KCHHS Mepexi 5G, a caMe HassBHICTh, JOCTYITHICTD, aKTYaIBHICTh i TOTOBHICTB!

1. HasBHicTb: NPOTrHO3yBaHHS IPOMIXKHOT'O CTUILHHUKOBOTO TMOKPUTTS 110 2030poKy.

2. JIOoCTYNHICTB: pO3IOJIUI JOXO/iB HAaceJIEeHHs], 1liHa Hali/IeMIeBIIOro cMapToHa 1 MicSYHY BapTiCTh
HalJIeNIeBIINX NepeIuiaT MOOUIBHOTO TIepejaBaHHs JaHHX.

3. AKTyalbHICTb: YUCIIO TJISJa4iB OHJIaHH-Bi/Ie0 Ta KOPUCTYBAUIB COLIAILHUX MEPEX y KpaiHi.

4. TotoBHiCTh: I poOBa TPaMOTHICTH HaceIeHHS [§].

{06 00’eqHaTH pe3yabTaTH, CIiJ B3ATH NPTy OOMEXYBaIbHY YMOBY — HasBHICTD TOKPUTTSL.
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3BaXkalouM Ha BaroMi MO3WTHBHI Haciiaku nudposizauii B YkpaiHi, 3HauHy (hiHAHCOBY 1 TEXHOJOTIUHY
MiATPUMKH KpaiH-TIapTHEpIiB Ta il ypsiiy Haja CTapToM po3ropTaHHs Mepexi 5G mocriiiHo mpautorots. Lle
BU3HAYAIOTH BiATIOBITHI KPOKH:

— ¥V 2017 poui BuiimmoB Yka3 Ilpesmmentra Ykpainu mpo BupoBamkeHHS 5G Ha Tepuropii Hamioi
KpaiHu.

— ¥V 2019 poui 3yctpiu [Ipesunenrta Yipainu Bomogumupa 3eJI€HCEKOTO 3 TOJOBHUMH iHBECTOPAMH
PO3BHUTKY TEJICKOMYHIKalliHHIX TEXHOJIOTiH Ta TOTOBHICTh YKpaiHH A0 CIIiBIIpaLli.

— ¥V 2021 poui Buitmna IlocranoBa Kabimery MinicTpiB VipaiHH NIpo IMOYATOK TECTYBAHHS
MoOiTbHOT Mepexi SG B Ykpaini. Y npoMy polii BigOyocs myOiidHe TeCTyBaHHS 0€3JpOTOBOTrO 3B'SA3KY I'ATOTO
mokosinus. [10].

— 27 mororo 2023 poxy CIIA Tta VYkpaiHa mignucaid MEMOpPaHIYM NpPO B3aEMOPO3YMIHHS Ta
CHIBIIPALIIO B Tajly3i TEJIEKOMYHIKaIliif Ta BIPOBaKeHHs! MOOLIEHOTO 3B 513Ky 5G.

— 28 mororo 2023 poky BepxoBuuii Cyn Ykpainu BigmouB TOB “YkpaiHChKi HOBITHI TEXHOJIOTIT”
(xommmHi omepatop Freshtel) y mpomomskeHHi TepmiHy nii ineH3ii Ha KOPHUCTYBaHHS paJiodacTOTAMH y
miamazoHi 3400-3600 MI'm. PimenHs aprymMeHTyBamu THM, IO “YKpaiHCBKI HOBITHI TexXHoJoOrii” He
BUKOPHCTOBYBAJIM BHJIUICHI YacTOTH 3a IPU3HAYCHHSAM, HE Yy IOBHOMY O00Cs31 IUIATHIM 32 KOPHUCTYBaHHS
pamiouyacTOTHHM PEeCypcoM 1 NPHUIHHWINA TOAaBaTH 3BIiTHICTh. Lle pimeHHS (akTHYHO BIAKPWIO OBEpi IS
BIPOBaKeHHS 5G MPOBITHIMH OTIEPaTOPaMHU MOOUIBHOTO 3B'A3KY.

SKi Kpoku MOTPiOHO 3podUTH [T BIipoBaKeHHA 5SG B YKpaiHi:

1. BcraHoBuTH craHmaptH (CYKyNHICTh IapameTpiB paJiOXBWib, TEXHOJIOTIsl Teperadi Ta
MIPOTOKOJIN);

2. Buginutu yacrotu (3amisHHs yacToTh Aianazony 30-300 I'Ti).

Oneparopu (Vodafone Ykpaina, Kuiscrap, Lifecell) takox Haromocunu, 1mo po3010KyBaHHs 4acTOT y
miamazoni 3400-3600 MI'1p 3arajioM € TMO3UTHBHHM KPOKOM YpSIy 1 3 TEXHIYHOTO Ta IOPHUIHMYHOTO MHOTIISALY
niiicHo HaOmmkae BrpoBapkeHds 5SG B Ykpaiui [7].

3. Ownoutu iHppactpykrypy (5G He 3aminute 4G, a npauoBaTHME NapajeibHO 3 ICHYIOHYOIO
1HGPACTPYKTYPOIO; IPUCTPOT IEPEMUKATUMYTHCS MK MEPEKAMU).

B 1ieii yac nepiroueprosuii Gokyc KoMmaHii — 3a0e3neueHHs 0e3mepebiiiHOro 3B'I3Ky Ta nepenaBaHHs
MaHUX U1 a0OHEHTIB HAa OCHOBI HAsSBHUX TEXHOJIOTiH, MATPUMAaHHS MeEpeXi B YMOBaxX BiIKIFOUCHHS
€JIEKTPOEHEPTii Ta BIIHOBICHHS MOIIKOKEHOI iH(pacTpykTypH. BomHouac oneparopu mposoBXKyOTh TOTYyBaTH
TEXHOJIOTIYHY OCHOBY JJIsl Mai{OyTHHOTO BIPOBAXKEHHS HACTYITHUX TEXHOJOTIYHNX CTAHAAPTIB, 30Kkpema 5G.

OpienTanis Ha Texaonoriudi kommnanii Huawei, Ericsson Ta NokKia, siki iHBECTYIOTh KOIITH Ta OOPIOTHCSI
3a puHOK Ykpainu. HeoOXigHo BpaxoByBaty, mo kommnanis Huawei 3Haxoauthbes min cankmismu y CIIA ta €C,
SIKi T1J103PIOIOTHCS B HASIBHOCTI MPUXOBAHUX TPOrpaM B TEIEKOMYHIKaI[IiHHOMY 00Jia/IHaHHI 1IbOTO BUPOOHHUKA.

JlMBJISYKMCh Ha Lie, CKOpillle 3a BCE KJIFOYOBI POJIi Y PO3BUTKY PUHKY B YKpaiHi 3irpatoTh BUPOOHUKH
TeNeKOMYyHiKaliliHoro ycraTtkyBanHs Ericsson i Nokia [7].

4. 30inbLICHHS KUIbKICTI TpuiaaiB 3 miaTpuMkor0 5G (abOHEHTChKI NPUCTPOI TMOBHMHHI CTaTH
PO3YMHIIINMH Ta MOTYKHIilAMH, 3amiHa SIM-kapt 3 mosBoro 5G).

Cranmapt MOOUTBHOTO 3B'SI3Ky M'SITOr0 TMOKOJIHHS NEpeayciM NpHHEeCe KOPUCTh Oi3Hecy. Jis
3BHYAHUX a0OHEHTIB IBUIKOCTI Ta MPOIYCKHOT CIPOMOKHOCTI 4G BUCTaYae 3 roJ0BOIO, HABITh SAKIIO HACTHCS
npo meperiyg Bimeo y hopmati 4K. A ot 5G HeoOXimHUHN I PI3HUX TaTy3el MPOMHUCIOBOCTI [7].

Yactka xopuctyBauiB 4G nmo 2024 poky B VYkpaini craHoButume 50%, 3G — 42%, mi mani Oyino
npe3eHToBaHo 3 nocmnanHsiMu Ha GSMA. [IporukHeHHsT cMapTdoHiB 3 miarpumkoro 5G y mepexi Lifecell noci
mernnre 10% Bij 3aranbHOi KUTBKOCTI, IO 3aMayio JUIS IIMPOKOTO PO3TOPTaHHSA HOBOI TexHosoril. s
MOPIBHSAHHSA, KUIBKICTB criokuBadiB 5SG y CILIA cranoButnme 63%, y 3axigniit €spori 40%.

Bapricte nosBu 3B'13ky 5G B YkpaiHi 3anexaTuMe BiJ TEpMiHIB ii BIPOBaDKEHHS, BiJ TOr0, KOJIH
3'SIBUTBCS YAaCTOTHUH pecypc, fK caMe BiH BHKOPHUCTOBYBaTUMEThCA. Lli UMHHHKM BIIMBATUMYTH OOCST
iHBecTHLIH. SIKIO omepaTopn MOOLTEHOTO 3B’ SI3KY, AKi 3apa3 iHBecTyI0Th B Mepexi LTE, 3akmaayTh TeXHIYHHIHA
6a3uc A MOJANBIIOT0 BIPOBaKEeHHS SG, TO MOAANbII iHBECTHUIIIT Oy IyTh MEHIITUMH.

BaxmmBo, sKy Oi3HeC-MOZENs BHUKOPHUCTOBYBaTHME omeparop. Um craHe BiH HYHCTO CepBic-
poBaiiepoM abo orepaTopoM, SIKUi po3poOIIsITUME TPOTPaMHU, CEPBICH 1 TpoJaBaTHMeE IIi TOCIyTH [6].

3aranoMm, HE3Ba)KalOUW Ha TNPUUHATTA Ha JEPXKABHOMY piBHI HOPMAaTHBHO NPaBOBHUX aKTIB,
CIPSIMOBaHNX Ha BUKOPHCTAHHS pajioyacToT ¥ yIpoBaPKeHHsS MOOUTHHOTO 3B'13Ky 5G, My Hapasi nepeGyBaeMo
cepell ayTcaii/iepiB 3a BIIPOBaDKEHHAM 5G yHACHiJIOK NMPUYMH TEXHIYHOTO, IHCTUTYLIHHOTO Ta €KOHOMIYHOTO
Xapakrepy. 3 METOI0 pe3yJbTaTHBHOTO BIIPOBA/UKEHHS MOOIUIBHOTO 3B'SI3KY M'SITOTO MOKOJIHHS JiepKaBa Mae
3a0e3NeunT 3JIHCHEHHS HAayKOBO OOIPDYHTOBAaHMX pO3PaxyHKIB Ta EKCHEPTHUX OILHOK BapTOCTi
pamiogacToTHOro pecypcy S5G-3B'SI3Ky, YNOCKOHAJIEHHS HOPMAaTHBHO-TIPaBOBOi  0a3W, JIIEH3YBaHHS
BUKOPHUCTAHHS Pa/lioyacToT, MPOBEISHHS TOPTiB Ta BUaYi JileH31l HA Ooro BUKOpUCTaHHA. [IpiopureT y oMy
— 11e 3a0e3MedeHHs 3aX0/1iB HAIIICHNX Ha MiATPUMKY BIpoBakeHHS 5SG B YKpaiHi, BAKOPUCTOBYIOUHN HOIMUT Ha
MIPOJIYKIIiIO Ta 3aIliKkaBieHicTh Oi3Hecy [14].
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Bukopucranns 5G B 00opoHHIH cdepi MoKe MaTH YMCIICHHI IepeBaru sl BINCHKOBHX, IO MOXeE
MOKPAIIUTH e()EeKTUBHICTh Ta MOXKJIMBOCTI BICHKOBHUX Ormiepaltiii. /[0 HalO1IbII BATOMUX Ma€EMO BiJTHECTH:

—  BEJHKY IPOIYCKHY 3[aTHICTh Ta MBUAKICTH Tepenadi JaHuX, [0 OCOOIMBO BaXKIUBO JJIS OOMiHY
BEIMKUMH obOcaramu iHQopmalii, Takoi SK BENWKI Bifeo- Ta aydiONMOTOKH, T€OTPOCTOPOBI JaHi, Ta BEIHKi
(hatinm;

—  MOJIMBICTB HiATPUMKH BEJIHUKOI KITBKOCTI OHOYACHO MiAKIIOYEHUX MPUCTPOIB, IO BAXKIIMBO IS
PO3BHUTKY BETMKUX Mepek BiChKOBOTO obnagHanHs, [oT-ipucTpoiB, APOHIB Ta iHIINX CUCTEM;

— prpoBamkeHHs AR T1a VR 1ms cumynamiid, HaBYaHHSA, PO3BINKM Ta IHIINX BIHCHKOBHX
3aCTOCYHKIB;

—  KepyBaHHS Ta KOoOpAWHAIiSA Oe3minoTHHX TpaHcmopTHi 3acobm (BIUJIA, pobotm) y pexumi
peaLHOTO Yacy, o MoXe OyTH BaXJIMBO I PO3BIIKH, PATYBAJbHUX OIlEpaliil Ta HOCTaBOK;

—  3pocraroumii (pokyc Ha KiOepOesmeri B 3B'SI3Ky 3 BCIMKAM OOCATOM JaHUX Ta KUIbKICTHO
MIKIIOYEHUX TPUCTPOIB, YOCKOHAICHHS KiOEP3aXHUCTy BIHCHKOBUX CHCTEM;

—  3a0e3neyeHHs THYYKOCTI YIPaBIIiHHS MEPEXEI0 Ta IIBHJKOTO pearyBaHHs Ha 3MiHH B 0OCTaHOBIII
Ta BUMOTHY BIHCHKOBHX OICpAIliif.

MoKJIMBI HanpsIMU BUKOPUCTAaHHs TexHOIOTii SG B 000poHHii cdepi Ykpainu, 1ie Hacamrepen;

1. TlokparmieHHs BifiCBKOBOTO CIIOCTEPESIKCHHS Ta 300py po3BigmaHux (meperady BijgeomarepiaitiB 3
JIPOHIB Ta IHIIMX HNPUCTPOIB CHOCTEPEKEHHs, BIIICHKOBOCIYKOOBIII MOXKYTh MIBHIKO Ta OE3NEYHO OTPUMYBATH
noctyn o nanux) [11].

2. BilicpkoBHii 3B’30K, KOMaHAYBaHHS Ta YHPaBIiHHA (3a0e3ledyBaTH MIBUAMNN 1 Oe3nmeuHimmi
3B’S30K, OUTBII epeKTHBHE KOMAaHAYBaHHS Ta KOHTPoIs) [11].

3. Iepearu Oesmexkun 5G it 0OOPOHHOI MPOMHUCIOBOCTI (HOKpameHW KOHTPOJIb 1 MOKpaIlieHa
MIBUJIKICTh, TPOITyCKHA 3AaTHICTh 1 HaAidHICTh Mepexxk 5G HOMOMOXXYTh OOOPOHHHM OpTraHi3amisM 3aXUCTHTH
CBO{ JJaHi Ta MEpeXki BiI MOTEHIIHNX 3arpo3) [13].

4. 3MiHHTH BIACHKOBY JIOTICTHKY Ta YIPaBIiHHS JAHIIOTOM IIOCTaBOK (MOHITOPHHTY PECypCiB Y
PEXUMI pearbHOTO 4acy, MO3BOJSIOYM BiHICHKOBHM IIBHAKO OIIHIOBATH DPIiBEHb IIOCTAYaHHS Ta BiAIMOBIIHO
posroptaru pecypen) [9].

5. BuKopuCTaHHS U1 aBTOHOMHHUX CHCTEM 30poi B 000pOHHIN MTPOMHCIOBOCTI (BUKOpUCTaHHS 5G y
po3po0I1i aBTOHOMHHX cucTeM 30poi) [13].

3BicHO, npu BhpoBa/pkeHHI SG B 000poHHIN cdepi HEoOXiqHO BpaxOByBaTH NMUTAaHHs KiOepOesmekwu,
CTaHIapTHU3AIli] Ta YIPaBIiHHS CYMICHICTIO /TSl 3a0€3MeYCHHS HAWBUIIIOTO PIBHS €PEKTHBHOCTI Ta OC3IECKH.

OIiHIOI0YH, MOXKJIMBOCTI BUKOPUCTAaHHS S5G B 000pOHHIH cdepi, Cimi 3a3HAYUTH, 110 [1€ BUMOTA Yacy
3a CTpaTeriyHUMH IepeBaramMu, SKi 3MOXYThb JONOMOITH IOKpAIIUTH (YHKUIOHAJIbHICTh Ta €()EeKTHUBHICTH
00opoHHuX cui. [TiBHIIEHHS MIBUAKOCTI, MPOMYCKHOI MOXJIMBOCTI, 00’€My mepenadi AaHUX, MiAKIIOYEHHS
BEJIMKOI KUTBKOCTI TPUCTPOi (MaTYMKIB) Ta IX KOOPIMHAIIO, BHKOPHUCTAHHS IHTENCKTYaJIbHHX CHCTEM Ta
IITYYHOTO IHTEJIEKTY, KepyBaHHS Ta KOOPJAMHALIT aBTOHOMHHX TPAHCIIOPTHUX 3aC00iB Ta e()eKTHBHE BUSBICHHS
Ta BiIBepTaTH KibepaTak Ha CHCTEMH OOOPOHH.

i ¢yskmii poOisate TexHONOTIFO 5G BaXIMBAM EIEMEHTOM [UIS MOJEpHI3alii Ta MOKpalICHHS
o0oporHUX cucteM. OTHAK, CIiJl BPaXOBYBAaTH Ta e€(DEKTUBHO BHPINTYBATH NMHUTAaHHA KiOepOEe3MmeKu, OCKUIEKH 3
BUKOPUCTAHHSIM HOBUX TEXHOJIOT1H 30UIBIIYETHCS 1 IMOBIPHICTH KibepaTax.

BucHoBok

OaHuM 3 DKEpelT TPYAHOIIB Y KOMYHIKAIll 3 TOTCHIIIHHUME CHoXuBayamMu 5SG-MOCTIYT € PO3PUB MiXK
X OYiKyBaHHSIMH Ta JIOCTYITHHMH MOXJIMBOCTSIMH. AJle IIPOCYBaHH:I, OL[IHKA IepeBar Ta J0csrHeHb Mepexi 5G
MOKAa3y€e MEPCIEeKTHBH Y TMOAAIBIIOMY PO3BUTKY Ili€l cepu Ta 3HAYHOTO 3POCTAHHS CETMEHTIB €KOHOMIKH
JIep)KaBH, HACEJICHHS sIKEe BiJUyBae HEOOX1IHICTh MPOHKUKHEHHS 5G MPHUCTPOIB y OOYT Ta HEWMOBIPHUIT porpec
HOT0o BUKOpPHCTaHHSI.

BaxnuBumu odvikyBaHHSAMH JUIs YKpaiHM OyAyTh €KOHOMIYHE 3pOCTaHHS, IHHOBAaIil B HAYKOBHX
JMOCITIKeHHsX, miarpumka Iamyctpii 4.0, pospurok Smart Cities, IBHIKICHHA Ta CTaOiMIbHHUN I1HTEPHET,
PO3BUTOK TeJIEMEUINHH, HAPOIyBaHHS 000POHO3/IaTHOCTI JIep KaBy.

BaxnuBo 3ayBakuMTH, IO pa3oM 3 IepeBaraMu BHUKOPHUCTaHHA 5G NpPUXOIATH IHTAHHS IMIOJO
KibepOe3neku, KOH]iIeHLIHHOCTI JaHUX Ta IHQPACTPYKTYpHOI CTIHKOCTI, SIKI NMOTpiOHO BHpILIyBaTH JUIS
MaKCHUMaJIbHOI KOPHUCTI Ta OE3MEeKH.
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