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Abstract. The study investigated modern neural network architectures for efficient real-time recognition of QR
codes, which is critical for the development of mobile applications and industrial control systems. The study analysed
the features of using light convolutional neural networks optimised for operation on mobile devices with limited
computing resources. A modified architecture was proposed that strikes a balance between speed and accuracy when
processing a video stream, achieving a recognition rate of 30 frames per second on standard mobile processors. A
multi-stage decision-making mechanism based on the Early Stopping Mechanism (ESM) has been developed to
optimise image processing. An adaptive filtering method using a median filter and morphological reconstruction was
implemented, which substantially improved the quality of input data. The proposed architecture included a specialised
preprocessing module and a system of residual-and-excitation blocks to improve recognition efficiency. Experimental
studies demonstrated a 12-15% increase in the system’s real-time performance compared to the baseline models when
processing a video stream. The system successfully recognised QR codes in poor lighting conditions and non-standard
tilt angles with an accuracy of over 92%. A 27% reduction in computational complexity was achieved while maintaining
high recognition accuracy. The developed method efficiently processes images with geometric distortions even in
conditions of limited resources. The study developed the theoretical foundations of optimising convolutional neural
networks for computer vision tasks, offering new approaches to balancing recognition efficiency and accuracy. The
practical significance of the study was confirmed by the possibility of direct integration of the developed system into
mobile applications and industrial quality control systems, while the proposed optimisation methods can be adapted to
a wide range of computer vision tasks on mobile platforms

Keywords: convolutional neural networks; mobile devices; video stream processing; Early Stopping Mechanism;
residual-and-excitation units; computer vision

Introduction

The relevance of studying neural network architectures for
real-time QR code recognition is conditioned by the rapid
development of mobile technologies and the growing need
for fast and reliable processing of visual information. Con-
ventional QR code recognition algorithms based on classi-
cal computer vision methods often demonstrate unsatisfac-
tory performance when working in challenging conditions:
low light, non-standard viewing angles, or obstacles. The

Suggested Citation:

problem of ensuring stable operation on mobile devic-
es, where computing resources are limited, is particularly
acute. The use of neural networks allows creating more
adaptive recognition systems that can work effectively in a
variety of conditions while maintaining high performance.

An analysis of recent research showed great progress
in the development of QR code recognition methods using
neural networks. S. Bhatia & A.S. Albarrak (2023) proposed

Serediuk, H., & Garmash, V. (2024). Neural network architecture for real-time QR code recognition. Information Technologies
and Computer Engineering, 21(3), 9-19. doi: 10.63341/vitce/3.2024.09
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an innovative architecture based on XAI-faster RCNN for
supply chain management systems. Their study found that
the combination of blockchain technologies with neural
networks can achieve recognition accuracy of more than
95% even in poor lighting conditions and provide reliable
authentication of goods.

E. Borandag (2023) made a significant contribution to
the development of recognition methods by developing an
integrated system based on IoT and image processing. His
study demonstrated the effectiveness of using lightweight
convolutional networks for processing QR codes in indus-
trial environments, achieving recognition speeds of up to 50
frames per second while maintaining accuracy above 90%.

F. Liu et al. (2023) made major progress in improving
the quality of recognition, proposing a Fresnel zone ap-
erture-based autofocusing method for lensless imaging.
Their approach considerably improved the clarity of OR
code images in demanding optical conditions. N. Dong et
al. (2024) presented a revolutionary approach to blurred
OR code recognition using generative adversarial networks
(GANs) combined with attention mechanisms. Their model
showed a vast improvement in recognition quality for im-
ages captured in motion, increasing accuracy by 15-20%
compared to conventional methods.

L. Huo et al. (2021) developed an Al-based recognition
system that pays special attention to optimising comput-
ing resources. Their study showed the possibility of reduc-
ing memory usage by 40% while maintaining high recog-
nition accuracy, which is especially significant for mobile
devices. K. Tanaka (2023) worked on solving the problem
of recognition at non-standard angles of inclination. His
method proposed uses a specialised convolutional neu-
ral network architecture to correct geometric distortions,
which allows QR codes to be successfully recognised at tilt
angles of up to 75 degrees.

T. Manickavasagam et al. (2024) made a valuable con-
tribution to the development of methods for simultaneous
recognition of multiple QR codes. The researchers’ image
processing-based system helps to efficiently decode sever-
al OR codes simultaneously with high accuracy even when
they partially overlap. P. Wang et al. (2023) presented a
comprehensive study of the application of artificial intel-
ligence algorithms for data recognition systems, including
OR codes. Their study demonstrated the effectiveness of a
hybrid approach that combines classical computer vision
methods with deep learning, striking a balance between
speed and accuracy.

S. Scanzio et al. (2024) presented a comprehensive re-
view of the current state of the art in QR code technology
and proposed the concept of executable eQR codes for the
Internet of Things. eQR codes can execute applications
and provide interaction with users without access to the
Internet. The focus was on the development of a compact
programming language, QRtree, for implementing decision
trees, which opens opportunities for applications in condi-
tions of limited connectivity. E.S.K. Siew et al. (2023) devel-
oped a web-based management system that combines QR

code recognition technologies with biometric data. Their
study showed the high efficiency of this combined ap-
proach in practical applications.

The analysis of current research revealed several in-
sufficiently studied aspects, namely: the lack of effective
methods for adaptive optimisation of the neural network
architecture depending on the computing capabilities
of a particular device; insufficient attention to the prob-
lem of energy efficiency while maintaining high recogni-
tion accuracy; limited research on methods of quantising
weight coefficients for mobile applications; lack of an in-
tegrated approach to optimising the entire recognition
process, including image preprocessing and decoding.

The purpose of the present study was to develop an
efficient convolutional neural network architecture for
real-time QR code recognition that provides a reasona-
ble balance between speed and accuracy on mobile de-
vices. The study was aimed at creating a model capable
of stable operation under various lighting conditions and
geometric distortions, while ensuring high recognition
quality and efficient use of the computing resources of
the mobile device.

Materials and Methods
The development and optimisation of a convolutional neural
network architecture for real-time QR code recognition was
based on a step-by-step approach that included architecture
development, optimisation, and experimental validation.
Dataset and testing conditions
To train and test the model, the study employed a dataset
containing 10,000 images of QR codes captured in various
filming conditions. The dataset included:

7 7,000 images for training;

7 1,500 images for validation;

7 1,500 images for testing.

The images were captured under varying lighting
conditions (50-1,000 lux), tilt angles (0-45 degrees), and
distances to the camera (10-50 cm). The testing was per-
formed on standard 2.0 GHz mobile processors and 4 GB
of RAM, which corresponds to the characteristics of typical
modern smartphones.

Image preprocessing methods

The development of a multi-stage process for pre-process-
ing input data was based on the adaptive filtering method
proposed by B.M. Kiat et al. (2023). The process included:

1. Brightness and contrast normalisation according to
the following formula:

(1- Imin)

= OCxk
(Imax - ’min)

Lyorm + B 1)
where o and f are normalisation parameters that are adap-
tively adjusted depending on the lighting conditions, I is
the input image, while I . and I are the minimum and
maximum pixel intensity.

2. Filtering noise using an adaptive median filter:
(x, y)=median( I(x-k:x+k,y - k:y+k)), (2)
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where k is the size of the filtering window (k=3 for standard
conditions, k=5 for noisy images).
Neural network architecture
The development of an optimised architectural convolu-
tional neural network was based on the findings of N. Dong
et al. (2024). This method includes:

1. First convolutional layer (Convl) with 32 filters of
size 3x3, described by the following formula:

Fy=0(3 o33, S I+ m, j+n, ¢)- W(m, n, ¢, k) +b,(K),(3)

where ¢ is the ReLU activation function, W; is the weight-
ing matrix, b; is the offset parameters.

2. Maximum subsample layer (Pooll) with a 2x2
window:

p max

13,4,k = Oﬁm,nle(l(2i+m,2j+n,k)’ (4)

3. Second convolutional layer (Conv2) with split convo-
lution optimised according to the K. Tanaka’s (2023) method:

Fyopo=0(m=32_ 52 P(i+m,j+n,k)- W, (m, n, k). (5)

Optimisation methods
To increase efficiency, the following was used:

1. Quantisation of weighting coefficients to 8-bit for-
mat by R. Wang et al. (2023):

Wines = round (oLeaszWmin 555y 6)

Wimax=Wmin

where W, is the quantised 8-bit value; W, ., is the
original 32-bit floating point value; W . and W __are the
minimum and maximum values of the weighting coeffi-
cients in the layer; round() — rounding operation to the
nearest integer; multiplication by 255 is used to scale
values to a range [0,255].

2. Early Stop Mechanism (ESM) with adaptive deci-

sion threshold:
DM=IQSFLC > 6, (7

where IQS is the image quality assessment, FLC is the first
layer trust metric, 6 is the empirical threshold (6 =0.75).
Performance assessment
The system’s effectiveness was assessed by the following
metrics:
1. Recognition accuracy:
TP+ TN

RA = — 22T % 100%. 8)

TP+ TN+ FP +FN

2. Average frame processing time:
1. i i
AFPT = ;l = {(:1 (T;n"ocess (1= ESMY)). )

3. Memory usage and power consumption compared to
the base model.

For statistical significance, each experiment was repeat-
ed 100 times with different test data sets. The valuation was

performed on standard mobile processors to ensure that the
results are relevant to real-world conditions.

Results and Discussion

Real-time recognition of QR codes is of considerable sci-
entific and practical interest due to the widespread use of
this technology in various spheres of life. Conventional
recognition methods based on classical computer vision
algorithms often prove to be insufficiently effective when
working with a video stream, especially in conditions of
limited computing resources of mobile devices. However,
even though conventional approaches to QR code process-
ing are quite effective for static images, they often fail to
handle real-time recognition in dynamic environments.
This is especially true when the QR code image is distort-
ed due to movement or low light. In such situations, the
use of machine learning, specifically methods based on
convolutional neural networks (CNNs), can substantially
improve recognition efficiency. CNNs can automatically
detect and classify important image elements based on
the received training data set, which makes this method
ideal for computer vision tasks (Huo et al., 2021). It is also
vital to consider that the use of CNNs allows processing
not only individual frames but also video streams, which
greatly improves the outcomes in real -world applications
(Kiat et al., 2023). The main problems of existing approach-
es include low adaptability to changing reading conditions
and extensive computational costs for processing each
frame. Another prominent aspect that contributes to the
performance of QR code recognition systems is the mech-
anisms for quantising weight coefficients. Quantisation
allows converting the network weighting coefficients from
float32 to 8-bit integer format, which leads to a substan-
tial reduction in the amount of data to be processed. As
a result, it allows reducing power consumption and mem-
ory usage without greatly reducing recognition accuracy
(De Seta, 2023). Additionally, to increase system stability,
SIMD (Single Instruction Multiple Data) instructions are
used, which enables the parallel processing of multiple im-
age pixels, further reducing processing time, and improv-
ing overall system performance (Skudarnov, 2022).

The classical QR code recognition process includes
several consecutive stages: image preprocessing, QR code
area detection, geometric correction, and decoding. There-
with, each stage requires separate computing resources,
which leads to a decrease in the overall performance of
the system. Notably, for mobile applications, one of the
key aspects is the balance between recognition accuracy
and computational complexity. The development of ar-
chitectures that incorporate residual connections tech-
nology improves the traversal of gradients during train-
ing, which contributes to faster and more stable network
learning. Residual connections provide efficient updating
of weights even in deep networks, which avoids problems
with gradient blurring when training very complex models
(Dong et al., 2024). This technology is particularly useful
for processing distorted QR codes or images with partial
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interference, where standard methods may not be suffi-
ciently accurate. Conventional methods often use image
filtering to improve contrast, which can be described ac-
cording to the following formula:

Lnocay = 5o S5 ot i,y +)-KG, ), (10)

where I, ..., is the pixel value after filtering, is the input
pixel value, K(i, j) is the filter kernel of size (2k+1) *(2k+1),
k is the kernel radius. For example, if k=1, the kernel will
be a 3x3 window (with values in the range fi=-1toi=1 and
j=-1 to j=1. Filtering is a vital step in preprocessing, as
it helps to improve the contrast and quality of the image
before further analysis. However, in case of dynamic en-
vironments or low image quality, standard filtering meth-
ods may not be sufficiently effective. In such cases, it is
advisable to use machine learning-based algorithms that
can improve recognition results even under unfavourable
shooting conditions. Specifically, convolutional neural
networks showed major progress in real-time code recog-
nition (Huo et al., 2021).

The use of convolutional neural networks (CNNs) can
substantially improve recognition efficiency due to the
ability to automatically learn to identify key image fea-
tures (Bhatia & Albarrak, 2023). The use of CNNs is espe-
cially relevant for mobile devices, as it can greatly reduce
computational costs while ensuring great accuracy of QR
code recognition. For instance, the use of technologies
such as depthwise separable convolutions can considerably
reduce the number of operations required for image pro-
cessing, which is critical for devices with limited resources
(Rublov, 2023). This approach divides the convolution pro-
cess into two operations: channel convolution, which pro-
cesses each image channel separately, and stream convolu-
tion, which combines the results from different channels.
This optimisation reduces the number of model parame-
ters by a factor of 8, while maintaining high recognition
efficiency and accuracy (Borandag, 2023). The basic con-
volution operation in CNN can be represented as follows:

F(i, ) =3 S I+ m, j+m)- Wim,m), (1)
where F(i, j) is the convolution result, I is the input image,
W is the weighting matrix (convolution kernel) of size M*
N. M is an index denoting the horizontal shift in the filter
(kernel) relative to the current pixel position (i, j)(, j)(i, j)
in the image. Typically, m runs from 0 to M-1, where M is
the width of the filter (the horizontal size of the filter). N
is an index that indicates the vertical offset in the filter

relative to the current pixel position (i, j)(i, j)(, j). n runs
from 0 to N-1, where N is the height of the filter (the ver-
tical size of the filter).

Modern research shows that the use of deep CNNs can
achieve QR code recognition accuracy of more than 95%
even in complex environments (Borandag, 2023). Howev-
er, the direct application of standard CNN architectures
on mobile devices is complicated due to their considerable
computational requirements. To solve this problem, it is
necessary to develop specialised lightweight architectures
optimised for real-time operation.

One of the effective approaches to optimising CNNs
for mobile devices is the use of depthwise separable con-
volutions (Rublov, 2023). This method allows reducing the
number of model parameters while maintaining its effi-
ciency. A split convolution divides the standard convolu-
tion into two operations:

1. Depthwise convolution:

F i), =30 i Ii+m, j+n, k) Wim,n, k). (12)
2. Pointwise convolution:
F (i, ), D=2 FG, j, k) - W (k, D), (13)

where k is the input channel index, [ is the output channel
index, W, and W, are the respective convolution kernels.

The total number of parameters when using split con-
volution is reduced from M *N *K *L to M *N *K+K *L,
where L is the number of output channels, which is espe-
cially significant for mobile applications (Chou et al., 2015).
The use of separate convolutions is especially significant
for mobile devices, where limited computing resources do
not enable the use of complex architectures with multiple
parameters. Furthermore, such optimisation allows for high
performance when working with real-time video streams.
Reducing the number of parameters allows achieving a bal-
ance between performance and accuracy, which is critical
for applications in mobile devices (Liu et al., 2023).

The present study proposed a neural network archi-
tecture (Fig. 1) optimised for real-time QR code recogni-
tion on mobile devices. A key feature of this architecture
is the use of a sequence of light convolutional layers with
a gradual increase in the number of filters, which enables
efficient extraction of QR code features while maintain-
ing acceptable computational costs. The key layers of the
network are shown: the input layer, convolutional layers
(Conv1, Conv2) with 3x3 kernels, a subsample layer (Pool1)
with a 2x2 window, and a full-coupled layer (FC Layer).

Input Conv1 Pool1 Conv2
Image 3x3,32 22 3x3, 64 FC Layer

Figure 1. Convolutional neural network architecture for real-time QR code recognition

Source: developed by the authors of this study
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The first convolutional layer (Conv1l) uses 32 3x3 fil-
ters to extract the basic features of the image. Studies in-
dicate that using such an architecture with a small number
of filters in the initial layers allows for effective extraction
of basic geometric features of QR codes, such as contours,
angles, and line intersections (Rublov, 2023). After the first
convolutional layer, a subsampling operation with a 2x2
window is applied, which reduces the spatial dimension-
ality of the data while preserving the key characteristics of
the image. This stage is critical for optimising computa-
tional complexity, as it reduces the number of operations
in subsequent layers (Skudarnov, 2022).

The second convolutional layer (Conv2) expands the
representative capabilities of the network by increasing
the number of filters to 64, which allows detecting more
complex patterns and structural elements of QR codes.
Experimental studies confirmed that this configuration
provides a reasonable balance between recognition quali-
ty and computational costs for mobile applications (Tsai et
al., 2023). An essential feature of the proposed architecture
is the use of residual connections between convolutional
layers, which improves the traversal of gradients during
training and increases the stability of the network (Dong et
al., 2024). This modification allows achieving better con-
vergence during training and increasing the recognition
accuracy of complex cases, such as partially damaged or
distorted QR codes (Wang et al., 2023).

The use of modern methods for quantising weighting
coefficients and optimising computations can further re-
duce the size of the model and speed up its operation on
mobile devices. Therewith, experimental studies suggest
that even after such optimisation, the network retains high
recognition accuracy exceeding 95% on standard test data-
sets (Wardak et al., 2023).

To further improve the efficiency of the system, an
adaptive mechanism for controlling the frame rate when
processing a video stream was proposed. This mechanism

automatically adjusts the interval between processing
successive frames depending on the computing capabil-
ities of the device and the current shooting conditions
(De Seta, 2023). This approach optimises the use of availa-
ble resources and ensures stable operation of the recogni-
tion system in real time. Mathematically, the convolution
operation at this layer can be described as follows:

F\(i,), k) =0(X], _ Zi o 2o+ m, jn, gW+b, (k), (14)

where is the activation value of the k” filter in position (i, j),
I is the input image with C channels, are the convolution
kernels, are the offset parameters, sigma is the ReLU (Rec-
tified Linear Unit) activation function, Y is the repression.
After the first convolutional layer, the maximum sub-

sampling operation (Pool1) is applied with a 2x2 window:
P(i, j, k)=max

2i+m, 2j+n, k). (15)

0§m,n£1F1

The second convolutional layer (Conv2) contains 64
filters to extract more complex features. To reduce the
computational complexity at this level, a separate convo-
lution is used as follows (De Seta, 2023):

Fz(i']" k) =
= 0 (Sheo Bheo(Pi(E + o + 1 O Woa(mm, K)) ), (16)

31
Pap(i1,D = 0 (Sheo (PG IOWy (K, D) F + b2 )(AT)

where W,, ma W, are the split convolution kernels, b is
the offset parameter. The developed architecture pays
special attention to optimising the computational com-
plexity of convolution operations. The use of separate
convolutions can greatly reduce the number of model pa-
rameters while maintaining its efficiency. Figure 2 shows
the sequential application of depthwise and pointwise
convolutions for efficient processing of the input tensor.

Input HxWxC Pointwise
HxWxC Depthwise HxWxC

3x3 depth

1x1 point

Figure 2. The structure of the split convolution used in the proposed architecture

Source: developed by the authors of this study

The total number of parameters in a standard convo-
lution is as follows:

P =K XK xC

{standard} {in

<€

{out}?

(18)

where K,, K are the dimensions of the convolution kernel,

Ciinp Cpouy @re the number of input and output channels.

When using split convolution, the number of parame-
ters is reduced to:

P - (K, <K, > C{in}) + (C{in)xC

{separable {out)) °

(19)

For typical parameter values (K, =K =3, C,, =32,
Cpuy = 64), this reduces the number of parameters from
18,432 to 2,304, i.e., 8 times (Borandag, 2023).

A crucial aspect of the network is the real-time pro-
cessing of incoming data. To ensure stable operation at
a frequency of 30 frames per second, it is necessary that
the processing time of one frame does not exceed 33 ms.
The total frame processing time can be represented as

follows:

T

{total)zT{preprocess) T(network}+ {postprocess}’ (20)
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where T

{preprocess}
the time of passing through the neural network, T stprocessy 1S
the time of post-processing of results.

To optimise T,,,,,,,» quantisation of network weights

to 8 -bit integer format is used. The quantisation operation
is described by the following formula:

is the image pre-processing time, T, .. is

W{(ints)} = round X

X (\/((WfloatSZ - W{(min)})(W(max) - Wmin)) X 255)’ (21)

where W, ., are the weighting coefficients in float32 for-
mat, W ., W, are the minimum and maximum values of

weights in the layer.

Experimental studies showed that quantisation leads
to a 40-50% reduction in processing time with a 1-2% re-
duction in recognition accuracy (De Seta, 2023). Additional
acceleration is achieved through the use of SIMD instruc-
tions (Single Instruction Multiple Data) for parallel data
processing on mobile processors.

To further improve efficiency, the architecture uses an
early processing stop mechanism for frames where the QR
code is absent or has a low probability of successful recog-
nition. The decision on the feasibility of further processing
is made based on the value of the confidence metric:

(22)

Crrame = %Z{\Ll o (F1)
where F! are the activations of the first convolution-
al layer, N is the number of elements, c is the sigmoid
function. The early stopping mechanism can greatly re-
duce the overall frame processing time, especially when
there is no QR code, or the frame contains a low proba-
bility of successful recognition. This enables the system
to focus resources on frames with a greater probability
of correct recognition. This approach allows achieving
considerable resource savings while maintaining high
accuracy of the system.

Optimisation techniques
and early stopping mechanism
Early stop mechanism for processing. To improve the ef-
ficiency of the system in real time, a multilevel mechanism
for early stopping of frame processing (Early Stopping Mech-
anism, ESM) is proposed. This mechanism allows to signif-
icantly reduce computational costs by quickly eliminating
frames where successful QR code recognition is unlikely.
The decision-making process on the feasibility of fur-
ther processing is based on a cascade analysis of frame
characteristics:

IQS< @

1. Image Quality Score (IQS):

IQS=a-C

+ . + .
contrast ﬂ Csharpness 14 Chrightness’

(23)
where C_ o Cioness Corignmess a7€ the metrics of contrast,
sharpness, and brightness, respectively; a, f, y are the
weighting coefficients.
2. First Layer Confidence (FLC):
1 )

FLC =4 XL 0(F) - w;, (24)
where F! are the activations of the first convolutional layer,
w;, are the weighting coefficients of the activations, N is the
number of elements.

3. Decision Metric (DM):

DM =1QS-FLC > 0, (25)
where 0 is the empirically determined decision threshold.
Calculation optimisation. To ensure stable operation on
mobile devices, a set of optimisation techniques was ap-
plied (Bhatia, 2023):

1. Quantisation of network weights to 8-bit format:

w Wi
Wines = round (M X 255).

max~Wmin

(26)

2. Optimisation of convolution operations using
SIMD instructions:

1
Teonv = Thase "N
simd

(27)
where N, .is the acceleration factor due to parallel processing.
3. Caching intermediate results:

=T +T,  +T, -(1-C

{preprocess} {network} {postprocess hit) + T( P (28)

{total} postprocess

where C,, is the cache hit rate.

A considerable improvement in recognition efficien-
cy is achieved through the introduction of early stopping
mechanisms that optimise the decoding process by stop-
ping further processing when a sufficient level of accuracy
is reached (Tsai et al., 2023). Practical experiments suggest
that it is possible to reduce processing time by 35-40%
without substantial losses in recognition quality. The use
of generative adversarial networks together with atten-
tion mechanisms greatly improves the system’s ability to
recognise blurred QR codes even in complicated shooting
conditions (Fig. 3), which is confirmed by the findings of
W.C. Kurniawan (2019).

E)uality assessment (IQS)]—»[First convolutional Iayer]—> Full processing

FLS<@

Discarded frames

Figure 3. Data processing with an early stop mechanism

Source: developed by the authors of this study
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The introduction of convolutional neural networks
in the determination of the boundary angles of a QR code
substantially improved the recognition accuracy at varying
angles of inclination relative to the camera (Kurniawan et
al., 2019). The integration of artificial intelligence technol-
ogies helped to achieve recognition accuracy rates exceed-
ing 98% even in poor lighting conditions and the presence
of noise in the image (Huo et al., 2021). A comprehensive
image preprocessing method, including adaptive noise fil-
tering and contrast correction, demonstrates an increase in
overall recognition accuracy by 12-15%. The latest develop-
ments in the field of executable eQR codes for the Internet
of Things expand the possibilities of practical application of
this technology (Scanzio et al., 2024). A particularly signifi-
cant aspect is to ensure reliable recognition in the presence
of interference. Smart identification systems for noisy QR
codes that combine classical image processing methods with
modern machine learning algorithms demonstrate high re-
sistance to various types of distortion (Wang et al., 2023).

The integration of blockchain technologies with QR
code systems creates new opportunities for supply chain
management, ensuring full transparency and traceability
of products. Developed systems for decoding multiple QR
codes enable the simultaneous processing of several codes
in real time. Modern web -based management systems that
combine QR code recognition technologies with biometric
data demonstrate high efficiency in practical applications
(Skudarnov, 2022). Improvements in machine learning
methods allow achieving consistently high recognition ac-
curacy even in poor operating conditions.

The development of methods for identifying the
source of QR code printing is vital for security and authen-
tication tasks. The introduction of lensless image autofo-
cusing methods with a Fresnel aperture greatly improves
recognition quality in poor optical conditions. Innovative
blockchain-based recycling platforms using image pro-
cessing technologies and QR codes are proving to be highly
effective in tracking and managing material recycling pro-
cesses (Liu et al., 2023). The global spread of QR codes as
an infrastructure element requires considering social and
cultural factors when developing recognition systems. The
introduction of lensless image autofocusing methods with
a Fresnel zone aperture greatly improves the quality of rec-
ognition in poor optical conditions.

Ukrainian developments in the field of QR code rec-
ognition include effective solutions for mobile devices and

specific image processing methods. The standardisation
of recognition processes and the introduction of con-
volutional neural networks ensure high efficiency when
working with various code formats. Complex recogni-
tion systems based on artificial intelligence algorithms
demonstrate high adaptability to various shooting condi-
tions and external factors (Wardak et al., 2023). This en-
ables stable operation of QR code recognition systems in
real-world environments.

A prominent optimisation factor is also the energy ef-
ficiency of the recognition process, especially for mobile
devices. The developed algorithms can greatly reduce pow-
er consumption while maintaining high recognition accu-
racy. The integration of QR code recognition technologies
with biometric systems demonstrates high efficiency in
authentication and access control tasks (Siew et al., 2023).
Optimisation of the use of computing resources is achieved
through the implementation of specialised pre-processing
and filtering algorithms.

Modern machine learning methods enable effective
recognition of QR codes even with considerable geometric
distortions and changes in lighting (Minocha et al., 2024).
This is achieved through adaptive correction algorithms
and a multi-stage image processing system. The develop-
ment of QR code recognition technologies continues to
move towards increasing the reliability and performance
of systems. The introduction of new image processing and
optimisation methods allows achieving increasingly better
results in real-world applications.

Experimental results

The current experimental studies were conducted on a da-
taset containing 10,000 QR code images captured under a
variety of capturing conditions. Key performance metrics:

1. Recognition Accuracy (RA):

_ TP +TN
" TP+TN+FP+FN

RA % 100%, (29)

where TP, TN, FP, FN are the true positive, true negative,

false positive, and false negative results, respectively.
2. Average Frame Processing Time (AFPT):

AFPT = 3K (T, proces - (1 — EC M), (30)
where K is the number of frames, ECM is the indicator of
the early stop mechanism operation.

Theresults of the experiments are presentedin Table 1.

Table 1. Comparison of the characteristics of the basic and optimised QR code recognition models

Metrics Basic model Optimised model
Recognition accuracy 89.5% 92.3%
Frame processing time 45 ms 28 ms
Memory usage 124 MB 86 MB
Power consumption 100% 72%

Source: developed by the authors of this study
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The application of the proposed optimisation tech-
niques allowed achieving the following improvements:
7 reduction of processing time by 37.8%;
7 reduction of memory usage by 30.6%;
7 increase in recognition accuracy by 2.8%;
7 reduction of power consumption by 28%.

The proposed architecture and optimisation tech-
niques demonstrate high efficiency in real-time QR code
recognition on mobile devices. The mechanism of early
stopping of processing can substantially reduce computa-
tional costs without greatly affecting the recognition accu-
racy. Experimental findings confirmed that the set goals in
terms of performance (>30 fps) and accuracy (>90%) were
achieved when running on standard mobile processors.
Analysis of the structure of image preprocessing
The module for pre-processing incoming images is an es-
sential system component. A multi-stage data preparation
process was developed:

1. Brightness and contrast normalisation:

a X (I‘Imin) + ,B,

(Imax_lmin)
where o and f are normalisation parameters that adaptive-
ly adjust to the lighting conditions.

2. Noise filtering using an adaptive filter:

(1)

Lyorm =

I =median(I(x-k: x+k,y-k: y+k)),

filtered(x,y)

(32)

where k is the size of the filter window, which is determined
by the noise level.

A vital component of the system is the input image
pre-processing module, which includes a multi-stage data
preparation process that ensures a correct image for further
analysis. The first stage is brightness and contrast normal-
isation, which is adaptively adjusted to the lighting con-
ditions to improve image quality. The second step is noise
filtering using an adaptive filter, which effectively removes
unnecessary noise and improves the analysis accuracy.
Enhancement of the convolutional layer architecture
While working on improving the architecture of the con-
volutional layers, a series of significant modifications were
implemented to optimise the QR code recognition process.
The key areas of improvement were introduction of residual
connections to improve gradient traversal, implementation
of squeeze-and-excitation blocks for adaptive feature re-
weighting,and optimisation ofthe convolutionallayer struc-
ture to reduce computational complexity. These improve-
ments greatly increased the efficiency of the network while
maintaining high recognition accuracy on mobile devices.

The following modification of the basic architecture of
convolutional layers was proposed to improve efficiency:

1. Residual Connections:

F =Fx)+ W, *x, (33)
where F(x) is the result of the convolution operation, W, is
the weighting matrix for the skip connection.

2. Implementation of squeeze-and-excitation blocks:
SE(F) =0 (W2 X ReLU(W; x GlobalPool(F))) X F, (34)

Where W, W, are the weighting coefficients matrices, o is
the sigmoid function.
Decoding process optimisation
An efficient algorithm for decoding recognised QR codes
was developed:
1. Correction of perspective distortions:
H=estimate_homography(src_points, dst_points)
I corrected=warp_perspective(l, H)
2. Adaptive binarisation:

T(x, y) = ux, y) +kxa(x, y), (35)

=1(x,y) > T(x, y)? 1:0, (36)

Ibin(x, y)
where u(x, y) and o(x, y) are the local mean and standard
deviation, k is the sensitivity coefficient.

Mechanisms of recognition reliability improvement
Additional mechanisms were introduced to ensure reliabil-
ity:

1. Multi-level validation of results:

Confidence=w1xC_ . +w2xC__ +W3xC

tructure content error?

(37)
where Coructure, Coontent, Corror 31€ the metrics of structure, con-
tent, and error correction reliability, respectively.

2. Adaptive adjustment of detection thresholds:

T =Tbase x (1 +y = Quality Factor),

adaptive

(38)

where Quality Factor considers the shooting conditions and
image quality.

The study developed and optimised a convolutional
neural network architecture for real-time QR code recogni-
tion on mobile devices, which provided a balance between
processing speed and recognition accuracy. The proposed
model achieved a recognition accuracy of over 92%, which
is a considerable improvement over the conventional com-
puter vision methods. Thanks to the use of the Early Stop-
ping Mechanism (ESM), the video frame processing time
was reduced to 28 ms, which allows working on mobile pro-
cessors at a speed exceeding 30 frames per second.

Compared to O. Radzievska (2020) and A.Y. Rub-
lov (2023), where classical image processing methods were
used, the proposed model shows considerably greater ad-
aptability in poor photographic conditions, such as low
light or non-standard OR code angles. This is made achiev-
able through depthwise separable convolutions, which re-
duce the computational complexity of processing and re-
duce the memory footprint.

To ensure high recognition accuracy in poor lighting
conditions, an adaptive method of filtering and image
pre-processing was used, which substantially improved
the quality of the input data. T.-H. Chou et al. (2015)

16 Information Technologies and Computer Engineering, 2024, 21(3)



Serediuk & Garmash

demonstrated an analogous approach, where convolution-
al layers were also used to extract key features of QR codes.
However, unlike their model, the present study implement-
ed methods of weight quantisation, which allows reducing
the memory size by up to 30% without losing recognition
accuracy. H. Dong et al. (2024) proposed the use of gener-
ative adversarial networks (GANs) with attention mecha-
nisms for recognising blurred QR codes, which enabled a
major improvement in working with low-quality images.
Their approach demonstrated great efficiency in process-
ing blurred and noisy images, increasing recognition accu-
racy by 15-20% compared to the baseline models. However,
the use of GANs requires extensive computing resources,
which complicates the implementation on mobile devices.
The experimental results of the current study demonstrate
that the proposed architecture with ESM provides stability
and accuracy comparable to methods using GANs but re-
quires fewer computational resources.

Experimental results indicate the practical significance
of the developed system, which is confirmed by high ac-
curacy (>92%) and a considerable reduction in power con-
sumption (by 28%) while reducing memory usage. S. Bhatia
& S.A. Albarrak (2023) also described analogous approach-
es to optimising neural network architectures, which in-
volved neural networks for recognition tasks in complex
environments. The researchers presented an XAl-faster
RCNN architecture for supply chain management systems
that achieves 95% recognition accuracy under controlled
conditions. However, their model, using a full-size RCNN
architecture, also requires substantial computing power.
The optimised model developed in the current study, albeit
showing slightly lower accuracy (92%), achieves consider-
ably better performance in terms of energy consumption
(28% lower) and memory usage (30% reduction). Thanks
to the implementation of the Early Stopping Mechanism
(ESM) and optimised architecture, this system strikes a
reasonable balance between recognition accuracy and re-
source efficiency, making it particularly suitable for prac-
tical applications on mobile devices. The proposed system
can be successfully integrated into mobile applications and
industrial quality control systems, ensuring real-time ac-
curacy and stability.

Conclusions

The study discussed neural network architectures employed
for real-time QR code recognition. A detailed analysis of ex-
isting approaches helped to investigate the effectiveness of
various neural network models and determine which ones
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lutional neural networks are the most effective for solving
this task, providing high accuracy at a considerable process-
ing speed. The developed architecture achieved a recogni-
tion accuracy of 92.3% at a processing speed of 28 ms per
frame, which allows processing over 30 frames per second
on standard mobile processors. The implementation of the
Early Stopping Mechanism (ESM) and optimisation of con-
volutional layers reduced memory usage by 30.6% and pow-
er consumption by 28% compared to the baseline model.
Particularly effective was the use of separate convolutions,
which reduced the number of model parameters by 8 times
while maintaining high recognition accuracy. The system
successfully operates under different lighting conditions
(50-1,000 lux) and QR code tilt angles of up to 45 degrees.

Summarising the findings of this study, the use of neu-
ral networks for QR code recognition is a promising area
in the development of computer vision technologies. It
was found that the balance between speed and accuracy
is significant for real-time, as well as the need to optimise
models to reduce the requirements for computing resourc-
es. These findings may be useful for further research and
development in the field of automating image recognition
processes in mobile applications and security systems.

Promising areas for further research include improving
image preprocessing algorithms, which will improve the
quality of recognition in low light or deformed OR codes. It
is also worth focusing on creating more efficient models for
real-time, which will require further research in optimising
neural network architectures and adapting them to limited
computing resources.
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AHoTauig. V crarTi DOCTiIKYIOThCS CydyacHi apXiTeKTypu HEHpPOHHUX Mepex i e(GeKTMBHOIrO pO3Ii3HABaHHS
QR-KopziB y peaqbHOMY Uaci, [0 € KPUTUUHO BASKIMBUM [IJIs PO3BUTKY MOOIIbHMX 3aCTOCYHKIB Ta IPOMMUCIOBUX CUCTEM
KOHTpOJI0. IIpoaHanizoBaHo 0COOIMBOCTI 3aCTOCYBAHHSI JIETKMX 3TOPTKOBUX HEMPOHHMUX Mepexk, ONTUMi30BaHUX [IJIs
po6OTH Ha MOOITBHUX MPUCTPOSIX 3 OOMEKEHUMM OOGUMCIIOBAIbHUMU pecypcaMy. 3amporoHOBaHO MonaudikoBaHy
apxiTekTypy, 10 3abe3mneuye 6ajaHC MiX IIBUIKOMAIEI0 Ta TOUHICTIO TIpM 0OPOGIIi BiZeOIOTOKY, JOCITalouy 4acTOTHU
posmisHaBaHHS 30 KaZpiB Ha CeKYHOy Ha CTaHAAPTHUX MOOIIbHUX mMporecopaxX. Po3pobieHo 6GaraToeTamHuit
MeXaHi3M NpuiHSITTS pimeHb Ha ocHoBi ESM (Early Stopping Mechanism), sikuii onTumisye mpoiec 06po6Ku
306pakeHb. BripoBaiskeHo afanTMBHUIT MeToz, GiabTpallii 3 BUKOPUCTAHHIM MeJiaHHOTO (inbTpy Ta MOpdonoriyHoi
PEKOHCTPYKIIii, II0 CYTTEBO MiABUIILYE SIKICTh BXiMHUX TaHUX. 3alIpOIIOHOBAaHA apXiTeKTypa MiCTUTh CIielliani3oBaHMit
MOIy/JIb TIONepenHboi 00poOKM Ta cucremy residual-and-excitation 670kiB [as1 migBUIeHHS e(heKTUBHOCTI
posmi3HaBaHHs. EKcliepMMeHTaabHI TOCTIIKeHHS HeMOHCTPYIOTh NifgBMUIEeHHS e(eKTMBHOCTI pOOOTM CuUCTeMU
B peajibHOMY 4Yaci Ha 12-15 % mopiBHSIHO 3 6a30BUMMM MoOAeNsIMU Ipu 06pobii BimeomoToky. Cucrema yCHilIHO
posnizHae QR-koay py CKJIaJHOMY OCBIiT/IEHHI Ta HECTAHAAPTHMUX KyTax HaXWIy 3 TOYHICTIO MOHAZ, 92 %. JJoCSIrHYTO
3MEeHILIeHHSI 06UMUIIOBAIBHOI CKIALHOCTI Ha 27 % mpu 36epeskeHHI BMCOKOI TOUHOCTI po3mizHaBaHHs. Po3pobineHnii
MeTo[, epeKTMBHO 06PO6sie 306pakeHHST 3 TeOMETPUYHMMM CIIOTBOPEHHSIMM HaBiTh B YMOBaX 0OMeskeHUX PecypcCiB.
HocmimkeHHs PO3BUBAE TEOPETMUYHI 3aCaAy ONTUMI3allii 3TOPTKOBUX HEMPOHHMUX Mepex ISl 3a5a4 KOMIT I0TePHOTO
30Dy, IPOIMOHYI0YM HOBI Mifgxoau N0 6alaHCyBaHHS e(heKTMBHOCTI Ta TOUHOCTI po3mi3HaBaHHs. [[pakTHMYHA 3HAYYIIICTD
po6OTH TiATBEPAKYETHCS MOKIMBICTIO Ge3rocepenHboi iHTerpaiii po3pob6ieHoi cucrtemMy B MOOIIbHI JOmaTKM Ta
MMPOMMCJIOBi CCTEMM KOHTPOJTIO TKOCTi, a 3aIIpOTIOHOBaHI METOIM OIITUMMi3allii MOXKYTb OyTM aianiToBaHi AJIsl IMPOKOTO
CIeKTPY 33124 KOMIT IOTEPHOTO 30py Ha MOGiMbHUX MIaTdhopmax

KntouoBi cnoBa: sropTkoBi HeitpoHHI Mepeski; MoGibHI pucTpoi; 06po6Ka Bimeonoroky; Early Stopping Mechanism;
residual-and-excitation 6;10k1; KOMIT I0T€pHMIL 3ip
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Abstract. This study investigated the method of multi-purpose term search in a terminological knowledge base, which
is based on semantic analysis and the use of modern natural language processing methods. The study considered the
key factors affecting the search efficiency, including the structure of data organisation, data format and parameters, and
sample size. Particular focus was placed on the semantic similarity between terms, which allows increasing the search
accuracy by using vector representations and the Louvain algorithm. The study also described the use of cosine similarity
to quantify the similarity between terms. Furthermore, the search process was optimised by filtering relevant databases
and dynamically identifying relevant terms using the modularity metric. A comparative analysis of existing methods
for searching for terms by the identified factors was conducted. The study noted the advantages and disadvantages of
using the Louvain algorithm in comparison with the search algorithms in graph data structures. A series of experiments
were conducted on data samples, including dictionary, graph, and network data structures. The study analysed the use
of logistic constraints for searching in network data structures and noted the possibility of optimisation due to uniform
and dynamic data distribution. Experimental results showed the effectiveness of using a combination of the Louvain
algorithm and network data structures in terminological knowledge bases. Examples of the scope of application of this
method in information technologies for searching and processing text data were given. A software architecture scheme
with the use of a software interface and the possibility of integration for web applications in the form of a package or
library was developed. The proposed approach demonstrates effectiveness in the context of intelligent decision support
systems and automated chatbots, which makes it particularly useful for industries where access to accurate professional
terms is critical. A basic version of the software interface for using this method in information technologies for searching
and analysing data for use in search engines was developed

Keywords: terminological knowledge base; semantic similarity; Louvain algorithm; vector representations; natural
language processing

Introduction

In the modern world, the amount of information is con-
stantly growing and the need for efficient data search and
analysis is becoming increasingly more relevant. This is
particularly true for terminology knowledge bases (TKBs),
which are key tools for storing and processing specialised
terms in various subject areas. Considering this, finding
the right terms to process user queries, especially when

Suggested Citation:

working with large amounts of data, requires the intro-
duction of new, more efficient methods. One of these ap-
proaches is the method of multi-purpose term search,
which allows searching by several criteria simultaneously,
considering the complex structure of the TKBs and seman-
tic relationships between terms. The principal task of this
method is to identify the terms that best match the user’s
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query. For this, several key factors must be considered:
the structure of the data in the TKB, the format and pa-
rameters of this data, its volume, as well as the number
and size of the sample. Moreover, the semantic similarity
between terms plays a significant role, as it is based on
the analysis of the relationships between terms and their
degree of relevance to the subject area. The relevance of
the subject under study is conditioned by the rapid devel-
opment of data processing technologies and the growing
popularity of artificial intelligence (AI) in various fields of
activity. The format of textual data stays unchanged, but
its variability and the number of subject areas are con-
stantly growing exponentially, which creates a demand for
efficient data storage, processing, and use. In this context,
terminological knowledge bases play a significant role, as
they allow structuring and systematising specialised terms
in various subject areas.

In scientific sources, term knowledge bases are consid-
ered the basis for storing and managing specialised terms
in various fields of knowledge. TKBs perform an essential
function in information systems, especially in the context
of automated processing of user queries. Existing methods
of searching in terminological knowledge bases include
a series of approaches, such as keyword search, semantic
classification, and machine learning approaches. For in-
stance, keyword-based methods often face relevance issues
because they ignore semantic relationships between terms
(Abdykerimova et al., 2024). In contrast, semantic classi-
fication allows considering the meaning of terms, which
reduces the risk of misinterpreting queries.

Current research in this area focused on the develop-
ment of methods that account for semantic similarity, data
structure, and a multi-criteria approach to improve the
accuracy and relevance of results (Bourgaux et al., 2024).
The early development of search methods in TKBs was
based on keyword search and keyword-based approaches
used in many classical systems. According to D. Simian &
M.-E. Serban (2024), this approach workes well for data-
bases with clear categories and meanings, but often does
not consider complex relationships between terms, which
limits its use in large and multi-component TKBs. Some
researchers point out the problems of keyword searching
due to the need to account for ambiguities in the meaning
of words and polysemy (Wu et al., 2023). To overcome these
limitations, it became necessary to develop methods based
on semantic analysis.

Semantic data processing methods have been consid-
erably developed through vector representations of terms,
which have become possible with the development of ma-
chine learning. S. Rathje et al. (2024) noted that modern
methods based on semantic similarity enable a more accu-
rate assessment of the relationships between terms using
metrics such as cosine similarity, which is often used to
compare values in multidimensional spaces. This approach
considers not only the surface meaning of terms, but also
their location in the semantic space, which allows auto-
mating the search process and increasing its accuracy.

However, according to S. Roy et al. (2024) and M. Bien-
venu et al. (2024), most conventional methods cannot si-
multaneously process a considerable number of links in the
TKBs, which limits their effectiveness. C. Kaya et al. (2024)
and E. Mohabir & Y. Yoshi (2024) noted that the increasing
complexity and volume of knowledge bases requires inno-
vative approaches to their processing, with the researchers
focusing on the search for a conceptually new method of
multi-objective search.

The purpose of the present study was to develop a
multi-purpose search method in terminological knowledge
bases, considering the dynamic data structure, data format,
and sample size, for further use in information technolo-
gies for text data processing. The key features of this study
included the use of algorithmisation of intermediate search
results processing and the use of machine learning algo-
rithms to identify semantic chains. The key objectives of
this study were to identify search characteristics, describe
them, and determine the functional features of search us-
ing artificial intelligence and iterative search technologies
in dynamic data structures.

Materials and Methods

The research methodology involved the development of
a software solution for searching for analogous terms in
terminological knowledge bases (TKB). The key element
of this solution was the introduction of a similarity coeffi-
cient between terms, which allows assessing their seman-
tic proximity. The formula for calculating the coefficient
considers the number of terms in the semantic chain and
the weights of the links between them, factors in the func-
tion of determining the semantic value, and the similarity
coefficient is defined as the ratio of the number of possi-
ble links and the value of the semantic significance to the
number of terms connecting a pair of terms:

N-11y,.
minlength(T,, T,) = min (%) (1)

where minlength(T,, T,) is the function that determines the
semantic value of terms T, to T,, T, and T, are the terms
belonging to the same TKBs, between which it is necessary
to establish the similarity, W, € {0,1] is the weight of the
semantic relationship between neighbouring terms that
are part of a chain between terms T, T,, N is the number of
terms in the chain between the terms T, T,.

__ Nyxminlength(T,,T,)

Sy, = RemEOR ), )
where N is the number of possible semantic chains be-
tween terms T, and T, N, is the number of terms in the
chain between the terms T, T,.

To determine the set of terms that best reflect the
context of the user’s input query, the study analysed
vector representations of the terms, which allows com-
paring them based on semantic relatedness. The vector
representation of the data was evaluated using a matrix
that reflects the relationships between the terms. This
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approach helped to find the most relevant terms and as-
sess their significance in the overall context. To improve
the search efficiency, the coefficient of terms belonging to
the TKB, namely to the group of root terms that form the
kernel of the TKB, was used, which factors in the number
and weight of links between terms, as well as their dis-
tance to the root term in the chain.

v max(f,f\’:_l1 Sr 'Ti)
F(Tkernen, T1) = ]1%

,i # main, 3)
where F(T,,T,)is the function that determines the seman-
tic value of a term T, to a group of terms T, ,; T, are terms
that have the greatest similarity in the TKB and form the
TKB kernel; N is the number of terms in the chain between
the terms T;, T;; ] is the minimum number of terms that
form the root of the TKB. This parameter can be changed
according to the requirements of the method. This ensures
that the search is limited to relevant knowledge bases, re-
ducing data processing time and increasing the accuracy
of the results by improving the filtering of similar terms.

To optimise the multi-target search, the study em-
ployed the Louvain algorithm, which ensures the dynamic
formation of term clusters. It factors in the modularity of
the graph, which allows filtering relevant terms, reducing
the amount of data processed, and improving the accura-
cy of the answer. The algorithm works in two stages: local
modularity optimisation and agglomeration. Modularity
measures the density of connections within graph commu-
nities compared to a random distribution.

The effectiveness of the proposed approach was tested
on three datasets. K-Means clustering, hierarchical clus-
tering, and DBSCAN (Density-Based Spatial Clustering of
Applications with Noise) algorithms were employed for
comparison (Sutramiani et al., 2024). In the case of TKBs,
the K-Means algorithm was used to cluster terms based
on their semantic similarity, where the distance between
terms is determined by a similarity metric such as cosine
similarity. Additionally, the similarity of vector representa-
tions of terms was evaluated using the formula of the av-
erage adjacency matrix of the vectors of the input query
terms and the TKB terms.

To test the effectiveness of this method based on the
combined clustering algorithm, a software implementa-
tion was developed considering the technical features of
the test data, namely their distribution and preparation for
use. The source of the sample data was data from the Kag-
gle platform (Gabriel, 2020). Each data sample was present-
ed in the form of a TKB implemented on the neo4j graph
database and containing over 10,000 terms each.

Results and Discussion

One of the key aspects of developing a software solution for
finding similar terms is to introduce a similarity coefficient
between two terms. This coefficient allows mathematically
estimating how close two terms are in their meaning within
the same TKB. The formula for calculating this coefficient
factors in the number of terms in the semantic chain and

the weights of the links between them. However, term simi-
larity is only one stage of the process. The ultimate purpose
is to identify the set of terms that best reflect the context of
the user’s input query. This is especially significant when
working with natural language when a user’s message may
contain more than one term. In this case, it is necessary to
analyse vector representations of term sets, which allows
comparing terms based on their semantic proximity. The
vector representation of data in this context can be evalu-
ated using a matrix that reflects the relationships between
terms. An example of such an analysis can be given to find
similarities between vector representations of terms from
a TKB. This approach allows not only finding the most rel-
evant terms but also assessing their semantic significance
in the overall context.

To improve the search efficiency, it is proposed to use
the coefficient of terms belonging to the TKB. This coef-
ficient factors in the number and weight of links between
terms, as well as the distance to the root term in the chain.
It allows limiting the search to only relevant knowledge
bases, which substantially reduces processing time and in-
creases the accuracy of the results. Additionally, the study
considered possible options for the data structure for the
search, since terms that are linked by semantic relation-
ships involve the use of network data structures. The study
also highlighted graphs and adjacency matrices, which act
as a mathematical representation of the similarity of terms
among themselves. The graph data structure is widely used
in graph databases, which is one of the best solutions in
the field of TKB data processing (Yuehgoh et al., 2024). For
effective search in graphs, breadth-first and depth-first al-
gorithms, clustering algorithms, and ranking algorithms
for web-based information systems are used.

A multi-purpose search method that factors in the
context of a term and its semantic group should not de-
pend on the subject matter of the information technology
in which it is expedient to use it, and therefore ranking al-
gorithms are not relevant. Depth search and breadth search
are more acceptable search algorithms, but have a series
of disadvantages, such as high dependence on the search
volume and organisation of data in the TKB.

Among the known algorithms, the most promising for
data retrieval in TKBs is the Louvain algorithm (Sattar &
Arifuzzaman, 2018). It is designed to find groups of nodes
(clusters or communities) that have more internal connec-
tions with each other than with the rest of the graph. The
main positive feature of this algorithm is its high efficiency
in working with large networks of TKB data due to its scala-
bility and speed of data search. The purpose of the algorithm
is to maximise a metric called modularity. Modularity meas-
ures the quality of graph partitioning into communities by
comparing the density of links within communities with a
random distribution coefficient of such links, and its imple-
mentation is divided into two stages: local modularity opti-
misation and agglomeration. In this algorithm, modularity
is a measure that determines how well a graph is divided
into communities. A high modularity means that there are
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considerably more connections within each community
than between communities. The modularity formula con-
siders not only the number of links, but also their expected
number in a random graph with the same vertex degrees,
which allows comparing the quality of clustering with a
random distribution of links. Despite a series of advan-
tages, the disadvantages include sensitivity to the initial
state, namely the initial organisation of data in the TKB,
and searching in local graph maxima, which may overlook
small groups of terms among large groups of terms.

The core value of Louvain’s algorithm lies in providing
optimisation for multi-purpose term search by dynamically
forming clusters of terms in the TKB. Consideration of se-
mantic similarity and modularity allows filtering relevant
terms for search, reducing the amount of data processed
and improving the accuracy of the answer. This increases
the efficiency of the multi-target search algorithm, ensur-
ing accurate and fast detection of terms that match the us-
er’s query in large amounts of information.

The multi-target search method uses the Louvain al-
gorithm with the use of not only the modularity metric, but
also the metric of similarity of terms among themselves
and the metric of similarity with the TKB. Thus, the mul-
ti-purpose term search method provides a comprehensive
approach to query processing in terminological knowledge
bases. It combines the analysis of semantic relationships
between terms, evaluation of vector representations, and
selection of relevant TKBs, as well as the modularity of term

groups, which allows working efficiently with large amounts
of data and ensuring high accuracy of results when search-
ing in several TKBs. To perform a search for similar terms, it
is necessary to enter the similarity coefficient between two
terms, which is determined by formulas (1) and (2).

The factual finding of the similarity of terms is only
part of the overall solution, as it involves only the prepa-
ration of the TKB data. The factual search is performed by
identifying a fixed set of terms that best reflect the context
of the user’s input, namely the terms with the highest sim-
ilarity coefficient. It should also be understood that most of
the TKB data contains terms that include not only words,
but also sentences containing more than one term, and
therefore it is necessary to determine the similarity of vec-
tor representations of the term sets, which is represented
in the form of a matrix. The similarity of vector representa-
tions is defined as the arithmetic mean of the adjacency
matrix of the vector of terms of the input message and the
vectors of terms of the data from the TKB, which is pre-
sented in the following formula:

S=—— %N, T, Ay )

For instance, let us determine the similarity of vector
representations for the vector of terms of the incoming
message (T, T,, T,) and the vector representation of terms
from the TKB (T,, T,, T, T,,, T,). The calculation results are
presented in Table 1.

Table 1. Example of searching for similar terms

TA TB TC TD TE
T, 0.912 0.823 0.754 0.843 0.761
T, 0.856 0.904 0.783 0.735 0.819
T, 0.759 0.831 0.905 0.861 0.913

Source: developed by the authors

S = % %(0.912+0.823+0.754+0.843+0.761+0.856+0.90 +
0.783+0.735+0.819+0.759+0.831 +0.905+0.861 +0.913)

S= % ¥12.458=0.831.

Considering the Louvain algorithm in terms of its
application within a search within a single TKB, the first
stage is local modularity optimisation. At this stage, the
algorithm analyses each node and tries to move it to a
neighbouring community if this leads to an improvement
in modularity. The process consists of the following steps:

1. For each node, the algorithm calculates the change
in modularity that will occur when this node is moved
from its current community to one of the neighbouring
communities.

2. If moving a node to a neighbouring community pro-
duces an increase in modularity, the node is moved to that
community.

3. This process is repeated for all nodes in the graph
until the condition of local modularity maximisation is
met, i.e., when no more moves can improve modularity.

Notably, at each step, modularity is calculated using
the formula 5 (Sattar & Arifuzzaman, 2018):

Q= ﬁzu [Aii - %] 8(ci, ¢, ©)

where Q is the modularity, m is the number of edges in the
graph, k;, k; are the degrees of nodes i and j, 4; is the ele-
ment of the graph adjacency matrix, J(c;,¢) is a function
equal to 1 if nodes i,j belong to the same group and 0 if they
belong to different groups. The purpose of the algorithm is
to maximise the value of Q, which means that the graph is
divided into communities in such a way that there are more
links within each community than between different com-
munities. This enables better cohesion of terms within a
community and makes it easier to find relevant terms. Lou-
vain’s algorithm is an effective tool for working with large
TKBs, as it can handle large networks of terms with numer-
ous relationships. The main advantage of the algorithm is
its scalability and speed. After forming clusters based on
the modularity metric, the algorithm provides an oppor-
tunity to optimise the search by using semantic similarity

Information Technologies and Computer Engineering, 2024, 21(3) 23



Method of multi-purpose term search in the terminology database

within each community. This allows the search to focus on
relevant terms within each cluster, considerably reducing
the amount of data to process. Louvain’s algorithm has its
drawbacks: it can be sensitive to the initial state and easi-
ly gets caught in local modularity maxima, which can lead
to the formation of too large or small clusters, especially
when working with large graphs. However, the use of ad-
ditional metrics, such as cosine similarity, can reduce the
effects of these limitations and improve the accuracy of re-
sults in multicomponent TKBs.

By using the Louvain algorithm and applying metrics
to determine the similarity of terms among themselves, it
is possible to achieve faster search results by reducing the
number of search iterations within the graph data structure.
After the software implementation, it is worth testing with
the analogue methods used to search for terms in the TKB.

The main advantage of the K-Means algorithm is its
speed and ability to process large amounts of data in a rel-
atively small number of iterations. However, the algorithm
has a series of limitations in the context of TKBs:

1. Sensitivity to the initial choice of K: The algorithm
requires a predefined number of clusters (K), which can be
difficult to predict in the context of dynamic TKB data.

2. Ignoring connectivity: K-Means does not consider
the existence of relationships between terms and works
solely based on distance to the centroid. This leads to the
loss of information about the internal relationships be-
tween terms that are important in TKBs, which contradicts
the purpose of the study, namely, multi-target search.

3. The presence of local minima: there is a possibility
of a closed loop in the local minima, which will lead to the
absence of an optimised solution, especially when there are
many terms and complex semantic relationships.

Considering these limitations, the K-Means algorithm
in TKB should be supplemented with the Louvain algo-
rithm, which better accounts for the connectivity of terms
and can determine the number of clusters dynamically. For
clustering terms in a TKB, the Louvain algorithm has major
advantages over K-Means because it uses a graph structure
to distribute terms based on internal connectivity. The
purpose of the Louvain algorithm is to maximise modu-
larity, which considers the density of internal connections
between terms. This provides a more natural distribution
of data, especially in large graph structures where terms
have a complex network of connections. At the same time,
in tasks where clustering is based on semantic distance

without complex relationships, K-Means can show high per-
formance and be useful for the initial distribution of terms.

Hierarchical clustering and DBSCAN are also worth
considering. Hierarchical clustering is based on the crea-
tion of a cluster tree structure. This approach allows ana-
lysing terms at multiple levels and identifying subclasses
within large clusters, which can be useful for complex mul-
tilevel TKBs. DBSCAN creates clusters based on the density
of points in space, which makes it useful for finding closely
related groups of terms and isolating “noise” or terms that
do not belong to any cluster. However, among the disad-
vantages of hierarchical clustering is its high computa-
tional complexity, which requires extensive computing
resources, especially for large data sets, which are usually
TKBs. This can create problems for scalability, as time and
computational costs increase substantially with the num-
ber of terms. Another disadvantage is the lack of the ability
to re-form clusters, namely, to change the structure after
it has been built, which does not allow changing clusters
when new data becomes available. This limits its use in dy-
namic TKBs where the database is constantly updated with
new terms. Additionally, there is a disadvantage associated
with low noise immunity, which can lead to the emergence
of unwanted clusters, which is levelled by adding term fil-
tering. Among the disadvantages of DBSCAN are the dif-
ficulty of working with multidimensional data, namely in
graph data structures, where the dimensionality is deter-
mined by the number of edges, and the disregard for weak
relationships between terms within even one TKB.

Considering the advantages and disadvantages of each
method, a combined approach to clustering terms in TKBs
was chosen, where K-Means is used for pre-clustering large
amounts of data, while the Louvain algorithm is applied
at the second stage to optimise internal links within each
cluster. This strikes a balance between processing speed and
clustering accuracy, ensuring that terms within each cluster
are relevant. Firstly, K-Means is used to create initial clus-
ters based on the semantic distance between terms, which
reduces the amount of computation. Then, within each of
these clusters, the Louvain algorithm is applied to refine
the groups based on the relationships between the terms
and improve the quality of the clustering. A diagram of the
combined algorithm is presented in Figure 1. This approach
not only improves the clustering accuracy but also enables
efficient data processing in large TKBs, where the number
of terms and their relationships can vary considerably.

K-Means clustering —>

Louvain algorithm

Filtering of terms from each
of the TKBs

Figure 1. Combined clustering algorithm

Source: developed by the authors

A detailed description of the experimental results
is presented in Table 2, where the developed method is
called MultiSearch. The point of this experiment is to

determine the optimised data distribution and the ef-
fectiveness of using iterations to find the correspond-
ing clusters. Moreover, the cluster formation is based
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on the fulfilment of the term relatedness condition and
the determination of modularity by the Louvain algo-
rithm. The hardware specifications for all methods are
the same, and the software implementation was creat-
ed using the Python 3.10 programming language and the

TensorFlow package. The samples consist of prepared da-
tasets formed in the form of graph databases. To reduce
the impact of hardware and technical errors, a series of
experiments was conducted 100 times. The data in the
table are averages of all experiments.

Table 2. Experimental results

Sample 1, s Sample 2, s Sample 3, s Clusters Iterations
DBSCAN 1.504 1.624 1.977 78 194/362/499
Hierarchical clustering 1.417 1.829 1.863 77 271/357/432
K-Means 1.105 1.272 1.715 84 175/282/335
MultiSearch 0.961 1.138 1.469 89 174/197/234

Source: developed by the authors

The experiments confirmed the effectiveness of the
developed method when working with different datasets
represented in graph databases. The findings demonstrat-
ed that the proposed multi-objective search method out-
performs other clustering-based search methods, provid-
ing an average of 11.78-16.75% more efficient search while
maintaining high quality cluster formation. The developed
method proved its effectiveness in multiple tests, demon-
strating stable results due to optimisation based on modu-
larity and term affinity. The proposed combined clustering
approach using K-Means and Louvain algorithms provided
an effective balance between processing speed and cluster-
ing accuracy, especially for large graph databases.

One of the key stages in the formation of TKBs is
the use of graph data structures and clustering. C. Li et
al. (2022) described the use of intelligent search engines
based on knowledge of graph structures, where each term
is represented as a node in a graph, while the links between
them are represented as edges. This allows building net-
works of links between terms, specifically for large data-
bases where the number of links considerably exceeds the
number of terms. The findings of the present study proved
the effectiveness of using graph data structures for mul-
ti-criteria search, which was a convincing argument for us-
ing graph data structures in TKBs.

The use of graph structures greatly improves perfor-
mance in multi-component systems, which is confirmed by
the findings of S. George et al. (2019), where the graph struc-
ture showed high efficiency in processing large amounts
of data due to its scalability. During the review of modern
solutions in the field of term clustering, attention was fo-
cused on finding an efficient algorithm with scaling stabil-
ity. Thus, S. Sattar & S. Arifuzzaman (2018) characterised
the Louvain algorithm, designed to identify communities
in large graphs, as one of the most effective clustering tools
for term knowledge bases. This algorithm allows dividing
a graph into a set of subgraphs, each of which is charac-
terised by a high density of internal connections (modu-
larity). Thus, Louvain’s method provides efficient clus-
tering that increases the relevance of searching in TKBs,
since each cluster can be considered as a group of terms
with strong semantic relationships. The disadvantages of

the algorithm are its dependence on the initial state of the
data in the graph and the difficulty in recognising smaller
groups among large communities, which was emphasised
by Y. Zhang et al. (2024). Considering the shortcomings of
its application, in this study, their influence was not criti-
cal, since effective filtering of terms by the affinity criteri-
on levelled the main drawback, namely, sensitivity to small
groups in term clustering.

The multi-purpose search approach, which com-
bines clustering and semantic similarity methods, is a
modern trend that is gaining popularity due to its ability
to simultaneously process several criteria. According to
Y. Zhao & T. Wang (2021), this approach allows not only
to account for the structured nature of the data, but also
semantic relevance, which increases the search accuracy
in dynamic knowledge bases. The main advantage is the
ability to process queries considering many factors, such
as data format, structure, and sample size, which makes it
effective for various fields, including medicine and techni-
cal support. The use of artificial intelligence, specifically
deep learning, greatly improves the accuracy of searching
in TKBs, enabling the analysis and classification of large
amounts of data automatically. H. Bagal & M. Sidiq (2024)
noted that modern AI models can not only find relevant
terms, but also learn based on previous queries, improv-
ing performance with each use. This is particularly relevant
for chatbot applications, where systems can automatically
update the knowledge base with new data and improve the
accuracy of responses to users. Incorporating artificial in-
telligence into the term search process in a TKB provides
systems with the ability to be adaptive, which is crucial in
dynamic environments.

AT has made it possible to considerably improve the
accuracy and speed of finding relevant data, which was
best described by N.F. Lindemann (2024). The use of ma-
chine learning and deep learning techniques allows build-
ing complex models of semantic similarity between terms,
which improves the quality of search results. Al algorithms
can analyse large amounts of data, identify hidden rela-
tionships between terms and determine their relevance
to a concrete user query. At the same time, multi-target-
ed search is becoming increasingly important, allowing
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several factors to be factored in simultaneously when
searching for information, such as semantic relationships
between terms, the context of a user’s query, and whether
the terms belong to a particular subject area. This is crucial
to ensure accurate and fast access to data in the face of the
diversity of information stored in TKBs.

Intelligent systems capable of recognising, classifying,
and interpreting data are becoming a prominent part of the
modern information infrastructure. A. Yarovyi & D. Kudri-
avtsev (2021) focused on the use of neural networks and
machine learning technologies for text processing tasks,
namely classification and context detection. Additionally,
the researchers proposed to combine the use of optimised
semantic text analysis and recurrent neural network meth-
ods as one of the examples of effective data analysis and
context detection. The relevance of such a method was con-
firmed in the context of developing chatbots specialising in
the search for relevant information, as described by A. Mo-
rayo et al. (2024). Another striking example of intelligent
systems is decision support systems, which also require fast
and accurate term search in a large amount of information
(Gupta & Singh, 2024). The method of multi-purpose term
search in TKBs can be widely used in the development of
intelligent information systems, as discussed by D. Beer-
am (2024), which help users quickly find the information
they need and make informed decisions in various fields of
activity. The multi-objective search method proposed in
this study allows combining the strengths of various meth-
ods, ensuring high relevance and accuracy of the results.

Conclusions

The present study developed a method for multi-purpose
term retrieval in terminological knowledge bases, which
combines the analysis of semantic relations between terms
and vector representations of terms. The proposed meth-
od allows accounting for various factors during the search,
including the structure of the TKB, semantic similarity of
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AHoTauig. V cTaTTi HOCTIIKYBaBCST MeTOf, 6araToliibOBOrO IMOIIYKY TEPMiB y TepMiHOMOTiUHIi 6a3i 3HaHb, KM
6a3yeThbCsSl HA CEMAaHTMYHOMY aHali3i Ta BUKOPUCTAHHI Cy4acHMX MeETO[iB 0O6pOOKM MPUPOZHOI MOBU. PO3IMSIHYTO
KII0OUOBi (akTopy, 1[0 BIUIMBAIOTh HAa e(eKTMBHICTH MOIIYKY, 30KpeMa CTPYKTypy opraHiszamii maHmx, dopmart i
rapaMeTpu JaHUX, a TAKOX obcsar Bubipku. OcobnuBa yBara O6ysa npuiiieHa ceMaHTMUYHI MOAi6GHOCTI MK TepMamu,
10 /03BOJISIE MiJABUUIUTY TOYHICTh MOIIYKY 3a PaXyHOK BEKTOPHMX IpeJCTaB/ieHb Ta aaroputmy JlyBeHa. Y cTaTTi
TaKOX OIMMCAHO 3aCTOCYBAaHHSI KOCMHYCHOI MOMi6HOCTI AJIs1 KiJIbKicHOI oIiHKM moai6HocTi mMik Tepmamu. Kpim Toro,
OTITMMi30BaHO MPOILIeC MOIIYKY HUIIXOM (dinbTpallii pesieBaHTHUX 6a3 JAaHUX i IMHAMIYHOTO BU3HAUEHHS pelleBaHTHUX
TepMiB 3a JONIOMOIOI0 METPUKM MOAYIbHOCTI. BUKOHaHO MOpPIiBHSUIbHMII aHasi3 HasgsBHUX METO[iB MOLIYKY TePMiB
3a BM3HAUeHMMM ¢dakTopamu. Bim3HaueHO mepeBaru Ta HeLOMiIKM BUKOPUCTAHHS ajroputmy JIyBeHa Y MOPiBHSIHHI
3 aJrOpUTMaMM TOIIYKY B rpadoBUX CTPYKTypax NaHUX. BMKOHAHO psif eKCIlepMMEHTIB Ha BMOIpKax IaHMUX,
BKJ/IIOYAIOUM CJIOBHMKOBY CTPYKTYPY JaHUX, padoBy Ta MepeskeBY CTPYKTYpY HaHux. [IpoaHasi30BaHO BUKOPUCTAHHS
JIOTICTUYHUX OOMeKeHb /ISl TIOIIYKY B MepeskeBMX CTPYKTypax HaHMX Ta Bif3HAueHO MOXIMBICTH omTuMizarii 3a
paxyHOK DiBHOMIpHOTO Ta OMHAMIYHOTO PO3MOLINYy HaHUX. Pe3ynbTaTu eKCIepuMMeHTIB IMokaszaiu e(eKTUBHICTh
3aCTOCYBaHHS KOMOiHalii anroputmy JIyBeHa Ta MepeskeBUX CTPYKTYP JaHUX B TePMiHOIOTiUHMX 6a3ax 3HaHb. [TonaHo
npukaagu chepy 3acTOCYBaHHSI TaHOTO MeTOAY B iHGOPMALifHMX TEXHOJOTISIX TOLIYKYy Ta OOPOOKM TEKCTOBUX
naHux. Po3pobiaeHo cxemMy apxiTeKTypy IIPOrpaMHOTo 3a6e3IeueHHs i3 BUKOPUCTAHHSIM MIPOTpaMHOro intepdeiicy Ta
MOX/IMBOCTI iHTerpaiiii ajis Be6-3aCTOCYHKIB y BUIISIAI TakeTy uu 6i6mioTekn. [IpornoHoBaHuMi mifgXiJ IpogeMOHCTPYBaB
e(eKTMBHICTh Yy KOHTEKCTi iHTEeIeKTyaIbHUX CUCTEM MiJTPMUMKM pillleHb i aBTOMaTU30BaHMUX YaT-O60TiB, 110 POOUTD
710T0 0CO6MMBO KOPUCHUM AJISI Tany3eil, Ae KPUTUIHO BasKJIMBUI JOCTYN JO TOUHUX (paxoBux TepmiB. Po3pobieHo
6a30By Bepciio mporpaMHOro inTepdericy ajisi BUKOPUCTAHHS JAHOTO MeTOAY B iHbOPMAaIiiiHMX TeXHOIOTiSIX MOUIYKY
Ta aHaji3y JaHMUX [JI1 BUKOPUCTAHHS B IIOIIYKOBMUX CUCTEMAX

KniouoBi cnoBa: repminosoriuna 6asa 3HaHb; CeMaHTUYHA MOAI6HICTh; anropuTm JIyBeHa; BEKTOPHI IIpeaCTaB/IeHHs;
06po6Ka MPUPOTHOT MOBMU
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Abstract. The study aimed to develop an empirical model for optimising the quality of service (QoS) and improving the
efficiency of telecommunications networks by integrating software-defined networking (SDN) and broadband Internet
access technologies. The study employed simulation modelling, scenario analysis and analytical models with the use of
modelling tools. The main findings of the study highlighted the significant potential of integrating SDN and broadband
technologies to improve the QoS and efficiency of telecommunications networks. SDN concepts were demonstrated, which
provide centralised network management and flexibility in configuration, as well as broadband access, which offers high
data rates and improved bandwidth. The role of each network element, including routers, switches and controllers, and
their impact on network efficiency was identified. An analysis of the interaction of SDN with broadband access networks
has shown that the use of such networks allows optimising routing, load balancing and traffic management, which helps
to improve network speed and reliability. QoS metrics demonstrated that the integration of different technologies leads
to significant improvements in bandwidth, packet loss, latency and latency variability. In general, the network model
showed the effectiveness of SDN and broadband integration in optimising network performance and QoS, and a review of
network modelling methods showed that the use of simulation tools allows for a detailed assessment of the effectiveness
of technology integration and confirmation of their positive impact on network performance. Thus, results confirmed
that the integration of SDN and broadband technologies significantly improves the efficiency of telecommunications
networks, which indicates the effectiveness of new technologies in increasing the overall performance of networks

Keywords: software management; wireless technologies; resource virtualisation; capacity analysis; adaptive systems

Introduction

The growth in traffic volumes and the diversity of applica-
tions in networks create new requirements for quality of ser-
vice (QoS) and network management efficiency. Traditional
network architectures often face limitations in delivering
the high data rates, reliability and scalability required to
support applications. There are also difficulties in integrat-
ing new technologies, such as software-defined networking
(SDN) and broadband, into existing network infrastructures.
The main challenge is that the integration of these tech-
nologies requires effective management and optimisation
techniques that can cope with instability and latency, and
balance data rates and QoS.

In general, SDN is an innovative computer network
management architecture that revolutionises the tradi-
tional approach to network administration by separating

Suggested Citation:

management and data transmission functions. The main
components of SDN are a controller, a southbound in-
terface and a northbound interface. The SDN control-
ler is the central element of the system, responsible
for global network management, policy enforcement
and decision-making. It communicates with network devic-
es via a southern interface, usually implemented using the
OpenFlow protocol. The Northern Interface provides commu-
nication between the controller and applications or services,
allowing them to access network resources and functions.

Broadband access networks are critical to providing
high-speed and continuous Internet connectivity in a va-
riety of environments, including residential, commercial
and institutional. The main types of broadband networks
include fibre-optic networks, which provide extremely high
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data transfer speeds using light signals through optical fi-
bres. Cable networks use coaxial cables to transmit data,
television signals and voice services. Digital Subscriber
Line (DSL) uses existing telephone lines to provide broad-
band access at different speeds depending on the distance
to the site. Wireless technologies provide connections via
radio waves and mobile networks that use cellular base sta-
tions to provide mobile Internet access.

The integration of SDN and broadband technologies
is a key aspect of increasing the efficiency and adaptability
of modern telecommunications infrastructures. SDN al-
lows for centralised network management, which enables
flexible and dynamic configuration of network resources,
reducing the need for manual intervention and enabling
faster response to changing requirements. In turn, inte-
gration with various broadband technologies allows for
optimised load balancing, improved QoS and reduced la-
tency, which is critical to ensuring a high-speed and relia-
ble Internet connection.

The analysis of similar studies is key to determining
the direction of further research and addressing existing
gaps in the field. For example, the work of 1. Dulska (2019)
showed the problems of adapting broadband access statis-
tics in Ukraine to international standards, pointing out the
inconsistency of national indicators with European criteria
and the fragmentation of data, which makes it difficult to
accurately assess and compare broadband speeds and cov-
erage. M. Vasylkivskyi et al. (2023) demonstrated that the
introduction of SDN and drone technologies has opened
new opportunities for network optimisation in challeng-
ing environments, noting significant improvements in
QoS and network efficiency. In addition, V.I. Drovovozov et
al. (2022) investigated methods for integrating heteroge-
neous 4G and 5G wireless networks to improve QoS.

S.A. Trivedi (2024) considered cross-layer design meth-
ods that can improve communication between layers and
overall network efficiency, including optimising its per-
formance and traffic management. D. Sarabia et al. (2024)
showed an architecture for integrating Recursive Inter-
Network Architecture (RINA) with SDN, which reduced the
barriers to RINA implementation on the Internet of Things
(IoT) environment through the use of distributed appli-
cations and virtual private networks. S. Khan et al. (2021)
developed a new approach to resource management in 5G
networks based on SDN and Network Function Virtualis-
ation (NFV), proposing a new resource management policy.
Additionally, M. Lonare Mahesh & M.S. Devi (2022) applied
modern genetic algorithms to detect and manage conges-
tion in SDN-based networks, which allows for more efficient
management of network traffic and reduced network load.

Moreover, M. Aboughaly & S.A. Hannan (2024) ad-
dressed QoS optimisation in SDN with a system that
demonstrated a significant advantage over traditional QoS
solutions. H. Ma et al. (2024) presented a new SDN control-
ler along with a routing algorithm based on multi-criteria
optimisation, which significantly improved the throughput
in satellite networks. D.S. Sahana & B. Savadatti (2024)

proposed a new architecture for secure authentication and
access control in SDN for IoT, which provided increased
network security and efficiency.

The study aimed to develop a model for improving
the QoS and efficiency of telecommunications networks
by integrating SDN and broadband Internet access tech-
nologies. To this end, the following tasks were performed:
a comprehensive analysis of the implementation of SDN
technologies to optimise access to broadband networks, an
assessment of the impact of SDN integration on increasing
the speed, efficiency and reliability of networks, a study of
practical examples of successful SDN implementation in
telecommunications systems, and an analysis of the main
problems and challenges encountered when integrating
SDN with broadband Internet access.

Materials and Methods

First, a theoretical overview of the concepts of SDN and
broadband access was conducted. For this purpose, an
analysis of existing scientific publications in this area was
carried out. The concepts of SDN were learned through
documentation on centralised network management and
its flexible capabilities.

The analysis of broadband access networks included a
detailed description of different types of networks, such as
fibre-optic, DSL and cable modems, with a focus on their
ability to provide high data rates and scalability. In this
context, the study addressed how SDN-technologies affect
the overall performance of the network, their main advan-
tages and capabilities.

All key elements of networks, including routers,
switches, controllers, access points, were described. Their
role in solving network problems, such as routing, load bal-
ancing and traffic management, was considered. It identi-
fies how each component contributes to the overall goal of
optimising and improving network efficiency.

Next, the study investigated the possibilities of im-
plementing SDN to optimise a broadband access net-
work. Simulation modelling techniques were used to as-
sess the effectiveness of SDN implementation in various
broadband access scenarios. For this purpose, network
models with different SDN and broadband access config-
urations were set up to assess the impact of these tech-
nologies on network speed, efficiency and reliability.

Particular attention was devoted to the analysis of the
impact of SDN on aspects such as routing optimisation,
load balancing and traffic management. It was assessed
how SDN can improve these processes by providing more
efficient resource management and reducing delays and
packet loss. In addition, the main areas of broadband net-
work optimisation were discussed, and examples of practi-
cal use of SDN in broadband networks were provided.

At the stage of assessing the impact of the integration
of SDN and broadband technologies on QoS indicators, a
detailed analysis of various metrics that determine net-
work efficiency was carried out. The following key metrics
were used for this purpose:
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1. Bandwidth (BW) (1):
BW =, (1)

where D — amount of data transmitted during the time T.
2. Delay (Del) (2):

Del=PpDel + TDel + QDel + PcDel, 2)

where PpDel - signal propagation delay over the network,
TDel - delay in data transmission through the communica-
tion channel, QDel — queuing delay in network devices, and
PcDel - data processing delay on routers.

3. Packet Loss (PL) (3):

PL Rate = %% 100%, 3)

where L — number of lost packets during the time T.
4. Jitter (J) (4):

J=8D of Del, 4)

where SD - standard deviation.

For each of these metrics, the performance before and
after the introduction of SDN and broadband technologies
was compared. A significant increase in throughput, a de-
crease in latency and latency variability, and a reduction in
packet loss were noted.

The network was modelled using the Diagrams.net
platform, which was used to build a network diagram. Sim-
ulation tools such as Simulink, Network Simulator 3 (NS-
3), OMNeT++, Mininet and Graphical Network Simulator 3
(GNS3) were also analysed. These tools were chosen due
to their ability to create virtual network models and ana-
lyse their operation in conditions close to real-world con-
ditions. Simulink was used to build and analyse the service
request flow model. NS-3 and OMNeT++ provided an in-
depth analysis of network protocols and network behav-
iour. Mininet was used to analyse virtual networks using
real network components and protocols. GNS3 was used to
analyse the integration of real network devices and virtual
models, which made it possible to evaluate the effectiveness
of SDN implementation in real-world conditions, consider-
ing the specifics of specific equipment and configurations.

Results

SDN is an innovative architecture that enables centralised
network management through software interfaces. This
concept differs from traditional network architectures
in that it separates the control layer from the forwarding
layer, allowing for more flexible network management and
configuration.

The main components of SDN include a controller, pe-
ripherals, applications, and north and south Application
Programming Interface (API). The controller is the central
element of the SDN architecture, which is responsible for
managing the network and coordinating actions between

different components. It receives information from net-
work devices and uses it for traffic routing decisions. Edge
devices are network switches that perform traffic-forward-
ing functions based on instructions from the SDN control-
ler. They do not have internal routing algorithms and al-
ways rely on the controller’s instructions.

Applications, in turn, are software applications that
use SDN capabilities to implement various functions, such
as virtual networks, load balancing, etc. As for the API, it
can be north and south, where the north API is an inter-
face for the SDN controller to interact with applications
and services, which allows applications to interact with
the controller to configure and monitor the network. The
southern API is an interface for the controller to interact
with peripherals, usually using the OpenFlow protocol to
send commands to switches.

The SDN architecture consists of a controller that cen-
trally manages the network, using a northbound API to
interact with applications and a southbound API to man-
age network devices such as switches. Applications man-
age the network through software configuration, which
provides abstraction of the physical infrastructure and
centralised management of the entire network (Fig. 1).

‘ Applications ’

4

North API

SON controller

South API

Programmatic
configuration |:

Centralised
managment

: Abstraction
H of network

Figure 1. SDN architecture diagram
Source: compiled by the author

In general, SDN is widely used in various fields due to
its unique capabilities. In data centres, SDN is used to cre-
ate flexible and scalable networks, which provide efficient
management of many resources and high performance. In
cloud computing, SDN helps to dynamically allocate re-
sources and ensure high availability of services. This is im-
portant for maintaining high QoS standards and efficient
resource utilisation. Operator networks are also using
SDN to introduce new services and improve the efficien-
cy of their networks. This allows operators to adapt more
quickly to changing user needs and improve their network
infrastructures.
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In addition, SDN can be implemented in enterprise
networks to dynamically manage resources and improve
QoS. For instance, in conditions of high traffic volatility,
during large online events, SDN can automatically real-
locate network resources in real-time, providing priority
access to resources for critical applications and services.
This will reduce latency and avoid network congestion,
ensuring stable performance even during peak loads.

In a 5G network environment, SDN can be used for
intelligent traffic management, particularly in IoT and
autonomous vehicle scenarios. SDN enables more precise
traffic management based on the specific QoS require-
ments of different types of data, such as data from IoT sen-
sors, video streams from surveillance cameras, or data from
vehicles. This approach can increase the efficiency of net-
work resources and improve overall network performance.

In cloud data centres, SDN can be used to orches-
trate network operations more efficiently. This can in-
clude automated deployment of virtual networks, config-
uration of security policies, and monitoring of network

traffic. For example, in cloud environments where re-
sources are shared by many users at the same time, SDN
can enable dynamic changes to the network topology
based on user needs, which can improve performance
and minimise latency.

In smart cities, SDN can provide centralised man-
agement and integration of various city services, such as
transport, energy, security and communications. By using
SDN, a flexible and scalable infrastructure that can adapt
to the growing number of connected devices and ensure
reliable operation of city services can be created. This can
include dynamic traffic routing based on real-world con-
ditions in the city, such as traffic congestion or accidents.

Broadband networks are the infrastructure that pro-
vides high-speed Internet access to end users. They are
critical to modern communications systems as they pro-
vide the necessary bandwidth for real-time data, voice
and video transmission. The following components of
broadband access networks should be distinguished: ac-
cess networks and wireless access technologies (Table 1).

Table 1. Types of broadband network technologies and examples of their use

Types of technologies

Description of access network technologies

Examples of use

DSL

A technology that uses existing telephone lines to transmit data at high
speeds. DSL provides high download and upload speeds at relatively
low costs

Home networks in rural areas

They use coaxial cables to provide Internet access. Thanks to the high

Internet in residential

Cable modems

bandwidth of coaxial cables, cable modems can provide fast, high-
bandwidth Internet access.

complexes

Optical fibres

Fibre-optic networks provide the highest speed and lowest latency
for data transmission. They use light pulses to transmit information

through glass or plastic fibres, which enables extremely high speeds

and large data volumes

Enterprises, data centres,
urban infrastructure

Types of technologies:

Description of wireless access technologies

Examples of use

A technology that provides wireless access to the Internet via radio

Wi-Fi

waves. Wi-Fi is often used in home and office networks to connect to
the Internet without having to run physical cables.

Home and office networks,
cafes, airports

Mobile communications (3G,
4G, 50)

Mobile networks provide Internet access through mobile towers that
cover large areas. With the advent of 5G, there are opportunities for
even faster and more reliable access with less latency.

Mobile internet, smart cities,
autonomous cars

Source: compiled by the author

Broadband networks are made up of various elements,
each of which performs specific functions to provide ef-
ficient and reliable Internet access. The main elements
include network equipment, access points, network infra-
structure, and network solutions based on various tech-
nologies. Figure 2 presents a diagram illustrating the main
elements of broadband access networks.

Network equipment includes modems, routers and
switches (Fig. 3). Modems are key components in broad-
band access networks that modulate and demodulate sig-
nals. They provide a connection between the user’s local
network and the provider’s access network. There are dif-
ferent types of modems depending on the access technolo-

gy, such as DSL modems for telephone lines and cable mo-
dems for coaxial cables. Routers are responsible for routing
traffic between different networks. They decide how and
where to route data to ensure optimal speed and reliability.
Routers also provide connections between the local net-
work and the Internet, as well as between different devices
within the local network. In turn, switches ensure efficient
data transmission within the local network. They operate
at the link layer of the Open System Interconnection model
and perform the function of exchanging data between dif-
ferent devices within the same network. Switches connect
various devices, such as computers, printers, and servers,
to the network.
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Figure 2. Diagram of the main elements of broadband access networks

Source: compiled by the author
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Figure 3. Usage of network equipment devices

Source: Modem vs router vs switch: How to choose (2024)

Wireless access points connect devices to wireless net-
works. They broadcast radio signals that can be picked up
by wireless devices such as laptops, smartphones and tab-
lets. Access points provide mobility and convenience, al-
lowing users to connect to the Internet without the need to
run physical cables.

In mobile networks, base stations provide the con-
nection between mobile devices and the operator’s central
network. They cover territories and allow mobile users to
connect to the Internet via mobile networks. As for the pro-
vider’s central office, it is the main point of connection be-
tween the local networks of users and the global Internet.
This is where data is processed and routed and access to the
Internet is provided. Routers, switches and other network
components are in the provider’s office.

Distribution networks are responsible for transferring
data from the central office to end users. They can include
optical fibres, coaxial cables or other types of connections
that enable the transmission of large amounts of data at

high speeds. The main objective of broadband access net-
works is to provide high speed and bandwidth for data
transmission. This is achieved using various technologies
and components, such as optical fibres for fast data trans-
mission and routers for efficient traffic routing.

To ensure reliable connectivity, network equipment
and infrastructure must be designed to minimise potential
failures and outages. This includes redundant components,
network monitoring and rapid response to problems. In
addition, broadband networks must be scalable to support
the growing number of users and traffic volumes. This is
achieved through a modular architecture and the ability to
add new components and technologies as needed.

The main advantages and capabilities of these com-
ponents in the context of telecommunications are flexi-
bility and adaptability, centralised management, resource
optimisation and the ability to refute the introduction of
new services. In other words, SDN can be used to quickly
adapt a network infrastructure to changing conditions.
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Centralised control and software management can be used
to easily reconfigure the network without the need for
physical intervention. The SDN controller provides a sin-
gle point of control for the entire network, which simplifies
administration and can be used to manage traffic and secu-
rity policies more efficiently. Software-based management

optimises the use of network resources by dynamically ad-
justing routing and load balancing, which improves overall
network performance. Moreover, SDN allows for the rapid
introduction of new services and applications through easy
integration with additional applications via a northern
API. However, there are also certain limitations (Table 2).

Table 2. Advantages and limitations of broadband network technologies

Types of technologies

Advantages of access network technologies

Limitations of technology

DSL provides cost-effective access to the Internet with
DSL sufficiently high data transfer speeds, which reduces
infrastructure costs while maintaining good speeds

Dependence on the quality of telephone
lines, limited speed and range from
telephone exchanges

Cable modems

The high bandwidth of coaxial cables provides fast Internet
access, and cable modems can support large volumes
of traffic, which is important for users with high-speed

requirements.

Dividing the channel between users can
reduce speed during peak hours

Optical fibres

Fibre-optic networks provide the highest speed and lowest
latency of data transmission, which is critical for modern
telecommunications, where speed and large volumes of

data are important

High cost of installation, difficulty in laying
cables

Types of technologies:

Advantages of wireless access technologies

Limitations of technology

Wi-Fi

Wireless Wi-Fi access points provide convenient access
to the Internet without the need to lay cables, which is
especially important for home and office networks where
mobility and ease of connection are critical.

Limited coverage area, slower speed with
distance from the router, sensitivity to
interference

Cellular communications

Cellular networks provide Internet access over large areas,
allowing users to stay connected wherever they are

Depending on the operator’s coverage, the
price can be high, with lower speed during
peak hours.

Source: compiled by the author

In addition, the central office is an important point for
managing and controlling the entire network, including
routing and traffic distribution, which contributes to sta-
bility and efficiency. Distribution networks ensure efficient
distribution of traffic from the central office to end users,
which is important for scaling and ensuring high QoS in
the face of growing loads.

The introduction of SDN into broadband networks
can significantly improve their performance, including
optimising speed, efficiency and reliability. SDN allows
for centralised network management through a controller
that coordinates and configures all network components
from a single location. This makes it easier to manage
configurations and optimise resources, as administrators
do not need to manually configure each network element.
For broadband networks, this means the ability to quickly
adapt to changing traffic conditions and user needs.

Using SDN for dynamic routing and load balancing can
significantly improve data transmission efficiency. SDN
controllers can implement routing algorithms that auto-
matically respond to changes in traffic, preventing con-
gestion and ensuring optimal use of network resources. In
addition, SDN allows for the integration of network analyt-
ics tools to monitor and analyse traffic in real-time. This
allows administrators to obtain data on the network status,
detect anomalies and adjust in real-time, which increases
network efficiency. It is also worth addressing the main ar-

eas of broadband network optimisation using SDN (Fig. 4).

The benefits of implementing SDN include improved
speed and efficiency, increased network reliability, flex-
ibility and scalability. SDN can be used to implement
mechanisms to optimise data rates, such as adaptive rout-
ing and QoS management. This ensures high speeds and
reduces network latency, which is important for providing
high-quality broadband access.

Furthermore, SDN controllers can provide automat-
ic troubleshooting, which improves network reliability.
The quick response to problems and resource reservation
reduces downtime and improves overall network stabil-
ity. In addition, the implementation of SDN simplifies
the scaling of the network to meet growing demands and
needs. Thanks to the centralised management capabili-
ties, new technologies and services can be quickly inte-
grated without significant effort and cost to redesign the
network infrastructure.

In addition to the benefits, there are also certain
challenges to implementing SDN, including compatibility
with existing infrastructure, security and governance, and
complexity of configuration and management. In other
words, one of the main challenges is the integration of
SDN with existing network infrastructure, especially in
older systems. It is necessary to ensure compatibility be-
tween new SDN components and old equipment, which
may require additional costs and time.
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SDN poses new security challenges as centralised con-
trol can become a target for attacks. The SDN controller
needs to be protected and counteracted, which requires
additional security and monitoring measures. While SDN
provides centralised management, configuring and man-
aging new technologies can be a complex process that
requires specialised knowledge and skills. This can lead
to the need for additional training for technical staff and
support from vendors.

Examples of SDN use in broadband access networks:

v virtual networks (creation of virtual networks for
different types of users);

v load balancing (traffic distribution between sever-
al servers to increase availability);

v QoS (providing guaranteed QoS for critical appli-
cations);
v configuration automation (automatic network set-

up when adding new users or devices).

Implementation of SDN in a broadband network has
significant potential to optimise its performance but re-
quires careful planning and consideration of challenges.
For a more detailed understanding, it is also necessary to
analyse the impact of SDN on improving network speed,
efficiency and reliability (Fig. 5).
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Figure 5. SDN impact on improving network speed, efficiency and reliability

Source: compiled by the author
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As such, SDN can be used to dynamically allocate
bandwidth to users based on their needs, which ensures
optimal data transfer speeds. Centralised routing manage-
ment with an SDN controller can be used to find the most
efficient routes for traffic faster, which reduces latency and
increases data transfer speeds.

SDN also automates routine operations, such as net-
work configuration and monitoring, which reduces the
human factor and increases the overall efficiency of net-
work management. Using SDN to allocate resources based
on traffic priorities can increase bandwidth efficiency and
provide better QoS for critical applications.

Moreover, centralised management of network ele-
ments identifies and resolves problems faster, reducing
the likelihood of outages and improving overall network
reliability. SDN can also be used to implement traffic iso-
lation and attack detection mechanisms, which protect the
network from external threats and ensure stable operation
under high load conditions.

QoS in telecommunications networks is a critical factor
in ensuring high data transfer speeds, reliability and over-
all network efficiency. The main QoS parameters include
throughput (Formula 1), latency (Formula 2), packet loss
(Formula 3) and delay variability (Formula 4). The integra-
tion of SDN and broadband technologies can have a signif-
icant impact on these parameters, thanks to the ability to
centrally manage and flexibly allocate network resources.

SDN integration can be used for optimised routing and
load management, which reduces overall latency. Once
integrated, centralised management provides better utili-
sation of available resources, which can increase through-
put. SDN provides better control of traffic and reduces the

likelihood of packet loss by optimising routes and manag-
ing load. Variability, in turn, is measured as the standard
deviation of delays between packets, and SDN helps reduce
this variability through more stable traffic management.

Thus, integrating SDN with broadband Internet access
allows for increased bandwidth, reduced and stable laten-
cy, and reduced packet loss. With centralised management
of the SDN network, resources can be more efficiently al-
located to different users and services, which helps to in-
crease throughput. Optimised route and load management
help to reduce data latency as SDN enables faster and
more efficient response to changing network conditions.
Thanks to improved traffic management and the ability to
adaptively re-plan routes, the likelihood of packet loss is
reduced. At the same time, reduced latency variability due
to routing optimisation and load management makes the
connection more reliable and stable.

The integration of SDN technologies with broadband
access has a significant impact on QoS. It is possible to
demonstrate how to use a formula to calculate band-
width. For instance, before the introduction of SDN and
broadband access, the amount of transmitted data was
5,000 MB and the transmission time was 100 seconds,
then, based on the formula, the throughput would be 50
MBy/s. If, after the implementation, the amount of data
transferred is 6,000 MB and the transfer time is 100 sec-
onds, then the throughput will be 60 MB/s. The increase
in bandwidth can be calculated as a percentage increase
from the previous value. Thus, the introduction of SDN
and broadband access has increased bandwidth by 20%.
Similarly, it is worth analysing latency, packet loss and
latency variability (Fig. 6).

Before integration

Delay calculation:

Time received: 20 ms
Time sent: 5 ms
Delay: 20 ms-5 ms=15 ms

Packet loss calculation:

Lost packets: 50
Total packets: 1,000
Loss rate: (50/1,000)x100%=5%

Jitter calculation:

Packet delays: 30 ms, 35 ms, 25 ms Avg.
Delay: (30+35+25)/3=30 ms
Jitter: (]30-30/+|35-30|+|25-30])/3=3.33 ms

Delay calculation:

Time received: 15 ms
Sent: 5 ms
Delay: 15 ms-5 ms=10 ms

After integration

T

Packet loss calculation:

Lost packets: 30
Total packets: 1,000
Loss rate: (30/1,000)x100%=3%

Jitter calculation:

Packet pelays: 28 ms, 30 ms, 27 ms
Avg. Delay: (28+30+27)/3=28.33 ms
Jitter: (]128-28.33| +|30-28.33| +|
27-28.33])/3=1.11 ms

Percentage reduction:
(15 ms-10 ms)/15 msx100%=33.3%

Per centage reduc tion:
(5%-3%)/5%x100%=40%

Percentage reduction:
(3.33 ms-1.11 ms)/3.33 msx100%=66.7%

Figure 6. Examples of basic QoS parameter calculation

Source: compiled by the author

This diagram shows that the introduction of SDN and
broadband access has reduced latency by 33.3%, packet
loss by 40%, and delay variability by 66.7%. The intro-
duction of SDN and broadband has led to a significant
reduction in network latency. This was made possible by
improved traffic routing and optimised data paths. The

integration of SDN with broadband technologies has also
reduced packet loss. Packet loss is a critical metric for QoS
as it affects data integrity and recovery. Another impor-
tant change is the reduction in latency variability. This is
an indicator that reflects the fluctuations in delay during
packet transmission.
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In general, the introduction of SDN and broadband ac-
cess has significantly improved key QoS indicators, which
ensures more efficient and reliable operation of modern
telecommunications networks. Network modelling is a key
aspect in the design and optimisation of telecommunica-
tions systems, especially when integrating SDN and broad-
band. The key elements of the SDN architecture are the ba-
sis for modelling and subsequent optimisation of network
QoS and efficiency, especially when integrated with broad-
band Internet access (Fig. 7).

Northbound

DN Il API
SDN controller API

Southbound
API

Network Abstraction

Applications of network

devices

Centralized
management

Programmatic
configuration

Figure 7. SDN elements in the network structure diagram
Source: compiled by the author

These elements include a controller, north and south
interfaces, network devices and applications that provide
centralised management and control over the network,
allowing for modelling various scenarios of its operation,
considering changes in traffic, loads, and other network
conditions. In turn, network abstraction can be used to
create virtual environments for testing various scenarios
without having to change the physical infrastructure, and
centralised management enables constant network metrics
monitoring and subsequent analysis to assess efficiency
and QoS during simulations.

At the same time, the SDN controller also contains
several key components, such as a network management
module that centrally controls network devices and traffic,
a policy module that implements traffic and security rules,
a monitoring and analytics module that monitors the net-
work status in real-time, and a security module that pro-
tects the network from threats.

In addition, broadband Internet access is important,
because, in network modelling, its elements are central to
ensuring high-quality user access to the network through
various technologies (Fig. 8).

DSL Cable modem Fiber optics

Customer
premises
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(22

[ Wi-Fi access points J [ Network access points ]

3G/4G/5G
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/

Figure 8. Components of broadband Internet access
Source: compiled by the author

DSL and cable modems provide Internet access
through existing copper or coaxial cables, which can signif-
icantly reduce connection costs and provide stable access
over long distances. Optical fibres are used to provide the
highest data transfer speeds with minimal latency, which
is critical for modern networks. In addition, Wi-Fi access
points and base stations provide wireless access to the net-
work, allowing users to connect to the Internet from any-
where without depending on physical connections. This is
especially important for providing mobility and flexibility
of access, which is critical for the modern user. Subscriber
equipment is the endpoint device that provides connec-
tivity to the network, while network access points are re-
sponsible for combining different access technologies into
a single network infrastructure.

QoS is an important component in network modelling
and optimisation, as it is responsible for ensuring the re-
quired QoS level for different types of traffic. Traffic man-
agement policies help to manage the network according to
defined rules, ensuring a balance between performance and
QoS. Traffic classification can be used to divide traffic into
different categories, which allows the network to adapt to
the needs of each type of data. At the same time, traffic
prioritisation ensures that mission-critical applications
are served with the highest priority, which is important in
resource-constrained scenarios. Latency control helps re-
duce network latency, which is critical for time-sensitive
applications such as video conferencing.

Moreover, bandwidth management policies help en-
sure that resources are distributed evenly among users,
especially under high-load conditions. Performance moni-
toring and analysis provide continuous tracking of network
health and performance, which can be used to identify and
correct issues that may affect QoS in a timely manner. Fur-
thermore, queue management can be used to control in-
coming traffic and distribute it according to QoS policies.
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The overall structure of the network includes all the
above components, making it efficient and adaptable to
different operating conditions (Fig. 9). The integration of
SDN with broadband access technologies, combined with
careful QoS management, allows the network to flexibly

Blockchain application

Applied plane
Local routing Global routing

application application
[ ‘“,l Northern AF}Ell
Resource  Technology ~ Statistics
‘/.manager manager manager o
Validator ﬁshing agent i}

- Transaction agent Locking agent

{ Consent EI’OtOCO| handler )

respond to changing loads, efficiently allocate resources,
minimise latency and ensure stable operation of critical
applications. This structure is the key to improving the per-
formance, scalability and reliability of telecommunications
infrastructure.
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’ { ][ Southern API j[ fj
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Figure 9. Network structure diagram

Source: compiled by the author

Modern modelling methods and tools should also be
considered, as they allow for detailed investigation of how
different technologies interact, what their benefits are, and
how network efficiency can be improved.

Modelling methods can be divided into simulation
modelling, scenario-based analysis and analytical mod-
el-based modelling. Simulation modelling involves the
use of computer software to create virtual network models
(e.g., NS-3 or OMNeT++). Scenario-based analysis involves
the development and analysis of various network scenarios
(e.g., modelling scenarios with different traffic distribu-
tions and SDN parameters). Analytical model-based mod-
elling uses mathematical models and formulas to predict
key network parameters (e.g., using analytical models to
calculate throughput or latency).

It is also worth exploring modelling tools. For instance,
Simulink, a graphical environment for modelling, simula-
tion and analysis of systems, can be used to create mod-
els of various types of systems using block diagrams and
provides extensive network modelling capabilities. The
NS-3 network modelling tool can model both traditional
and SDN networks in detail. In turn, the OMNeT++ modular
platform creates complex network models and tests their

performance in various scenarios. Mininet is a tool for cre-
ating virtual networks and testing SDN solutions that can
be used to quickly create network models and test their
performance in real-time. The GNS3 GUI is a network em-
ulation tool that simplifies the creation and configuration
of virtual networks.

Discussion

The study showed that the use of SDN and broadband ac-
cess optimises traffic and resource management, which has
a positive impact on overall network efficiency. The impor-
tance of analysing existing research in this area is that it
can be used to compare and summarise the results, identify
new aspects and confirm the effectiveness of the technol-
ogies used in different conditions, which in turn contrib-
utes to the further development and improvement of these
technologies.

The results of this study showed that the integration of
SDN and broadband provides lower latency and higher data
rates, which is critical to improving overall network effi-
ciency. C. Zhang et al. (2020) proposed a new framework for
the dynamic deployment of virtual network functions that
reduces resource costs and request rejection rates, which
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differs from the approach of the previous work, which fo-
cuses on improving network speed and reliability. This
study also confirmed that SDN can improve traffic man-
agement and resource optimisation, while S. Mehraban
& R.K. Yadav (2024) addressed the technical and financial
challenges of migrating to SDN and the use of algorithms to
improve QoS. Their study addresses the problems of traffic
management and QoS improvement using new algorithms,
which is an additional aspect of the analysis of this study.

This study also demonstrated that the integration of
SDN with broadband access networks effectively optimises
traffic management, providing improved throughput and
reduced latency. In turn, G. Khekare et al. (2023) demon-
strated models that can achieve 99.4% accuracy in traffic
optimisation and access control using synthetic traffic
models. The study also confirmed a significant increase in
resource management efficiency in real networks, while
A. Alioua (2019) demonstrated that the developed algo-
rithms for data processing in automotive networks reduce
delays and energy costs. However, the results of the latter
work are focused on specific applications, while the pres-
ent study covered a wider range of applications in broad-
band access networks.

In contrast to the results of the study, which showed
that the integration of SDN with broadband access net-
works significantly improves the overall network perfor-
mance, C. He et al. (2022) addressed virtual network migra-
tion technology that effectively reduces energy costs and
increases the request acceptance rate of virtual networks
by focusing on energy efficiency instead of network speed
and performance. In addition, B.R. Dawadi et al. (2022)
explored the challenges and solutions for SDN migration,
emphasising the importance of security and cost-effec-
tiveness in the transition from traditional networks to
SDN, while this study demonstrated how SDN integration
improves traffic management and resource optimisation
in real-world environments.

While this study showed a significant improvement
in traffic management and resource optimisation due to
the integration of SDN and broadband, M. Mahajan (2024)
analysed the integration of IoT with SDN, focusing on im-
proving flexibility and management efficiency, in the con-
text of smart cities and healthcare, rather than on specific
aspects of traffic management and network performance.
In turn, R. Kovacs et al. (2024) proposed the integration of
blockchain technology into an SDN controller to improve
service validation, which demonstrates the effectiveness of
blockchain technology in SDN management but focuses on
ensuring the validation of network functions rather than
on the overall improvement of performance and data trans-
fer speed, as in the study.

The results of this study, which demonstrated a reduc-
tion in latency and an increase in data transfer speed due
to the integration of SDN and broadband, are consistent
with the results of a study by A.K. Rangsietti & S.S. Koda-
li (2022), which addressed the integration of SDN and NFV
to optimise cloud environments, which provides scalability

and flexibility but does not focus on directly improving
data transfer speed. At the same time, in contrast to the
results obtained, which focused on improving overall net-
work performance through the integration of SDN and
broadband, S.M. Rasool et al. (2024) addressed the impact
of 5G, SDN and NFV technologies on QoS on the problems
of SDN controller placement and their impact on latency,
cost and energy efficiency in modern networks.

While this study emphasised the efficiency of resource
management and overall network optimisation through the
integration of SDN and broadband, M. Klinkowski (2023)
focused on modelling and optimising network slice alloca-
tion in 5G networks and emphasised the optimisation of
resource allocation and traffic transport across networks to
provide different types of services with QoS requirements.
The results of a study by L. Tang et al. (2024) showed a dig-
ital twin to improve resource prediction accuracy and re-
duce latency in SDN/NFV networks and focused on specific
aspects of prediction and energy efficiency in the context
of ToT. In contrast, this study has confirmed that the inte-
gration of SDN and broadband provides a wider range of
resource management improvements than the highly spe-
cialised approaches considered in other works.

Moreover, the results of the study, which demonstrat-
ed an improvement in overall network performance due to
the integration of SDN and broadband access, differ from
the approaches presented in a study by S. Javanmardi et
al. (2023) and D. Stilinski & K. Potter (2024). The first study
addressed a workflow scheduler for IoT networks that pro-
vides protection against attacks and optimises load bal-
ancing and latency, showing improvements in response
time and network utilisation that focus on security and
load-specific aspects rather than overall data rate improve-
ments. Meanwhile, the second study analysed the appli-
cation of SDN and NFV to the development of flexible 5G
core networks, focusing on scalability and automation that
reduces costs and improves QoS, but in the specific context
of 5G rather than general traffic management and network
performance. In comparison, the study covered a broader
range of network improvements, providing a comprehen-
sive performance improvement that is not limited to spe-
cific aspects of security or scalability.

While the results of this study highlighted the integra-
tion of SDN to improve data rates and resource management
in the overall network context, the study by P. Kulshreshtha
& A.K. Garg (2024) focused on solving the problem of rout-
ing and traffic optimisation in 5G networks, comparing the
effectiveness of deep learning algorithms to reduce latency
and improve network performance. At the same time, the
study by H. Ait Oulahyane et al. (2023), which proposed a
QoS management model for wireless networks that reduces
latency and improves resource management, emphasises
the effectiveness in specific aspects of QoS management
but does not cover a wide range of improvements as in the
present study.

The results obtained, which demonstrate an increase
in data transmission speed and optimisation of resource
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management, have common aspects with the work of
J. Galan-Jiménez et al. (2022), which presents a hybrid load
balancing algorithm that effectively balances between re-
ducing energy consumption and balancing traffic in SDN/
Internet Protocol (IP) networks. On the other hand, the
work of C. Oredola & A. Ashraf (2024) focused on improv-
ing the security of IoT networks using SDN controllers. Al-
though this study emphasised that the use of SDN reduc-
es the vulnerability of IoT networks to cyber threats and
increases their security, it did not cover aspects of overall
network efficiency, in particular, the optimisation of data
and resource transfer rates, which is the focus of this paper.

Finally, the common aspects between this study and
the works of I. Ikhelef (2024) and S. Kang et al. (2024) are the
use of SDN to improve network functions and management.
However, the first paper focused on integrating SDN with
NFVforoptimal placement and chaining of virtual functions,
while this study focused on integrating SDN and broadband
to improve data rates and overall network performance.
Similarly, the second paper used graph neural networks to
optimise routing in SDN/NFV systems, focusing on laten-
cy and computing resource efficiency. While this study’s
approach also integrated SDN, it considered the broader
context, including resource management efficiency and
improving overall network performance using broadband.

Thus, a comparison with other studies has shown that
while some works focus on NFV or specific aspects of man-
agement, this study stands out for its versatility in improv-
ing overall network efficiency using broadband. Compared
to work that focuses on optimising load balancing or man-
aging resources in specific networks, this approach covers
a broader context, providing a comprehensive performance
improvement.

Conclusions

The study confirmed that the integration of SDN and
broadband significantly improves the overall performance
of telecommunications networks. The main results in-
clude a significant reduction in latency and improvement
in data transfer speeds, which is achieved through efficient
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The integration of SDN and broadband access, along
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ing data security and privacy remains a key challenge, as
centralised management over SDN can create new attack
vectors. In addition, ensuring scalability and efficiency in
the face of increasing workloads and diversity of network
resources is a complex task that requires further research.

To further improve the results, it is recommended to
introduce algorithms that would reduce the power con-
sumption of network elements, especially under high
loads. It is advisable to extend the study to new types of
networks, such as 5G and 10T, to confirm the effectiveness
of the results in different conditions. The potential of SDN
in the context of Wi-Fi 6 networks, edge computing, and
blockchain technologies should also be explored, as this
will help define the potential of SDN for different types
of traffic and network conditions. It is crucial to develop
new approaches to protect SDN from potential threats, as
centralised management creates new attack vectors. Devel-
opment prospects include the integration of artificial in-
telligence to automate network management and improve
security technologies.
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OnTuMisauis aKocTi 06CcnyrosyBaHHS Ta €peKTUBHOCTI MepeXi
Yy KNACUYHUX MepeXax 3a gonoMoroto iHterpauii SDN
TA LUUPOKOCMYrOBOro [OCTYNY A0 iIHTepHeTy
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AHoTauig. MeTa JOCTiKeHHs [Mo/siraga B po3podii eMITIipMyHoi Momesi [Jis ONTMMisaLii SIKoCTi 06C/IyroByBaHHs
Ta MigBUILEeHHS e(eKTMBHOCTI TeNeKOMYHIKAIiiiHMX MepeX NUIIXOM iHTerpauii TexHosoriit software-defined
networking (SDN) i m1poKoCMYyroBOro JOCTYIY M0 iHTepHeTy. Y AOCTiIKeHHI BUKOPUCTAHO METOAM CUMYJISIiifHOTO
MOMeIOBaHHS, aHa/Mi3y ClleHapiiB Ta aHAJIITUMUYHI MOAesi 3 3aCTOCYBaHHSIM iHCTPYMeEHTIB Moje/oBaHHS. OCHOBHI
pes3yabTaTy NOCIiIKeHHS BKasaiy Ha 3HauUHMIi MOoTeHIiaa iHTerpauii TexHosorii SDN i mupokocMyroBoro LOCTYILy.
Byno nmpomeMoHcTpoBaHo KoHuemniii SDN, ski 3a6e3meuyioTh [eHTPali30BaHe YIIPaBAiHHS Mepeskelo i THYyUYKiCTb y
Ha/IallITyBaHHi, & TaKOX UIMPOKOCMYTOBUIiI JOCTYII, 110 IPONIOHY€E BUCOKY IIBUIKICTD INepelavi JaHMX i MOKpalleHy
MPOIYCKHY 3[aTHICTb. BUSBIEHO pO/Nb KOXXHOTO eleMeHTa Mepexi, BK/IIuUalouyM MaplipyTu3aTopu, KOMYTaTOpU
i KoHTposepH, Ta iX BIUIMB Ha edeKTUBHiCTb Mepesxki. AHaniz B3aemozii SDN 3 mepexxamy MIMPOKOCMYTOBOTO
IOCTYIIy TI0Ka3aB, IO Taka iHTerpallis Ja€ 3MOTy ONTMMIi3yBaTy MaplipyTu3allio, 6aJlaHCyBaHHS HABaHTAKEHHS Ta
yIIpaBIiHHS TpagikoMm, L0 CITPUSIE TTOKPAIeHHIO IIBUAKOCTI i HaAiliHOCTI Mepexi. [ToKa3HMKM SIKOCTi 06CTyrOBYBaHHSI
NPOAEMOHCTPYBa/M, 110 iHTerpallis pi3HMX TEXHOJOTiii Befe 10 CYTTEBOTO MOKpallleHHS IPOIyCKHOI 3JaTHOCTI,
3HVDKEHHSI TTaKeTHUX BTPaT, 3MeHIIeHHS 3aTPMMOK i BapiaTMBHOCTI 3aTPMMOK. 3arajiom, MOZelb MepexXi Mmokasaua
edextmBHicTh iHTerpanii SDN Ta MMPOKOCMYroBOrOo [OOCTYITy B ONTMMIi3alii MepeskeBOi MPOLYKTMBHOCTI Ta
SIKOCTi 0OCIYTOBYBAaHHS, a OIVISIA METO[iB MOZENIOBAHHS Mepexki MiATBepauB, IO BMUKOPMUCTAHHSI CUMYJSIIHUX
iHCTpYMEHTIB [oIOMara€ IeTajJbHO OLIHMUTU e(deKTUBHICTh iHTerpaiii TexHosoriii i migTBepaAuTH iX MO3UTUBHUIL
BIUIMB Ha NPOAYKTMUBHICTb Mepexi. TakuMm UMHOM, OTpPMMaHi pe3yjabTaTu IIOKa3aay, L0 iHTerpalisi TeXHOJOTiil
SDN i mmpokocMyroBoro JOCTYIY CYTTEBO IMOKpallye edeKTUBHICTb TeeKOMYyHIKaI[ifilHUX MepeX, 1[0 CBiIYUTDb PO
edeKTMBHICTh HOBMX TEXHOJOTLiH y MiABUIIEHH] 3aTaTbHOI MPOSYKTUBHOCTI Mepesk

KniouoBi cnoBa: mporpamue yrpaBsiiHHs; 6e3[pOTOBi TEexXHOJOrii; BipTyasisaiis pecypciB; aHami3 MPOIYCKHOI
CTIPOMOSKHOCTI; aJaNTUBHI CUCTeMU
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Abstract. Modern large language models (LLMs) have demonstrated significant advances in machine translation,
particularly for Slavic languages that are less commonly represented in traditional translation datasets. This study aimed
to evaluate the effectiveness of LLMs (ChatGPT, Claude, and Llama) in translating conversational texts in Slavic languages
compared to commercial translators and transformer models. The research utilised the OpenSubtitles2018 dataset to test
translations in seven Slavic languages (Ukrainian, Czech, Bulgarian, Russian, Albanian, Macedonian, and Slovak), applying
semantic and stylistic translation quality assessment methods. Findings revealed that ChatGPT and Claude outperform
Google Translate and transformer models, particularly in translating informal conversations, achieving 95% accuracy
for Ukrainian and 97% for Bulgarian. The Few-shot Structured Example-Based Prompting method (FSL) showed the best
results. The research demonstrated that LLMs significantly enhance the quality of informal text translations in Slavic
languages by preserving context and the naturalness of dialogues. Additionally, the analysis revealed that LLMs handle
idioms and slang translations 30% more accurately than traditional machine translation systems. Moreover, employing
the Chain-of-Thought method resulted in a 25% improvement in preserving cultural context. The practical value of this
research lies in developing effective methods for leveraging LLMs to improve the quality of informal text translations in
Slavic languages. This is particularly beneficial for messaging platforms, social networks, and entertainment content,
where preserving natural speech and cultural nuances is essential

Ke}ﬂﬂlﬂ[ds' LLM: perpI EDgJ.DEE]I].Dg' DH P: TER: CQDlET text CD]:]:E]HU.C]D a ZE]E‘['S.H' CIIRE

Introduction

The rise of online communication has created an urgent
need for improved translation of everyday conversations,
particularly in Slavic languages. Conventional translation
systems demonstrate proficiency in processing formal con-
tent but frequently produce subpar translations of collo-
quial conversations in Slavic languages. Recent develop-
ments in large language models (LLMs) such as ChatGPT,
Claude, and Llama, highlight their potential for processing
natural dialogue, though their efficacy in Slavic language
translation requires comprehensive evaluation. The Open-
Subtitles dataset, which contains texts in seven Slavic lan-
guages alongside English translations, provides a robust
resource for testing these approaches.

Recent advancements in machine translation have
shown promising results for Slavic languages. C. Escol-
ano et al. (2020) introduced a context-aware system for
low-resource languages, achieving a 15% improvement in
translation accuracy for informal dialogues. J. Wieting et

Suggested Citation:

al. (2019) established new evaluation metrics tailored for
assessing the quality of informal translations. Their study
offered a systematic approach to measuring cultural con-
text preservation in machine translation. These metrics
were further validated by S. Bhatt & F. Diaz (2024), who
revealed the both strengths and limitations of LLMs in
processing culturally specific content, particularly in Slav-
ic languages. Additionally, they developed a transform-
er architecture that enhanced natural dialogue pattern
preservation by 20%.

Y. Tang et al. (2021) made significant contributions
through their research on multilingual translation, estab-
lishing new benchmarks for cross-lingual transfer in low-re-
source scenarios. Their research emphasised the importance
of balanced training data across language families. Subse-
quently, X. Tang & Y. Zheng (2023) extended this research by
analysing multilingual capabilities in large language mod-
els, focusing on cross-cultural translation aspects.
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W. Zhu et al. (2023) conducted a comprehensive study
on the use of large language models (LLMs) for multilingual
machine translation (MMT). They evaluated eight popular
LLMs, including ChatGPT and GPT-4, and found that GPT-4
outperformed the supervised baseline model NLLB in 40.91%
of translation directions. However, LLMs still exhibit signif-
icant limitations compared to commercial translation sys-
tems, especially for low-resource languages. The study also
revealed new operational patterns of LLMs in MMT, such as
resource efficiency, the importance of in-context exemplars,
and the potential for cross-lingual transfer learning.

P.Naveen & P. Trojovsky (2024) demonstrated that mod-
ern translation systems can achieve up to 87% accuracy in
general tasks. However, their research emphasised signifi-
cant challenges when dealing with context-dependent trans-
lations. The authors identified two main issues: maintaining
meaning in longer conversations and preserving cultural
context. By testing different translation methods, they found
that combining traditional translation systems with LLMs
enhanced contextual accuracy by 32%. This finding suggests
that future translation systems must focus on both linguistic
accuracy and cultural understanding to be truly effective.

Despite these advancements, significant research
gaps persist in understanding how modern LLMs perform
specifically in casual Slavic-language conversations. The
effectiveness of prompt engineering techniques for these
languages remains largely unexplored, and comprehensive
evaluation frameworks for informal translation quality are
still required.

This research evaluated multiple translation systems
(ChatGPT, Claude, Llama, Opus-MT, and Google Translate)
using various quality metrics to assess their performance
in translating informal Slavic conversations. The research
explored diverse prompt-engineering strategies to en-
hance translation accuracy. A novel evaluation method was
developed to assess translation quality. The main goal was
to create practical guidelines for selecting and using the
most effective translation tools for everyday Slavic-lan-
guage conversations.

Materials and Methods

This research investigated translation models for Slav-
ic languages, employing a comprehensive methodolo-
gy encompassing multiple evaluation approaches and
prompting-engineering methods. The study was based on
the OpenSubtitles2018 dataset, which represents a sub-
stantial collection of movie and TV show subtitles. Seven
Slavic languages were selected for investigation: Ukraini-
an, Czech, Bulgarian, Russian, Albanian, Macedonian, and
Slovak. This dataset was chosen due to its representation
of natural dialogue and concise sentence structures, typ-
ically ranging from 7 to 12 words, accurately reflecting
the nature of informal chat-based communication. The
OpenSubtitles2018 dataset included 1.2 million sentence
pairs for each Slavic language pair. After filtering for con-
versation-style content, segments with dialogue markers
were retained, maintaining an average sentence length

of 8.3 words. The final corpus contained natural conver-
sations spanning multiple domains, including daily com-
munication (43%), informal discussions (37%), and casual
narratives (20%). The research framework incorporated
five distinct translation systems: ChatGPT4, Claude 3.5,
LLaMA-3, Google Translate, and Helsinki-NLP’s Opus-MT.
These systems were selected to represent both state-of-
the-art language models and translation services.

The evaluation methodology employed a multi-metric
approach comprising three primary dimensions. As demon-
strated by F. Kepler et al. (2021) in their comparative anal-
ysis of translation quality estimation approaches, utilising
multiple evaluation metrics provides a more comprehensive
assessment of translation quality. First, semantic quality
assessment employed COMET and Text Correlation metrics
to measure meaning preservation and semantic similarity
between source and translated texts. Second, stylistic and
lexical accuracy were assessed through TER (Translation
Edit Rate) and CHRF (Character n-gram F-score) metrics,
providing quantitative measures of translation precision.
Third, a novel LLM-based evaluation method was imple-
mented, engaging ChatGPT, Llama, and Claude to perform
qualitative assessments of translation accuracy.

Furthermore, the research explored four distinct
prompting methodologies: Basic Prompt, ZeroShot Chain-
of-Thought Prompting (CoTT), Contrastive Translation
(CT), and Structured Example-Based Prompting (FSL). This
selection of prompting methods built upon the framework
created by L. Reynolds & K. McDonell (2021), who demon-
strated that moving beyond basic fewshot prompting can
significantly improve model performance in complex lan-
guage tasks. Their research particularly emphasised the im-
portance of structured approaches in handling nuanced lin-
guistic challenges. Each method tested how well the models
performed in different situations: CoTT enhanced logical
clarity, CT improved meaning preservation by comparing
options, and FSL increased accuracy using examples. These
approaches were systematically tested using Ukrainian lan-
guage data from the OpenSubtitles2018 dataset, selected
for its representation of diverse conversational styles.

The experiments utilised popular Python libraries
such as Transformers, COMET, and SacreBLEU, ensuring
robust and reproducible results. Additionally, all data-
sets, scripts, and evaluation metrics were made publicly
available through an open-access repository, promoting
transparency and enabling further research in this domain.
This comprehensive methodological approach facilitated a
thorough investigation of translation quality across multi-
ple dimensions, providing insights into both the semantic
accuracy and stylistic appropriateness of machine-gener-
ated translations in informal communication contexts.

Results and Discussion

Analysis of translation model performance

GPT-4 (4-ol) is OpenAl’s latest generation of models.
As T.B. Brown et al. (2020) demonstrated, this model is
trained with a mixture of supervised fine-tuning and
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reinforcement learning, designed specifically for conver-
sational and language understanding tasks. GPT-4’s archi-
tecture is based on the Transformer (Devlin et al., 2019),
featuring self-attention mechanisms and deep layers that
process language sequentially. It can handle context across
long passages, making it suitable for complex translation
tasks where meaning and context extend across multiple
sentences. The core component of the Transformer archi-
tecture is selfattention, calculated as follows:

Attention(Q,K,V) = softmax((QKT)/\/(d))V, (1)

where Q, K, and V are the query, key, and value matrices
derived from input embeddings, and k is the dimensional-
ity of the keys. GPT-4 is pre-trained on a vast dataset, en-
abling nuanced translations. However, it may lack specific
cultural or idiomatic accuracy without fine-tuning tailored
to Slavic languages.

Claude 3.5 Sonnet, developed by Anthropic, focuses on
ethical language processing with a transformer-based ar-
chitecture. Claude’s attention mechanism and transform-
er layers follow a similar approach to other models, where
self-attention mechanisms and positional encodings es-
tablish word order. Claude performs well on literal trans-
lations but may struggle with idiomatic expressions due to
its safety-focused training.

Meta’s LLaMA (Large Language Model Meta AI) (Tou-
vron et al., 2023) is an open-source large language model
that has demonstrated capabilities in multilingual tasks.
LLaMA-3 (70B) boasts extensive vocabulary coverage
across multiple languages, including Slavic languages,
making it particularly well-suited for translation tasks re-
quiring nuanced and contextually accurate outputs. Similar
to other transformer models, its large parameter count en-
ables LLaMA-3 to handle subtle linguistic features in Slavic
languages effectively.

Opus-MT (Tiedemann & Thottingal, 2020), developed
by Helsinki-NLP, is a machine translation model built on
the MarianMT framework. This model focuses on multilin-
gual and lowresource language translation and is trained
on parallel corpora, including the OPUS dataset. Opus-
MT employs a transformer-based architecture optimised
for the efficient translation of lowresource languages
(Rei et al., 2020). Opus-MT uses separate models for each
language, which enhances its effectiveness for specialised
Slavic translation tasks.

GoogleTranslateusesthe Google Neural Machine Trans-
lation (GNMT) system, updated with transformer-based ad-
vancements inspired by models such as BERT and T5. GNMT
originally relied on an RNN-based architecture with atten-
tion mechanisms but has since incorporated transformer
layers, boosting its performance in handling nuanced and
lengthy texts. Known for speed and accessibility, Google

Translate provides immediate translations but may lack
the deep contextual understanding offered by larger LLMs.

Modern translation systems vary in their approach to
Slavic language translation, with each offering distinct ad-
vantages. Large Language Models (GPT-4, Claude 3.5, LLa-
MA-3) excel in understanding context, while other systems
(Opus-MT, Google Translate) prioritise accessibility. The
diversity in translation approaches reflects the complex
challenges identified by S. Ranathunga et al. (2021) in their
analysis of low-resource language translation systems,
where they emphasised that different architectural solu-
tions may be necessary to address various aspects of Slavic
language processing. GPT-4 uses a transformer architec-
ture with self-attention mechanisms, making it effective
for complex translations. Claude 3.5 emphasises ethical
processing while maintaining high accuracy. LLaMA-3
(70B) provides robust multilingual support with extensive
vocabulary coverage. Opus-MT specialises in low-resource
languages with dedicated language-pair models. Google
Translate offers quick, accessible translations using updat-
ed neural machine translation technology.

Evaluation methods for translation quality assessment
This study employed five main metrics to evaluate transla-
tion quality: Text Correlation, COMET, TER, CHRF, and an
LLM-based evaluation approach. Each metric assesses differ-
ent aspects of translation accuracy. Text Correlation (Pear-
son’s Correlation) (Reimers & Gurevych, 2019) quantifies
the degree of alignment between the predicted and reference
translations by comparing text embeddings. The Pearson
correlation coefficient (r) is calculated using the formula:

r =6 -9)/VEE?EE -9 @)

This formula evaluates the linear relationship between
two variables, specifically the semantic representations of
the source and translated texts. The coefficient ranges from
-1 to 1, where -1 indicates a perfect negative correlation, 0
indicates no correlation, and 1 indicates a perfect positive
correlation. The variables in the formula are defined as fol-
lows: r — the Pearson correlation coefficient, representing
the strength and direction of the linear relationship be-
tween the source and translated texts; x — the values of vari-
able X, corresponding to the semantic representation of the
source text; y — the values of variable Y, corresponding to
the semantic representation of the translated text; x - the
mean or average value of the semantic representation of the
source text (variable X); y — the mean or average value of the
semantic representation of the translated text (variable Y);
n - the number of pairs of values, representing the data
points or observations used in the calculation. The evalua-
tion results for Semantic Quality (COMET, Text Correlation),
as described by R. Rei et al. (2020), are presented in Table 1.

Table 1. Evaluation results for Semantic Quality (COMET, Text Correlation)

Evaluation method Text correlation COMET
) Google } Google
Language ChatGPT | Claude | LIaMA | Opus-MT Translate ChatGPT | Claude LlaMA | Opus-MT Translate
Ukrainian 0.95 0.952 | 0.929 0.935 0.927 0.769 0.774 0.736 0.726 0.763
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Table 1. Continued
Evaluation method Text correlation COMET
Language ChatGPT | Claude | LIaMA | Opus-MT Google ChatGPT | Claude LlaMA | Opus-MT Google
Translate Translate
Albanian 0.89 0.876 | 0.842 0.821 0.858 0.789 0.788 0.758 0.765 0.782
Bulgarian 0969 | 0.966 | 0.943 | 0.949 0.959 0.835 0.828 0.804 0.79 0.824
Czech 0.898 0.875 | 0.835 0.814 0.872 0.894 0.89 0.858 0.846 0.885
Macedonian 0.968 0.969 | 0.965 0.911 0.962 0.762 0.769 0.736 0.75 0.766
Russian 0.965 0.969 0.955 0.963 0.936 0.845 0.836 0.803 0.818 0.82
Slovak 0.825 0.821 | 0.798 0.776 0.821 0.762 0.764 0.721 0.709 0.761
Source: developed by the author based on 0.0. Sokol (2024)
An analysis of Table 1 indicates that ChatGPT-4 per- TER=EN, 3)

forms well across languages, achieving high Text Corre-
lation scores in Ukrainian (0.95) and Czech (0.898) and
strong COMET scores, making it a top choice for con-
text-rich translations. Claude 3.5 achieves high semantic
accuracy, particularly in Macedonian (0.969) and Russian
(0.969) for Text Correlation. LlaMA-3 demonstrates good
performance, though its scores are lower than those of
ChatGPT and Claude, revealing weaker handling of com-
plex contexts. Google Translate delivers consistent results
but exhibits lower semantic accuracy and struggles with
nuanced translations. Helsinki-NLP/Opus-MT perform
well, although its results vary across language pairs, par-
ticularly with complex languages. In summary, ChatGPT-4
and Claude 3.5 lead in semantic quality, with ChatGPT ex-
celling in nuanced languages such as Czech and Ukrainian.

In the course of the study, an assessment was conduct-
ed on the performance of large language models in trans-
lating Slavic languages, particularly their ability to pre-
serve stylistic and lexical accuracy in conversational style.
To evaluate translation quality, two key metrics were em-
ployed: Translation Error Rate (TER) and Character n-gram
F-score (CHRF). These metrics assess different aspects of
translation accuracy and fluency.

TER (Translation Error Rate) measures the minimum
number of edits needed to transform the machine transla-
tion into the reference translation:

where E is the total number of edits (insertions, deletions,
substitutions, and shifts), N is the total number of words
in the reference translation, and r is the subscript denoting
reference text. This metric is particularly useful for evaluat-
ing translation accuracy as it directly quantifies how much
editing is needed to achieve the correct translation. Lower
TER scores indicate better translations, with fewer required
edits.

CHRF evaluates translations at the character level,
providing a more nuanced assessment that is especially
important for Slavic languages with complex morphology:

chrF =Fp =((1+ B XPXR)/(B*XP+R), (4
where chrF is the character n-gram F-score, F, is the
F-score with g parameter, f is the Beta value (default =
3), P is the precision, and R is the recall. CHRF is effec-
tive for Slavic languages as it captures character-level
similarities, making it sensitive to morphological varia-
tions and word endings that are crucial in these languag-
es. Table 2 presents a summary of the test results for
various translation models, illustrating their strengths
and weaknesses when working with Slavic languages,
particularly the results of stylistic and lexical accuracy
assessments (TER and CHRF).

Table 2. Evaluation results for Stylistic/Lexical Accuracy (TER, CHRF)

E‘r"‘;‘:t'ﬁ:,'g" CHRF TER
Language ChatGPT | Claude | LlaMA | Opus-MT T?;ossllel::e ChatGPT Claude | LlaMA o&lfrs' T?ac:'nt;glze
Ukrainian 13.11 15.12 | 11.856 = 10.842 12.531 0.774 0.76 1.707 | 0.826 0.796
Albanian 22.346 20.846 | 18.52 19.423 20.386 0.691 0.71 0.772 | 0.692 0.731
Bulgarian 20.769 21.166 | 16.215  13.822 18.145 0.635 0.636 0.689 | 0.754 0.656
Czech 34.628 30.96 | 24.166  30.786 33.387 0.489 0.531 0.606 | 0.548 0.534
Macedonian 23.789 23.879 | 19.764 | 26.808 21.712 0.802 0.601 0.65 0.592 0.608
Russian 24.695 25.576 | 18.619 | 25.502 25.266 0.599 0.597 0.689 | 0.626 0.6
Slovak 18.325 19.026 | 12.214 | 14.884 16.976 0.698 0.708 0.783 | 0.756 0.735

Source: developed by the author based on 0.0. Sokol (2024)
As shown in Table 2, different models demonstrate

varying performance levels across Slavic languages. The
results reveal distinct trends, with ChatGPT and Claude
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generally achieving lower TER scores (indicating fewer
required edits) and higher CHRF scores (showing bet-
ter character-level accuracy) compared to other models.
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Specifically, ChatGPT-4 leads with notably high CHRF
scores in Czech (34.63) and Russian (24.70), although it
exhibits slightly higher TER in Ukrainian, suggesting mi-
nor editing needs. Claude 3.5 follows closely, particularly
excelling in Bulgarian (21.17) and Macedonian (23.88),
with moderate TER scores. Conversely, LLaMA-3 shows
lower CHRF scores and higher TER rates in Ukrainian,
indicating certain limitations in grammatical and lexical
precision. Google Translate maintains consistent per-
formance with balanced CHRF and TER scores, making
it reliable for basic translations. Helsinki-NLP/Opus-
MT shows mixed results, particularly struggling with
complex phrases. Based on the comprehensive analysis

of TER and CHRF metrics, ChatGPT-4 and Claude 3.5
demonstrate statistically superior performance in trans-
lation accuracy.

Analysing Table 3, which presents the evaluation re-
sults for the LLM-based evaluation method, it is evident
that ChatGPT-4 is the top performer in Slovak (0.5) and
Albanian (0.554), showing robust contextual accuracy
and idiomatic understanding. Claude 3.5 is close behind
ChatGPT, particularly effective in Bulgarian (0.471) and
Macedonian (0.485). LlaMA-3 achieved lower scores, es-
pecially in Slovak and Albanian, indicating challenges
with nuanced translations. Google Translate and OpusMT
achieve comparatively lower scores in contextual accuracy.

Table 3. Evaluation results for the LLM-based method

Language ChatGPT Claude LlaMA Opus-MT Google Translate
Ukrainian 0.227 0.613 0.053 0.053 0.053
Albanian 0.554 0.4 0.015 0.015 0.015
Bulgarian 0.353 0.471 0.059 0.059 0.059
Czech 0.443 0.329 0.076 0.076 0.076
Macedonian 0.47 0.485 0.015 0.015 0.015
Russian 0.273 0.416 0.104 0.104 0.104
Slovak 0.5 0.421 0.026 0.026 0.026

Source: developed by the author based on 0.0. Sokol (2024)

Overall, ChatGPT-4 and Claude 3.5 lead in contextu-
al accuracy, with ChatGPT-4 showing superior idiomatic
handling. Based on these experimental results, ChatGPT-4
consistently delivers the highest quality translations across
semantic, stylistic, and LLM-based evaluations, making it
the best overall model for translating Slavic languages with
accuracy and contextual depth. Claude 3.5 also performs
well, particularly in languages like Macedonian and Rus-
sian, making it a strong alternative. Google Translate pro-
vides fast, reliable translations with good lexical accuracy,
making it suitable for general-purpose tasks but less ca-
pable of handling complex nuances. Helsinki-NLP’s Opus-
MT is useful for low-resource languages, though it shows
limitations in stylistic fidelity and nuanced understanding.

Advanced prompting strategies for improving machine
translation

Structured Example-Based Prompting (Few-Shot Learning
with Examples) (Liu et al., 2023) employs a limited set of
examples to help LLMs generalise from specific prompts,
allowing the model to mirror the style, tone, and idiomat-
ic language of the provided translations. In this approach,
each example demonstrates how informal tone, slang, and
culturally specific phrases should be translated, and brief
explanations clarify why certain expressions were chosen.
This technique assists the model in developing a contex-
tual understanding of Slavic linguistic subtleties by using
examples in casual conversational formats. The exam-
ple-based prompt is structured as follows:

Translate the following chat-based text from English to
Ukrainian, keeping the informal tone, conversational style,
and cultural nuances intact. Use the examples below for guid-
ance on handling slang, tone, and natural flow.

Example 1: “Hey man, what’s up? Everything going
as planned?” — “IIpusim, dpyxce, sk cnpasu? Bce iide 3a
naavom?” (Explanation: “man” is casually translated to
“Opyxce”, maintaining a friendly tone).

Example 2: “Come on, this is just causing trouble!” — “Ta
HY, ye mivku cmeopioe npobremu!”

(Explanation: “Come on” as an expression of frustration
is translated as “Ta Hy” for conversational effect).

Example 3: “Oh, here we go again with his stories!” —
“O, 3Ho8Y 8iH 3i caoimu icmopismu!” (Explanation: “Oh, here
we go again” is rendered to show mild annoyance in a relat-
able way).

Zero-Shot Chain-of-Thought Prompting (Chain-of-
Thought Translation) draws inspiration from Chain-of-
Thought reasoning techniques (Wei et al., 2022). It helps
the model apply nuanced linguistic and cultural choices
independently by outlining steps for reasoning through
the translation. The Chain-of-Thought Translation (CoTT)
prompt employs a three-step approach, encouraging the
model to think through the translation with a focus on
meaning, tone, and conversational style:

You are a professional translator. The text to translate
is from chat-based dialogues and includes informal speech,
slang, regional expressions, and colloquial nuances typical of
everyday conversation.

Step 1: Identify the core meaning of each phrase and rec-
ognise idiomatic expressions in the source language.

Step 2: Reflect on the informal tone and slang used.
Choose equivalent expressions in Ukrainian that convey the
same style, emotion, and intent.

Step 3: Craft a fluent, coherent translation that feels nat-
ural. Avoid literal translations if they interfere with conversa-
tional flow.
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To evaluate different prompting methods, their perfor-
mance across multiple translation systems was tested us-
ing LLM-based scoring metrics. The comparative results of

Basic, Chain-of-Thought Translation (CoTT), Contrastive
Translation (CT), and Few-Shot Learning with Examples
(FSL) methods are presented in Table 4.

Table 4. Evaluation results of prompt engineering using LLM-based model scores

Evaluation method LLM-based score
PE method ChatGPT Claude LlaMA Opus-MT Google Translate
Basic 0.227 0.613 0.053 0.053 0.053
CoTT 0.125 0.708 0.056 0.056 0.056
CT 0.181 0.736 0.028 0.028 0.028
FSL 0.262 0.639 0.033 0.033 0.033

Source: developed by the author based on 0.0. Sokol (2024)

This method is highly effective for informal transla-
tion, as it selects the most appropriate expression at each
step. It enhances translation quality in a structured manner
by encouraging LLMs to evaluate idioms, slang, and cultur-
al tone sequentially. According to T. Kojima et al. (2022),
reasoning-based prompts like Chain-of-Thought are par-
ticularly valuable for handling complex language tasks, as
they improve model consistency and adaptability.

Contrastive translation employs a two-step approach
where the model first produces a literal translation and
then refines it to enhance fluency and colloquialism. The
prompt instructs the model to first provide a direct trans-
lation, capturing the literal meaning, and then adjust the
wording to make it sound natural in Ukrainian: “Translate
the following chat-based text from English to Ukrainian using
a two-step approach. First, provide a direct, literal translation

to capture the basic meaning. Then, refine this translation to
make it sound natural and conversational in Ukrainian. En-
sure that you preserve the tone, idioms, and any cultural ref-
erences to make the translation feel authentic and relatable to
a native speaker”.

The evaluation results in Tables 4 and 5 compare the
performance of various prompt engineering methods for
improving the translation quality of large language models
(LLMs) when dealing with conversational Ukrainian texts.
The analysis includes quantitative metrics (TER, CHRF,
COMET) and qualitative assessments, enabling the evalu-
ation of translation accuracy, stylistic alignment, and con-
textual appropriateness. This study highlights the strengths
and weaknesses of different approaches, particularly FSL and
CoTT, which demonstrate superior adaptation to the con-
versational style of Ukrainian compared to basic prompts.

Table 5. Evaluation results of prompt engineering using semantic and statistic scores

E‘I’:L‘t’zggn Text correlation CHRF TER COMET
PE method | ChatGPT | Claude | LlaMA | ChatGPT | Claude | LlaMA | ChatGPT | Claude | LlaMA | ChatGPT @ Claude | LlaMA
Basic 0.95 0.952 0.929 13.11 1512 |1 11.856 0.774 0.76 1.707 0.769 0.774 0.736
CoTT 0.941 0.951 | 0.922 1217 14747 | 114 0.835 0.788 | 0.837 0.755 0.772 | 0.744
CT 0.946 0.92 0.858 13.03 7.442 | 7.708 0.8 0.862 | 0.875 0.767 0.708 | 0.668
FSL 0.926 0.948 | 0.943 12.34 13.357 | 11.596| 0.796 0.795 | 0.848 0.77 0.768 | 0.736

Source: developed by the author based on 0.0. Sokol (2024)

The findings demonstrated that advanced Prompt En-
gineering methods, particularly Structured Example-Based
Prompting (FSL) and Zero-Shot Chain-of-Thought (CoTT),
achieved better results across multiple evaluation metrics,
including LLM-Based Scores, Text Correlation, Character
n-gram F-score (CHRF), Translation Error Rate (TER), and
COMET. Analysis of Tables 4 and 5 suggests the following:

7 LLM-Based Scores: FSL and CoTT received higher
qualitative scores from ChatGPT and Claude for conver-
sational accuracy, with FSL ranking highest in ChatGPT’s
assessments. Basic and CT prompts scored lower; Basic
prompts struggle with stylistic nuances in Ukrainian.

7 Text Correlation: basic prompting achieved the
highest text correlation scores, likely due to its simpler ap-
proach focusing on direct translation. This indicates that
while basic prompting produces accurate literal transla-
tions, it may lack conversational fluidity.
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v CHRF: FSL outperformed others in balancing
lexical similarity and natural tone, suggesting that exam-
ple-based prompting helped models better align transla-
tions with the conversational nature of the source text.

v TER: basic prompting had slightly lower TER,
suggesting fewer necessary edits, but FSL and CoTT pro-
vided closer matches to nuanced Ukrainian conversational
standards.

v COMET: FSL scored consistently higher across
COMET evaluations, underscoring its ability to generate
contextually appropriate, fluent translations.

The comparative analysis demonstrates that advanced
prompt engineering methods, especially Structured Ex-
ample-Based Prompting (FSL) and Zero-Shot Chain-of-
Thought (CoTT), significantly enhance the conversation-
al accuracy of chat-based translations into Ukrainian.
Both FSL and CoTT exhibit stronger performance across
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stylistic and contextual measures (CHRF, LLM-based
scores, and COMET) than the Basic Prompt, confirming
the effectiveness of structured guidance and thoughtbased
multi-step prompting. For translation tasks focused on in-
formal, chat-like content, advanced prompt methods (FSL
or CoTT) are recommended. They provide contextually rich
translations compared to the Basic Prompt. However, if ef-
ficiency is the primary concern, the Basic Prompt remains
a good choice. The findings suggest that advanced prompt
engineering can enhance translation quality in informal
contexts, particularly in languages with rich idiomatic ex-
pressions and cultural nuances.

The results of this study significantly contribute to the
understanding of large language models’ capabilities in
Slavic language translation, particularly in informal con-
versational contexts. Through comprehensive evaluation
across multiple metrics and prompt engineering methods,
the research demonstrates that advanced LLMs can effec-
tively handle the complex morphological and stylistic fea-
tures of Slavic languages while maintaining conversational
authenticity. This finding expands upon previous research
in several key areas.

W. Jiao et al. (2023) conducted preliminary studies of
ChatGPT’s translation capabilities, focusing primarily on
mainstream languages like English and Chinese. Their re-
search showed promising results with accuracy rates of 85-
90% for these languages. This study extended these findings
by demonstrating even higher accuracy rates for Slavic lan-
guages, with ChatGPT achieving 95% accuracy for Ukraini-
an and 97% for Bulgarian texts. These results indicated that
LLMs may be particularly effective for Slavic languages.

The NLLB Team et al. (2022) examined scaling hu-
man-centred machine translation across multiple languag-
es but did not specifically address informal conversation
translation, which constitutes approximately 70% of daily
online communication. While they reported significant im-
provements in formal translation tasks, the results indicate
that LLMs like ChatGPT and Claude can maintain similar
levels of accuracy even in casual conversational contexts,
addressing a gap in their findings. This finding underscores
the importance of developing translation systems capable
of handling both formal and informal language.

G. Nicholas & A. Bhatia (2023) highlighted several
limitations in LLMs’ handling of nonEnglish content, par-
ticularly regarding cultural context and colloquial expres-
sions. This research partially challenges their conclusions
by demonstrating that, with appropriate prompt engineer-
ing — particularly using the Structured Example-Based
method - these limitations can be significantly mitigat-
ed for Slavic languages. The study found that using the
Structured Example-Based method enhanced the accuracy
of translating colloquial expressions by 30% compared to
conventional translation methods.

A. Koubaa et al. (2023) assessed ChatGPT’s general
translation capabilities, reporting variable performance
across different language pairs. This finding aligns with
their results regarding inconsistency across languages but

demonstrates higher overall accuracy rates specifically for
Slavic languages, suggesting that LLMs might have par-
ticular strengths in these languages. Their comprehensive
study analysed translations across 14 language pairs, em-
ploying both automatic metrics (BLEU, CHRF) and human
evaluation protocols. The researchers particularly noted
that ChatGPT achieved a remarkable 87% accuracy rate for
Slavic languages, while performance for Asian languages
averaged around 72%. They also observed that the model’s
performance significantly improved when handling shorter
sentences and technical content.

M. Freitag et al. (2021) developed a new framework for
evaluating machine translation of formal content. They
combined traditional metrics with advanced LLM-based
methods to better suit conversational text. Their three-
part system used automated metrics, human assessment,
and context analysis. The researchers worked with 50 pro-
fessional translators to assess 2,000 translated segments.
They found that both adequacy and fluency are crucial in
translation evaluation and suggested standard rubrics for
training evaluators.

M. Popovic & A. Poncelas (2020) achieved notable suc-
cess in formal news translation for Slavic languages, re-
porting near-professional quality. This study demonstrates
that similar levels of quality can now be achieved in infor-
mal translations using LLMs, marking a significant advance
in the field. Their research involved a detailed analysis of
translations between Russian, Polish, and Czech languag-
es, utilising a corpus of over 100,000 news articles. The au-
thors implemented a hybrid approach combining statistical
machine translation with neural networks, achieving BLEU
scores above 0.45 for all language pairs. They particular-
ly noted improvements in handling complex grammatical
structures and maintaining stylistic consistency across dif-
ferent text genres.

The comparative analysis by X. Qiu (2023) of cul-
tural nuances in translation highlighted the importance
of context-aware systems. The results align with their
findings while demonstrating that modern LLMs can ef-
fectively handle these nuances, particularly when using
prompt engineering techniques. X. Qiu’s study examined
translations of culturally specific content across Chinese,
English, and Japanese, focusing on idiomatic expressions
and cultural references. The research utilised a dataset of
5,000 culturally rich texts and developed a novel evalu-
ation metric for measuring cultural preservation accu-
racy. Their findings indicated that properly engineered
prompts could improve cultural nuance preservation by
up to 35% compared to baseline translations, with par-
ticularly strong results in preserving metaphorical ex-
pressions and cultural context.

This study raises new questions for future researchers.
Further investigation is needed into the handling of extend-
ed conversations, the impact of cultural context on trans-
lation quality, and the optimisation of prompt engineering
techniques specifically for Slavic languages. This study
constitutes the first comprehensive evaluation of LLMs’
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capabilities in translating casual conversations in Slavic
languages, introducing new evaluation methodologies and
demonstrating better results compared with traditional
translation services for conversational translation tasks.

Conclusions

This research provided a comprehensive analysis of large
language models’ performance in Slavic language transla-
tion for casual conversations and identifies the most effec-
tive prompt engineering methods for these translations.
These goals were successfully achieved through systematic
testing and analysis, and the study also developed open-
source code for evaluating translation quality and selecting
optimal translation methods.

The research methodology included the evaluation of
five translation systems (ChatGPT-4, Claude 3.5, LLaMA-3,
Google Translate, and Helsinki-NLP’s Opus-MT) across
seven Slavic languages using the OpenSubtitles2018 da-
taset. Through the implementation of multiple evaluation
metrics (COMET, Text Correlation, TER, CHRF, and LLM-
based), the study revealed that modern LLMs, particular-
ly ChatGPT-4 and Claude 3.5, perform better in handling
conversational translations compared to traditional sys-
tems. Quantitative analysis indicated ChatGPT-4 achieved
95% accuracy for Ukrainian and 97% for Bulgarian transla-
tions while maintaining conversational authenticity. The
experimental evaluation of prompt engineering methods
established that the Structured Example-Based Prompt-
ing (FSL) method produced optimal translation quality for
informal content. This approach demonstrated improve-
ments in preserving idiomatic expressions and cultural
context, showing a 30% increase in accuracy compared
to conventional translation methods. Additionally, the
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MNepexknap cnoB'aHCbKUX MOB Yy PO3MOBHOMY CTUNI
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AHoTauig. CyuacHi Besvki MoBHI Mogesi (LLM) IeMOHCTPYIOTh 3HAUHMIT TTOTEHI[iasl y raaysi MaliMHHOTO Tepekary,
0COBIMBO 1JIs CJIOB’STHCHKMX MOB, SIKi YaCTO HEIOCTAaTHbLO MpeACTaBIeHi y TpaguiiiiHMX Habopax JaHuX IJis [TepeKay.
MeTow mociimkeHHs Oyna oliHka edektuBHOCTI BukopuctanHs LLM (ChatGPT, Claude Ta Llama) mjis mepeknagy
PO3MOBHMX TEKCTiB CJIOB’SIHCBKMMM MOBAMM TIOPiBHSIHO 3 KOMeEpILifiHMMM IepekjaajadyaMyu Ta TpaHchopmep-
monensamu. Y pobori Bukopucrano garacetr OpenSubtitles2018 mjist TecTyBaHHS TepeK/IaiiB ciMoMa CIOB’THCbKUMU
MOBaMM, 3aCTOCOBYIOUM METOAM CEMAaHTUUHOI Ta CTWIiICTUYHOI OI[iHKY SIKOCTi mepeKaaay. Pe3yabTaTu MOKa3yoTh, 1[0
ChatGPT i Claude 3a6e3meuyioTh Kpallly SIKiCTb ITepek/any nmopiBHsHo 3 Google Translate Ta TpaHchopMep-MomensiMu,
0cob6mBo mJia HedopMaabHMUX PO3MOB, Aocsaraluy 95 % TOYHOCTI st yKpaiHcbKkoi Ta 97 % nyst 60arapchbKoi MOB.
CrpyKTypoBaHMit MeTo[, MpoMNTiB 3 npukiaagamu (FSLE) nmokasas Halikpaii pe3ynbraTi. IoCIiIskeHHS 10Ka3asio, o
BUKOpMcTaHHs1 LLM 3HaUHO MOKpAIIYe€ SIKiCThb Mepeknany HeopMaabHUX TEKCTIB CIOB’STHCbKMMM MOBaMu, 36epiraioun
KOHTEKCT Ta MPUPOINHICTh Aiasory. AHami3 TakoX BMSIBUB, o LLM Kpallle CIpaBisSIIOTHCSI 3 TMepekaagoM imiom Ta
cieHry, 3abesneuyioun Ha 30 % BUINY TOUHICTb MOPiBHSIHO 3 TPAAMIIMHMMM CUCTEMaMM MaIIMHHOIO IepeKasy.
IIpu BMKOPUCTAHHI METOLY JaHIIOXKKiB MipKyBaHb (Chain-of-Thought) crmocTepiranocst moxpaiieHHs1 36epeskeHHS
KYJIbTYPHOTO KOHTeKCTy Ha 25 %. I[IpakTuyHa I[iHHICTh MOCTIIKEHHS TOJSra€ B po3pobili epeKTMBHUX METOHiB
BuKOpucTanHsi LLM 1181 sikicHOTO Mepekiany HedopManabHUX TEKCTIB CJIOB’STHCBKMMM MOBaMU, 1[0 OCOOIMBO KOPUCHO
IJIsT MeCeHKepiB, COLiaJIbHMX MepeXX Ta PO3BaskalbHOTO KOHTEHTY, Jie BAXK/IMBe 30epeskeHHsI PUPOSHOCTI MOBIEHHS
Ta KyJbTYPHOTO KOHTEKCTY

KniouoBi cnoBa: LLM; inkeHepis mpomIiTis; o6po6ka npuponuoi mosu; TER; COMET; Kope/sLiiinuii aHaji3 TeKCTy;
CHRF
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Abstract. The paper presents the results of a study of the characteristics of five different pseudorandom number
generators for use in digital noise generation problems used to mask signals in cybersecurity. The relevance of the study
was conditioned by the growing need for high-quality masking methods that provide both effective performance and
reliability of randomness, which is important for protecting confidential information in modern digital systems. The
purpose of the study was to compare the PCG, Xoshiro128++, WELL512a, Mersenne Twister, and KISS algorithms in terms
of their performance, statistical randomness, and ability to effectively mask a useful signal with noise. The performance
of the algorithms was evaluated using BenchmarkDotNet. Standard NIST, Dieharder, and TestUO1 tests were used to check
the quality of sequence randomness. For the generated noise, a spectral analysis was performed using the power spectral
density value. The masking efficiency was calculated by the signal-to-noise ratio, the results of the autocorrelation
function, and the noise spectrogram. The results of the study showed that PCG and KISS are the most productive in terms
of speed, which makes them attractive for applications where fast random sequence generation is important. WELL512a
and PCG demonstrated the highest randomness quality, consistently passing all statistical tests. Analysis of the spectral
noise distribution showed that all generators provide a uniform power distribution before filtering, and after filtering,
the noise is successfully limited in the high-frequency range. The signal-to-noise ratio for all algorithms was about
-13.6 dB, which indicates similar efficiency in noise masking. Autocorrelation analysis confirmed a low correlation for
all generators outside of zero lag, which is important for maintaining the quality of randomness in long sequences. The
practical value of the study lies in the selection of the optimal pseudorandom number generator for noise reduction
problems in cybersecurity. The results obtained provide recommendations for choosing algorithms based on their speed
and randomness, which will ensure a high level of information protection in digital systems

Keywords: information security; noise characteristics; statistical randomness tests; spectral analysis; performance tests;
signal noise

Introduction

Modern cybersecurity systems require continuous im-
provement of information security methods due to the
growing threat of cyber-attacks, in particular, encryption,
simulated protection, masking, and scrambling. One of
the most effective approaches to preventing information
leakage through speech channels is to use a pseudoran-
dom number generator (PRNG) to generate digital noise,

Suggested Citation:

which ensures that the useful signal is jammed outside the
controlled zone. However, the key issue remains the choice
of the optimal algorithm for generating pseudorandom
numbers, which will provide not only high speed, but also
high noise quality in terms of statistical randomness, spec-
tral characteristics, and autocorrelation level. Choosing
the right PRNG for a specific task is important, since each
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algorithm has its own characteristics that affect the perfor-
mance and quality of digital noise.

Pseudorandom number generation is an important as-
pect of many cybersecurity systems, as it is these algorithms
that ensure the reliability of cryptographic functions, dig-
ital noise generation, and other forms of information pro-
tection. There are a large number of studies devoted to the
comparative analysis of various PRNG algorithms in terms
of their performance (Syafalni et al., 2022) and the quality
of randomness (Vennos et al., 2021), however, the choice
of the optimal algorithm remains an open question. The
need to create digital noise with appropriate characteris-
tics that would meet modern cybersecurity requirements
makes this research relevant and timely. The need to filter
evenly distributed values leads to changes in PRNG results
and requires additional noise verification in the context of
digital signal processing.

Many papers focused on analysing the randomness of
numbers generated by PRNG algorithms using well-known
test packages such as NIST STS, Dieharder, and TestUO1.
For example, research by P. L'ecuyer (2017) has become
one of the most influential, as it contains a comprehen-
sive randomness analysis of various PRNGs using TestUO1,
which has become the basis for further comparative stud-
ies in this area. This approach helped to identify algo-
rithms that provide high-quality number generation, and
provided valuable recommendations for selecting PRNG
for various applications.

However, it is not just the quality of randomness that
is crucial for choosing a PRNG. For example, Z. Hu (2020)
and K. Mandal (2022) examined cryptographic pseu-
dorandom generators for specific applications such as
encryption and simulated protection. The researchers
emphasised the importance of PRNGs performance, and
their ability to provide an appropriate level of security
that meets the requirements of modern cryptographic
protocols. These studies were an important step in un-
derstanding that it is important for cryptography to con-
sider not only randomness, but also speed, especially in
high-load environments.

0.V. Isakov & S.S. Voitusik (2023) performed a similar
analysis, namely NIST statistical tests and frequency anal-
ysis of generated noise based on Additive Fibonacci Gen-
erators. Based on the results of the conducted studies, the
importance of analysing the characteristics of noise after
its filtering was determined. Additional statistical tests
were performed in this study to obtain more accurate re-
sults. In addition, the analysis of the speed and overlap of
noise with the real signal helped to draw conclusions about
the effectiveness of noise, and not just about the results of
frequency analysis of the generated noise.

F.Yuetal. (2021), M.S.Feali (2023) and S. Li et al. (2024)
presented high-performance PRNGs implemented on FP-
GAs that successfully passed statistical tests. These studies
demonstrated the effectiveness of hardware implemen-
tation for specific digital noise generation tasks where
both performance and randomness are important. Such

approaches confirm the feasibility of using specialised
hardware solutions to improve the reliability and speed of
PRNGs, which are used to create digital noise in conditions
of large amounts of data.

Overall, previous research confirmed the importance
of a comprehensive approach to selecting PRNGs for digital
noise generation. While randomness testing is a prerequisite
for determining the reliability of an algorithm, performance
and noise spectral characteristics are also important factors
to consider when creating efficient and secure systems. Un-
like existing studies, which are usually limited to one aspect
of PRNG estimation, this study is based on an integrated ap-
proach and considers not only speed, but also various aspects
of noise quality, such as randomness, spectral characteris-
tics, and resistance to filtration and de-noising processes.

The purpose of the study was to determine the opti-
mal algorithm for generating pseudorandom numbers for
creating digital noise, which is used in information secu-
rity systems, by comparing the speed, quality of genera-
tion, and spectral characteristics of digital noise of various
PRNGs. This approach will not only increase the level of
security of cyber systems, but also ensure the stability of
their operation in conditions of rapid growth in the volume
of transmitted information. The conducted experiments
provided conclusions about the optimal choice of PRNGs
for generating digital noise, which makes this study rel-
evant for improving information security systems in the
context of modern cybersecurity challenges.

Materials and Methods

Five well-known algorithms were selected for the study:
PCG, Xoshiro128 ++, WELL512a, Mersenne Twister, and
KISS. All algorithms were analysed using methods such as
speed measurement, statistical randomness tests, spectral
analysis, and SNR (Signal-to-Noise Ratio) estimation after
noise was superimposed on the useful signal.

Pseudorandom number generators (PRNG) were cho-
sen in such a way that they included algorithms known for
their simplicity, application, statistical characteristics, pe-
riod, and ease of hardware implementation. The selected
characteristics were met by the following set of generators:

v  PCG (Permuted Congruential Generator) -
high-speed and efficient generator designed to provide
high-quality randomness;

v Xoshiro128 ++ — popular generator with fast exe-
cution, often used in scientific and technical applications;

v WELL512a (Well Equidistributed Long-period Lin-
ear) — generator with well-distributed random numbers
that has a long period (Panneton et al., 2006);

v Mersenne Twister — generator with a very long
service life and high randomness quality, widely used in
numerous industries;

v KISS (Keep It Simple Stupid) — simple and fast
generator.

BenchmarkDotNet - used to measure the performance
of each PRNG algorithm in milliseconds, which allowed
comparing the performance of different algorithms. Each
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algorithm generated 268,435,456 values (2**33 bits) of the
“uint” type, and the average generation time was written to
the results file. This helped to evaluate the effectiveness of
each PRNG for scenarios that require high speed.

Standardised NIST, Dieharder, and TestUO1 tests were
used to assess the quality of randomness of PRNG results.
They helped to determine whether the generated num-
bers meet the requirements of randomness by evaluating
various statistical properties of the sequences. The initial
input coefficients were the same in all algorithms, except
for those determined by the algorithm itself, and the array
of initial values predicted in Mersenne Twister. Testing in-
cluded evaluating frequency, block frequency, longest run
length, matrix ranks, and pattern analysis. All tests used a
p-value threshold from 0.01 to 0.99, where deviation from
this range was considered unacceptable.

To evaluate the effectiveness of noise, a conversation
recording from the Common Voice Delta Segment 19.0
(Sound data sets, n.d.), which was superimposed on the
noise generated by each of the algorithms. This allowed
estimating the level of the signal-to-noise ratio and the
spectral properties of the superimposed noise.

Sequences of pseudorandom numbers with a sampling
rate of 32kHz were generated for each PRNG. Each result
was then filtered to limit the spectral range of noise within
the specified frequency limits. Filtering helped to reduce
excess power in high-frequency components and make
noise more suitable for masking tasks.

The Fast Fourier Transform (FFT) was used to analyse
the spectral characteristics of the generated noise. The
power spectral density (PSD) was plotted for uniformly dis-
tributed white and filtered noise at specified frequencies
(0-4,000 Hz), which allowed estimating the power distribu-
tion of noise over frequencies.

After superimposing the noise on the useful signal, the
SNR for each PRNG was calculated. The equation was used
to find the SNR:

SNR = 10 * Logy, (=2 [dB],

noise

@
where P, and P, . - signal and noise power. This param-
eter shows how effectively noise masks the useful signal.
The SNR value was calculated for each algorithm and com-
pared to determine the difference in masking efficiency.

A spectrogram of superimposed noise on conversa-
tion recording was constructed, which allowed estimating

spectral changes over time. This helped to visually test

the noise efficiency of each algorithm, since high-quality
masking should ensure an even distribution of noise in the
spectrogram.

Results

Comparison of the performance of selected PRNG
BenchmarkDotNet is a popular .NET library that allows
conducting detailed performance tests of methods and
ensures high accuracy and repeatability of measurements.
This is achieved through several important mechanisms:

v automatic code isolation: BenchmarkDotNet
automatically allocates tested methods to ensure that they
do not affect other processes;

v warmup: the tool performs several “warmup” it-
erations before starting basic testing, which helps to avoid
the impact of initialisation processes;

v repeatability: BenchmarkDotNet runs the re-
quired number of tests to reduce the impact of random
runtime deviations.

BenchmarkDotNet is often used in scientific research
to evaluate the performance of algorithms and methods.
For example, in the study by O. Balalaieva et al. (2023), the
authors used this tool to compare the performance of var-
ious serialisation methods, proving its effectiveness in ac-
curately measuring runtime. The study by N. Filho (2024)
examined in detail examples of the use and effective oper-
ation of this tool. This confirmed the reliability of Bench-
markDotNet as a research tool where accurate performance
measurement is important. The test description and config-
uration took place in accordance with the official documen-
tation (BenchmarkDotNet official documentation, n.d.).

Test package and environment metadata:

v BenchmarkDotNet v0.14.0, Windows 10 (10.0.
19045.4529/22H2/2022Update)

v Intel Core i5-7400 CPU 3.00GHz (Kaby Lake),
1 CPU, 4 logical and 4 physical cores .NET SDK 6.0.400

According to the results obtained (Table 1), the fast-
est algorithm was PCG with an average generation time
of 740.8 ms, which indicates its efficiency and speed com-
pared to others. The KISS (Keep It Simple Stupid) algorithm
also showed good performance, with an average time of
867.0 ms, which makes it the second fastest. Other algo-
rithms, such as Xoshiro128 ++, WELL512a (Well Equidis-
tributed Long-period Linear), and Mersenne Twister, had
significantly longer runtimes - 1,381.2 ms, 2,116.7 ms, and
1,951.3 ms, respectively.

Table 1. Performance results

Method Mean Error StdDev Ratio

PCG 740.8 ms 2.81ms 2.49 ms 1.00
Xoshiro128++ 1,381.2 ms 7.68 ms 7.19 ms 1.86
KISS 867.0 ms 3.55ms 3.32ms 1.17
WELL512a 2,116.7 ms 14.92 ms 13.95ms 2.86
Mersenne Twister 1,951.3 ms 20.81 ms 19.47 ms 2.63

Source: output of the BenchmarkDotNet library
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These metrics suggest that the PCG and KISS algorithms
are the most efficient among those considered in this study
in terms of generation rate, which may be an important
factor in applications where high performance is a critical
requirement. The obtained ratios of Error and StdDev val-
ues to Mean indicate that the results of the performance
test are reliable. The Ratio value shows the ratio of the
performance of each algorithm to the fastest tested (PCG).

Results of statistical tests NIST,

Dieharder and TestUO1

NIST. The results of the NIST tests are presented in Table 2.
The input data was divided into 100 bit streams according
to the recommendations given in the paper by L.E. Bassh-
am et al. (2010). All algorithms have passed the required
limit (78 + of the RandomExcursion type and 96 + for other
tests), and can be considered high-quality.

Table 2. Results of NIST statistical tests

Test name PCG WELL512a Nersenne KISS Xoshiro128++
AproximateEntropy 99/100 100/100 100/100 98/100 97/100
BlockFrequency 100/100 99/100 99/100 99/100 97/100
CumulativeSums 98/100 99/100 100/100 99/100 99/100
FFT 96/100 99/100 98/100 99/100 97/100
Frequency 98/100 99/100 100/100 99/100 100/100
LinearComplexity 99/100 99/100 99/100 99/100 100/100
LongestRun 99/100 98/100 100/100 100/100 98/100
NonOverlapingTemplate 99/100 99/100 99/100 98/100 99/100
OverlapingTemplate 99/100 99/100 97/100 98/100 100/100
RandomExcursion 87/89 91/92 80/82 91/93 79/80
RandomExcursionVariant 87/89 91/92 80/82 92/93 78/80
Rank 98/100 98/100 100/100 97/100 98/100
Runs 99/100 99/100 98/100 100/100 99/100
Serial 99/100 99/100 98/100 99/100 99/100
Universal 100/100 100/100 99/100 99/100 99/100

Source: developed by the authors based on NIST test results

PCG showed a high level of randomness in many tests,
in particular, in the frequency and block frequency test,
with a high proportion of passed tests (more than 98%).
The algorithm did a good job of testing the length and rank
of the longest run, which indicates its ability to generate
long sequences of random values without obvious patterns.
However, 4 out of 100 FFT tests failed. In this case, 96 com-
pleted tests are a sufficient condition for passing the test,
but the remaining PRNGs showed better results.

The WELL512a showed good randomness results, es-
pecially in frequency, block frequency, and rank tests. Most
of the tests were passed with an indicator of 98-100%. The
high efficiency of this algorithm in NonOverlappingTem-
plate tests was noted, which indicates its ability to gener-
ate sequences that are not adapted to patterns.

Mersenne Twister showed excellent results in many
tests, in particular, the frequency test, which confirms its
randomness. However, in the Runs test, there are fewer
completed tests, which may indicate some frequency or
less high randomness compared to other PRNGs.

The KISS algorithm passed most tests, including Block
frequency, Runs test, and NonOverlappingTemplate, with

high results (98-100% pass). However, the results of the
Rank test are worse than those of other algorithms.

Xoshiro128 ++ showed slightly less stable results in
some tests, especially in cumulative amounts, where its
proportion of test completion was 97%, indicating possible
periodic patterns in large samples.

Overall, the Mersenne Twister and WELL512a algo-

rithms performed better in the context of randomness and
compliance with NIST tests, while PCG and Xoshiro128 ++
had some deviations in specific tests. This analysis shows
that the Mersenne Twister and WELL512a algorithms may
be most suitable for generating digital noise in cybersecu-
rity tasks due to their stability and compliance with a wide
range of NIST tests.
Dieharder. Based on Dieharder tests for various pseudor-
andom number generators (PRNG), it is possible to evalu-
ate their effectiveness and compliance with the criteria of
randomness (Dieharder official documentation, n.d.). The
results for the KISS, Mersenne Twister, PCG, WELL512a,
and Xoshiro128 ++ algorithms are divided into three parts,
which contain the sum of tests with the passed|week|-
failed status (Table 3).

Table 3. Dieharder statistical test results

Test name PCG WELLS512a Mersenne Twister KISS Xoshiro128++
dab_bytedistrib 11010 1/0|0 1/0/0 11010 1/0|0
dab_dct 1100 1/0]0 1/0/0 1/0/0 1/0/0
dab_filltree 2/0/0 2/0/0 2/0/0 2/0/0 2/0/0
dab_filltree2 2|0|0 2|0]0 2|0]0 2|0]0 2|0]0
56 Information Technologies and Computer Engineering, 2024, 21(3)
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Table 3. Continued

Test name PCG WELL512a Mersenne Twister KISS Xoshiro128++
dab_monobit2 11010 1/010 1/0|0 1/0|0 1/010
diehard_2dsphere 11010 1/0|0 1/0|0 1/0/0 1/0|0
diehard_3dsphere 11010 1/010 1/0|0 1/0|0 1010
diehard_birthdays 11010 1/0|0 0[110 1/0/0 1/0|0
diehard_bitstream 11010 1/0|0 1/0/0 1/0/0 1/0|0
diehard_count_1s_byt 11010 1/0|0 1/0|0 1/0/0 1/0|0
diehard_count_1s_str 11010 1/0|0 1/0/0 0[110 1/0|0
diehard_craps 2|0|0 2/0]0 2/0]0 2|00 2/0]0
diehard_dna 11010 1/0|0 1/0/0 1/0/0 1/0|0
diehard_operm5 11010 11010 1/0/0 11010 11010
diehard_opso 11010 1/0|0 1/0/0 1/0/0 1/0|0
diehard_oqgso 11010 11010 1/0/0 11010 11010
diehard_parking_lot 11010 1/0|0 1/0/0 1/0/0 1/0|0
diehard_rank_32x32 11010 1/0|0 1/0/0 11010 1/0|0
diehard_rank_6x8 11010 1/0|0 1/0/0 1/0/0 1/0|0
diehard_runs 2/0|0 11110 2/0|0 2/0[0 2|0|0
diehard_squeeze 11010 1/0|0 1/0/0 1/0/0 1/0|0
diehard_sums 11010 11010 1/0|0 0[110 1/010
marsaglia_tsang_gcd 2|0|0 2/0]0 0/2]0 11011 2/0]0
Preparin 0[0]0 0/0]0 0/0]0 0/0|0 0/0/0
rgb_bitdist 12|00 12|00 12/0]0 111110 111110
rgb_kstest_test 11010 11010 1/0/0 11010 11010
rgb_lagged_sum 301211 31/2/0 32/1|0 2716|0 30|30
rgb_minimum_distance 4]0|0 4]0|0 4]0|0 4|0[0 4]0|0
rgb_permutations 4]0|0 4]0|0 4]0|0 4|0|0 3]110
sts_monobit 11010 1/0|0 1/0/0 1/0/0 1/0|0
sts_runs 11010 1/0|0 1/0|0 1/0/0 1/0|0
sts_serial 30/0/0 30/0/0 28|2|0 30/0/0 29]110

Source: developed by the authors based on Dieharder test results

PCG showed excellent results by passing all the
main tests with the PASSED rating. The algorithm per-
formed particularly well in the diehard_operm5, die-
hard_rank 32x32, sts_monobit, and rgb_lagged _sum tests,
which highlights its reliability and stability in most tests.
Out of the entire list of tests, only rgb_lagged sum had
weak and one failed run, which makes PCG one of the best
algorithms among the analysed ones according to the
Dieharder test results.

WELL512a also showed stable results, passing most
passed tests, including complex tests such as diehard_
squeeze and rgb_minimum_distance. However, in the die-
hard_runs and rgb_lagged sum tests, a WEAK score was
obtained, which indicates some difficulties in maintaining
a uniform distribution on large sequences.

Mersenne Twister also passed most tests, including
diehard bitstream, diehard operm5, and sts_serial, with
good p-value values, indicating its high randomness in
most cases. However, some tests, in particular marsaglia_
tsang_gcd and diehard_birthdays, showed a WEAK estimate
indicating probable periodicity or less stable randomness
for specific patterns.

KISS passed most tests with high p-value values,
which indicates a high level of randomness, especially in
template creation tests such as diehard_birthdays and die-
hard_rank 6x8. However, in the diehard count 1s_str and

diehard_sums tests, the algorithm showed weaknesses with
a WEAK score, which may indicate problems in generating
statistically uniform sequences for large amounts of data.

Xoshiro128 ++ performed well in the tests, passing
them with high p-value values, especially in diehard_op-
erm5 and rgb_bitdist. However, several tests, such as rgb_
bitdist and rgb_permutations, gave WEAK scores, which
may indicate some shortcomings in ensuring uniform ran-
domness for specific structural patterns.

Analysis of Dieharder’s results shows that PCG and

WELL512a are the most stable and reliable generators in
terms of randomness, successfully passing most tests with-
out significant deviations. Mersenne Twister and Xoshi-
ro128 ++ also showed a high level of randomness, but had
weaknesses in some specific tests.
TestUO1. Based on TestUO1 tests for various PRNG algo-
rithms, randomness efficiency was compared for the KISS,
Mersenne Twister, PCG, WELL512a, and Xoshiro128 ++
algorithms. The main criterion for evaluating the success
of passing the test is the p-value: to successfully pass the
test, the value must be within 0.01<p-value<0.99 (TestU01
official documentation (n.d.); Raza & Satpute, 2017). A
p-value that goes beyond these limits usually indicates a
deviation from statistical randomness, and a p-value close
to 0 or 1 indicates the probability of a non-random nature
of the sequence (Table 4).
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Table 4. Results of TestUO1 statistical tests

Test name PCG WELL512a Mersenne Twister KISS Xoshiro128++

Results of CollisionOver 8/0/0 71110 8/0/0 8/0/0 8/0/0
scomp_LempelZiv 5/0|0 5/0/0 5/0/0 5/0|0 5/0/0
scomp_LinearComp 40|10 2]0]2 2|0]2 4|0]0 4|0]0
sknuth_CouponCollector 0[113 2[111 21111 2/0]2 1/0|13
sknuth_Gap 0/0|4 0[0]4 0/0/4 0/0/4 0[0]4
sknuth_MaxOft 171011 171011 171011 171011 171011
sknuth_Run 2/0/0 2/0/0 2/0/0 2/0/0 2/0/0
sknuth_SimpPoker 2/0]2 1112 0[2]2 11112 2[111

smarsa_BirthdaySpacings 6/1]0 71010 71010 71010 71010
smarsa_GCD 2/0/0 2/0/0 2/0/0 2/0/0 2/0/0
smarsa_MatrixRank 6/0/0 4|0]2 5/0[1 6/0/0 6/0/0
smarsa_Savir2 0[110 1/0/0 11010 1/0|0 1/0/0
smultin_Multinomial 4/0]0 4|0]0 4]0]0 4/0]0 4/0]0
smultin_MultinomialOver 0[0]2 0[0]2 0[0]2 0[0]2 0[0]2
snpair_ClosePairs 1710/0 17|0/0 17/0]0 1710/0 1710/0
snpair_ClosePairsBitMatch 2|0]0 2|0]0 2|0|0 2|0]0 11110
sspectral_Fourier3 6/0/0 6/0/0 6/0/0 6/0/0 6/0/0
sstring_AutoCor 1514]1 18J2|0 20|0|0 20|00 20|00
sstring_HammingCorr 3|00 3|00 3|0]0 3|0/0 2|0]1

sstring_HammingIndep 5/0[1 5/0]1 5/011 5/011 5/0]1

sstring_HammingWeight2 8/0/0 8/0/0 8/0/0 8/0/0 8/0/0
sstring_LongestHeadRun 4]0|0 4]0|0 4|0[0 4]0|0 4]0|0
sstring_PeriodsInStrings 2|0]0 2|0]0 11110 2|0]0 2|0]0
sstring_Run 31011 4/0]0 31011 3/110 3/110
svaria_AppearanceSpacings 2/0]0 2|0]0 2|0|0 2/0]0 2/0]0
svaria_SampleCorr 1/0/0 1/0/0 1/0/0 1/0/0 1/0/0
svaria_SampleMean 3/0/0 3/0/0 3/0/0 3/0/0 3/0/0
svaria_SampleProd 2/0/0 2/0/0 2/0/0 2/0/0 2/0/0
svaria_SumCollector 1/0/0 0[1]0 1/010 1/0/0 0[1]0
svaria_WeightDistrib 0[113 0/0|4 11013 0/014 0[113
swalk_RandomWalk1 29|10 29|10 29|10 30|00 29|0[1

Source: developed by the authors based on TestUO1 test results

PCG shows excellent results by passing most TestUO1
tests with a p-value that is in the range of 0.01 and 0.99,
for example, the value of 0.61 in the CollisionOver test.
Thus, PCG can be considered one of the most stable PRNGs,
which provides high-quality randomness without signifi-
cant deviations in tests.

The WELL512a also successfully passed most tests
with a p-value within the acceptable range, such as a value
of 0.54 in the CollisionOver test. However, in some tests,
WELLS512a showed a p-value close to the limit, which may
indicate possible instability under certain conditions.

Mersenne Twister also showed stable results with p-val-
ue within the acceptable range in most tests. For example, the
CollisionOver test for Mersenne Twister showed a p-value of
0.90, which indicates its good randomness. However, there
were tests where the p-value was close to 0 or 1, which can
be an indicator of periodic patterns under certain conditions.

The KISS algorithm successfully passed most of the
tests. In some tests, such as CollisionOver, p-value val-
ues were within acceptable limits (for example, p-val-
ue 0.70), which indicates acceptable randomness. Howev-
er, in some cases, the algorithm showed a p-value close
to the acceptability limit, which may indicate potential
problems with certain sequence structures. However, the

KISS algorithm has the least non-completed tests com-
pared to other algorithms.

Xoshiro128 ++ showed good randomness results in
most tests, getting p-value values in the range of 0.01 and
0.99, for example, a value of 0.32 in CollisionOver. The al-
gorithm had small deviations in some tests, but generally
showed stable randomness, which makes it acceptable for
use in noise generation problems.

PCG and KISS are the most stable generators accord-
ing to TestUOL results, providing reliable randomness.
Mersenne Twister and Xoshiro128 ++ also showed high re-
sults, but with some deviations under certain conditions.

Results of generated noise

1. On autocorrelation graphs (Fig. 1) for each algorithm
(KISS, PCG, WELL512a, Xoshiro128 ++, Mersenne Twister),
it can be seen that all PRNGs have a sharp peak at zero la-
tency, and then autocorrelation quickly decreases to zero
for other delays. This suggests that the generators do not
have significant internal correlations, which confirms the
randomness of their sequences. The rapid reduction of the
autocorrelation coefficient to zero is an important indi-
cator of qualitative randomness for digital noise, which is
used to mask signals in cybersecurity.
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The results show the same Zero Crossing Lag val-
ue for all PRNGs at -13.6994 seconds. This may indicate
the stability and similarity of the behaviour of each gen-
erator in creating a sequence of random numbers. This
result is important for determining the absence of long-
term correlations, which indicates a good quality of ran-
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Figure 1. Results of autocorrelation functions
Source: developed by the authors in the Matlab environment
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2. Spectral power density before filtering (Fig. 2). Before
filtering, the PSD results for all PRNGs show that the power
is evenly distributed over a wide frequency range, without
a drop in the high frequency range. This is typical for well
random noise signals, where power is evenly distributed
over frequencies. This uniformity before filtering is a confir-
mation of the high quality of randomness of all algorithms.
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Figure 2. PSD of PRNG results, white noise results

eveloped by the authors in the Matlab environment
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3. Power spectral density (Fig. 3) and frequency
noise analysis (Fig. 4) in the specified frequencies (0-
4,000 Hz). Filtered PRNG results show a decrease at
high frequencies, which is consistent with the expect-
ed filtering effect. In each case, a decrease in power at
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high frequencies is visible, which confirms the success-
ful use of a filter to limit the frequency range of noise.
This allows using filtered noise as corresponding to the
specified frequency limits to add to the useful signal in
masking problems.
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4. Signal-to-noise ratio was calculated by equation (1).
The results show a close SNR value for each PRNG, with an
average value of about -13.6 dB. This indicates the same
efficiency of each generator for superimposing noise on the
useful signal. A low SNR value indicates strong masking,
which is important for added security, as the useful signal
becomes less legible under the noise layer.

5. Spectrogram of noise superimposed on a conversation.
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The spectrograms of each PRNG superimposed on the conver-
sation show that the generated noise completely overlaps the
most intense frequencies (Fig. 5). The noise from each gen-
erator provides uniform masking, although small differences
in the intensity and uniformity of noise distribution between
the generators can be seen on the spectrogram. This indicates
that all PRNGs provide reliable conversation masking, which
makes it difficult to identify the original signal.
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Figure 5. Frequency analysis of filtered noise

Source: developed by the authors in the Matlab environment

The results showed that all the considered PRNG al-
gorithms (KISS, PCG, WELL512a, Xoshiro128 ++, Mersenne
Twister) demonstrate a high level of randomness and pro-
vide reliable masking of the useful signal, which is con-
firmed by their autocorrelation characteristics, frequency
distribution, and SNR. Minor differences in power spectral
densities between algorithms can be considered when se-
lecting a specific PRNG for specific tasks, but in general, all
generators demonstrated an appropriate level of quality for
signal masking purposes in cybersecurity.

Discussion
This study performed a comparative analysis of five pseu-
dorandom number generators (PCG, Xoshiro128 ++, WEL-
L512a, Mersenne Twister, and KISS) in terms of perfor-
mance, randomness, spectral characteristics, and noise
masking efficiency in cybersecurity tasks. Based on the
conducted tests — statistical (NIST, Dieharder, TestU01),
spectral analysis, Snr calculations and autocorrelation
function analysis — comprehensive data were obtained that
allow us to evaluate the quality and effectiveness of these
algorithms in generating digital noise.

The results of performance tests showed that the PCG
algorithm showed the highest efficiency with an average
generation time of 740.8 ms for 268,435,456 values, which

Information Technologies and Computer Engineering, 2024, 21(3)

makes it an attractive choice for tasks where high perfor-
mance is important. KISS, with a score of 867.0 Ms, also
showed good speed indicators. Other generators, such as
the Mersenne Twister and WELL512a, had a longer runt-
ime, which may limit their use in systems where the gen-
eration rate is a critical parameter. Comparison with litera-
ture sources showed that previous studies have also noted
the high performance of PCG and KISS in problems that
require rapid random number generation (Lecuyer, 2017).
Statistical tests by NIST, Dieharder, and TestUO1
showed that all generators pass most tests with high p-val-
ue values, which indicates a high level of randomness of
the generated sequences. However, some tests indicate
minor deviations for Xoshiro128 ++ and Mersenne Twister
in Dieharder tests, in particular, in “marsaglia_tsang gcd”,
which may indicate a certain structure in the generated
sequences. Differences in the results for the WELL512a
and PCG, which passed all high-performance tests, indi-
cate their high randomness quality for digital noise. These
results are consistent with data from previous studies
(Bhattacharjee & Das, 2022), which confirm the stability
of PCG and WELL512a in random generation. In the men-
tioned study, among the list of 29 PRNG algorithms, PCG
received the second, and WELL512a - the fifth place accord-
ing to the results of statistical characteristics. The uniform
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distribution of values in graphical tests is confirmed by the
spectrogram in this paper, where the uniform distribution
of frequencies within the specified limits allowed masking
the speech signal.

PSD analysis before and after filtering showed that
all generators provide uniform power distribution over
a wide frequency range before filtering, which is typical
for random noise. After applying filtration in the speci-
fied frequency ranges, a significant power reduction was
achieved in the high-frequency range, which confirms
the filtration efficiency. This makes the generated noise
more suitable for masking tasks, limiting the effect on
the high-frequency components of the useful signal. It is
known that a uniform distribution of noise power is a pre-
requisite for its use in masking problems, which is con-
firmed by other studies in this field (Kajikawa et al., 2012;
Deza & Thshaish, 2021).

The SNR results showed slight differences between the
generators, with an average value of about -13.6 dB for all
algorithms. This indicated a similar efficiency of each gen-
erator in masking the useful signal, since a low SNR level
indicates effective masking. However, the difference in SNR
of less than 0.1 dB is not statistically significant, which in-
dicates a similar level of noise influence on the useful signal
for each of the generators. S.M. Kuo et al. (2010) confirmed
that SNR in the range from -10 to -20 dB are acceptable
for masking problems, which provides sufficient masking
without significant loss of useful signal quality.

Analysis of the autocorrelation function showed that
all generators have a significant peak at zero latency and a
rapid decrease in correlation values for other delays, which
is a sign of high randomness and the absence of internal
patterns in the sequences. This is an important factor for
problems where low correlation in long noise sequences is
required to avoid the appearance of periodicity or patterns
that can affect the quality of masking. The study by F. Yu et
al. (2021) also indicated that the presence of a sharp peak at
zero latencyand low correlations for other delays are charac-
teristic features of high-quality random number generators.

The corator spectrogram superimposed on the conver-
sation recording showed a uniform frequency distribution
of noise and effective masking of the low-frequency com-
ponents of the useful signal. This indicates that all PRNGs
provide reliable masking, making the useful signal less
legible against the background of noise. Minor differences
in power distribution on the spectrogram may be related
to the characteristics of each generator, but do not signifi-
cantly affect the overall quality of masking (Mandal, 2022).
The mentioned study describes the implementation of a
cryptographic PRNG, the purpose of which is to hide data
by superimposing noise. The results showed that the noise
level may differ depending on the data that needs to be
hidden. However, it was enough to make it impossible to
reproduce the original information.

The results of the current study confirmed the data
obtained by other authors regarding the randomness and
efficiency of various pseudorandom number generators. In

particular, J.D. Cook (2017) showed in his paper that the
PCG generator shows high performance and stable ran-
domness, which is consistent with the data of this study,
where PCG showed the best result in speed (740.8 ms for
a large number of values) while maintaining the quality of
randomness in statistical tests.

The study by P. Lecuyer (2017), devoted to the analysis
of the WELL512a generator, also showed that WELL512a
provides reliable results in problems where high random-
ness is important for long generation periods. Current re-
sults confirm this, as the WELL512a has passed all major
randomness tests, providing a stable spectral distribution
over the frequency range, which makes it attractive for
problems of masking a useful signal with noise.

According to the study by M. Saito & M. Matsumo-
to (2008), Mersenne Twister has excellent randomness in
large samples, but can exhibit certain periodic patterns in
specific tests, such as marsaglia_tsang gcd. The results of
the current study confirmed these results, since Mersenne
Twister successfully passed most of the tests, but found
weaknesses in some specialised Dieharder tests, the results
are consistent with the above study.

Conclusions
This study performed a comparative analysis of five pseu-
dorandom number generators (PCG, Xoshiro128 ++, WEL-
L512a, Mersenne Twister, and KISS) for digital noise gener-
ation tasks focused on signal masking in cybersecurity. The
purpose of the study was to determine the optimal PRNG
in terms of speed, randomness, and masking efficiency. The
PCG and KISS generators showed the highest performance
in performance tests, making them suitable for applications
where fast generation of large amounts of random data is
critical. PCG, with an average generation time of 740.8 ms
for 268,435,456 values, proved to be the most effective.
All the generators under consideration passed the key
statistical tests of NIST, Dieharder, and TestUO1, which
indicates their ability to generate qualitative random se-
quences. However, Xoshiro128 ++ and Mersenne Twister
showed minor deviations in some specialised Dieharder
tests, which may indicate the presence of certain structural
features in their sequences that may be noticeable under
certain conditions. Spectral analysis before and after filtra-
tion showed that all generators provide an even distribution
of pre-filtration power, and filtering reduces power in the
high-frequency range. This confirms the suitability of the
generated noise to mask signals in a given frequency range.
The SNR values for all generators were close to
-13.6 dB, which indicates the effectiveness of noise signal
masking for each algorithm. The small difference in SNR
between the generators indicates a similar ability of each
algorithm to mask signals in environments with simi-
lar conditions. Analysis of the autocorrelation function
revealed a high level of randomness with low correla-
tion values for all generators outside the zero lag. This
indicates the absence of noticeable internal correla-
tions in the generated sequences, which is important for
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creating qualitative noise that does not contain periodic or
template components. The spectrogram showed a uniform
frequency distribution of noise for each of the generators,
which provides effective masking of the low-frequency
components of the useful signal. Minor differences in pow-
er distribution between generators did not significantly af-
fect the overall masking efficiency.

Considering the results of all experiments, it can be
concluded that the best option for generating digital noise
is the PCG algorithm. If the preference between perfor-
mance and statistical tests is given to tests, then the WEL-
L512a algorithm is the best option, but it is the slowest

in masking tasks and at developing new noise filtering
methods that will allow adapting its spectral characteris-
tics to specific conditions of use. In addition, it is promis-
ing to investigate dynamic filtering parameters to improve
SNR depending on the type of useful signal, and to study
the effect of different frequency ranges of noise on the
effectiveness of masking in various cybersecurity applica-
tions. It is also worth noting the trend of trying to develop
a new framework that will facilitate and automate the pro-
cess of further research to find new PRNGs.
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y Kibepbesmeli. AKTyaJibHiCTh POGOTM 3yMOBJIEHA 3POCTAKOUOI0 MOTPEBOI0 Y BUCOKOSIKICHMX METOHAX MacCKyBaHHS,
SIKi 3a6e3MeuyioTh SK eGeKTMBHY IPOAYKTMBHICTb, TaK i HAZiliHICTb BUIAJKOBOCTI, IO BAKIUBO OJIS 3aXUCTY
KoHimeHuiitHoi iHbopmalii y cyuacHux uudpoBux cucteMax. MeTow gOCTiIxkKeHHsI 6y/10 MOPiBHIHHS anroputMis PCG,
Xoshiro128++, WELL512a, Mersenne Twister Ta KISS 3a moka3sHuKaMu iXHbOI IIBUAKOMiI, CTATUCTUYHOI BUIIAJIKOBOCTI
Ta 30aTHOCTI e)eKTMBHO MACKyBaTM KOPUCHMI curHas mymom. [IIBuIKoOZis aliropuTMiB OIfiHIOBasIacs 3a JOITOMOTOI0
BenchmarkDotNet. [Ins1 mepeBipku SIKOCTi BMIIaIKOBOCTI IMOCTiZOBHOCTE) BMKOPUCTOBYBAINUCSI CTAHIAPTHI TECTU
NIST, Dieharder Ta TestUO1. [Ijis1 3reHepOBaHOrO LIYMY IPOBEIEHO CIEKTPaJbHUI aHalIi3 3a JOMOMOIOI 3HAYEHHS
CIeKTPaJbHOI ILIiMBHOCTI MOTYXHOCTi. EdekTMBHICTH MacKyBaHHS OYyJI0 PO3PAaXOBAHO CIiBBiJHOILIEHHSM CHUTHas/
IIyM, pe3yabTaTaMy aBTOKOpesiiitHoi GyHKIii i ciekTporpamu mymy. Pe3ynbraTy LOCTiIKeHHS okasanu, mo PCG
ta KISS € Haii6iabIl NPOLYKTUBHMMM 3 TOUKM 30PY IIBUAKOLII, [0 POOUTH iX NMPMBAOIMBMUMU IJIS 3aCTOCYBaHb, Jie
BasK/IMBA MIBMIKA TeHepallisi BUmagKoBux mociigoBHocreit. WELL512a Ta PCG mpomeMOHCTpyBaau HaiBUILY SIKICTb
BUITIaIKOBOCTi, CTabiJIbHO MPOXOASTYM BCi CTATUCTUYHI TeCTU. AHAJIi3 CIEKTPAJIbHOIO PO3IOAITY IIYMy ITOKa3aB, L0
BCi TeHepaTopy 3a6e3IeuyioTh PiBHOMIPHMIT PO3IOAIT MOTYKHOCTI K0 dinpTparii, a micas ¢inbrpauii urym ycminmHo
0OMEsKYETBCSI Y BMCOKOUACTOTHOMY Aiana3oHi. CriBBiIHOIIEHHS 3HAYEHHS CUTHAIY OO HIYMY JJIsT BCiX alrOPUTMIB
CTaHOBMIM GiM3bKO -13.6 dB, 1[0 BKasye Ha MoxibHy eGeKTUBHICTh MPU MACKYBaHHI ITYMOM. ABTOKOPeSILIiTHMI
aHa/li3 MiATBepAMB HU3bKY KODEISLil0 AJs BCiX TeHepaTopiB 3a MeXaMM HY/IbOBOTO Jary, L0 € BasKIMBUM [JI
30epeXXeHHs SKOCTi BUITAJKOBOCTI B JOBIMX IMOCIiLOBHOCTSX. [IpaKTMUHA I[iHHICTb JOCTiIKEHHS TOJITrae y BUOOPi
OTNITMMAJILHOT'O TeHepaTopa MCeBIOBMUITAIKOBUX UMCeN /15 3a4a4 3allyM/IeHHS B Kibep6e3sreni. OTpuMaHi pe3yabTaTu
HaaloTh peKOMeH allii o0 BU60OPY aAropMUTMIB 3 ypaxyBaHHSIM iXHbOI MIBUIKO/III Ta BUITaAKOBOCTI, 110 JO3BOJUTH
3a6e3MeunTy BUCOKUI piBeHb 3axXUCTy iHbopMalii y uudbpoBux cucremax

KniouoBi cnoBa: saxucr indopmarnii; myMoBi XapakTepuCTUKM; CTATUCTUYHI TECTM BUIIAAKOBOCTI; CIIEKTPaIbHMIA
aHaJIi3; TeCTu MPOAYKTUBHOCTI; 3allTyMJIEHHST CUTHATTY
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Abstract. The aim of this study was to investigate the parameters of the hash function to enhance the efficiency and
accuracy of detecting similarities in text fragments across various web resources when monitoring compliance with the
requirements of the Regulation on Open Data on official government websites. The research focused on assessing three
key parameters of the hash function: block size, prime number base, and modulus. To achieve this, a series of experiments
was conducted, employing different combinations of these parameters to generate hash values for text data. The results
demonstrated which parameter combinations provide the best balance between accuracy, completeness, F-measure,
and execution time. The study showed that specific parameter configurations enable a significant improvement in
algorithm accuracy while minimising computational costs, which is particularly important for real-time data analysis.
It is established that optimising the parameters of the hash function reduces the occurrence of false positives and false
negatives, which are common issues in similarity detection. In particular, selecting optimal values for each parameter
significantly enhances the accuracy and completeness of the analysis, leading to more precise text fragment comparisons
and reduced execution time. This optimisation makes the fuzzy hashing algorithm well-suited for use in automated
systems that monitor government websites for compliance with open data regulations. Furthermore, the study found that
parameter optimisation decreases the number of duplicate records, which is especially relevant for ensuring that open
data adheres to legislative requirements. The conclusions drawn from this research can be applied to the development of
software tools designed to efficiently identify deficiencies and improve transparency and legal compliance. Additionally,
the findings can contribute to further optimisation of fuzzy hash function algorithms, thereby advancing data monitoring
technologies for regulatory compliance. This study enhances the development of web resource monitoring technologies
by demonstrating how the careful selection of fuzzy hash function parameters can substantially improve the efficiency
and reliability of open data analysis
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Optimising fuzzy hash function parameters for ensuring compliance with Open Data Regulations

Introduction

In the modern world, open data is a crucial tool for ensur-
ing transparency and accountability in government agen-
cies. However, maintaining compliance with regulations
and standards is becoming increasingly challenging due to
the growing volume and diversity of information. The qual-
ity of open data often suffers from errors, duplication, and
non-compliance with legal requirements. One of the prima-
ry challenges is the need to rapidly detect and correct devi-
ations in large datasets, a process that is often burdensome
due to limited resources. Existing methods for verifying
such data do not always operate efficiently or accurately,
particularly when handling large volumes of information.
Fuzzy hash functions play a significant role in addressing
these challenges. They enable the effective identification of
similar but non-identical data, which is critical for monitor-
ing and analysing information. Optimising hash function
parameters can enhance the accuracy of text analysis, re-
duce errors, and accelerate data processing, thereby increas-
ing the efficiency of automated monitoring systems. Imple-
menting improved methods for adapting the parameters of
fuzzy hash functions can greatly facilitate data manage-
ment and enhance data quality, contributing to the more ef-
fective and reliable enforcement of open data requirements.

In the field of applying fuzzy hash functions to moni-
tor open data compliance, numerous studies have focused
on refining data comparison methods. In recent years,
various approaches have been proposed for using fuzzy
algorithms to detect similar texts and fuzzy duplicates in
large datasets. A significant body of research is dedicated
to optimising text comparison methods under conditions
of data uncertainty. For example, the use of type-2 fuzzy
sets, in which the degree of membership is determined by
intervals rather than precise values, helps to mitigate the
impact of “noise” and improve analytical accuracy. Studies
by N.R. Kondratenko & 0.0. Snihur (2019) and N.R. Kon-
dratenko (2023) on the application of such methods in
fuzzy logic systems have demonstrated that this approach
is effective for document analysis in complex conditions
where information is incomplete or ambiguous.

Recent studies highlighted the importance of integrat-
ing fuzzy hash functions for processing complex data to
enhance the efficiency of digital forensics in the Internet
of Things (IoT) environment. For example, in the study
by W.A. Mahrous et al. (2021), an improved digital foren-
sics architecture combining blockchain and fuzzy hashing
wasproposed. The application of fuzzy hash functions ena-
bles the storage and analysis of IoT data while accounting
for its variability and similarity. This is particularly crucial
in scenarios where the detection of similar files is critical.
The study demonstrated that integrating traditional hash-
ing for authentication with fuzzy hashing facilitates the
identification of potentially similar documents that might
otherwise remain undetected when using classical meth-
ods. This approach allowed for a more efficient analysis of
files within a blockchain network by computing the simi-
larity between blocks, thereby enhancing trust in IoT data.

In the 2020s years, cybersecurity and attack identifi-
cation, particularly in the context of threats to national
security, have become critical areas of security research.
Traditional methods of attack attribution typically rely on
analysing the behaviour of malicious software in isolated
environments (sandboxes). However, certain threats can
modify their behaviour or even cease functioning upon
detection. In this context, M. Kida & O. Olukoya (2023)
proposed the use of fuzzy hash functions to automate at-
tack attribution, yielding more accurate results compared
to traditional approaches.

A promising direction in cybersecurity is the use of
hash functions for malware identification, which helps
to overcome the limitations of dynamic analysis, such as
sensitivity to the execution environment and delays in log
collection. The study by T. Baba et al. (2022) demonstrat-
ed the effectiveness of hash functions for malware classi-
fication. The authors explored the potential of combining
fuzzy hashing with deep learning for handling large data-
sets. Their findings indicated that this approach enhances
robustness against data changes, which frequently occur
in the chronological logs of PE file properties. Notably, the
study concluded that integrating surface-level information
from PE files with hash function values achieves the high-
est performance in malware classification. Consequently,
the use of fuzzy hashing within deep learning frameworks
presents new opportunities for analysing and mitigating
cyber threats, making this approach valuable for develop-
ing modern antivirus systems.

Beyond cybersecurity, the application of fuzzy hash
functions in neural networks has shown promise for im-
proving the quality of X-ray images, opening up new pos-
sibilities for automated disease detection, including COV-
ID-19. The approach proposed by A. Nandal et al. (2021)
integrates hash functions to effectively measure distances
between image features, thereby minimising classification
errors. Fuzzy hashing enhances the processing of X-ray
images by reducing noise and emphasising textural fea-
tures. This method has demonstrated high accuracy (up
to 95.68%) and holds potential for broader applications in
medical research.

Fuzzy hashes have also been utilised in network
server testing. The study by R. Natella (2022) introduced
STATEAFL, a “greybox fuzzer” designed to automatically
adapt to servers without requiring manual configuration.
This method leverages fuzzy hashing to generate unique
identifiers for server states, enabling the construction of a
protocol state machine based on memory and network I/O
data. The author’s research confirmed that this approach to
fuzzing is not only automated but also more accurate than
traditional methods that rely solely on analysing server
responses. Consequently, fuzzy hashes prove to be an ef-
fective tool for complex tasks such as testing server states,
offering automation and high efficiency.

Fuzzy hashes are a relatively new tool that is actively
evolving across various fields. However, their principles of
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operation and effectiveness remain insufficiently under-
stood. In the study by M. Martin-Pérez et al. (2021), an impor-
tant attempt was made to systematise research in this area
by developing a classification of similarity algorithms. This
not only enhances the understanding of different approach-
es but also facilitates more thorough comparisons between
them. The authors analysed existing algorithms, with a par-
ticular focus on potential threats — investigating possible
attacks on similarity algorithms and identifying the condi-
tions under which such attacks could be successful. Despite
the growing popularity of fuzzy hashes, the study empha-
sised that this field remains in a state of active development.

In light of the above, the key challenge is to improve
existing methods for detecting fuzzy duplicates and en-
hance the efficiency of monitoring compliance with open
data requirements on official government websites. Imple-
menting an improved approach will ensure high accuracy
in fuzzy duplicate detection while maintaining acceptable
computational costs, thereby reducing the risks associated
with non-compliance with open data legislation. Current
approaches often fail to account for all factors influencing
the quality of duplicate or anomaly detection, which can
lead to inaccurate results. Therefore, studying the parame-
ters of the fuzzy hash function is crucial for enhancing the
effectiveness of compliance monitoring.

The aim of this study was to investigate the param-
eters of the fuzzy hash function for monitoring compli-
ance with Open Data Regulations on official government
websites, with a focus on improving duplicate detection.
The research seeked to adapt the parameters of the fuzzy
hash function to detect similarities in text fragments and
enhance the effectiveness of compliance monitoring with
Open Data Legislation on official government websites.
This, in turn, will enable the timely and accurate identifi-
cation of violations in the publication of open data.

Materials and Methods
The study utilised data from official web resources that are
subject to mandatory publication in accordance with the

Regulation on Data Sets Subject to Disclosure in the Form
of Open Data (Resolution of the Cabinet of Ministers of
Ukraine No. 835, 2015) and current Ukrainian legislation.
The data sources included the Verkhovna Rada of Ukraine,
Ministry of Digital Transformation of Ukraine, State Ser-
vice of Special Communications and Information Protec-
tion of Ukraine, National Bank of Ukraine, Pension Fund
of Ukraine, Open Data Portal, State Statistics Service of
Ukraine, and the State Tax Service of Ukraine.

In the initial stage, a sample of web pages from various
government agencies that publish open data in the form
of tables, text, and other formats was collected. This data
was pre-processed to remove non-essential elements such
as scripts, styles, and multimedia inserts, ensuring a focus
on meaningful text content. This step helped to minimise
“noise” in the data and enhance the accuracy of the results.

In subsequent stages, the performance of the fuzzy
hash function was analysed using different sets of param-
eters, including BlockSize, PrimeBase, and Mod. These pa-
rameters enabled an investigation into how the accuracy
and speed of the algorithm varied when comparing differ-
ent versions of textual data on web pages. Particular atten-
tion was given to the accuracy and completeness of detect-
ing similar text fragments, as well as the processing time
for large volumes of data — an essential factor for real-time
monitoring systems. This approach was implemented
based on the methods described in the works of M. Flem-
ing et al. (2024) and M. Guerrero (2022). The generation of
N-blocks (segments) followed the method presented in the
studies of A. AlMajali et al. (2024) and N. Naik et al. (2019a),
which involved computing N-blocks in fuzzy hashes for
similarity analysis.

The study of fuzzy hash function parameters was a
key step in ensuring its effectiveness in monitoring com-
pliance with open data requirements on government web-
sites. The parameter analysis process (Fig. 1) involved
evaluating typical usage scenarios, conducting experi-
mental testing, and fine-tuning the parameters based on

Classification

the results obtained.
< Results

< Text capture< <

sources
Data
Data set processing N-block Hash Results
. E— :
selection and hash generation comparison extraction
generation
L > Hash < —
es

Figure 1. The process of fuzzy hashes calculating and comparing
Source: created by the authors based on N. Naik et al. (2019a) and A. AlMajali et al. (2024)
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When generating N-blocks, the file was divided into mul-
tiple blocks, with a hash value calculated for each block. Seg-
menting the file into blocks helped reduce the impact of local
modifications on the overall hash value, thereby enhancing
the integrity and accuracy of comparisons. The individual
block hash values were then combined to generate a fuzzy

 Breakingtextintoblocks |
nto blocks

hash, a process illustrated in Figure 2. Generating hashes for
blocks separately improved efficiency, particularly for large
files, as it reduced memory usage and computational resource
requirements. By combining the block hashes, a universal
fuzzy hash value was created, allowing for the verification of
data consistency even in the presence of minor differences.

Calculating hashes for blocks i

i \

i T } Block 1 Hash 1 Combining hash blocks
! E [ Block 2 Hash 2 into a fuzzy hash
Tk | Block 3 Hash 3
c : Block 4 Hash 4

3 T i Block N Hash N

Figure 2. Procedure for generating a fuzzy hash value
Source: created by the authors based on A.P. Namanya et al. (2020) and S.R. Davies et al. (2021)

The key characteristics that determine the effective-
ness of a fuzzy hash function were selected for this study:

Precision — Measures how accurately the algorithm
identifies correct matches;

Recall - Reflects the algorithm’s ability to detect all
relevant matches;

Execution time - Influences overall performance and
the speed of analysis.

The ssdeep algorithm was used as the basis for con-
structing a fuzzy hash function with appropriate adapta-
tion of the parameters for the purposes of the study (Ss-
deep-project, n.d.). The main parameters that determine
the effectiveness of the fuzzy hash function include: Block-
Size, PrimeBase, and Mod. BlockSize: determines the size
of the text block used to calculate the hash. By changing this
parameter, you can control the sensitivity of the algorithm
to changes in the text. PrimeBase: is used as the basis for
calculating the hash. The choice of a prime number affects
the uniqueness and distribution of hashes. Mod (modulus):
a parameter that affects the final form of the hash, avoids
collisions, and increases the reliability of the algorithm.

The mathematical model was based on the basic prin-
ciples defined in the work of N. Naik et al. (2019b):

v hash function G(d): a function that converts input
data of arbitrary length d into a value of fixed length h;

v fuzzy hash function F(d): a modified hash func-
tion that allows you to take into account small changes in
input data while maintaining close hash values for similar
input data;

v similarity metric (F(d,), F,(d,)): a function that
measures the degree of similarity between the hashes of
two data sets d, and d,.

The main task solved by the fuzzy hash function in the
framework of the study was to identify similarities between
different versions of web pages and documents on official
websites of government bodies. This was formalized as fol-
lows. D={d,, d,,...,d } - a set of web pages or documents to

be analysed. For each element d, the hash value h,=F_(d).
For two elements d, and d is calculated. The similarity met-
ric is defined, according to R. Chanajitt et al. (2022), as:

sum(Fg(d;y) N Fg(d))) (1)
max (sum(Fg(dy)),sum(Fg(d;))))’

S(hi, h.}) =

where sum() — element summation function; N - intersec-
tion operation.

The general framework of the software tool for analys-
ing the parameters of a fuzzy hash function is presented in
Figure 3. The text preprocessing module normalises textu-
al data, removes unnecessary spaces, and eliminates oth-
er elements that may influence the hashing outcome. The
hash function computation module is responsible for di-
rectly calculating the fuzzy hash using adapted parameters
(BlockSize, PrimeBase, Mod). The hash comparison mod-
ule compares the generated hashes to detect changes and
deviations in the content, enabling the assessment of the
compliance of open data with established requirements.
The results visualisation module presents the computation
results in a structured format, facilitating analysis and al-
lowing users to assess the degree of textual similarity.

Text preprocessing module
I

Hash function calculation module
I

Hash comparison module

Results visualization module

Completion

Figure 3. Scheme of a software tool for studying the
parameters of a fuzzy hash function
Source: created by the authors
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Accuracy determines what proportion of the found el-
ements are actually correct. It is calculated by the formula:

TP
TP + FP’

Precision = 2)
where TP — number of correct positives (correctly detected
duplicates); FP — number of incorrect positives (falsely de-
tected duplicates).

Completeness determines what proportion of all true
elements have been discovered. It is calculated by the
formula:

TP
TP +FN’

Recall = 3)
where TP - number of correct positives; FN — number of
elements that should have been detected but were not.

The F-score is the harmonic mean of precision and
completeness, offering a balanced assessment. This meas-
ure is particularly useful when both false positives and
false negatives must be taken into account. The formula for
the F-score is:

F =  x Precision x Recall “)
Precision + Recall

Processing time is measured in milliseconds and in-
dicates the duration required for the algorithm to execute
and process messages. It is calculated as:

Time= tend - tstart 4 (5)

where t - processing start time; t, , — processing com-
pletion time.

To implement these indicators, the software records
the count of correct results, false positives, and false

negatives for each parameter configuration (BlockSize,

PrimeBase, Mod), along with the measurement of process-
ing time for each data block.

Results and Discussion

To analyse the impact of fuzzy hash function parame-
ters on the effectiveness of monitoring compliance with
the Regulation on Open Data on the official websites of
state institutions, an experiment was conducted using
real datasets obtained from the following sources: Verk-
hovna Rada of Ukraine, Ministry of Digital Transforma-
tion of Ukraine, State Service of Special Communications
and Information Protection of Ukraine, National Bank
of Ukraine, Pension Fund of Ukraine, Open Data Portal,
State Statistics Service of Ukraine, and State Tax Service
of Ukraine. The use of real data ensures the maximum rel-
evance of the results.

The websites of different institutions varied in length
and content structure, enabling an assessment of how
changes in the parameters BlockSize, PrimeBase, and Mod
influence key metrics such as Precision, Recall, F1 Score,
and processing time. The results for one of the websites,
containing 1,270 characters, are presented in Tables 113
and can serve as a basis for further research and optimi-
sation of open data monitoring. The tables illustrate the
impact of each parameter while keeping other indica-
tors constant. To optimise the BlockSize, PrimeBase, and
Mod parameters in relation to message length (Message
Length), a detailed analysis was conducted to examine the
relationships between these parameters and key perfor-
mance metrics, including Precision, Recall, F1 Score, and
processing time (Guerrero, 2022; Fleming et al., 2024). Dur-
ing the study, various parameter combinations were tested
for each Message Length value, allowing for the identifica-
tion of dependencies and the evaluation of each parame-
ter’s impact on the algorithm’s performance.

Table 1. Results of the influence of BlockSize at PrimeBase and Mod constants

No. BlockSize Precision Recall F1 Score Time (ms)
1 10 0.85 0.85 0.85 0.16
2 20 0.80 0.75 0.77 0.17
3 30 0.75 0.70 0.72 0.17
4 40 0.70 0.65 0.67 0.18
5 50 0.65 0.60 0.62 0.18
6 60 0.60 0.55 0.57 0.18
7 70 0.55 0.50 0.52 0.19
8 80 0.50 0.45 0.47 0.21
9 90 0.45 0.40 0.42 0.22
10 100 0.40 0.35 0.37 0.23

Source: created by the authors

The results presented in Table 1 demonstrate the
significant impact of the BlockSize parameter on the al-
gorithm’s efficiency. As BlockSize increases, there is a
gradual decline in Precision, Recall, and F1 Score. The
best performance is observed when BlockSize = 10, where

Precision and Recall both reach 0.85, resulting in an
F1 Score of 0.85, indicating high accuracy and sensitivity
to data changes. The processing time for this configura-
tion is only 0.16 ms, highlighting its efficiency at smaller
block sizes. However, increasing BlockSize to 100 leads to
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a substantial decline in performance, with Precision and
Recall dropping to 0.40 and processing time increasing
to 0.23 ms. This suggests that larger block sizes nega-
tively impact the model’s accuracy, particularly its ability

to correctly detect data changes. This decline may be at-
tributed to memory overload and the increased computa-
tional demands of processing larger data blocks within a
limited time.

Table 2. Results of the influence of PrimeBase at BlockSize and Mod constants

No. PrimeBase Precision Recall F1 Score Time (ms)
1 10 0.85 0.85 0.85 0.18
2 20 0.80 0.75 0.77 0.18
3 30 0.75 0.70 0.72 0.18
4 40 0.70 0.65 0.67 0.19
5 50 0.65 0.60 0.62 0.19
6 60 0.60 0.55 0.57 0.18
7 70 0.55 0.50 0.52 0.19
8 80 0.50 0.45 0.47 0.21
9 90 0.45 0.40 0.42 0.21
10 100 0.40 0.35 0.37 0.21

Source: created by the authors

Table 2 presents the results for different PrimeBase
values with a fixed BlockSize = 10 and Mod = 10,000,000.
The best performance is observed at PrimeBase = 10,
where Precision, Recall, and F1 Score all reach 0.85. This
suggests that using smaller prime numbers with a text
length of 1270 characters enhances accuracy and sen-
sitivity. However, increasing PrimeBase to 50 or higher

reduces the algorithm’s efficiency, as indicated by a de-
cline in Precision and Recall to 0.40. These results sug-
gest that larger prime numbers may negatively impact
computational complexity and model efficiency. Since
larger numbers require greater processing resourc-
es, this increased computational demand leads to a
reduction in accuracy.

Table 3. Results of the influence of Mod at BlockSize and PrimeBase constants

No. Mod Precision Recall F1 Score Time (ms)
1 10,000,000 0.85 0.85 0.85 0.14
2 20,000,000 0.80 0.75 0.77 0.14
3 30,000,000 0.75 0.70 0.72 0.13
4 40,000,000 0.70 0.65 0.67 0.15
5 50,000,000 0.65 0.60 0.62 0.17
6 60,000,000 0.60 0.55 0.57 0.18
7 70,000,000 0.55 0.50 0.52 0.19
8 80,000,000 0.50 0.45 0.47 0.22
9 90,000,000 0.45 0.40 0.42 0.22
10 100,000,000 0.40 0.35 0.37 0.23

Source: created by the authors

Table 3 demonstrates that modifying the Mod pa-
rameter can significantly impact the algorithm’s per-
formance. At Mod = 10,000,000, the best results are ob-
served, with Precision, Recall, and F1 Score all reaching
0.85, confirming the effectiveness of this modulus value.
However, increasing Mod to 100,000,000 leads to a sub-
stantial decline in performance, with Precision and Recall
dropping to 0.40. This deterioration suggests a reduced
ability of the model to accurately detect data changes,
likely due to the increased computational complexity as-
sociated with larger Mod values, which negatively affects
accuracy and sensitivity.

From the analysis of the results with a text length of
1270 characters, several conclusions can be drawn. The
best performance is achieved with BlockSize = 10, Prime-
Base = 10, and Mod = 10,000,000, where high values of

Precision, Recall, and F1 Score (0.85) indicate an optimal
parameter combination for open data monitoring. This is
further supported by the low processing time, demonstrat-
ing the algorithm’s efficiency under these settings.

Based on the results of this analysis, optimal parame-
ter sets were identified to minimise or maximise the rele-
vant metrics for each message length. Specifically, for each
Message Length value, the BlockSize, PrimeBase, and Mod
values that provided the best balance between accuracy,
completeness, and processing time were determined.

The algorithm for selecting optimal parameters in-
volved the following stages:

1. Data collection. For each message length, perfor-
mance metrics (Precision, Recall, F1 Score, and Processing
Time) were calculated for different combinations of Block-
Size, PrimeBase, and Mod parameters.
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2. Analysis and comparison of metrics. The overall ef-
ficiency of each parameter combination was evaluated, and
those providing the best results were selected.

3. Parameter selection. Based on the minimum or
maximum values of the metrics, the optimal BlockSize,
PrimeBase, and Mod values were determined for each Mes-
sage Length.

As part of this study, an investigation was conducted
into the influence of fuzzy hash function parameters on
the effectiveness of monitoring compliance with the Reg-
ulation on Open Data on the official websites of govern-
ment institutions. Fuzzy hash functions enable efficient
comparison of similar but non-identical data, which is es-
sential for open data monitoring, where exact duplicates

may not always be present. The parameters BlockSize,
PrimeBase, and Mod influence the algorithm’s sensitivity
and accuracy in detecting similarities. For example, adjust-
ing BlockSize can impact the algorithm’s ability to detect
even minor textual changes, while modifying PrimeBase
and Mod can reduce the probability of hash collisions and
enhance accuracy. These parameters interact, collectively
determining the efficiency and speed of website monitor-
ing for compliance with legal requirements. In particular,
Table 4 presents the experimental results illustrating the
relationship between key performance indicators (Preci-
sion, Recall, F1 Score, and Processing Time) and the se-
lection of BlockSize, PrimeBase, and Mod values across
different message lengths.

Table 4. Experimental results. Optimal parameters for adapting the hash function to the specifics of the processed data

No. | Message Length | BlockSize PrimeBase Mod Precision Recall F1 Score Time (ms)
1 1,270 10 10 10,000,000 0.85 0.87 0.86 0.15
2 2,540 20 18 20,000,000 0.90 0.92 0.91 0.16
3 2,990 30 25 30,000,000 0.93 0.94 0.94 0.16
4 3,800 40 32 40,000,000 0.94 0.96 0.95 0.17
5 5,000 50 40 50,000,000 0.95 0.96 0.95 0.17
6 5,720 60 48 60,000,000 0.96 0.97 0.96 0.17
7 7,100 70 68 70,000,000 0.91 0.93 0.92 0.18
8 7,900 80 80 80,000,000 0.92 0.94 0.93 0.18
9 8,500 90 80 90,000,000 0.94 0.95 0.94 0.18
10 9,920 100 95 100,000,000 0.96 0.97 0.96 0.19

Source: created by the authors

The results presented in Table 4 illustrate the optimal
BlockSize, PrimeBase, and Mod values for different mes-
sage lengths. Analysis of the data reveals that an increase
in Message Length corresponds to a rise in Precision, Re-
call, and F1 Score, indicating improved accuracy and sen-
sitivity as the algorithm processes larger datasets. Spe-
cifically, for a Message Length of 1,270, Precision is 0.85,
increasing to 0.96 for a Message Length of 9,920, highlight-
ing the algorithm’s enhanced ability to accurately detect
similar texts. Adjusting the BlockSize, PrimeBase, and Mod
parameters also has a significant impact on performance.
As BlockSize increases with Message Length, the algorithm
is able to process larger data fragments, enabling a more
precise comparison of text segments. Similarly, increases
in PrimeBase and Mod enhance the uniqueness of hash
values and reduce the probability of collisions, thereby
improving the overall reliability of the algorithm. Since
these parameters are interdependent, their optimal config-
uration ensures the best balance between accuracy, sensi-
tivity, and processing speed. Processing time (Time) also
varies with increasing Message Length, which is expected,
as larger messages and more complex parameters require
more computation. However, the execution time remains
within an acceptable range, specifically between 0.15 and
0.19 ms, demonstrating the algorithm’s high efficiency,
even with increased data volumes. Thus, the experimental
results confirm that increasing BlockSize, PrimeBase, and
Mod in proportion to Message Length leads to significant

improvements in accuracy, sensitivity, and reliability - a
crucial factor for effective open data monitoring on gov-
ernment websites.

The findings from the study of fuzzy hash function
parameters were integrated into a software tool designed
to monitor compliance with the Open Data Regulations
on the official websites of state institutions. The general-
ised architecture of this tool is illustrated in Figure 3. The
software tool applies the optimal BlockSize, PrimeBase,
and Mod parameters identified through experimentation,
allowing the algorithm to adapt to the processing require-
ments of different volumes of text data. Specifically, the
BlockSize and PrimeBase parameters are incorporated into
the algorithm to enable dynamic adjustment of the block
size and prime number base based on the length of the pro-
cessed message. This ensures the algorithm remains flex-
ible across diverse data types, maintaining high accuracy
in detecting similar text fragments while minimising the
probability of errors. Furthermore, adjusting Mod values
enhances the function’s ability to handle complex data-
sets, reducing the likelihood of collisions and increasing
the uniqueness of computed hash values.

By implementing these optimised parameters, the
monitoring system effectively analyses open data, achiev-
ing high accuracy and sensitivity in detecting violations.
Additionally, parameter optimisation enables the tool to
maintain low processing times, even when handling large
data volumes, making it suitable for real-time monitoring
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of web resources for compliance with legal requirements. To
facilitate visual analysis and provide a clearer representa-
tion of the impact of these parameters, the results are de-
picted in Figure 4. This figure illustrates trends in accuracy,
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completeness, F-measure, and processing time, depending
on the configuration of the hash function parameters. The
X-axis represents the length of the input message, while
the Y-axis shows the corresponding parameter values.
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Figure 4. Optimal values of fuzzy hash function parameters

Source: created by the authors

Before the implementation of the research findings,
the algorithm exhibited lower performance when moni-
toring open data compliance. To substantiate the claim
of improved performance following the adaptation of the

BlockSize, PrimeBase, and Mod parameters, Table 5 pre-
sents data from before the parameter adaptation. In this
baseline scenario, the default values were set to the smallest
values: BlockSize =1, PrimeBase = 1, and Mod = 1,000,000.

Table 5. Experimental results. Optimal parameters for adapting hash function parameters

No. | Message Length | BlockSize PrimeBase Mod Precision Recall F1 Score Time (ms)
1 1,270 1 1 1,000,000 0.60 0.62 0.61 0.22
2 2,540 1 1 1,000,000 0.65 0.68 0.66 0.24
3 2,990 1 1 1,000,000 0.70 0.73 0.71 0.25
4 3,800 1 1 1,000,000 0.72 0.75 0.73 0.27
5 5,000 1 1 1,000,000 0.75 0.77 0.76 0.30
6 5,720 1 1 1,000,000 0.78 0.80 0.79 0.32
7 7,100 1 1 1,000,000 0.70 0.72 0.71 0.34
8 7,900 1 1 1,000,000 0.72 0.74 0.73 0.36
9 8,500 1 1 1,000,000 0.74 0.76 0.75 0.38
10 9,920 1 1 1,000,000 0.76 0.78 0.77 0.40

Source: created by the authors

Before parameter adaptation (Table 5), the BlockSize,
PrimeBase, and Mod parameters were set to 1, resulting in
low algorithm efficiency. This was reflected in Precision
and Recall values ranging from 0.60 to 0.76, indicating
limited accuracy and sensitivity in data processing. Addi-
tionally, there was a high probability of false results when
detecting similar fragments. After the adaptation (Table 4),
increasing the BlockSize, PrimeBase, and Mod parameters
led to significant performance improvements. Precision
increased to 0.85-0.96, demonstrating a substantial en-
hancement in the algorithm’s ability to accurately detect
similar text fragments. The Recall and F1 Score values also
improved, reflecting greater sensitivity and overall algo-
rithm efficiency. Furthermore, data processing time de-
creased, indicating enhanced algorithm performance.

The new parameter configurations enabled higher
efficiency in processing data from government websites,
significantly improving the monitoring of compliance

with open data regulations. The reduction in false posi-
tives when detecting duplicates and incorrect data further
increased the reliability of the system. Thanks to param-
eter optimisation, the algorithm became more precise in
duplicate detection, reinforcing the effectiveness of adapt-
ed algorithm parameters and their critical impact on data
processing quality.

Similar studies have been conducted by other re-
searchers. In the work of T. Baba et al. (2022), hash function
characteristics were utilised to detect malware using deep
learning methods. Their study demonstrated high Preci-
sion and Recall in malware classification; however, the use
of deep learning for such tasks requires substantial compu-
tational resources. In contrast, the research presented in
this paper focused on adapting the parameters of the fuzzy
hash function, achieving comparable accuracy while main-
taining lower algorithm complexity and reducing data pro-
cessing time. Consequently, the proposed approach proved
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to be highly efficient for open data monitoring, where pro-
cessing speed is a critical factor.

The work of A.P. Namanya et al. (2020) explored the use
of hash functions for detecting malicious files in the Inter-
net of Things (IoT) environment. Their study demonstrated
the effectiveness of such methods for small datasets, such
as executable files. By comparison, the open data mon-
itoring research conducted in this study required param-
eter adaptation to handle larger volumes of information.
In this context, optimising fuzzy hash function parameters
enabled the achievement of high accuracy and sensitivity
while significantly reducing data processing time.

S.R. Davies et al. (2021) conducted a review of exist-
ing ransomware detection methods, including those that
utilise fuzzy hash functions to detect modifications in en-
crypted files. Their study focused on using fuzzy hashing
to identify changes in files, enabling the rapid detection of
malware, even when only partial modifications or selective
variations are applied. However, their research was spe-
cifically centred on malware detection, rather than open
data monitoring. In comparison to the study presented
in this paper, the results of S.R. Davies et al. focused on a
narrower application, specifically the analysis of small and
specific datasets, such as ransomware-infected files. While
their approach demonstrated strong performance in ran-
somware detection, its emphasis on local changes in data
makes it less effective for processing large volumes of open
data. By contrast, the adaptation of BlockSize, PrimeBase,
and Mod parameters in this study enabled higher accuracy
and sensitivity in big data processing, which is critical for
detecting anomalies on government websites. The increase
in Precision, Recall, and F1 Score, alongside the reduction
in processing time for large datasets, represents a signif-
icant advancement. This distinguishes the present study
from the work of S.R. Davies et al. (2021), which primarily
focuses on individual file-level detection, whereas the pro-
posed approach addresses the broader challenge of large-
scale open data monitoring.

M. Eleks et al. (2022) explored the use of similarity-pre-
serving hash function algorithms for data anonymisation
to facilitate machine learning applications under height-
ened confidentiality requirements. Their study proposed
three novel algorithms based on similarity preservation
and evaluated them in terms of accuracy and performance.
The primary focus was on enabling machine learning on
anonymised data, representing a significant step in ex-
panding the use of confidential datasets across various do-
mains. Their results demonstrated the effectiveness of the
proposed algorithms in data anonymisation; however, the
emphasis was on maintaining data structure and similarity
for subsequent use in machine learning tasks. By contrast,
the approach proposed in this study focuses on adapting
the BlockSize, PrimeBase, and Mod parameters to ensure
high accuracy, sensitivity, and efficiency in processing
large-scale open data. Unlike M. Eleks et al., whose research
assessed algorithms in terms of similarity preservation
within a confidentiality framework, the adaptation of fuzzy

hash function parameters in this study achieves high Pre-
cision, Recall, and F1 Score, which is crucial for detecting
anomalies and duplicate records on government websites.
Additionally, authors focused on developing algorithms for
creating anonymised datasets that could be used to train
machine learning models. In contrast, the present study
is concerned with ensuring compliance with legal require-
ments, which necessitates not only preserving data struc-
ture but also achieving maximum accuracy in data analysis.
In this context, fuzzy hash function parameter adaptation
significantly reduces data processing time, distinguishing
it from the work of M. Eleks et al. (2022), where processing
speed was not the primary evaluation criterion.

K.V. Kumar et al. (2022) proposed an anonymous hu-
man activity recognition method that integrates deep neu-
ral networks with fuzzy hash algorithms. Their primary
focus was on achieving high accuracy in real-time human
action recognition, while employing the Recursive Genetic
Micro-Aggregation Approach (RGMAA) model to enhance
privacy protection. The Hybrid Deep Fuzzy Hashing Algo-
rithm (HDFHA) used in their study enabled the detection of
dependencies between different actions, improving overall
accuracy. While their approach demonstrated high accura-
cy in processing dynamic video data, it requires significant
computational resources due to the incorporation of the
Deep Belief Network (DBN) and RGMAA. Although their
methodology is effective for video data analysis, its com-
putational complexity makes it less suitable for real-time
text data monitoring. Both approaches leverage fuzzy hash
functions but address different challenges. K.V. Kumar et
al. focused on action recognition while ensuring data confi-
dentiality, whereas the present study optimises fuzzy hash
function parameters for text data analysis. The proposed
optimisation demonstrated key advantages in terms of
speed and accuracy, making it well-suited for monitoring
open data on government websites.

T.-Z.Li et al. (2019) proposed a fuzzy hash function al-
gorithm with adaptive file fragmentation, adjusting frag-
ment size based on file dimensions. This enhancement im-
proved the accuracy and efficiency of analysing both small
and large files, making the approach particularly valuable
in computer forensics, where precise similarity detection
between files is crucial. The research presented in this pa-
per, however, focused on evaluating the impact of modify-
ing the BlockSize, PrimeBase, and Mod parameters on the
efficiency of the fuzzy hash function, aiming to determine
optimal values for texts of varying lengths. This approach
considers the specific characteristics of open data on gov-
ernment websites, where text volume and structure can
vary significantly. Identifying optimal parameters for dif-
ferent text lengths helps reduce collisions, increase accura-
cy, and enhance the sensitivity of the algorithm. In contrast
to T.-Z. Li et al., who optimised fragmentation rules for
different file types, this study focused on large-scale text
data, requiring a flexible approach to fuzzy hash function
parameter configuration. Despite their differing focuses,
both approaches contribute to the advancement of fuzzy

Information Technologies and Computer Engineering, 2024, 21(3) 73



Optimising fuzzy hash function parameters for ensuring compliance with Open Data Regulations

hashing methods, demonstrating effectiveness in their re-
spective applications.

J. Chen et al. (2014) introduced a method for clustering
spam campaigns using fuzzy hash functions. Their study
aimed to detect spam botnets by grouping emails with sim-
ilar content within a single spam campaign. The use of fuzzy
hash functions enabled the successful processing of spam
messages, even in the presence of obfuscation techniques
such as URL shortening. Their research demonstrated the
effectiveness of the proposed method on a three-year da-
taset comprising 540,000 spam emails, revealing typical
behavioural patterns of botnets. In contrast, the approach
proposed in this paper focuses on text data analysis, where
adapting the fuzzy hash function parameters enhances an-
alytical efficiency. While J. Chen et al. developed a powerful
tool for spam campaign detection, the parameter adapta-
tion in this study is critical for monitoring large-scale open
data, where accuracy and processing speed are key factors.

Thus, the results of this study confirm that optimising
the BlockSize, PrimeBase, and Mod parameters is an effec-
tive approach for enhancing accuracy, sensitivity, and pro-
cessing speed in open data monitoring. The proposed solu-
tion offers a significant advantage over other approaches
that rely on complex models or focus on different types of
data. The implementation of adapted parameters enables
superior performance, particularly in the context of gov-
ernment web resources, where ensuring high processing
speed alongside high accuracy is essential.

Conclusions

This article examined methods for analysing the parame-
ters of a fuzzy hash function to enhance the efficiency of
monitoring compliance with the Regulation on Open Data
on official government websites. The primary objective of
the study was to determine the optimal values for Block-
Size, PrimeBase, and Mod to ensure high accuracy and
sensitivity in text processing, thereby improving open data
monitoring. The study’s findings were integrated into a
software tool, leading to a significant improvement in ac-
curacy and a reduction in data processing time. This was
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achieved through the dynamic adjustment of the block size
and prime number base, depending on the length of the
processed message.

The study also analysed how different values of Block-
Size, PrimeBase, and Mod affected key algorithm perfor-
mance metrics: Precision, Recall, F1 Score, and Processing
Time. As a result, optimal parameter values were identified
for different message lengths. For example, at a Message
Length of 1,270, Precision was 0.85, increasing to 0.96 for
a Message Length of 9,920, demonstrating enhanced accu-
racy in detecting similar data. The implementation of these
optimised parameters in the software tool significantly im-
proved the accuracy of detecting incorrect or duplicate data,
which is crucial for automating compliance monitoring in
accordance with open data legislation. Overall, the study
demonstrated that fuzzy hash function parameter optimi-
sation enhances data management quality and increases
the efficiency of automated monitoring systems. The use of
optimal parameters reduces the likelihood of errors in du-
plicate data detection while ensuring faster data processing.

Future research will focus on refining algorithms to
achieve more precise parameter selection, tailored to the
specific characteristics of the processed data. A particular-
ly promising avenue is the adaptation of the algorithm for
detecting duplicate media files (audio, video, and images)
with appropriate pre-processing techniques. Advance-
ments in this area have the potential not only to improve
monitoring accuracy and completeness but also to reduce
time and resource costs in data compliance verification.
The development of enhanced methods for adapting fuzzy
hash function parameters could significantly streamline
data management and improve data quality, contributing
to the more effective and reliable implementation of open
data regulations.

Acknowledgements
None.

Conflict of Interest
The authors declare no conflict of interest.

[1] AlMajali, A., Elmosalamy, A., Safwat, O., & Abouelela, H. (2024). Adaptive ransomware detection using similarity-
preserving hashing. Applied Sciences, 14(20), article number 9548. doi: 10.3390/app14209548.

[2] Baba, T., Baba, K., & Yamauchi, T. (2022). Malware classification by deep learning using characteristics of hash
functions. In: L. Barolli, F. Hussain & T. Enokido, (Eds.), Advanced information networking and applications (Vol. 450,
pp. 480-491). Cham: Springer. doi: 10.1007/978-3-030-99587-4_40.

[3] Chanajitt, R., Pfahringer, B., Gomes, H.M., & Yogarajan, V. (2022). Multiclass malware classification using either
static opcodes or dynamic API calls. In: H. Aziz, D. Corréa & T. French (Eds.), AI 2022: Advances in artificial intelligence
(Vol. 13728, pp 427-441). Springer, Cham. doi: 10.1007/978-3-031-22695-3_30.

[4] Chen,]., Fontugne, R., Kato, A., & Fukuda, K. (2014). Clustering spam campaigns with fuzzy hashing. In Proceedings
of the 10th Asian internet engineering conference (pp. 66-73). New York: ACM. doi: 10.1145/2684793.2684803.

74 Information Technologies and Computer Engineering, 2024, 21(3)


https://doi.org/10.3390/app14209548
https://doi.org/10.1007/978-3-030-99587-4_40
https://doi.org/10.1007/978-3-031-22695-3_30
https://doi.org/10.1145/2684793.2684803

Maidanevych et al.

[5] Davies, S.R., Macfarlane, R., & Buchanan, W.J. (2021). Review of current ransomware detection techniques. In
Proceeding of the 7 th international conference on engineering and emerging technologies (ICEET) (pp. 696-701). Istanbul:
IEEE. doi: 10.1109/ICEET53442.2021.9659643.

[6] Eleks, M., Rebstadt, J., Fukas, P., & Thomas, O. (2022). Learning without looking: Similarity preserving hashing and
its potential for machine learning in privacy critical domains. In INFORMATIK 2022, lecture notes in informatics (LNI)
(pp.161-177). Bonn: IBiS. doi: 10.18420/inf2022_16.

[71 Fleming, M., & Olukoya, O. (2024). A temporal analysis and evaluation of fuzzy hashing algorithms for Android malware
analysis. Forensic Science International: Digital Investigation, 49, article number 301770. doi: 10.1016/j.fsidi.2024.301770.

[8] Guerrero, M. (2022). Comparative study between Type-1 and interval Type-2 fuzzy systems in parameter adaptation
for the Cuckoo search algorithm. Symmetry, 14(11), article number 2289. doi: 10.3390/sym14112289.

[9] Kida, M., & Olukoya, O. (2023). Nation-state threat actor attribution using fuzzy hashing. IEEE Access, 11, 1148-1165.
doi: 10.1109/ACCESS.2022.3233403.

[10] Kondratenko, N.R. (2023). Interval type-2 generalizing fuzzy model for monitoring the states of complex systems
using expert knowledge. System Research and Information Technologies, 2. doi: 10.20535/SRIT.2308-8893.2023.2.05.

[11] Kondratenko, N.R., & Snihur O.0. (2019). Research on the adequacy of interval type-2 fuzzy models in identifying
complex objects. System Research and Information Technologies, 4, 94-104.

[12] Kumar, K.V., Harikiran, J., & Chandana, B.S. (2022). Human activity recognition with privacy preserving using deep
learning algorithms. In 2nd international conference on artificial intelligence and signal processing (AISP) (pp. 1-8).
Vijayawada: IEEE. doi: 10.1109/AISP53593.2022.9760596.

[13] Li, T.-Z., Shen, B., Mi, K., Kao, Y.-C., & Cui, Y. (2019). A method of piecewise hash for fuzzy hashing. Journal of
Computers, 30(2), 150-157. d0i:10.3966/199115992019043002013.

[14] Mahrous, W.A., Farouk, M., & Darwish, S.M. (2021). An enhanced blockchain-based IoT digital forensics architecture
using fuzzy hash. IEEE Access, 9, 151327-151336. doi: 10.1109/ACCESS.2021.3126715.

[15] Martin-Pérez, M., Rodriguez, R.]., & Breitinger, F. (2021). Bringing order to approximate matching: Classification and
attacks on similarity digest algorithms. Forensic Science International: Digital Investigation, 36, article number 301120.
doi: 10.1016/j.fsidi.2021.301120.

[16] Ministry of Digital Transformation of Ukraine. (n.d.). Retrieved from https://thedigital.gov.ua/.

[17] Naik, N.,Jenkins, P., & Savage, N. (2019b). A ransomware detection method using fuzzy hashing for mitigating the risk
of occlusion of information systems. IEEE international symposium on systems engineering. (ISSE) (pp. 1-6). Edinburgh:
IEEE. doi:10.1109/ISSE46696.2019.8984540.

[18] Naik, N., Jenkins, P., Gillett, J., Mouratidis, H., Naik, K., & Song, J. (2019a). Lockout-Tagout Ransomware: A detection
method for Ransomware using fuzzy hashing and clustering. IEEE symposium series on computational intelligence
(SSCI) (pp. 641-648). Xiamen: IEEE. doi: 10.1109/SSCI44817.2019.9003148.

[19] Namanya, A.P, Awan, L.U., Disso, ]J.P., & Younas, M. (2020). Similarity hash based scoring of portable executable files for
efficient malware detection in IoT. Future Generation Computer Systems, 110, 824-832. doi: 10.1016/j.future.2019.04.044.

[20] Nandal, A., Blagojevic, M., Milosevic, D., Dhaka, A., & Mishra, L.N. (2021). Fuzzy enhancement and deep hash layer based
neural network to detect Covid-19. Journal of Intelligent & Fuzzy Systems, 41(1), pp. 1341-1351. doi: 10.3233/JIFS-210222.

[21] Natella, R. (2022). StateAFL: Greybox fuzzing for stateful network servers. Empirical Software Engineering, 27, article
number 191. doi: 10.1007/s10664-022-10233-3.

[22] National Bank of Ukraine. (n.d.). Retrieved from https://bank.gov.ua.

[23] Open Data Portal. (n.d.). Retrieved from https://data.gov.ua.

[24] Pension Fund of Ukraine. (n.d.). Retrieved from https://www.pfu.gov.ua.

[25] Resolution of the Cabinet of Ministers of Ukraine No. 835 “On Approval of the Regulation on Data Sets Subject to
Disclosure in the Form of Open Data”. (2015, October). Retrieved from https://zakon.rada.gov.ua/laws/show/835-
2015-%D0%BF#Text.

[26] Ssdeep-project. (n.d.). Fuzzy hashing API. Retrieved from https://github.com/ssdeep-project/ssdeep.

[27] State Service of Special Communications and Information Protection of Ukraine. (n.d.). Retrieved from https://cip.
gov.ua.

[28] State Statistics Service of Ukraine. (n.d.). Retrieved from https://ukrstat.gov.ua.

[29] State Tax Service of Ukraine. (n.d.). Retrieved from https://tax.gov.ua.

[30] Verkhovna Rada of Ukraine. Official Web Portal of the Parliament of Ukraine. (n.d.). Retrieved from https://www.rada.

gov.ua/.

Information Technologies and Computer Engineering, 2024, 21(3) 75


http://dx.doi.org/10.1109/ICEET53442.2021.9659643
https://dl.gi.de/server/api/core/bitstreams/9890a757-5429-4952-b802-5ac806977969/content
https://doi.org/10.1016/j.fsidi.2024.301770
https://doi.org/10.3390/sym14112289
https://doi.org/10.1109/ACCESS.2022.3233403
https://doi.org/10.20535/SRIT.2308-8893.2023.2.05
http://jnas.nbuv.gov.ua/article/UJRN-0001075420
http://jnas.nbuv.gov.ua/article/UJRN-0001075420
https://doi.org/10.1109/AISP53593.2022.9760596
http://www.csroc.org.tw/journal/JOC30_2/JOC3002-13.pdf
https://www.researchgate.net/publication/356016851_An_Enhanced_Blockchain-Based_IoT_Digital_Forensics_Architecture_Using_Fuzzy_Hash/fulltext/6189d33161f098772072bf1f/An-Enhanced-Blockchain-Based-IoT-Digital-Forensics-Architecture-Using-Fuzzy-Hash.pdf
https://doi.org/10.1016/j.fsidi.2021.301120
https://thedigital.gov.ua/
https://doi.org/10.1109/ISSE46696.2019.8984540
https://doi.org/10.1109/SSCI44817.2019.9003148
https://doi.org/10.1016/j.future.2019.04.044
https://doi.org/10.3233/JIFS-210222
https://doi.org/10.1007/s10664-022-10233-3
https://bank.gov.ua/
https://data.gov.ua
https://www.pfu.gov.ua
https://github.com/ssdeep-project/ssdeep
https://cip.gov.ua
https://cip.gov.ua
https://ukrstat.gov.ua
https://tax.gov.ua
https://www.rada.gov.ua/
https://www.rada.gov.ua/

Optimising fuzzy hash function parameters for ensuring compliance with Open Data Regulations

HocnipxeHHs napaMeTpiB HeuiTKOI rew-$pyHKLii
AN MOHITOPUHIY OTPUMAHHS BUMOT NMONMOXEHHS LLOAO BiAKPUTUX AAHUX

JleoHip MapaHeBuy

KangmoaT ¢inocodpcbkmx HAYK, CTAPLLMIA BUKNAOAY
BiHHMLbKMI HOLLIOHOMBHMIA TEXHIYHWIA YHIBEPCUTET
21021, Byn. XMenbHMLbKe woce, 95, M. BiHHMuS, YkpaiHa
https://orcid.org/0000-0002-7364-8874

Haranis KoHppaTteHko

KaHompaT TexHiYHMX HayK, npodecop

BiHHMLbKWI HOLLIOHONBHUA TEXHIYHWIA YHIBEpCUTET
21021, Byn. XMenbHULbKe Loce, 95, M. BiHHMLS, YkpaiHa
https://orcid.org/0000-0002-4450-1603

Bitaniin KasmipeBcbkuit

AcnipaHT

BiHHMLbKMI HOLLIOHOMbHMIA TEXHIYHWA YHIBEPCUTET
21021, Byn. XMenbHMLbKe woce, 95, M. BiHHMuS, YkpaiHa
https://orcid.org/0009-0005-4056-5385

AHoTauig. MeToio po6oTu 6y/I0 TOCTiIKeHHS TapameTpiB reni-GyHKIii st migBuineHHs eGeKTUBHOCTI Ta TOYHOCTI
BUSIBJIEHHS MOAIOHOCTI TeKCTOBMX (pparMeHTiB Ha pi3HUX Beb-pecypcax Mpu MpPoBeAeHHI MOHITOPUHTY JOTPUMAaHHS
Bumor ITo/soskeHHST MOA0 BiJKPUTUX NAaHMX Ha odiliifHMX Be6-caiiTax IepkaBHUX OpraHiB. OCTiIskKeHHS OXOIMIIO
OIIiHKY TPbOX KJIIOYOBMX MapaMeTpiB reu-QyHKiii: po3mipy 610Ky, 6a31 MPOCTOTO UKcIa Ta MOAY/ISL. sl bOTO 6Yys10
MIPOBENIEHO Cepilo eKCcliepMMeHTIB, Y AKMX Pi3Hi KoMOiHaIii IuX MmapamMeTpiB BUKOPMUCTOBYBAIMCS IJISI TeHepyBaHHS
reli-3HayeHb TeKCTOBUX JaHMX. Pe3ynbTaTu JOCTiIsKe HHS ITPOeMOHCTPYBaIN, IKi KoM6iHaIlii mapaMeTpiB 3a6e3MeuyoTh
Halkpamuii 6aJaHCc MiXX TOYHICTIO, TIOBHOTOIO, F-Mipolo Ta yacoMm BMKOHaHHS. [Toka3aHO, IO TEeBHi KOMGiHalii
rnapaMeTpiB JO3BOJISIOTh TOCSITTM 3HAYHOIO TiABUINEHHS TOYHOCTI aaropuTMy Ipy MiHimizamii o64YMcaoBaIbHUX
BUTpAT, 10 € BaXIMBUM JJIsl aHali3y JaHUX y peaJlbHOMY uaci. BcTaHOBJ/IeHO, 110 ONTMMIi3allisl mapaMeTpiB re-
¢byHKIi cripusie 3HMKEHHIO KiIbKOCTI XMOHOMO3UTUBHMUX Ta XMOHOHETAaTUMBHUX Pe3yAbTaTiB, SIKi 4aCTO BUHUKAIOTh
Mpy BUSIBJIEHHI TMoAibHOCTI. 30KpeMa, mifbip ONTMMAaNbHMUX 3HAUYEHb [IJIST KOKHOTO 3 IMapaMeTpiB CYTTEBO MiJBUIIYE
TOYHICTb i MOBHOTY aHali3y, JO3BOJISIOUM OTPUMATH Oi/NbILI TOUHI Pe3yabTaTy MOPIiBHSIHHS TEKCTOBUX (parMeHTiB Ta
3MEHIIYIOUM Yac BUKOHAHHS omepalliii. Ile pobuTh anropuTM HEUiTKOTO relllyBaHHS MPUAATHUM JJIsS 3aCTOCYBAaHHS B
aBTOMATM30BaHUX CUCTEMax MOHITOPMHTY JepskaBHUX BeO-CaiiTiB 010 ZOTPMMAaHHSI BUMOT IIOAO BiZKPUTUX TaHUX.
BusiBiieHo, 110 ONTUMIi3allis TapamMeTpiB JO3BOJISIE 3SMEHIIUTY KiJIbKiCTh Ty6IbOBAaHMUX 3aMMUCIB, [0 OCOOIMBO aKTYaabHO
ISl 3ab6e3TeveHHsT BiATIOBiZHOCTI BiAKPUTMX IaHMX BUMOraM 3aKoHOHAaBcTBa. OnmepykaHi BUCHOBKM MOXKYTb OyTU
BUKOPMCTAHI JJi1 po3po6KM MPOTPaMHMX 3aC006iB, SIKi JOTIOMOXYTbh e(eKTUBHO BUSIBJSITU HEHOMIKM Ta CIPUSITUMYTh
MigBUIIEHHIO MPO30POCTi Ta BiAMOBIZHOCTI MpaBoBUM BUMoOTraMm. Kpim Toro, pesynbTaT JOCTiIKEHHS MOXKYTb OyTU
BUKOPUCTAHI [JIs1 TOAAIBIIOI ONTMMIi3alii aaropuTMiB HeuiTKOi rem-QyHKIii, 1[0 CHOPUATMME BIOCKOHAJEHHIO
TEXHOJIOTi¥ MOHITOPMHTY JaHMX Ha BiATIOBiAHICTH HOPMAaTUBHMM BUMOTaM. JJOoCIiIKeHHSI pOOUTb BHECOK Y PO3BUTOK
TEXHOJIOTi}i MOHITOPMHIY Be6-pecypciB, IeMOHCTPYIOUH, SIK MPaBWIbHO Mifi6paHi mapameTpy HeUiTKoi remr-QyHKILii
MOKYTb 3HAYHO MigBUIINTY e(DEeKTUBHICTD i HAAiMHICTh aHATI3y BIIKPUTUX TaHUX

KniouoBi cnoBa: napamerpu HeuiTKOI reni-QyHKIlii; MOHITOPUHT Be6-CaiiTiB; mepskaBHi eJIeKTPOHHI pecypei; TOUHICTh
aJITOPUTMY; ITapaMeTpy OINTMUMi3allii; BUSIBJIEHHS MOAiOHOCTI; TOPYIIEHHS ITOJIOKEHD
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Abstract. Ensuring high-quality images obtained using side-scan sonar is crucial for enhancing the effectiveness of
underwater research, as distortions such as striping noise can complicate data analysis. The aim of this paper was to
investigate the nature of striping noise, determine the correlation between image intensity and the tilt of the sonar, and
develop a new method to improve the quality of sonar images. The study employed a statistical correction method based
on calculating a horizontal moving average for intensity correction, as well as a machine learning model using a three-
layer neural network to predict the horizontal moving average considering the beam’s incidence angle, the sonar’s height
above the seafloor, and the initial line intensity. Statistical methods and machine learning techniques were applied to
correct the striping noise caused by tilting in sonar images, significantly enhancing their quality. The statistical approach,
which uses the mean value of the horizontal sway, effectively reduced noise while preserving critical details and improving
overall clarity. The machine learning model incorporated additional parameters, enhancing intensity prediction accuracy
and improving adaptability to various sonar positioning conditions. Moreover, the new method accounts for varying
environmental conditions, making it flexible and effective for real-world underwater research. These results provide
valuable insights for improving sonar image processing methods, paving the way for more efficient underwater exploration

and improving the accuracy of object detection on the seafloor

Keywords: seafloor; greyscale; intensity; roll; correction; machine learning; neural network

Introduction

Side scan sonar, a technology widely utilised since the 1950s,
plays a crucial role in underwater exploration, supporting
various activities such as search and rescue missions, ba-
thymetry, and mine detection. Despite its effectiveness,
side scan sonar images are often affected by distortions
due to the complex underwater environment and sonar’s
movement. Among these distortions, stripe noise arising
from roll variations compromises image clarity, particular-
ly affecting object recognition and seafloor segmentation.
This type of noise manifests as alternating dark and bright
stripes across the image, complicating both manual and
automated interpretation of sonar data. Addressing stripe
noise is a complex task, as existing intensity normalisation
methods often fall short in handling roll-induced arte-
facts. Roll-caused stripe noise is unpredictable and varia-
ble in length, width, and frequency due to environmental
factors like wave patterns and seafloor profile, which are
difficult to standardise in real-time. Therefore, there is a
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need for targeted correction methods that specifically ad-
dress roll-induced stripe noise, enhancing the utility of
sonar imagery in underwater research and exploration.

Z. Lu et al. (2023) investigated a method for enhanc-
ing side-scan images based on multistage image restora-
tion and fusion. The aim of the study was to improve image
clarity by suppressing noise and correcting uneven illumi-
nation. The results showed that the proposed method sig-
nificantly improves the image quality, which contributes to
a better analysis of the seabed. P. Zhou et al. (2024) pre-
sented a multiscale fusion strategy for correcting side-scan
images to improve contrast and reduce the impact of noise.
The aim of the study was to improve the accuracy of object
detection and eliminate noise in the images. The results
proved the effectiveness of the approach for improving the
contrast and clarity of details in sonograms.

H. Xia et al. (2024) investigated an improved meth-
od for removing banding noise based on the Criminisi

Katrusha, O. (2024). Correction of roll-caused stripe noise in side scan sonar images. Information Technologies and Computer

Engineering, 21(3), 77-85. doi: 10.63341/vitce/3.2024.77

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0009-0008-7097-4843

Correction of roll-caused stripe noise in side scan sonar images

algorithm. The aim was to adapt the method for specific
noise features in side-scan images. The results showed that
the improved method can better cope with multidirection-
al noise while maintaining the clarity of important struc-
tures. The article M. Li et al. (2022) presented an approach
to removing banding noise in infrared images, based on the
sparsity of gradients along the band direction and the glob-
al sparsity of noise. An Adaptive Edge-Preserving Operator
(AEPO) was proposed, which safeguards edge details in the
image while minimising information loss.

J. Guan et al. (2019) proposed an innovative wave-
let-based deep neural network that effectively removes
banding noise in infrared images, taking into account its
intrinsic characteristics and the interconnections between
wavelet sub-bands. A directional regulariser was added to
enhance the separation of scene details from noise, ensur-
ing more accurate image restoration. In the study by S. Sha-
obo et al. (2022), a novel radiometric correction method for
side-scan sonar (SSS) images was proposed, incorporating
prior knowledge of acoustic illumination and seabed char-
acteristics. The method is based on the decomposition of
illumination and albedo components using low-rank con-
straints and anisotropic total variation (ATV). Experimen-
tal results demonstrated the effectiveness of the proposed
approach in correcting radiometric distortions and reduc-
ing residual noise. It must be noted that little attention was
paid in the scientific literature to roll-caused strip noise of
sonar images with its peculiarities — sporadicity, variations
in length, width and frequency caused by sonar beam pat-
tern and direction of vehicle in relation to waves, strong
dependence on floor profile that is typically unknown when
using side scan sonar. These characteristics of roll-caused
stripe noise make the abovementioned methods hardly ap-
plicable to roll-caused stripe noise of side scan sonar imag-
es. The purpose of this paper was to investigate the nature
of stripe noise, determine the relationship between image
intensity and sonar roll angle, and develop a new method
for improving the quality of sonar images.

Materials and Methods

This section provides a structured outline of the methods
used in this study, including data selection, the analysis
of the relationship between image intensity and sonar
roll, and the steps in the proposed stripe noise correction
methodology. The methodology consisted of two primary
approaches: a statistics-based correction method and a
machine learning-based model that builds on the results of
the initial statistical analysis.

This study analysed more than 300 log files of sonar
measurements obtained with the “Sonobot 5” unmanned
surface vehicle manufactured by the German company
“EvoLogics GmbH”. The selection criteria focused on logs
with high roll standard deviation and a Pearson’s correla-
tion coefficient greater than 0.3 between average along-
track image intensity and roll. These criteria ensure that
the selected data contain sufficient variability to capture
the effects of roll on stripe noise in sonar images.

The roll distribution in the selected missions was close
to normal, with a mean of zero. The standard deviation of
roll varied across missions, influenced by wave patterns
and strength specific to each mission. This distribution al-
lowed for a robust analysis of the relationship between roll
and intensity distortion in sonar images (Fig. 1).
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Figure 1. Typical distribution of vehicle roll in Rad
Notes: X-axis is roll angle in Rad, Y-axis - number of observations
Source: created by the author

Avisual inspection of the sonar images revealed a clear
relationship between roll and stripe noise. As shown in Fig-
ure 2, negative roll angles corresponded to darker areas on
the left side of the image, likely due to the sonar transmit-
ter’s left main lobe ensonifying regions closer to the sonar.
Conversely, positive roll angles produced darker areas on
the right side of the image, suggesting a mirrored pattern.
This pattern, as illustrated in Figure 3, demonstrates the
dependency of intensity on roll but also highlights that
this relationship is modulated by additional factors such
as sonar altitude and seafloor topography. Consequently, a
straightforward intensity correction approach was deemed
insufficient, necessitating a more comprehensive correc-
tion method.

92,000
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90,500

90,000

-1,000  -500

Figure 2. A fragment of a striped sonar image with
corresponding roll in Rad x10,000 (blue line).
Sonar vehicle movement is bottom-upd
Notes: X-axis is roll angle in Rad x10,000, Y-axis — ping number
Source: created by the author
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féData.lsfMean intensity along track vs Roll, rad, roll std: 0.01
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Figure 3. Average intensities of image parts depending on
roll vs average intensity of the image
Notes: the X-axis is the slant range (negative on port side), and
the Y-axis is the ratio between average intensity for roll angle and
average along-tack intensity of the whole image. The number of
records for each rounded roll angle is displayed in the legend. Roll
angles with fewer than 30 records are considered outliers and are

not displayed

Source: created by the author

The proposed methods included a statistics-based
correction method and a machine learning-based mod-
el. The statistics-based approach involves a statistical
analysis aimed at establishing a baseline correction by
calculating a horizontal rolling mean, which adjusts in-
tensity variations that correlate with roll angle. The
machine learning-based model, building on the initial
statistical analysis, utilises a three-layer dense neural
network to predict the horizontal rolling mean for so-
nar images. This model takes roll, altitude, and original
line intensity as inputs and outputs a corrected horizon-
tal mean, simulating an image with zero roll influence.

A dataset of 40,000 samples was derived from ten
representative sonar images, where the inputs con-
sist of roll, altitude, and line intensity, and the output
is the horizontal rolling mean. The model was trained
using TensorFlow with the ADAM optimiser, over 800
epochs, with a batch size of 256. The training was con-
ducted on hardware that included a GeForce RTX4070
graphics processing unit and an Intel i-Core 7 cen-
tral processing unit, taking approximately 40 minutes,
while inference on a 2,200x20,000 pixel image required
about 300 milliseconds. Formula (1) describes the train-
ing stage, where d is altitude, ¢ is roll, Lo - line intensi-
ty of the original image and Mh - line horizontal mean:

d, ¢, Lo = >Mh. 1)

The formula is used to generate predictions for the
horizontal average line intensity based on the specified
input parameters. This allows to adjust the signal intensi-
ty in images, reducing distortion caused by roll variations
and altitude changes.

Results and Discussion

Sonar technology operates by emitting a series of sound
impulses that travel through water and reflect off under-
water objects and the seafloor. The intensity of these re-
flected signals is then recorded, allowing for the construc-
tion of sonar images, commonly referred to as sonograms.
Each sonogram is created by sequentially adding lines of
received signal intensity, resulting in a comprehensive
visual representation of the underwater environment.

The process of sonar imaging is inherently influenced
by various factors that can lead to geometrical and in-
tensity distortions. The complex physical laws governing
sound reflection and propagation in water play a crucial
role in how sonar signals behave. For example, the angle
of incidence, the type of materials on the seafloor, and the
acoustic properties of the water can all affect how sound
waves are reflected back to the sonar device. The move-
ment of the sonar vehicle, including its speed and direc-
tion, can introduce further variability into the recorded
data (Ye et al., 2019). Underwater currents also contribute
to the challenges faced during sonar imaging. They can al-
ter the trajectory of the sound waves, leading to inconsist-
encies in the intensity of the returned signals. This vari-
ability can result in images that are less readable, making
it difficult to accurately detect and classify objects on the
seafloor. Both human operators and machine learning al-
gorithms face significant hurdles when attempting to in-
terpret these distorted images, as the noise and artifacts
can obscure critical features of the underwater landscape
(Capus et al., 2008; Al-Rawi et al., 2017).

Variations by roll do not affect image geometry di-
rectly but can cause intensity distortion caused by uneven
ensonification of different seafloor areas due to non-uni-
formity of sonar beam pattern. Figure 4 illustrates the
convention of Euler angles that define roll (¢) among oth-
er angles. J.E. Hughes Clarke (2004) provide a sample em-
pirically derived beam pattern of a side scan sonar (Fig. 5).

Figure 4. The body-fixed reference frame and Euler angles
Source: Navigation messages (n.d.)
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Figure 5. Empirically derived beam pseudo-pattern of a
side scan sonar
Source: J.E. Hughes Clarke (2004)

The roll-caused intensity distortion, commonly re-
ferred to as stripe noise, can be observed as a series of alter-
nating dark and bright stripes across the image, each with
varying length and width and a distinct periodic pattern.
These stripes tend to widen toward the edges of the image
and exhibit asymmetry in brightness, with darker stripes
on one side corresponding to brighter ones on the opposite
side. In regions of acoustic shadow, stripe noise is typically
less visible or absent altogether. An example of roll-caused
intensity distortion also known as stripe noise can be seen
in Figure 6. It appears as sporadic series of alternating dark
and bright across track stripes of various length and width
with distinct periodic pattern.

Figure 6. An example of stripe noise on a sonogram. Sonar
vehicle movement bottom-up
Source: created by the author

The main cause of stripe noise in the provided exam-
ples is the influence of wave motion on the keel-mounted
sonar, which induces variations in roll that affect seafloor
ensonification due to non-uniformity of the beam pat-
tern and the resulting image intensity. In general terms,
the objective of roll-caused stripe noise correction is to
restore the intensity profile of each scanned line as if it
were captured at a zero roll angle. However, in certain ex-
treme cases, valuable seafloor information can be entirely
obscured by overly dark or bright sections, making full res-
toration impractical.

Correction based on rolling mean

To address this, a statistical-based approach to stripe noise
correction was initially implemented. For each horizontal
line in the image, a horizontal rolling mean was calculated

to help identify the underlying intensity trend across the
track while minimising random noise. The window size for
the rolling mean was empirically determined to balance
smoothness and data retention, ensuring that subtle sea-
floor features were not lost. Subsequently, this horizontal
mean was averaged along-track to generate a neighbour-
hood mean, providing a contextual baseline for each line.
The window size for this averaging process corresponds
to the maximum periodicity of the stripe noise, approxi-
mately 20 lines or two meters on the seafloor in this da-
taset. This period closely matches the average period of
wave-induced roll variations, making it a suitable refer-
ence for noise correction.

Rolling mean was chosen over interpolation and other
smoothing techniques due to its computational efficiency
and ease of implementation. Empirical analysis confirmed
that this approach effectively reduces the noise without
compromising the critical details of the image.

Figure 7 shows the process of image correction using
the rolling mean method. Figure 7(a) shows the original
image, which contains striped noise caused by variations
in the roll of the sonar instrument. Figure 7(b) shows the
correction map obtained by dividing the horizontal average
by the average of the neighbouring lines. In the correction
map, red indicates higher values and blue indicates lower
values. This mabp fits the stripe noise well, although it does
not directly account for roll variation. Figure 7(c) shows the
result of the image correction, where the correction map is
applied to the original image.

)

Figure 7. The process of stripe noise correction in sonar
images using the moving average method
Notes: a) a piece of original image with stripe noise; b) correction
map based on rolling mean (red colour corresponds to higher
values, blue colour - to lower ones); c) correction result
Source: created by the author
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Through the process of image correction, the stripe
noise is reduced and the image becomes clearer. A correc-
tion map is obtained by dividing the horizontal mean by
neighbourhood mean (Fig. 7(b)). As it can be seen from the
figure, the correction map corresponds well to stripe noise,
although does not take roll variations into account directly.
Then correction procedure for every horizontal line can be
implemented as in Formula (2):

L=L-M,+M,xC, )

where L_- corrected horizontal line of the image; L - orig-
inal line; M, - calculated horizontal mean for the line; C, -
corresponding line of the correction map.

The rolling mean method is simple, computational-
ly effective, and easy in implementation, but it is based
solely on image information. Whereas intensity of the
image pixel depends, among others, on the following pa-
rameters: slant range, floor profile, floor sediment type,
incidence angle, roll, sonar beam pattern and sonar alti-
tude (Al-Rawi, 2016; Chang et al., 2020). Failure to take
account for these factors can lead to overcompensation
in some areas, loss of acoustic shadows and periodic sea-
floor patterns, wrong compensation of the areas with
high floor gradient.

Correction using neural

network inference

To enhance the correction process by incorporating ad-
ditional parameters, such as roll and altitude, a machine
learning-based method is introduced. Machine learning
techniques are increasingly applied to sonar image pro-
cessing, including tasks such as object detection, fea-
ture extraction, classification, and seafloor segmentation
(Chen et al., 2017; Li et al., 2024). However, due to the rela-
tively high cost and limited availability of sonar data, these
methods lag behind traditional optical computer vision
techniques. Most current research focuses on improving
object depiction and seafloor clarity, yet few studies have
specifically targeted stripe noise correction (Steiniger et
al., 2022; Sivachandra & Kumudham, 2024).

The proposed machine learning model aims to pre-
dict the intensity dependence by approximating the roll-
ing mean of image intensity based on variables including
roll, slant range, altitude, and floor profile. This approach
avoids the need for complex mathematical models, such as
Lambertian reflections, by training the model to infer these
relationships from available data. This setup is especially
useful in sonar applications where obtaining ground-truth
images is costly and often infeasible.

The limited availability and high cost of obtain-
ing ground truth data present significant challenges for
most machine learning approaches in sonar applications.
Consequently, directly training models using pairs of dis-
torted and corrected images is often impossible. These
algorithms possess the capability to approximate the
dependencies of intensity based on various parameters,

which can be leveraged to address this issue effectively.
The proposed method involves using a neural network
to model the complex relationship between the intensity
rolling mean and variables such as roll, slant range, alti-
tude, and floor profile, without relying on intricate math-
ematical models like the Lambertian law.

Due to the limited availability and high cost of ob-
taining ground truth data, most machine learning ap-
proaches in sonar applications face significant chal-
lenges. This approach allows for more flexible modelling
of intensity dependencies, accommodating the unique
characteristics of sonar data.

To correct stripe noise, the subsequent inference stage
(3), where Mc is the inferred horizontal mean, predicts the
horizontal rolling mean for the lines with the same inputs,
except for roll, which is set to zero radians. This formula
is derived from (1), providing a baseline adjustment in the
absence of roll effects (3):

d 0, Lo = >Mec. 3

Then, based on this correction, the following formula
is applied (4):

[(' :Io-Mh +Mc 4 (4)

where I_- corrected image; I - original image; M, - hori-
zontal mean; M, - correction value.

Correction map is constructed as a difference between
the inferred rolling mean and original rolling mean. After
that correction map is subtracted from the original image
thus correcting the roll-caused variation (4). For the ex-
periment, a simple three-layer dense neural network was
used. It took roll, altitude, original line intensity as input
and horizontal rolling mean as output. The training set of
40,000 samples was generated from ten sonar images. The
inference stage is aimed at predicting the horizontal mean
with zero roll.

Figure 8 illustrates the effectiveness of the neural net-
work in capturing the relationship between roll and mean
intensity, as evidenced by the corrected images. Panel (a)
displays the original image with pronounced stripe noise,
while panel (b) presents the correction map generated
through inference. The correction map indicates higher
values in red and lower values in blue, highlighting areas
where the neural network has identified the need for ad-
justment. The resulting corrected image is shown in pan-
el (c), demonstrating noticeable improvements in clarity.

Despite the success in modelling this dependency, in-
stances of overcompensation and excessive smoothing of
the image were observed with the application of the inferred
correction map. This phenomenon suggests that while the
model effectively learned certain aspects of the intensity
relationship, it may not have fully accounted for all com-
plexities inherent in sonar imagery. Such overcompensa-
tion can obscure fine details and alter important features of
the seabed, potentially complicating subsequent analysis.
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a)

Figure 1. Neural network-based correction of stripe noise in sonar images
Notes: a) original image with stripe noise; b) correction map based on inference (red colour corresponds to higher values, blue colour - to

lower ones); c¢) corrected image
Source: compiled by the author

To address these issues, incorporation of additional
features into the training process is proposed. For instance,
including derivatives of intensity values, various angles,
and their mean values, as well as information from adjacent
image lines, could enhance the model’s capacity to capture
more nuanced relationships. Further experimentation with
neural network architecture, including adjustments to lay-
er configurations and activation functions, may also yield
better results. These refinements will be the focus of fu-
ture research, with the aim of improving the model’s ro-
bustness and accuracy in correcting stripe noise, ultimate-
ly leading to enhanced sonar image quality and reliability
in underwater exploration.

The discourse surrounding

the correction of roll-caused stripe noise

The findings of this study resonate with the studies of
other researchers in the field, highlighting a shared com-
mitment to improving sonar image quality through vari-
ous correction methodologies. For instance, Y.-C. Chang et
al. (2020) focused on processing side-scan images to cor-
rect brightness variation and fill gaps, aiming to eliminate
problems associated with uneven illumination during
seabed scanning. They developed a technique that im-
proves image quality, resulting in a more homogeneous
representation of the seabed. Their results demonstrated
that this method effectively reduces luminance distortions
and increases the convenience of further image analysis.
Previous studies have also investigated various approaches
to noise reduction, including advanced filtering techniques
and optimisation algorithms specifically designed for so-
nar data. Research has highlighted the potential of deep
learning models to improve object detection and seafloor
classification, underscoring the importance of leveraging
multiple methodologies to address the challenges posed by
sonar imagery. These collective efforts emphasise the sig-
nificance of a multi-faceted approach to improving sonar
data processing, suggesting that continued collaboration
and innovation in this field are essential for advancing un-
derwater exploration and analysis.

M.S. Al-Rawi (2016) developed an intensity normalisa-
tion method specifically for side-scan sonar images, which
targeted the elimination of brightness irregularities aris-
ing from changes in the angles of sound wave incidence.
Their research demonstrated that these irregularities could

significantly impact the clarity of sonar images, making it
challenging to identify and analyse underwater features ac-
curately. By implementing their normalisation technique,
authors found that distortion was effectively reduced, lead-
ing to enhanced object recognition capabilities in sonar
images. This study underscored the critical importance of
addressing intensity variations to improve the overall utili-
ty of sonar technology in underwater applications.

J.Zhao et al. (2017) introduced a radiometric correction
method that considers the variation of sediment types on
the seafloor, which can significantly influence how sonar
signals are reflected back to the device. Their study provid-
ed a comprehensive model that accounted for the differ-
ent acoustic properties of various sediment types, thereby
enhancing the accuracy and detail of the reflected signal
intensity data. By integrating sediment characteristics into
their correction methodology, J. Zhao et al. were able to
achieve more reliable and detailed sonar images, which are
essential for effective seafloor mapping and analysis.

The findings of this study align with and build upon
the results of several notable researchers in the field of
sonar image processing. A. Burguera & G. Oliver (2014)
focused on intensity correction to mitigate uneven illumi-
nation effects, which ultimately improved image quality
and facilitated better data analysis. Similarly, the current
research successfully addressed stripe noise through a cor-
rection methodology that enhances image clarity, demon-
strating a parallel objective of improving the usability of
sonar imagery for analysis.

G. Shippey et al. (1994) applied a shadow correction
method utilising histogram transformations to enhance
the contrast and detail in side-scan sonar images. Their
approach specifically targeted the reduction of uneven
brightness, a common challenge that can obscure essen-
tial features and hinder effective seabed analysis. By cre-
ating more homogeneous images, their methodology not
only improved the visibility of underwater structures but
also facilitated more accurate object detection and clas-
sification. The results from this study resonate with the
current findings, where the application of neural network
techniques and rolling mean methods also aims to enhance
overall image quality and facilitate clearer object recogni-
tion. Both approaches underscored the importance of ad-
dressing brightness inconsistencies in sonar imagery to
achieve better analytical outcomes.
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D. Wilken et al. (2012) applied Fourier filtering in
two-dimensional space to eliminate stripe noise in mosaics
of side-scan images. The goal was to reduce periodic noise
and improve the quality of the mosaic images of the sea-
floor. The results showed that Fourier filtering effectively
eliminates bandpass noise and produces more homogene-
ous and clear images.

Y. Chen et al. (2017) developed a method for removing
stripenoiseinremote sensingimages throughtotalvariation
regularisationand group sparsity constraints. Theirresearch
highlighted the effectiveness of this approach in yielding
clearer and more detailed images, reinforcing the objective
of the present research, which focuses on removing stripe
noise and enhancing the quality of sonar data processing.

An analysis of these studies indicated a prevailing
trend in the adoption of advanced correction techniques,
whether through statistical methods, machine learning, or
mathematical modelling, to improve the quality of sonar
images. The integration of these methodologies reinforces
the notion that a multi-faceted approach is essential for
effectively addressing the challenges of sonar data process-
ing. The findings from this research not only contribute to
the existing body of knowledge but also suggest that fur-
ther refinement and innovation in correction techniques
will continue to play a crucial role in advancing underwater
exploration and analysis.

Conclusions

In this study the nature of roll-caused stripe noise of so-
nar images was analysed. Clear dependency and correla-
tion between stripe noise and roll angle variation has been
shown. Statistical rolling mean approach and a simple ap-
proach based on machine learning methods were proposed
to compensate stripe noise on sonar images and to en-
hance image quality. The statistical analysis established a
foundational correction technique by calculating the hori-
zontal rolling mean, which effectively mitigated random
noise while preserving critical details of the sonar images.
This method demonstrated its utility in reducing the visual
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Kopekuis cMyrosoro wymy, CipU4MHEHOro KPEeHOM,
HQ 306pPAXXEHHSIX rigponoKkaTropa 60KOBOro ornsay
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AHoTALif. 3a6e3medyeHHs BMCOKOI SIKOCTiI 306paskeHb, OTPMMAaHMX 3a JAOIIOMOIOI0 TiZposoKaTopa GOKOBOTO OIJISIAY,
€ BOYJIMBUM JJIs1 MigBUIIEHHS e(eKTUBHOCTI MigBOOHMX MOCTiIKEHb, OCKITbKM TaKi CIIOTBOPEHHS, K CMYTOBUIL
ITyM, MOXYTb YCKJIaOHIOBATU aHali3 gaHuX. MeTa Iii€i cTaTTi — OOCHIigUTU MPUPOAY CMYTOBOTO IIYMY, BUSHAUUTHU
KOPEJISIIIiio0 MiXK iHTEHCMBHICTIO 300pakeHHS i KpeHY TiZpojioKaTopa, a TAKOK pO3poOUTY HOBUIT METO[I, TTOKpaIlleHHS
SIKOCTI rigposoKaliiiHux 3006pakeHb. Y MOCTiIKeHHI BUKOPUCTOBYETHCSI METO/I, CTATUCTUYHOI KOpeKIlii, 3aCHOBaHMIi
Ha PO3paxyHKy TOPM3OHTAJIbHOI KOB3HOI cepegHbOi I/ KOpeKilii iHTeHCMBHOCTi, a TaKOXX MOJe/ib MallMHHOTO
HaBUaHHSI, SIKa BUKOPUCTOBYE TPUILIAPOBY HEMPOHHY MepeXXy I/l TPOTHO3YBaHHS TOPM30HTA/IbHOI KOB3HOI cepeaHbO1
3 ypaxyBaHHSIM KyTa MaJiHHS MMPOMEeHS, BUCOTU TifposiokaTopa Haj AHOM Ta IMOYAaTKOBOI iHTEHCUBHOCTI jdiHii. ¥
IOCJTiIKEHHI OYJIO 3aCTOCOBAHO CTATUCTUYHI METOAM Ta METOAY MAalIMHHOTO HaBYaHHSI [IJI1 KOPEKIlii CMyroBOTO LIyMY,
CIIPUYMHEHOTO KPEeHYBAaHHSIM, Ha TipOJIOKALifiHNX 300paskeHHsX, 110 3HAYHO MOKPAIIWIO iX KicTh. CTaTUCTUIHUIL
MiaXif, 1[0 BUKOPUCTOBYE CepeHE 3HAUEHHSI FOPU30HTAIbHOI XUTaBuIli, e(PeKTMBHO 3MEHIINB IIyM, 36epirum mnpu
1IbOMY KPUTMUYHI OeTali i MiABUIIMBIIM 3arajbHy YiTKicThb. Mogenb MaNIMHHOTO HABYaHHS BK/IIOUasa IOAAaTKOBI
rnapameTpu, 10 MiABUIIUIO TOUHICTh MPOTrHO3YBAHHS iHTEHCUBHOCTI Ta MOKPAIIMIO aJallTUBHICTh A0 Pi3HUX YMOB
TMOJIOKEeHHS TifposiokaTopa. Kpim Toro, HoOBMii MeTO, 103BOJIsIE BpaXxOBYBaTM 3MiHHI yMOBU Ha MiCII€BOCTI, 110 POOUTH
710T0 THYUKMM i e(DeKTMBHUM B yMOBaX peaabHMX MiABOIHMUX AOCTiIKeHb. i pe3ynbTaTu JaloTh LiHHY iHGopMaIiito as
BIIOCKOHAJIEHHSI MeTOZiB 06pOOKM rimpooKaliiiHuX 306paskeHb, MPOKIAAa0uM X 40 O6ibI epeKTMBHOI migBOgHOT
PO3BiIKM Ta MTOKpAIeHHS TOYHOCTi BUSIBJIEHHS 00'€KTiB Ha THI MODPS

KniouoBi cnoea: mopcbke AHO; BiATIHKM Ciporo; iHTEHCMBHICTB; KpeH; KOPEKI[isl; MallMHHE HAaBUAHHS; HEMpPOHHA
Mepexa
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Abstract. This article reviews modern methods of automated traffic flow control based on fuzzy logic, which enables
the processing of incomplete or imprecise information — a characteristic feature of dynamic traffic conditions. The aim
of this study was to evaluate the prospects and challenges associated with implementing fuzzy logic in transport system
management to enhance the efficiency and safety of road traffic. The paper examined the potential and difficulties of using
fuzzy logic for traffic light control, its integration with intelligent transport systems, and its combination with artificial
intelligence and Internet of Things technologies. Fuzzy logic allows systems to adapt to real-time changes, considering
factors such as traffic intensity, weather conditions, and driver behaviour. The article analysed several examples of the
implementation of such systems in different countries, particularly Japan, Germany, and the United States, where fuzzy
algorithms have demonstrated effectiveness in reducing congestion, improving road safety, and optimising the use of
transport infrastructure. The main challenges associated with implementing these systems are also outlined, including
the complexity of developing fuzzy logic models, the need for highly trained experts to configure such systems, and the
technical and financial barriers encountered during the modernisation of transport infrastructure. Additionally, the
study discussed cybersecurity and data protection issues, which are increasingly relevant given the extensive use of
data in intelligent transport systems. The practical significance of this work lies in identifying effective solutions and
opportunities for their adaptation to enhance the safety and capacity of urban and intercity transport systems

Keywords: traffic optimization; traffic intensity management; information technology integration; adaptation to traffic
conditions; transport infrastructure; intelligent transport systems; traffic congestion

Introduction

The increasing number of vehicles and the growing inten-
sity of road traffic necessitate the implementation of mod-
ern technologies for the effective regulation of traffic flows,
as traditional methods, such as fixed traffic lights, are

Suggested Citation:

unable to adapt quickly to real-time changes. The com-
plexity of traffic, influenced by various factors such as
weather conditions, driver behaviour, and fluctuations in
flow density, calls for adaptive approaches. Fuzzy logic is a
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promising method that accounts for multiple parameters
and enables a flexible response to complex traffic situa-
tions, thereby helping to reduce congestion, lower emis-
sions, and enhance road safety.

Recent research explored various approaches to auto-
mating control processes in the transport sector to ensure
the stability and reliability of infrastructure solutions in
situations characterised by uncertainty and complex input
data. S.K. De & G.C. Mahata (2023) investigated the appli-
cation of fuzzy logic in a shortage inventory management
model that incorporates backorders. Their study demon-
strated the effectiveness of fuzzy logic in decision-mak-
ing under conditions of demand uncertainty, facilitating
optimised inventory management. The primary conclu-
sion of the research highlighted fuzzy logic’s adaptability
to changes in demand, a feature that could be valuable in
traffic flow management by optimising resource allocation.

L.M. Markina et al. (2021) analysed the application of
fuzzy logic in industrial automated systems, demonstrat-
ing its ability to adapt parameters to changing conditions.
Their study highlighted the potential for adaptive control,
which can be utilised to regulate traffic flows by account-
ing for variations in traffic intensity. S. Lin (2022) examined
fuzzy machine learning methods designed for processing
large volumes of data in dynamic systems. The integration
of fuzzy logic into machine learning enables the handling
of imprecise or incomplete data, which is particularly cru-
cial for transport systems that require rapid adaptation to
changing traffic conditions.

O.H. Avrunin et al. (2021) analysed intelligent auto-
mation systems, with a focus on neural network methods
for monitoring the technical condition of equipment. Their
study aimed to develop a system capable of continuous
analysis and failure prediction based on input data, a fea-
ture that is essential for the maintenance and reliability of
transport networks. V. Bordun (2023) investigated automat-
ed traffic control systems for controlled intersections, ex-
ploring strategies to reduce congestion and waiting times.
The study demonstrated the effectiveness of adaptive traffic
light control in enhancing throughput, particularly in large
urban areas. The primary conclusion emphasised that inte-
grating automated control systems based on fuzzy logic can
significantly optimise traffic management at intersections.

I. Olenych et al. (2021) in their book explored the the-
oretical foundations of fuzzy logic and its application in
models of complex systems. The significance of this work
lied in its explanation of the principles of fuzzy logic,
which form the foundation for the development of adap-
tive transport systems. The key conclusions of the study
indicated that fuzzy logic can effectively facilitate control
under uncertain conditions, making it particularly suitable
for models requiring rapid adaptation. D. Slavinsky (2023)
developed a methodology for multi-criteria analysis of
routing algorithms, which can be applied to optimise traffic
flow in dynamic conditions.

The analysis of scientific literature highlighted several
aspects of automated traffic management based on fuzzy

logic that remain insufficiently explored or require further
investigation. The first of these aspects is the development
and implementation of adaptive models capable of re-
al-time optimisation of traffic flows using fuzzy logic while
accounting for the variability of traffic conditions. The sec-
ond unresolved aspect concerns the integration of fuzzy
logic technologies with other intelligent systems, such as
neural networks and machine learning algorithms, to en-
hance the accuracy of decision-making and congestion
forecasting. Additionally, an important issue is the evalu-
ation of the effectiveness of such models on a large scale,
particularly when applied to extensive urban networks.

This study aimed to further explore the potential of
combining fuzzy logic with machine learning to develop
adaptive traffic management systems that minimise con-
gestion and improve throughput in dynamic urban envi-
ronments. The purpose of this article was to review and an-
alyse modern methods of automated traffic control based
on fuzzy logic, as well as to identify the prospects and chal-
lenges associated with their implementation in high-traffic
and dynamically changing conditions.

Materials and Methods

This study conducted a comprehensive analysis of mod-
ern methods for automated traffic flow control based on
fuzzy logic. The research employed theoretical analysis to
examine the principles of fuzzy logic, its characteristics,
and its potential applications. Additionally, synthesis was
used to evaluate existing approaches and algorithms for
road traffic management. Content analysis methods were
applied to review scientific literature exploring the use
of fuzzy logic in controlling dynamic transport systems.
The study analysed contemporary automated traffic con-
trol methods, particularly adaptive traffic light control
systems, integrated urban transport control systems, and
intelligent highway systems. A comparative analysis was
conducted to identify the characteristics, advantages, and
limitations of each method. The results of this comparison
were processed using graphical methods and presented in
the form of diagrams.

The analysis considered the adaptability of automated
control systems, their efficiency in processing data rapidly,
and their overall impact on road safety. Particular empha-
sis was placed on the ability of these systems to account for
complex external conditions that directly influence traffic,
such as weather variations, traffic intensity, and fluctua-
tions in driver behaviour. The study specifically focused
on adaptive traffic light control systems and intelligent
transport management systems, which have demonstrated
effectiveness in managing complex urban traffic networks.

The empirical part of the study involved the modelling
of control systems using real data from urban and high-
way networks. The data were collected through induction
loops, infrared cameras, and sensors that recorded traffic
flow parameters, including speed, traffic density, and ve-
hicle count. Fuzzy inference algorithms were applied in
the analysis, enabling the adaptation of traffic light phase
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durations in response to real-time changes. Data filtering
and evaluation methods were employed to ensure the accu-
racy and reliability of the modelling process.

The study also examined real-world cases of fuzzy log-
ic system implementation in several countries, including
Japan, Germany, and the United States, based on the works
of S. Araghi et al. (2017) and Z. Pezeshki & S.M. Mazina-
ni (2019). The case study analysis provided insights into
the practical application of these technologies, including
quantitative indicators such as reductions in congestion,
accident rates, and average travel times.

In the final stage of the study, a predictive analysis was
conducted to determine the prospects for the development
of automated traffic management systems based on fuzzy
logic and to assess the challenges associated with their
implementation in Ukraine. The findings highlighted the
need for modernising transport infrastructure, integrating
next-generation sensor technologies, and ensuring a high
level of cybersecurity.

Results and Discussion

Fuzzy logic in traffic management

Fuzzy logic, proposed by L. Zadeh (1988), has become a
crucial tool for handling imprecise and incomplete infor-
mation, enabling the modelling of complex processes, par-
ticularly traffic flows. Its principles are based on the use of
fuzzy sets, where each element has a degree of membership
ranging from O to 1. This approach allows systems to more
accurately represent reality in situations where conditions
are continuously changing. Unlike classical binary logic,
which permits only the values 0 or 1, fuzzy logic provides
flexible state definitions. For example, in traffic light con-
trol systems, a gradual scale of traffic intensity from 0 to 1
can be utilised, allowing real-time responses to fluctuating
conditions (Atlam et al., 2021).

The concept of fuzzy logic includes fuzzy variables,
“if-then” rules, and algorithms that account for situational
variables. For instance, a rule might state: “If traffic volume
is high and vehicle speed is low, then the green phase of the
traffic light should be extended”. The use of fuzzy rules en-
ables the system to adjust its decisions dynamically based
on current conditions, even when complete information
about the road situation is unavailable (Araghi et al., 2015).
This is particularly beneficial in urban environments,
where traffic flows are subject to constant variations.

Fuzzy logic-based control systems enable more effec-
tive responses to sudden changes by adapting to real-time
conditions. Dynamic risk management methods allow sys-
tems to adjust to evolving situations by identifying both re-
liable and potentially hazardous road users through reward
or penalty mechanisms, thereby increasing decision-mak-
ing accuracy and efficiency in high-intensity environments
(Shaikh et al., 2012). Traditional fixed traffic light systems
often struggle to adapt quickly to fluctuations, such as
sudden surges in traffic during rush hours, frequently re-
sulting in congestion. Fuzzy logic offers the potential to
develop more flexible systems capable of making decisions

even when faced with incomplete or imprecise information
(Koukol & Marek, 2015). This adaptability enables trans-
port systems to maintain smooth traffic flow even in com-
plex conditions, reducing congestion at intersections and
optimising road capacity.

The adaptability of fuzzy logic is achieved through the
use of incremental values and fuzzy rules, allowing mul-
tiple factors to be considered simultaneously, including
vehicle speed, roadworks, and congestion on alternative
routes. Fuzzy logic demonstrates high efficiency in dynam-
ic environments due to its use of linguistic variables and
inference rules, which facilitate the integration of contex-
tual information in real time. This makes it particularly ef-
fective for managing complex and unpredictable systems,
such as IoT networks, where flexibility and resilience are
crucial (Atlam et al., 2021). For example, in cases where
alternative routes become congested due to roadworks on
main roads, the system can automatically extend the green
phase of traffic lights at key intersections, thereby opti-
mising traffic flow distribution and alleviating congestion
(Sabar et al., 2017). As a result, traffic light control systems
become more resilient to changes and can rapidly adapt to
unforeseen circumstances.

The ability of fuzzy logic to effectively process incom-
plete information makes it highly valuable for applications
in urban traffic management, where conditions change
rapidly and unpredictably. For instance, fuzzy models en-
able risk assessment based on data sensitivity, user action
history, and the criticality of operations, enhancing adapt-
ability and decision-making accuracy (Li et al., 2013). Dur-
ing peak traffic periods, specific road sections can auto-
matically adjust their operational modes more frequently
to alleviate congestion, easing pressure on highways and
minimising traffic build-up, even in the absence of precise
information about the underlying causes. Consequently,
fuzzy logic not only improves road network capacity but
also facilitates the more efficient utilisation of transport
infrastructure (Pezeshki & Mazinani, 2019).

Fuzzy logic provides flexibility and enables algorithms
to rapidly adapt to new conditions by considering the com-
plex interrelationships between various parameters, such
as traffic intensity and weather conditions. This capability
allows for swift, optimal decisions that help reduce con-
gestion and enhance the efficiency of transport systems
in urban environments. Thus, the integration of fuzzy log-
ic-based systems into urban traffic management contrib-
utes to the optimisation of transport flows and the more
effective use of infrastructure, even under complex and un-
predictable conditions.

Modern methods of automated traffic control

Modern methods of automated traffic control based on
fuzzy logic enable effective adaptation to dynamic traffic
conditions. One of the key approaches is adaptive traffic
light control systems, which adjust signal durations in real
time based on the current road situation. Data for these
systems are collected using inductive and infrared sensors
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that monitor vehicle speed, traffic volume, and congestion
levels at intersections. Fuzzy algorithms analyse these pa-
rameters to determine the optimal duration of the green
phase, thereby reducing delays at intersections and in-
creasing overall traffic throughput. Such systems respond
dynamically to fluctuations in traffic intensity, creating
flexible conditions to alleviate congestion, particularly
during peak periods (Araghi et al., 2015).

Integrated urban transport management systems coor-
dinate both public and private transport, enabling an even
distribution of traffic flows. These systems are based on the
principles of fuzzy logic, which allows them to dynamically
adjust traffic patterns, prioritising public transport when
overall flow levels exceed normal thresholds. Data for such
systems are gathered from speed sensors and navigation
systems that track vehicles in real time. This dual-function
approach ensures that public transport receives priority at
traffic lights while simultaneously minimising delays for

private vehicles. As a result, traffic flows are more evenly
distributed, reducing congestion in city centres — an es-
pecially critical factor in areas with high traffic intensity
(Pezeshki & Mazinani, 2019).

Fuzzy logic is also widely applied in intelligent traffic
management systems on highways, where speed limits and
information displayed on electronic signs are adjusted ac-
cording to real-time conditions. These systems account for
factors such as traffic density, vehicle speed, and road sur-
face conditions, receiving continuous input from sensors
that detect changes in real time. Based on this data, the
system can lower speed limits in congested areas, modify
signage in response to deteriorating weather conditions,
and provide drivers with timely warnings. This approach
helps to reduce road accidents and ensures smoother traf-
fic flow, even under high-load conditions (Wei et al., 2018).
The characteristics of automated control methods are
summarised in Table 1.

Table 1. Main characteristics of automated traffic control methods based on fuzzy logic

Method Description

Advantages

Disadvantages Application

Adjust traffic light phase
durations based on traffic
intensity at intersections,
using data on vehicle count
and speed collected from
induction and video sensors.

Adaptive traffic light
control systems

Increase traffic
throughput and reduce
delays at intersections.

Urban intersections,
central areas of
cities with high traffic
intensity.

Highly dependent on
sensor reliability and
system settings.

Coordinate the movement of

url!gzetgrraa::dort public and private transport,
managemgnt ensuring priority for public
systems transport, particularly during

peak hours.

Ensure faster public
transport movement and
evenly distribute traffic
flows.

May lead to delays for
private transport.

City centres, areas with
high traffic density.

Regulate speed limits and
update information signs in
real time, considering traffic

density and vehicle speed.

Intelligent highway
systems

Reduce accident rates
and enhance safety
under varying traffic
intensity conditions.

Require continuous
monitoring of sensor data
status.

Highways, high-speed
zones, roads with heavy
traffic.

Source: created by the authors based on Z. Pezeshki & S.M. Mazinani (2019) and S.K. De & G.C. Mahata (2023)

The automated traffic control methods described, based
on fuzzy logic, enable effective optimisation of traffic flows
through adaptive solutions and the ability to respond swift-
ly to changing conditions in real time. Each of the examined
methods has specific application features: from traffic regu-
lation at urban intersections, where an adaptive traffic light
control system reduces average delay times by 15 seconds,
to high-speed traffic flow management on highways, where
intelligent systems achieve a 50% reduction in congestion.

m Average delay time

o
<

30

o
n N
Adaptive traffic light
control system

Traffic density (cars/km)

Integrated urban transport
management system

Figure 1 clearly illustrates the key performance indi-
cators of each method - average delay time, traffic density,
and congestion reduction — under various road conditions.
The data demonstrate that each approach has distinct ad-
vantages tailored to specific needs, enhancing the flexibil-
ity and adaptability of the transport system. As a result,
congestion is reduced, traffic flow is optimised, and overall
road safety is improved, contributing to the efficient utili-
sation of transport infrastructure.

m Congestion reduction (%,

o
0

Yol
(92}

o
0 ™
N
I -
Intelligent highway
management system

Figure 1. Graph of different traffic management methods effectiveness
Source: created by the authors based on S. Araghi et al. (2015), H. Wei et al. (2018), Z. Pezeshki & S. Mazinani (2019)
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Modern automated traffic management methods
based on fuzzy logic not only enhance traffic efficiency
but also offer high adaptability to changing conditions.
By responding dynamically to real-time situations,
these systems optimise road capacity, minimise delays,

and contribute to improved traffic safety on city streets
and highways. Figure 2 compares three key traffic man-
agement methods: adaptive traffic light control, inte-
grated urban transport systems, and intelligent highway
control systems.

— Adaptive traffic light control system
Integrated urban transport management system
= Intelligent highway management system

Control accuracy

6

4

Maintenance required

Real-time efficiency

Speed of response to changes

Adaptability to conditions

Figure 2. Comparison of traffic management methods by key parameters

Source: created by the authors based on S. Lin (2022)

Each method differs in key characteristics, including
control accuracy, response speed to changes, adaptability to
conditions, real-time efficiency, and maintenance require-
ments. Notably, the intelligent highway system demon-
strates high performance across all aspects, making it

Traffic and
environmental
data

Data
preprocessing

Fuzzy logic
analysis

Fuzzy output
performing

particularly advantageous for expressways with high traf-
fic density. In contrast, the adaptive traffic light system
(Fig. 3) proves most effective in reducing delays at intersec-
tions, making it well-suited for urban environments with
heavy traffic.

Optimized traffic

Defuzzification - -
light signals

Signal update

Figure 3. Adaptive traffic light control

Source: created by the authors based on Z. Zhou et al. (2017)

The flowchart of the adaptive traffic light control sys-
tem based on fuzzy logic illustrates the decision-making
stages within such a system. In the initial step, traffic flow
data - including traffic volume, speed, and weather condi-
tions - is collected using sensors and cameras. This is fol-
lowed by data processing, where the information is filtered
and verified to ensure accuracy.

The system then analyses the data using fuzzy logic,
applying membership functions to determine the optimal
duration of traffic light signals. The fuzzy output is convert-
ed into precise timing adjustments for the green phase, al-
lowing traffic signals to be updated in real time in response
to traffic conditions. Continuous performance monitoring
enables the system to react swiftly to changes, thereby re-
ducing delays and improving overall traffic throughput.

With the advancement of autonomous vehicles, fuzzy
logic is becoming an integral component of driverless car
control systems. Autonomous vehicles operate in highly dy-
namic traffic environments where quick decision-making —
such as changing lanes, avoiding obstacles, or maintaining
a safe distance from other road users - is crucial. Fuzzy
logic enables these systems to adapt to complex and evolv-
ing conditions, ensuring real-time safety and efficiency.

Advantages and challenges of implementing fuzzy logic
in automated traffic management systems

The implementation of fuzzy logic in automated traffic
management systems offers significant advantages, as this
approach effectively processes incomplete and uncertain
data - an inherent characteristic of dynamic transport
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systems. One of the key benefits of fuzzy logic is its ability
to enhance road capacity through adaptive traffic flow con-
trol. Fuzzy systems enable flexible adjustments to traffic
light phase durations, the setting of speed limits, and deci-
sion-making processes based on real-time data, including
traffic intensity, vehicle speed, and overall road conditions.

Effective traffic flow management reduces conges-
tion, which is particularly crucial in cities with high traffic
volumes, where delays and road congestion can result in
substantial economic losses. By implementing fuzzy logic,
optimal traffic flow distribution can be achieved, leading
to more efficient utilisation of existing road infrastructure.
Additionally, the integration of fuzzy logic with modern
technologies such as artificial intelligence and the Internet
of Things (IoT) facilitates the development of intelligent
systems capable of adapting to rapid changes in the road
environment, ultimately enhancing overall road safety
(Pezeshki & Mazinani, 2019).

A second key advantage is the improvement of road
safety, enabled by the ability of fuzzy systems to consider
multiple risk factors. These systems can analyse weath-
er conditions, vehicle speed, traffic intensity, and other
variables that influence accident probability. Due to their
ability to rapidly adapt to changing conditions, fuzzy sys-
tems can automatically adjust traffic lights and speed lim-
its, helping to prevent hazardous situations on the roads
(Avrunin et al., 2021). This proactive approach contributes
to a reduction in road accidents and enhances overall safe-
ty, making it one of the primary benefits of modern trans-
portation systems.

A third significant advantage is the integration of
fuzzy logic with emerging technologies such as artificial
intelligence, machine learning, and the Internet of Things
(IoT), which creates new opportunities for developing more
intelligent and adaptive traffic management systems. The
combination of these technologies allows systems to self-
learn, adapt to changes in driver behaviour, predict poten-
tial variations in road conditions, and make real-time de-
cisions (Wei et al., 2018). For example, fuzzy logic can be
applied in the control of autonomous vehicles, facilitating
their safe interaction with other road users and enhancing
the efficiency of road infrastructure utilisation.

The implementation of automated traffic control
systems based on fuzzy logic presents several significant
challenges that can complicate both deployment and oper-
ation. The complexity of developing fuzzy logic models ne-
cessitates meticulous tuning of membership functions and
fuzzy inference rules, requiring expert involvement and in-
creasing both time and resource costs. This process slows
the real-world deployment of such systems and demands
extensive preparation.

Another major challenge is the preparation of the
necessary infrastructure. Effective operation requires the
installation of induction and infrared sensors, surveillance
cameras, and weather monitoring sensors — an expensive
and technically demanding process. The costs are particu-
larly high in cities with dense transport networks, where

the need for comprehensive traffic monitoring significantly
increases infrastructure requirements.

Additionally, integrating fuzzy logic-based systems
with existing traffic control systems poses a considerable
challenge. The diversity of system architectures and data
transfer protocols creates barriers to seamless interaction
between components. Ensuring compatibility between leg-
acy and modern technologies is essential, requiring further
technical and financial investment.

Processing large volumes of data in real time presents
another significant challenge, as such systems require sub-
stantial computing power. Large datasets from multiple sen-
sors must be analysed rapidly to ensure efficient system op-
eration (Shmelov, 2021). This necessitates additional costs
for technical support and demands optimisation of data
storage and processing to maintain system stability. Anoth-
er critical issue is the absence of universally accepted stand-
ards for fuzzy logic control systems, which complicates their
scalability and integration at different levels of transport in-
frastructure. The lack of unified approaches to the develop-
ment and implementation of such systems creates barriers
to their adoption, not only at the municipal level but also
at national and international levels, thereby limiting the
potential for establishing an integrated transport network.

The implementation of fuzzy logic-based traffic con-
trol systems also requires significant financial investment,
which can pose challenges for countries with limited budg-
ets or resources. The development, configuration, and in-
tegration of these systems involve not only software and
hardware expenses but also the modernisation of transport
infrastructure. This financial burden can be particularly
challenging for countries struggling with severe traffic con-
gestion but lacking the resources for large-scale investment.

Furthermore, although fuzzy logic is specifically de-
signed to handle imprecise or incomplete data, the accu-
racy and reliability of input data remain crucial to system
performance (Koukol & Marek, 2015). If sensors collecting
traffic data provide inaccurate readings or transmit infor-
mation with delays, the system may make incorrect deci-
sions, leading to inefficient real-time operation — an issue
that is particularly critical under heavy traffic conditions.

Lastly, cybersecurity and data protection present sig-
nificant challenges, as intelligent transportation systems
using fuzzy logic process vast amounts of information
collected from sensors, video cameras, and other sources.
This makes such systems potentially vulnerable to cyber-
attacks, which could have serious consequences for both
traffic safety and data confidentiality. Safeguarding sys-
tems against unauthorised access and ensuring secure data
management are essential considerations that must be ad-
dressed during the implementation phase.

Global experience in the use

of automated traffic control systems

Fuzzy logic has been successfully implemented in nu-
merous countries to enhance the efficiency of automated
traffic control systems, enabling dynamic adaptation of
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traffic flow management to changing conditions. A notable
example is Japan, where fuzzy algorithms are extensively
used, particularly in major cities such as Tokyo and Osaka.
In these urban areas, fuzzy logic dynamically adjusts traf-
fic light timings based on traffic intensity, weather condi-
tions, and time of day. According to research by S. Araghi et
al. (2017), these systems have reduced traffic congestion
by 20% and decreased average travel times by 12% during
peak hours, leading to more efficient traffic flow and short-
er commute times for city residents.

In Germany, fuzzy logic has been widely applied on
motorways, where fluctuating traffic conditions and ad-
verse weather frequently impact road safety. Fuzzy algo-
rithms are used to automatically adjust speed limits based
on real-time data on traffic density across different road
sections. Integration with meteorological services allows
for the immediate reduction of speed limits in cases of fog,
rain, or snowfall. Studies have shown that this approach
has led to a 15% decrease in highway accidents and an
18% reduction in overall congestion, ensuring stable road
capacity even under challenging conditions (Araghi et
al., 2015; Koukol & Marek, 2015).

In the United States, fuzzy logic is a key component of
intelligent transportation systems (ITS), which are wide-
ly deployed in cities with high traffic volumes, such as Los
Angeles and New York. These systems enable real-time
traffic data analysis and facilitate the redirection of traffic
flows in cases of congestion or accidents. The application
of fuzzy logic within the ITS of Los Angeles has resulted in
a 10% reduction in average travel times and a 25% decrease
in congestion during peak hours. In New York, the adop-
tion of such systems has contributed to an 8% reduction
in CO2 emissions from transportation by optimising routes
and minimising idle time in traffic jams (Wei et al., 2018;
Pezeshki & Mazinani, 2019).

Global experience demonstrates the effectiveness of
fuzzy logic in automated traffic management systems for
reducing congestion, minimising accidents, and improving
road capacity. In countries such as Japan, Germany, and the
United States, fuzzy algorithms are employed to dynamically
adjust traffic lights, regulate speed limits, and redirect traf-
fic flows based on real-time conditions, weather variations,
and time of day. The results indicate significant reductions
in travel times, congestion, and transport-related emis-
sions, making these systems an essential tool for enhancing
the efficiency and sustainability of transport infrastructure.

Prospects for the development

of automated traffic management systems

The future development of automated traffic management
systems based on fuzzy logic encompasses several prom-
ising areas that offer new opportunities to enhance their
efficiency and adaptability. One of the most significant
advancements is the integration of fuzzy logic with arti-
ficial intelligence (AI) and machine learning technologies.
This combination will enable the creation of more autono-
mous systems that can not only respond to real-time traffic

conditions but also predict potential road issues. Such in-
tegration will allow these systems to automatically adjust
their control algorithms to prevent congestion and emer-
gency situations, thereby contributing to overall road safe-
ty improvements (Nguyen et al., 2016).

Another key area of development is the advancement of
sensor technologies, which provide critical data for traffic
management systems. Enhancing the accuracy and speed
of data transmission from sensors that monitor traffic pa-
rameters, weather conditions, and road surface quality will
significantly improve system efficiency. Next-generation
sensors will offer more precise and timely information, en-
abling traffic management systems to respond to changes
more quickly and accurately. This improvement will be par-
ticularly beneficial for managing traffic flow in high-densi-
ty urban areas and under challenging weather conditions.

Another key area of development is the creation of
global intelligent transport networks that integrate indi-
vidual city and regional traffic management systems into a
single, unified system. Such networks will optimise traffic
flows not only within individual cities or regions but also at
national and even international levels, facilitating seam-
less transport management across broader geographic are-
as (Avrunin et al., 2021).

Additionally, advancements in Big Data processing
methods represent another crucial direction in the evo-
lution of modern transport systems. The development of
more sophisticated techniques for handling large volumes
of traffic data will reduce processing times, enabling more
efficient decision-making based on accurate and timely
information. Improved data analysis capabilities will en-
hance the ability to predict traffic fluctuations and adapt
management strategies to real-time conditions, thereby
minimising congestion and reducing accident risks.

The findings of this research highlight the significant
potential of fuzzy logic in optimising automated traffic
flow management, as supported by numerous studies in
the field. For instance, the study by H.F. Atlam et al. (2021)
demonstrated the effectiveness of fuzzy logic in deci-
sion-making under conditions of uncertainty — a crucial
factor in transportation systems. Their approach, initially
designed for an access control system, enables risk model-
ling and adaptive adjustments to management parameters.
This method closely parallels the application of fuzzy logic
in dynamic traffic light control, where real-time adjust-
ments improve traffic efficiency and flow management.

C.Zhao et al. (2018) proposed a method for intersection
traffic control that utilises both current and previous signal
phases to adjust the directions of dynamic waiting lanes,
thereby minimising average traffic delays. Their control
model, optimised using a genetic algorithm, demonstrated
31.8% reduction in intersection delays compared to existing
systems. The study further indicated that the model’s effec-
tiveness increases as traffic volumes rise, making it particu-
larly promising for managing congestion. These findings
align with the results of the current study, reinforcing the
potential of adaptive traffic management solutions.
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Z. Pezeshki & S.M. Mazinani (2019) examined the ad-
vantages of neuro-fuzzy models, which integrate neural
networks with fuzzy logic, demonstrating their high effi-
ciency in predicting energy consumption. Although their
study focused on a different domain, the underlying princi-
ples of neuro-fuzzy approaches remain highly relevant for
transportation systems, where adaptive decision-making is
crucial. Their analysis underscored similar traffic optimi-
sation strategies, particularly the integration of fuzzy logic
with artificial intelligence, which significantly enhances
system adaptability.

O. Avrunin et al. (2021) explored intelligent automa-
tion systems for monitoring the technical condition of
transport, ensuring uninterrupted traffic flow. Their find-
ings confirmed the importance of processing real-time data
for adaptive control and highlight the critical role of sen-
sor reliability, a fundamental aspect of fuzzy logic-based
transport systems. The conclusions drawn from these stud-
ies validate the findings of the current research, demon-
strating that adaptive fuzzy logic-based systems contribute
to optimising traffic flow in large cities. The analysis of re-
search results confirmed that fuzzy logic is a universal and
effective tool for enhancing automated traffic management.

Conclusions

The study of modern methods of automated traffic flow
control based on fuzzy logic has provided valuable insights
into the prospects and challenges of their implementation
in transport systems. These findings highlighted the po-
tential of fuzzy logic to enhance traffic management ef-
ficiency and improve road safety. The analysis confirmed
that fuzzy logic enables traffic control systems to effective-
ly adapt to changing traffic conditions and optimise traffic
flow management. The research examined the theoretical
foundations of fuzzy logic in automated traffic control
systems, assessed existing traffic light control algorithms,
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AHoTauig. CtaTTs MpUCBsSYEHa OISy CyYaCHMX METO/iB aBTOMATI30BAHOTO KEPYBaHHS TPAHCITOPTHMMM [TOTOKAMM Ha
OCHOBI HeYiTKOI JIOTiKH, SIKa HaZA€ MOKJIMBICTb 06POO6SITH HEMMOBHY a60 HeuiTKy iHpopMalliiio, 0 € XxapakTepHUM JIJIs
IVHAMIYHUX YMOB JOPOKHBOTO PyXy. MeTOI0 I[bOTO JOC/TiIsKeHHs Oy/ia OI[iHKa MepCIeKTUB i BUKIMKIB BIIPOBAIKEHHS
HEeYiTKOI JIOTiKM B YIPaBJiHHS TPAHCIIOPTHUMU CUCTEMaMM JJIsl MiABUIIEeHHST e(eKTUBHOCTI Ta 6e3MeKu AOPOKHbOTO
pyXy. V pobOTi akieHTOBaHO yBary Ha IepCleKTMBax Ta BUKIMKAX BUKOPMCTAHHSI HEUiTKOi JIOTiKM [JIsT KepyBaHHS
cBiTII0OOpamMu, iHTerpatlii 3 iHTeJIeKTyaJIbHMMY TPAHCIIOPTHMMM CUCTEMAaMM, a TAKOXK Ha ii o€ JHaHHI 3 TEXHOJIOTiSIMM
HITYYHOTO iHTeneKTy Ta IHTepHeTy peyveii. HeuiTka jiorika J03BOJjIsI€ afalTyBaTy CUCTEMM 10 3MiH y peajbHOMY yaci,
BpaxOBYIOUM Taki (akTopu, K iHTEHCUBHICTb pyXYy, MOTOAHI YMOBM Ta IOBEIiHKOBI 0cobimBocTi BofiiB. ¥V crarTi
HaBe[eHO aHajli3 HM3KM IPUKIIALiB BIIPOBAJI)KEHHS TaKMX CUCTEM Y Pi3HMX KpaiHax CBiTY, 30KkpeMa B SInoHii, HimeuunHi
Ta CIIA, e HeUiTKi aJIrOPUTMU AeMOHCTPYIOTh e(eKTUBHICTh Y 3HMKEHHI 3aTOPiB, MiABUIIeHH] 6e3MeKy Ha Joporax Ta
OTITMMi3allii BUKOPUCTAHHS TPAHCIOPTHOI iHGPacTpyKTypu. Takosk OKpecaeHO OCHOBHI BUK/IMKM BIIPOBAIKEHHS IUX
CUCTEM, Cepe[l IKVX CKIaAHiCTh TOOYI0BM MOJIEIeil HeUiTKO1 JIOTiK!M, HeOOXiIHICTh BMCOKOI €KCIIePTHOI IMiITOTOBKM JIJIst
HaJIaIITyBaHHS TAKMUX CUCTEM, a TAKOK TexHiuHi Ta hiHaHCOBi 6ap’epu, 1110 BUHUKAIOTH ITiJ] Yac MOJIepHi3allii TpaHCIIOPTHOI
indpactpykrypu. OkpiMm Toro, o6roBopeHoO NMUTAaHHSI Kibepbesreku Ta 3aXUCTy NAHUX, IO CTAIOTh aKTyaJlbHUMMU B
yMOBaxX BUKOPUCTAHHS BEIMKUX 00CSTiB iHbopMalii B iHTeseKTyanbHUX TPAHCIIOPTHUX cUcTeMax. [[pakTHyYHA I[iHHICTh
1iei poboTH Mossirae y Bu3HaueHHi eeKTMBHMX pillleHb Ta MOXKJIMBOCTEN iX afamnTauii Iy migBuineHHs 6e3rexku Ta
MPOITYCKHO1 3JaTHOCTi MiCbKUX Ta MiXXMiCbKMX TPAHCIIOPTHUX CUCTEM

KniouoBi cnoBa: onrumisalliss JOPOXKHBOTO PYXY; KepyBaHHS iHTEHCUBHICTIO Tpadiky; iHTerpaiis iHGopmariiiHnx
TEXHOJIOTit; afanTalis 10 yMOB PyXy; TPAaHCIIOPTHA iHPPaCcTPyKTypa; iHTeNIeKTyalbHi TPAHCIIOPTHI CUCTEMM; 3aTOPU
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Abstract. The study provided theoretical substantiation and development of a system of mathematical models for the
individualisation of the educational process based on the integration of decision theory methods. The developed system
of mathematical models is based on a metamodel that combines four mathematical paradigms through an interaction
matrix, the elements of which are determined by the function of cognitive compatibility, temporal consistency and
interaction efficiency. The introduction of the method of optimising partial trajectories, based on recursive updating of
model parameters through the analysis of intermediate results, increased the accuracy of parameter settings and ensured
smooth adaptation to the individual learning rate. The developed modification of the Bellman equation with the function
of the complexity of the learning material made it possible to formalise the process of optimising long-term learning
strategies by addressing individual cognitive characteristics. The analysis of the stochastic nature of the learning process
through an extended transition matrix was used to mathematically describe the processes of forgetting and repeating
the material using a system of differential equations with time-dependent coefficients that account for the intensity
of learning and individual memory characteristics. The study of collaborative learning mechanisms using the game-
theoretic approach revealed the synergistic effects of group learning through nonlinear functions of interaction between
participants in the educational process and has allowed the development of methods for forming optimal learning groups
based on individual goals. The proposed system of multidimensional evaluation, implemented through a composite
objective function, covers a wide range of indicators from basic knowledge acquisition to the development of higher-order
metacognitive skills, including cognitive, metacognitive and motivational components, which provides a reliable tool
for assessing the stability of learning trajectories and determining the level of adaptability of the system to individual
characteristics of students

Keywords: adaptive educational systems; Bayesian optimisation; Bellman function; Markov processes; game-theoretic
approach; cognitive trajectories

Introduction

Modern educational space features a rapid transition
from unified approaches to individualised learning, driven
by the growing need to effectively adapt the educational
process to the individual characteristics of each student.
Traditional teaching methods often do not account for the
diversity of cognitive styles, learning styles and prior ex-
perience of students, which leads to a decrease in the ef-
fectiveness of the educational process. Mathematical mod-
elling of individualised learning processes is of particular
importance in the context of the development of digital
educational technologies and decision support systems.

Suggested Citation:

The use of mathematical models formalises and optimises
the process of adapting educational content, creating per-
sonalised educational trajectories and predicting learning
outcomes. The 2019-2024 research significantly expanded
the understanding of multicriteria approaches in the ed-
ucational context. H. Taherdoost & M. Madanchian (2023)
developed a comprehensive approach to the application of
Multi-Criteria Decision-Making (MCDM) methods. This is
a group of methods for decision-making that account for
multiple criteria or alternatives. Detailing their potential
for creating adaptive educational systems and proposing a
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methodological framework for decision-support systems in
education. In the development of this direction, I. Canco et
al. (2021) presented a practical implementation of the Ana-
lytical Hierarchy Process (AHP) method, demonstrating its
effectiveness in shaping individual educational trajectories
and developing a system of criteria for assessing the quality
of the educational process. A fundamentally new perspective
of decision-making mechanisms was proposed in a study by
J.C. Peterson et al. (2021), which, through large-scale exper-
iments and the use of machine learning methods, identified
fundamental patterns in decision-making processes, which
can be used as the basis for the development of predictive
models with greater accuracy in education.

The introduction of Bayesian networks and adaptive
models created new horizons in the field of automat-
ed learning assessment. W. Xing et al. (2021) developed
an innovative model for assessing students’ engineering
projects that not only accounts for multiple success fac-
tors but also adapts to the individual progress of each
student, ensuring objective and personalised assessment.
A significant step forward was made by L.G. Eglington &
P.I. Pavlik (2023) proposed methods of rapid learning opti-
misation that accounts for the individual pace of learning,
cognitive characteristics and previous experience of stu-
dents, which can be used for dynamic adjustment of task
complexity and learning pace. A comprehensive view of
the future of personalised education was presented in a
study by S. Maghsudi et al. (2021), which not only outlined
promising areas of development but also proposed specific
mechanisms for integration of artificial intelligence into
the educational process, highlighting the need for a bal-
ance between automation and preservation of the human
factor in educational process.

Recent advances in the field of Bayesian optimisation
significantly expanded the possibilities of mathematical
modelling of educational processes. X. Wang et al. (2023)
presented a thorough analysis of modern Bayesian op-
timisation methods, systematising existing approaches
and outlining promising areas for their application in the
educational context, especially for optimising the param-
eters of educational systems and predicting educational
outcomes. The innovative concept of inexact Bayesian
optimisation was proposed by J. Rodemann & T. Augus-
tin (2024), which improves efficiency in uncertainty in
the educational process, addressing multiple factors of
influence and their interdependence. A significant break-
through in the development of predictive models was
made by P. Jiang & X. Wang (2020), they have developed
a cognitive diagnostic method that not only predicts stu-
dent performance but also identifies specific areas that
require additional attention, which allows for proactive
adaptation of the learning process.

A comprehensive analysis of existing research reveals
both significant achievements and significant gaps in ex-
isting approaches to the mathematical modelling of indi-
vidualised learning. S. Minn (2022), exploring the possi-
bilities of artificial intelligence in knowledge assessment,

emphasised the need to create integrated systems that
combine different methodological approaches. In particu-
lar, the mechanisms of interaction of different mathemati-
cal models within a single decision-making system, meth-
ods of validation and evaluation of the effectiveness of
such models in a real educational environment, as well as
ways to adapt the models to different educational contexts
and cultures remain insufficiently researched. Particular
attention should be devoted to the development of meth-
ods that address not only the cognitive aspects of learning
but also the emotional and motivational dimensions, en-
suring a genuinely holistic approach to individualising the
educational process. While existing research has laid a sol-
id foundation for further advancement in this area, there
remains a pressing need for systematic integration and
practical validation of these methods across a wide range
of educational contexts.

Research objective: theoretical substantiation and de-
velopment of a system of mathematical models of individu-
alised learning based on the integration of Bayesian optimi-
sation, dynamic programming, Markov processes and game
theory to create a methodological basis for decision-mak-
ing in the educational process. Tasks of the study were:

v To analyse the theoretical foundations and meth-
odological approaches to the construction of mathemati-
cal models of individualised learning, in particular models
of Bayesian optimisation, dynamic programming, Markov
processes and game theory.

v To develop a theoretical justification for the inte-
gration of various mathematical models into a single deci-
sion-making system for individualised learning, addressing
their interaction and limitations.

v Toanalyse the theoretical aspects of evaluating the
effectiveness of the proposed mathematical models and de-
velop methodological foundations for their practical appli-
cation in the context of predicting educational outcomes.

Materials and Methods

The study analysed four main mathematical approaches —
Bayesian optimisation, dynamic programming, Markov
processes and game theory — as the basic components of an
individualised learning system. Within the framework of
these approaches, a multicomponent fitness function was
investigated, which reflects a complex vector of character-
istics of learning materials, including the complexity of the
content, the time required for learning, the way the materi-
al is presented, the level of interactivity and the pre-requi-
sites for students’ knowledge. The analysis of these charac-
teristics was used to explore methods for optimising partial
learning trajectories based on recursive updating of model
parameters following intermediate learning outcomes. In
the study of long-term learning strategies, the method of
dynamic programming was applied the modified Bellman
equation was analysed in the educational context. The
analysis included the study of the dependencies between
the function of the complexity of the educational mate-
rial and the processes of optimising individual learning
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trajectories. The mechanisms of adaptation of learning pa-
rameters to individual characteristics of students, includ-
ing the pace of learning, cognitive styles and previous ex-
perience, are investigated. This determined the principles
of building long-term strategies for individualised learn-
ing, considering the dynamics of the learning process and
the peculiarities of material perception.

The use of Markov processes addressed the stochas-
tic nature of learning through the analysis of an extended
transition matrix that considers conditional probabilities
for different learning actions and states. When studying the
processes of forgetting and repeating material, a system of
differential equations with time-dependent coefficients
reflecting changes in knowledge acquisition was analysed.
This analysis examined the relationships between the in-
tensity of learning, the complexity of the material and the
individual characteristics of students’ cognitive processes,
including memory characteristics, information processing
speed and the stability of the acquired knowledge.

The study of game theory analysed theoretical and
game models of collaborative learning, in particular, the
functions of forming learning coalitions and their impact
on the educational process. The synergistic effects of stu-
dents’ interaction were investigated through the analysis
of nonlinear functions that reflect the individual charac-
teristics of participants in the educational process. Based
on the game-theoretic approach, the principles of group
learning assessment and criteria for the formation of
study groups were analysed, addressing individual goals,
level of training and peculiarities of interaction between
participants in the educational process. In the study of
the interaction of mathematical models, their main prop-
erties were analysed: computational complexity, stability
of functioning and adaptability to different educational
contexts. The methods of optimising model parameters
and mechanisms of their integration into a single deci-
sion-making system were investigated. The possibilities
of combining Bayesian optimisation, dynamic program-
ming, Markov processes and game theory to provide a
comprehensive approach to individualised learning are
analysed. The conditions and limitations of interaction
between different mathematical models in the context of
the educational process are determined.

The study analysed the systems of multicriteria evalu-
ation of mathematical models through a composite objec-
tive function that considers the cognitive, metacognitive
and motivational components of the educational process.
The criteria for assessing the stability of learning trajecto-
ries and the level of adaptability of the system to the in-
dividual characteristics of students were investigated. The
methodological approaches to evaluating the effective-
ness of the models both in the short term (assessment of
basic knowledge acquisition, intermediate results) and the
long term (development of metacognitive skills, sustaina-
bility of acquired knowledge) were determined. The results
of the theoretical study were systematised in two analyt-
ical tables, which present a comparative analysis of the

theoretical characteristics of mathematical models and
criteria for assessing their effectiveness in the context of
individualised learning.

Results

Theoretical and methodological foundationsof mathe-
matical modelling of individualised learning

The theoretical study of mathematical models of individ-
ualised learning reveals the potential of an integrated ap-
proach that combines four mathematical paradigms, each
of which is unique in the overall architecture of the system.
Bayesian optimisation in the mathematical modelling sys-
tem provides adaptive adjustment of the learning content
parameters through a multicomponent fitness function f(x),
where x represents a multidimensional vector of character-
istics of learning materials, including content complexity,
learning time, type of material presentation, and other key
parameters. The implementation of the partial trajectory
optimisation method is based on recursive updating of the
model parameters through the analysis of intermediate
learning outcomes. This approach improves the accuracy of
parameter settings, ensuring adaptation to the individual
pace of learning for each student. The theoretical analysis
of mathematical models of this class demonstrates their
potential for individualising learning when working with
groups of students with different learning styles (Zhang et
al., 2023). The dynamic programming system is developed
with a focus on optimising long-term learning strategies
through a modified Bellman equation adapted to the spe-
cifics of the educational context. The mathematical for-
malisation is based on the principle of optimality.

Vx(s)=max[R(s, a) +yXP(s'ls, a) V*(s")], @)

where: Vx(s) — optimal value function for state s; R(s, a) -
direct reward for action a in state s; y — discount factor for
future rewards; y €[0,1], P(s'ls, a) — probability of transition
to state s’ from state s when performing action a.

To account for the specifics of the educational process,
an additional function of the complexity of the education-
al material C(s, a) is introduced, which modifies the basic
equation to the following form:

V¥(s)=max[R(s, a)/C(s, @) +7ZP(s'ls, OV¥(s)],  (2)

where: C(s, a) - function of the complexity of the learning
material, the rest of the notation is similar to formula (1).

The value function V(s) provides a comprehensive as-
sessment of the optimality of learning trajectories through
multivariate analysis, which is implemented by the param-
eter vector 0:

0={01,...,0n}, 3)
where: 0i — components that correspond to different as-

pects of learning (cognitive development, metacognitive
skills, level of learning).
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Each parameter 6i is optimised according to a function:
0i* = argmax{E[V(s|0i)] - AR(OD)}, 4)

where: 0i* — optimal value of the parameter; E[V(s|0i)] — ex-
pected value of the state at parameter 0i; AR(0i) — regulari-
sation term to prevent overlearning.

Long-term effects are modelled using a composite
forecasting function:

F(s, t)=Xaifi(s, t) + RIwij(fi(s, 1) - fi(s, 1)), ©)

where: ai — weighting coefficients of individual compo-
nents; wij — interaction coefficients between different as-
pects of learning; fi(s, t) — components of the prediction
function; B - overall interaction coefficient.

The integration of Markov processes into the system
addresses the stochastic nature of the learning process
through the transition matrix P = [pij], supplemented by
conditional probabilities of transitions at different learn-
ing actions:

P(s'ls, a)=P(s'ls)- P(als, s"), (6)

where: P(s'|s) — probability of transition from state s' to
state s'; P(als, s") — conditional probability of action a dur-
ing the transition between states.

The developed variational approach for analysing time
series of training data is based on functional optimisation:

L'(0)=L(0) - 23IVOL(O)|1?, (7

where - L'(0) = E[log p(x|0)] - DKL(q(zlx)|Ip(zlx,0)) basic func-
tionality; /1 — regularisation coefficient; VOL(0) — function-
ality gradient.

The stability of learning trajectories is analysed using
a range of Lyapunov indicators:

At =lim(t—eo) (1/t)log(lloxi(®)1l/11oxi(0)I), 8)

where: /i - Lyapunov exponent; dxi(t) — trajectory deviation
at time t; 6xi(0) — initial deviation.

Such an extended theoretical framework ensures not
only the mathematical rigour of the model but also its prac-
tical applicability in various educational contexts, guaran-
teeing robustness under different initial conditions and
external influences. The model demonstrates effectiveness
in nonlinear learning trajectories and complex conceptual

structures, which is confirmed by the theoretical analysis
of its properties. The theoretical and game component of
the system is implemented through a multi-level model of
strategic interaction of participants in the educational pro-
cess. The key focus is on modelling collaborative learning
and competitive interaction. In the mathematical formali-
sation, each participant in the educational process acts as a
player with a personal set of strategies:

Si={sil,...,sin}, 9)

where: Si — set of strategies of the i-th player; sij — j-th
strategy of the i-th player.

To improve the effectiveness of learning, mechanisms
for forming coalitions were developed to group students
based on common goals and interests:

C={cl,...,ck}, (10)

where: C - set of coalitions; ci — i-th coalition; k — number
of coalitions.

To assess the success of the learning process, the sys-
tem uses a multi-criteria evaluation function that accounts
for various aspects of learning:

F(x)=2wi-fi(x), (11

where: wi — weighting coefficients; fi(x) — functions that re-
flect different aspects of the learning process; x — vector of
learning process parameters.

When students interact, synergistic effects arise, which
are modelled through nonlinear interaction functions:

8(Xi,Xj) =0 Xi-Xj + - (Xi + X)), (12)

where: xi, xj — student characteristics; a, f — interaction co-
efficients.

To create a holistic system of adaptive learning, the
four main paradigms are integrated through a metamodel:

M={BO, DP, MP, GT}, (13)

where: BO - Bayesian optimisation; DP - dynamic pro-
gramming; MP — Markov processes; GT — game theory.

The analysis of the theoretical characteristics of the
developed mathematical models can be used to systema-
tise their key parameters and features of application in the
context of individualised learning (Table 1).

Table 1. Theoretical characteristics of mathematical models of individualised learning

Evaluation criterion BO DP MP GT

Predictive power High Average Average Low
Theoretical complexity O(n log n) 0o(n?) 0(n?) O(n"k)

Flexibility of the model 8.5 6.8 8.2 6.4
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Table 1. Continued

Evaluation criterion BO DP MP GT
Theoretical scalability High Limited High Limited
Mathematical complexity Moderate High Moderate High

Notes: BO - Bayesian optimisation; DP — dynamic programming; MP — Markov processes; GT — game theory. The flexibility of the model

was assessed on a theoretical 10-point scale based on the possibility of adaptation to different educational contexts
Source: compiled by the author based on H. Wu & F. Noé (2020), Q. Cappart et al. (2021), D.P. Bertsekas (2022), D. Zhang et al. (2023),

S. Tu et al. (2024)

The table presents a comparative assessment of four
mathematical models in the context of individualised
learning. Bayesian optimisation (BO) stands out for its
high predictive power, theoretical scalability, and the high-
est level of flexibility. Dynamic programming (DP) and
Markov processes (MP) have moderate predictive power
but are distinguished by their high mathematical com-
plexity. Game theory (GT), despite its low predictive pow-
er, remains valuable for analysing complex systems due to
its applicability to multifactor scenarios. The theoretical
analysis of the developed system of mathematical models
reveals their potential for further development of the theo-
ry of individualised learning. Each of the presented models
has advantages in the context of mathematical modelling
of educational processes.

An integrated system of mathematical decision-mak-
ing models
The integrated system of mathematical models of individ-
ualised learning is based on the metamodel M= {BO, DP,
MP, GT} (where BO stands for Bayesian optimisation, DP
for dynamic programming, MP for Markov processes, GT for
game theory, which together form a comprehensive system
for modelling individualised learning). Architecturally,
the system implements the principle of deep integration
through the interaction matrix I=[iij], whose elements are
determined by the function:

iij=a- cij+ B -tij +y-eij, (14)
where: o — weighting factor of cognitive compatibility; g —
weighting factor of temporal consistency; y — weighting
factor of interaction efficiency; cij — indicator of cognitive
compatibility of models; tij — indicator of temporal consist-
ency; eij — indicator of interaction efficiency.

The fundamental basis of the architecture of the in-
tegrated system is the principle of adaptive interaction of
components, which ensures flexible adjustment of learn-
ing parameters following the individual characteristics
of students and the dynamics of the educational process
(Bertsekas, 2022). The system of intermodule interaction is

described by a set of differential equations:
dK/dt=FK(K,L) + GK(I), (15)

where: K - vector of student’s knowledge; L — vector of ed-
ucational influences; FK, FL - developmental functions;
GK, GL - functions of intermodule interaction; t — time.

100

The peculiarity of the developed system is its ability
to self-adapt through feedback mechanisms, which allows
for optimising the learning trajectory in real-time (Wu &
Noé, 2020). The Bayesian component of the system inter-
acts with the dynamic programming component through a
transfer function:

T(BO—DP)= [ P(0\D)V(s|0)do, (16)
where: P(0ID) - posterior distribution of the model param-
eters given the available data D; V(s|0) — value function of
the state s given the parameters 0; D — training data set.

The development of mechanisms for interaction be-
tween the system components is based on the principle
of synergistic enhancement of learning effects. The inte-
gration of Bayesian optimisation with dynamic program-
ming can be used to combine the benefits of probabilistic
modelling of student knowledge with the optimisation of
long-term learning strategies. In this case, the Bayesian
component provides an accurate assessment of the current
state of knowledge, and dynamic programming uses these
estimates to build optimal learning trajectories (Tu et
al., 2024). These interactions are formalised through an ex-
tended transfer function:

T'(BO—DP) = [[ P(0\D)V(s|0)K(s,s")dOds, 17
where: P(0ID) - posterior distribution of the model param-
eters; V(s|0) — state value function; K(s, s") — kernel of tran-
sition between knowledge states; D - training data.

An in-depth analysis of the interaction of the system
components determined the need to address the tempo-
ral aspects of learning. Each transition between states of
knowledge is characterised not only by the probability of
success but also by the time required to learn the material.
This feature is reflected in a modified transition matrix that
addresses the time characteristics of the learning process:

P(t) = POxexp(At), (18)
where: PO - initial transition matrix; A — time evolution
generator; t — training time.

Individual student characteristics are addressed
through an adaptive system of weighting coefficients that
is dynamically adjusted during the learning process. This
approach allows the system to automatically determine
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the most effective presentation strategies for each learner
(Zhang et al., 2023). Mathematically, this is expressed as an
optimisation problem:

W*=argmin ¥)||yi- f(xi,W)||* + AR(W), (19)
where: W* - optimal set of weights; yi — target learning in-
dicators; f(xi, W) — predicted results; R(W) — regularisation
term; A — regularisation coefficient.

An important aspect of an integrated system is the co-
ordination mechanisms between different models, which
ensure that all components work in a coordinated manner.
The coordination mechanism is implemented through a
multi-level decision-making system, where each level is
responsible for a specific aspect of the learning process.
Mathematically, this is described by the hierarchical struc-
ture of decision-making functions:

D(s)=H(F1(s), F2(s),...,Fn(s)), (20)
where: D(s) - final solution of the system; Fi(s) — solution
of the i-th level; H - solution aggregation function; s — cur-
rent state of the learning process.

The analysis of the processes of adaptation of educa-
tional content demonstrated the need to introduce mech-
anisms for dynamic optimisation of the complexity of the
material. The system uses a composite difficulty assessment
function that accounts for multiple characteristics of the
learning material and individual student characteristics:

C(m,u)=p1cl(m)+p2c2(u) +p3c3(m,u), (21)
where: m — characteristics of the educational material; u —
characteristics of the student; ci — components of the com-
plexity assessment; fi — weighting coefficients.

The system emphasises modelling the processes of
forgetting and repeating material. Based on the extended
forgetting curve, an adaptive algorithm for scheduling rep-
etitions that addresses the individual characteristics of a
student’s memory has been developed (Wu & Noé, 2020).
This process is described by a differential equation:

dR/dt=-a(t)R+B(t)L +y(t)S, (22)
where: R - level of knowledge retention; L — intensity of
learning; S — complexity of the material; a(t), A(t), y(t) —
time-dependent coefficients.

The proposed system ensures the stability of the
learning process even with significant variations in input
parameters. This is achieved through mechanisms of auto-
matic correction of model parameters based on the analy-
sis of current training results. The stability of the system is
characterised by a range of Lyapunov indicators, which as-
sess its sensitivity to perturbations in the initial conditions
and external influences (Cappart et al., 2021).

The developed criteria for optimising the learn-
ing process account for multiple aspects of individual
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learning through a comprehensive objective function that
reflects both immediate learning outcomes and long-term
educational goals. The mathematical formalisation of this
function includes components of cognitive development,
metacognitive skills and motivational factors:

Q(x) = Zwiqi(x) + X3vijqi(x)qj(x), (23)
where: qi(x) — individual criteria of learning quality; wi —
weighting coefficients of criteria; vij — coefficients of in-
teraction between criteria; x — vector of parameters of the
learning process.

The study of the dynamics of the educational process
revealed the need to address nonlinear effects in the ac-
quisition of knowledge. To this end, an adaptive algorithm
for adjusting the complexity of learning tasks based on the
analysis of the student’s current state of knowledge and
learning history was developed. This algorithm employed
a recurrent neural architecture to predict the optimal level
of difficulty:

h(t) = o(Wh-h(t-1) + Wx-x(t) + b), (24)
where: h(t) — hidden state of the model; x(t) — input data
on the learning process; Wh, Wx — weighting matrices; b —
displacement vector; ¢ — activation function.

The analysis of the processes of forming a deep under-
standing of the material demonstrated the need to intro-
duce mechanisms for identifying and eliminating knowl-
edge gaps. To this end, a knowledge diagnostic system
based on Bayesian networks and accounting for the rela-
tionships between different concepts of the subject area
has been developed:

P(KIE) = [TP(Ki|Pa(Ki)) - P(Ej|Ki), (25)
where: K - vector of knowledge state variables; E — vec-
tor of observed data; Pa(Ki) — set of parent nodes for Ki;
P(Ki|Pa(Ki)) — conditional probability of knowledge of con-
cepts; P(Ej|Ki) — probability of observations with the given
knowledge.

The integration mechanisms of the system ensure
adaptive adjustment of the learning process through con-
tinuous analysis and optimisation of a set of parameters.
At the same time, each component of the system functions
as part of a single whole, providing a synergistic effect
in achieving educational goals. The greatest efficiency is
achieved by dynamically balancing different learning strat-
egies when the system automatically selects the optimal
ratio between the depth of study and the speed of progres-
sion through the curriculum. This approach adapts the sys-
tem to the individual characteristics of each learner, con-
sidering their cognitive abilities, previous experience and
current level of understanding of the material.

The developed algorithms for adapting education-
al content are based on the principles of deep learn-
ing and cognitive psychology. The system constantly
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analyses the patterns of interaction between students
and learning material, identifies the characteristics of
their learning style and automatically adjusts the param-
eters of information presentation. The system addresses
not only explicit performance indicators, but also hidden
indicators of understanding, such as time spent on tasks,
error patterns, and the nature of requests for help. This
multi-level analysis system makes it possible to generate
accurate predictions about the most effective learning
strategies for each case.

An important aspect of the integrated system is the
self-learning algorithm-improvement method based on
the experience gained. By analysing large amounts of data
on learning trajectories, the system identifies hidden pat-
terns in the learning process and automatically optimises
its parameters to improve learning efficiency. At the same
time, the system maintains a high level of interpretability
of its decisions, enabling teachers to analyse the logic of
its operation and adjust its functioning if necessary. This
system architecture strikes an optimal balance between
automating the learning process and maintaining control
by the teaching staff, creating an effective environment for
individualised learning.

Methodological principles of efficiency assessment
and practical application
The implementation of a multidimensional assessment
system for mathematical models of individualised learning
is based on a comprehensive analysis of educational out-
comes. The system of criteria covers a wide range of indi-
cators: from basic knowledge acquisition to higher-order
metacognitive skills and the ability to apply knowledge in
practice. The multidimensional assessment model proposed
in educational effectiveness research involves simultane-
ous tracking of students’ academic performance, develop-
ment of their metacognitive abilities and level of learning
motivation (De Maeyer et al., 2010). The development of
mathematical modelling skills among students is priori-
tised, which creates the basis for a deeper understanding
of the material and the development of analytical thinking
(On evaluating curricular..., 2004). The monitoring sys-
tem includes technologies for continuously collecting and
analysing data on individual learning trajectories, which
allows for tracking the dynamics of key competencies and
making the necessary adjustments to the learning process.
The effective use of mathematical models in the edu-
cational process requires the creation of a comprehensive
system of teacher training. Specialised professional de-
velopment programmes should cover both the theoretical
foundations of mathematical modelling in education and
the practical aspects of using modelling to individualise
learning. Training programmes should include intensive
practical sessions on the development and adaptation of
learning materials, as well as methods for evaluating the
effectiveness of different models in specific educational
contexts (Aydogan Yenmez et al., 2017). The integration of
an engineering approach to mathematical modelling into

102

the educational process opens up new opportunities for
the development of students’ analytical and design skills
(Lyon & Magana, 2020). At the same time, it is necessary
to strike a balance between technological innovation and
preserving the human factor in the educational process,
where the role of the teacher is transformed from a sim-
ple transmitter of knowledge to a facilitator of individual
student development. Mathematical models in the educa-
tional process transform approaches to assessing students’
knowledge and skills. Assessment goes beyond traditional
tests and begins to include an analysis of student’s ability
to create personal models to solve practical problems. This
approach allows for a deeper understanding of the level
of learning and identifies gaps in understanding of ba-
sic concepts. The development of tasks for mathematical
modelling requires teachers to have a deep understanding
of both the subject area and methods of assessing student
work (Dogan, 2020). At the same time, it is necessary to
develop students’ self-assessment and peer assessment
skills, which contributes to a deeper understanding of
modelling processes.

Adaptation of learning materials to the individual
needs of students requires a flexible approach to the or-
ganisation of the educational process. Mathematical mod-
els can be used to create dynamic learning trajectories that
are automatically adjusted based on current results and the
pace of learning. Modelling in engineering education shows
that an individualised approach significantly increases stu-
dent motivation and engagement in the learning process
(Lyon & Magana, 2020). Analysis of practical implementa-
tion experience shows the need to create a bank of tasks of
different levels of complexity and thematic focus to ensure
effective differentiation of learning.

The development of digital technologies expands the
possibilities for introducing complex mathematical mod-
els into everyday pedagogical practice. The integration of
mathematical modelling into the learning process is be-
coming a tool for developing students’ critical thinking and
analytical skills. It is necessary to ensure a gradual transi-
tion from simple models to more complex ones, which al-
lows students to build their competencies at a natural pace
(Bora & Ahmed, 2019). The technological infrastructure
should support different learning formats, from individual
work to group projects while ensuring continuous data col-
lection to analyse the effectiveness of the learning process.
The introduction of mathematical models into the learn-
ing process requires the creation of an adaptive learning
environment. A key element of such an environment is an
automated decision support system that helps teachers de-
termine the best learning strategies for each student. The
analysis of the results of modelling educational process-
es shows that the effectiveness of individualised learning
depends not only on the accuracy of mathematical models
but also on the quality of their integration into pedagogi-
cal practice. Mathematical modelling expands opportuni-
ties for the development of student’s creative thinking and
their ability to solve complex problems independently. At
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the same time, it is necessary to strike a balance between
technological innovations and maintaining a lively dia-
logue between teacher and student.

Evaluation of the long-term effectiveness of mathe-
matical models requires the development of a monitoring
system that tracks not only the immediate learning out-
comes but also the development of students’ metacogni-
tive skills. A multidimensional approach to assessment
should address students’ ability to apply their knowledge
in new contexts, their ability to analyse their own mistakes
and adjust their learning strategies. Analysis of learning
achievements through the prism of mathematical model-
ling reveals new aspects of understanding the processes of
knowledge acquisition and skill development (De Maey-
er et al., 2010). This approach identifies hidden patterns in
the learning process and develops more effective strategies
for individualising learning. The development of a decision
support system in education requires constant updating
and improvement of mathematical models in line with new
pedagogical research and technological capabilities. At the
same time, it is important to maintain a focus on devel-
oping students’ critical thinking and creativity without
turning the learning process into a mechanical execution

of algorithms. Mathematical modelling should become a
tool for developing students’ ability to learn independently
and conduct research, forming the basis for their further
professional development.

The introduction of mathematical models into the ed-
ucational process opens new horizons for the development
of education, transforming traditional approaches to teach-
ing and assessment. The development and application of
these models create a multidimensional space of possibil-
ities where each student can follow their educational tra-
jectory. At the same time, the key success factor is not only
the technological complexity of the models but also their
ability to adapt to the individual characteristics of each
student, ensuring an optimal balance between challenges
and support in the learning process. The analysis of the
characteristics of the effectiveness of these models reveals
their potential for creating a truly personalised education-
al environment where technology and pedagogical skills
work in harmony. Summarising the results of the study of
methodological foundations for assessing the effectiveness
of mathematical models of individualised learning system-
atised the key characteristics of their practical application
in the educational process (Table 2).

Table 2. Characteristics of the effectiveness of mathematical models in individualised learning

Evaluation criterion Short-term perspective

Long-term perspective

Knowledge assessment

Testing, practical tasks, projects

Analysis of metacognitive skills,
self-learning capabilities

Adaptability of learning and learing pace

Adjustment of task complexity

Formation of individual educational trajectories

Monitoring progress

Daily analysis of results, feedback

Tracking the dynamics of competence development

Teacher support

Automation of routine tasks, analytics

Professional development and methodological support

Technology integration Basic digital tools, LMS

Integrated adaptive systems, Al support

Notes: LMS — Learning Management System; Al — Artificial Intelligence. Knowledge assessment includes both formal and informal meth-
ods of evaluation. Adaptability of learning involves automatic adjustment of the learning process parameters
Source: compiled by the author based On evaluating curricular... (2004), S. De Maeyer et al. (2010), A. Aydogan Yenmez et al. (2017),

J.A. Lyon & A.]. Magana (2020)

The introduction of mathematical models of individu-
alised learning creates a foundation for the transformation
of the educational process towards greater personalisation
and efficiency. The developed methodological framework
for evaluating the effectiveness and recommendations for
the practical application of the models provide the basis
for further development and improvement of the individu-
alised learning system, opening new opportunities for im-
proving the quality of education through the integration
of technological innovations and pedagogical experience.

Discussion

The theoretical study of the system of mathematical mod-
els of individualised learning, which integrates Bayesian
optimisation, dynamic programming, Markov processes
and game theory, reveals significant potential in improv-
ing the efficiency of the learning process. The analysis of
mathematical models has revealed a theoretical increase
in the efficiency of individualised learning compared to
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traditional methods, especially in groups of students with
different learning styles. The study of the method of opti-
mising partial trajectories based on recursive updating of
model parameters indicates the possibility of increasing
the accuracy of parameter settings and ensuring smoother
adaptation to the individual pace of learning.

In the context of the dynamic adaptation of the learn-
ing process, a comparison of the theoretical results with
the study by L. Tetzlaff et al. (2021) is noteworthy. Their
concept of the dynamic structure of personalised education
resonates with the considered system of Bayesian optimi-
sation of learning parameters, but the theoretical model
proposed in the current study demonstrates a deeper inte-
gration of feedback mechanisms through the analysis of a
multicomponent fitness function. At the same time, the re-
sults of a study by L. Tetzlaff et al. on the temporal aspects
of learning process adaptation confirmed the importance
of the mechanism of dynamic adjustment of learning pa-
rameters through a modified transition matrix considered
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in this study. The cognitive aspects of the decision-mak-
ing process in the learning environment were highlighted
by J.C. Peterson et al. (2021). Their findings on the use of
large-scale experiments and machine learning to uncover
human decision-making mechanisms confirmed the theo-
retical effectiveness of using Markov processes in model-
ling educational decisions. However, the model considered
in the current study offers a more specific adaptation to
the educational context through the study of the modified
Bellman equation and the learning material complexity
function, which theoretically allows for a more accurate
consideration of the peculiarities of individual perception
of educational content.

A significant contribution to understanding the mech-
anisms of fine-tuning educational parameters was made
by H. Luan & C.-C. Tsai (2021). Their analysis of the ap-
plication of machine learning to precision education con-
firms the theoretical results obtained in the current study
on improving the effectiveness of individualised learning.
However, the system under consideration demonstrates a
more comprehensive theoretical approach through the in-
tegration of four mathematical paradigms and the study
of coalition formation mechanisms to group students into
groups with common goals and interests. The compari-
son of the theoretical results with the study by L. Zhang et
al. (2020) is particularly noteworthy. Their conclusions
regarding the need for a systematic approach to person-
alisation are confirmed in the model under consideration,
but the proposed approach provides more specific math-
ematical mechanisms for implementation through a the-
oretical analysis of the integration of Bayesian optimisa-
tion, dynamic programming, Markov processes, and game
theory. At the same time, the results of L. Zhang et al. on
the importance of taking into account the social aspects of
learning emphasised the feasibility of the game-theoret-
ic component of the system studied in the current work.
A relevant aspect of the theoretical study of mathematical
models of individualised learning is the consideration of
social and cognitive theories and their impact on the learn-
ing process. S. Chuang (2021) emphasised the importance
of continuous adult development in the study on the appli-
cation of constructivist learning theory and social learning
theory. The results of this study correlate with the theoret-
ical and game components of the system considered in the
current study, especially in the context of coalition forma-
tion and the modelling of collaborative learning. However,
the theoretical model presented in this study offers a more
formalised approach through mathematical modelling of
social interactions in the learning process.

The theoretical analysis of mathematical models of in-
dividualised learning revealed the prospects of using the
modified Bellman equation to optimise learning trajec-
tories, which incorporates a specific function of the com-
plexity of the learning material C (s, a). This modification
addresses not only the direct reward for learning actions
but also the individual cognitive characteristics of each
student’s perception of the material. Integration of Markov
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processes through the transition matrix P = [pij], supple-
mented by conditional probabilities of transitions at differ-
ent learning actions, provides an opportunity to model the
stochastic nature of the educational process. In this con-
text, the study by M.A.K. Peters (2022) on decision-making
confidence in the educational environment is of particular
interest. The analysis of cognitive decision-making mech-
anisms is consistent with the modified Bellman equation
considered in the current study and its adaptation to the
educational context. However, the theoretical model under
consideration offers a more comprehensive mathematical
framework through the integration of Markov processes
and Bayesian optimisation, which formalises the stochas-
tic nature of the learning process and the mechanisms of
adaptation to individual learners.

Of considerable interest in the context of artificial
intelligence in education is the study by F. Ouyang &
P. Jiao (2021), which identifies three paradigms of Al ap-
plication in education: instrumental (AI as a learning sup-
port tool), pedagogical (Al as an adaptive tutor), and trans-
formational (AI as an agent of change in the educational
process). Their conclusions regarding the need to integrate
different approaches are reflected in the theoretical model
under consideration, which combines four mathematical
paradigms: Bayesian optimisation for adaptive adjustment
of learning content parameters, dynamic programming
for optimisation of long-term learning strategies, Mark-
ov processes for modelling the stochastic nature of the
educational process, and game theory for formalising the
interaction of learners. However, the system proposed in
the current study demonstrates a deeper mathematical for-
malisation of the processes of individualisation of learning
through the introduction of a comprehensive evaluation
and optimisation system.

A theoretical study of mathematical models of indi-
vidualised learning has demonstrated the effectiveness
of optimising partial trajectories through a system of re-
cursive updating of model parameters. The introduction
of the learning material complexity function C (s, a) into
the modified Bellman equation formalised the process of
adapting learning content to individual student character-
istics. This approach, complemented by the mechanisms of
coalition formation and collaborative learning through the
theoretical and game components, creates a theoretical ba-
sis for increasing the effectiveness of individualised learn-
ing. In the context of adaptive learning technologies, the
study by H.A. Alamri et al. (2021) is noteworthy. Their anal-
ysis of personalisation in a blended learning environment
in higher education reflects the importance of adaptive
mechanisms, which resonates with the theoretical model
under consideration, especially in terms of optimising par-
tial learning paths. However, the approach presented in the
current study offers a deeper mathematical formalisation
of adaptation processes through the integration of Markov
processes and Bayesian optimisation, which allows for more
accurate modelling of the dynamics of the learning process
and individual characteristics of material perception.
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M.L. Bernacki et al. (2021) raise fundamental questions
about the goals and mechanisms of personalisation in their
systematic review of research on personalised learning.
Their conclusions regarding the need to explicitly define
the goals of personalisation resonate with the multi-level
model of strategic engagement considered in the current
study. However, the theoretical model presented in this
paper offers specific mathematical mechanisms for achiev-
ing these goals through formalising decision-making pro-
cesses and optimising learning trajectories. An important
contribution to interpreting the application of machine
learning to precision education was made by H. Luan &
C.-C. Tsai (2021). Their analysis confirmed the theoretical
results of this study on the effectiveness of using mathe-
matical models to individualise learning. Particularly sig-
nificant is their conclusion about the need to fine-tune
educational parameters, which in the current study is im-
plemented through self-adaptation mechanisms and re-
cursive updating of model parameters.

The analysis of the theoretical results and their com-
parison with current research in the field of mathematical
modelling of individualised learning reveals both signifi-
cant advantages of the proposed approach and potential
directions for further development. The combination of
Bayesian optimisation, dynamic programming, Markov
processes and game theory creates a powerful theoretical
foundation for modelling various aspects of the learning
process. At the same time, it is worth noting that further
development of the theoretical foundations of mathemat-
ical modelling of individualised learning requires exper-
imental verification of the proposed models and mech-
anisms. Particular attention should be devoted to the
study of the practical implementation of the considered
mathematical models, their computational complexity
and efficiency in different educational contexts. This will
not only confirm the theoretical results but also highlight
areas for further improvement of mathematical models of
individualised learning.

Conclusions
The theoretical analysis of existing mathematical models
of individualised learning has revealed a significant po-
tential for integrating four key mathematical paradigms:
Bayesian optimisation, dynamic programming, Markov
processes and game theory. A comprehensive review of
these approaches has shown a significant increase in the
effectiveness of individualised learning, especially for stu-
dents with different learning styles. In particular, the study
of the partial trajectory optimisation method, which relies
on recursive updating of model parameters through the
analysis of intermediate results, demonstrated the possi-
bility of achieving much more accurate parameter settings
and ensuring smoother adaptation to the individual pace of
learning by each student.

The theoretical study of the modified Bellman equa-
tion with the function of the complexity of the educa-
tional material revealed the fundamental principles of
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optimising long-term learning strategies, revealing a wider
perspective on the dynamics of adapting the complexity of
the content to the individual capabilities of each student.
A comprehensive analysis of the stochastic nature of the
learning process through an extended transition matrix re-
vealed deep patterns in the dynamics of knowledge acqui-
sition and was used to formalise the processes of forgetting
and repeating material through differential equations with
time-dependent coefficients. The study of collaborative
learning mechanisms using the game-theoretic approach
allowed not only to formalise the processes of forming
learning coalitions and interaction between students but
also to identify the synergistic effects of group learning
through nonlinear functions of interaction between par-
ticipants in the educational process. The proposed system
of multidimensional evaluation of mathematical models
covers a wide range of indicators — from basic knowledge
acquisition to the development of higher-order metacog-
nitive skills, which provides a comprehensive understand-
ing of the effectiveness of the educational process and its
components. Particular attention is paid to the analysis of
long-term learning effects through a composite prediction
function that incorporates the interaction of various as-
pects of the learning process and their impact on the for-
mation of sustainable knowledge and skills.

The theoretical study has shown the high adaptability
of the considered models to various educational contexts
and their ability to consider a wide range of individual
characteristics of students. The developed methodological
foundations indicate the need to form an adaptive educa-
tional environment with a powerful decision-support sys-
tem to determine optimal learning strategies. The analysis
of the interaction of various components of the system and
mechanisms of their coordination was emphasised, which
identified the key factors of success of individualised learn-
ing and ways to improve its effectiveness.

The main limitation of this study was its theoretical
nature, which indicates the urgent need for experimental
verification of the models under consideration in a real ed-
ucational environment with different groups of students
and various learning contexts. Further research should ad-
dress the development of effective methods for optimising
the computational complexity of the integrated system, an
in-depth study of the emotional and motivational aspects
of the learning process, and the creation of reliable meth-
ods for validating the effectiveness of models in different
educational and cultural contexts. Particular attention
should be devoted to the study of the mechanisms of in-
teraction between different mathematical models within
a single decision-making system and the development of
methods for their adaptation to specific educational tasks
and goals.
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MaTtemaTuyHi Mopgeni iHAMBIAYANI30BAHOro HABYAHHS,
No6yaoBAHi HA Teopii NPUNHATTS pileHb
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AHoTauid. V mocimkeHHi 3aiificHeHO TeopeTHuHe OGIPYHTYBaHHS Ta PO3PO6IEHHS CUCTEM) MaTeMaTUYHUX MOJIeei
IS iHOMBigyasisaliii oCBiTHBOTO MpoIllecy Ha OCHOBI KOMILJIEKCHOI iHTerpailii MeTofiB Teopii MPUITHITTS pillleHb.
Po3pobieHa cuctemMa MaTeMaTUIHUX MOJiesiel 6a3yeThbCst Ha MeTaMOeJi, [0 MOEAHYE YOTHPY MaTeMaTUYHi mapagurMmu
yepe3 MaTPUIIIO B3AEMOIi1, eleMeHTH SIKO1 BU3HAYAI0ThCSI QYHKI[i€I0 KOTHITMBHOI CyMiCHOCTi, YaCOBOi y3TOJ>KeHOCTi Ta
edexTMBHOCTI B3aeMogii. BmpoBaakeHHSI MeTOLY ONTMMi3allii YaCTKOBMX TPAEKTOPI, 10 CIIMPAETHCS HA PEKYPCUBHE
OHOBJIEHHSI [TapaMeTpPiB MOAei yepes aHasli3 IPOMIKHMX Pe3y/bTaTiB, 1aJI0 3MOTY JOCITITY TOUHIIIOr0 Ha/IalITyBaHHS
rnmapaMeTpiB Ta 3abesneunTy IUIABHY ajanTaililo A0 iHAMBiZyaJbHOTO TEMITy 3aCBOEHHSI MaTepiany. Po3pobieHa
monudikaiiss piBHSHHS BeuimaHa 3 (YHKIIi€0 CKJIaAHOCTI HAaBYAJIbHOTO MaTepiasy Ooromomia ¢opMatisyBaTu
Mpollec ONTMMi3alii JOBroCTPOKOBMX HAaBUa/JbHMX CTpaTeriii yepes BpaxXyBaHHSl iHAMBiAYyaJbHUX KOTHITMBHUX
0Ccob6MMBOCTe. AHAJII3 CTOXaCTUYHOI MPUPOAY HABUATBHOTO IIPOLIeCy uepe3 po3uIpeHy MaTPUINIO ITepexoiiB 103BOINB
MaTeMaTUYHO OMMCATU TIpoliecu 3abyBaHHS ¥ MOBTOPEHHSI MaTepiasy 3a JOMOMOTOI0 cucTeMu AydepeHIiiiHux
PiBHSIHDb 3 Uaco3aJeXXHUMM KoedillieHTaMM, 110 BPAXOBYIOTh iIHTEHCUBHICTb HABYAHHS Ta iHAMBiAyanbHi 0cO6IMBOCTI
nam’aTi. JoctigkeHHsT MexaHi3MiB K0ab0paTMBHOIO HAaBUaHHS 32 JOTIOMOT0I0 TEOPETUKO-irPOBOTO MiAX0Y BUSIBUIIO
cuHepreTuy4Hi edexTy rpyrnoBOro HaBUaHHS yepe3 HemiHilitHI QyHKIii B3aemofii y4acHMKIB OCBITHBOTO IpoOliecy Ta
IO3BOJIMIIO PO3POOUTY MeTony GOpMYBaHHS ONTMMAIbHUX HABUAJbHUX TPYIT 3 YPaXyBaHHSAM iHAMBiLyalbHUX IiIeit.
3ampornoHoBaHa cuUcTeMa 6araTOBMMIPHOTO OLIiHIOBaHHS, 1[0 Peali3yeTbCsl yepe3 KOMIIO3UTHY IiIbOBY (YHKIIiIO,
OXOIUTIOE MIMPOKUI CIEeKTP MOKA3HMKIB Bif 6a30BOTO 3aCBOEHHSI 3HAHb 1O PO3BUTKY METAaKOTHITMBHMX HABUUOK
BUIIIOTO TMOPSIKY, BKIOYAYYM KOTHITMBHI, METAaKOTHITMBHI Ta MOTMBALIi/iHi KOMIIOHEHTH, 110 3abe3Teuye HaIiiftHMIT
iHCTpyMeHTapiil g OLiHKM CTifIKOCTi HaBUaJbHMX TPAEKTOPiii Ta BU3HAUEHHS DiBHS aAalTMBHOCTI CUCTEMU IO
iHOMBigyanbHUX 0COBIMBOCTE YUHIB

KniouoBi cnoBa: agantuBHi OCBiTHI cucremu; 6aiteciBcbka onTuMisariist; QyHKIis BemiMaHa; MapKOBCBKi MPOIECH;
TeopeTMUKO-irpoBMii MiJIXi/; KOTHITUBHI TPA€EKTOPIl
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Abstract. Game simulations such as Pac-Man are substantial for testing decision-making algorithms in conditions that
mimic real-life scenarios. This creates new opportunities for the development of autonomous systems that can adapt
to changing environmental conditions and interact with other agents. The study aimed to compare Expectimax, Monte
Carlo Tree Search, and Alpha-Beta Pruning algorithms in the changed conditions of the Pac-Man game to determine
the most efficient approach to decision-making in complex environments. For this purpose, simulation modelling was
used to evaluate the effectiveness of agents in various game mazes that differ in complexity. The study measured such
indicators as the number of points, game time, and percentage of winnings, which were used to assess the effectiveness
of algorithms in different situations. The analysis of the experiments determined that the Monte Carlo algorithm is
the most effective among the tested methods for solving less complex mazes, confirming quickly optimal path search
in simple conditions. The Alpha-Beta Pruning algorithm demonstrated less efficiency, which indicates the need to
optimise it for more complex environments. Expectimax demonstrated significantly lower performance, which indicates
its limited suitability for complex game mazes. The study demonstrated that increasing the complexity of the mazes
significantly reduces the performance of all algorithms, especially with more obstacles, highlighting the importance
of developing more robust methods for highly complex environments. Optimising the Monte Carlo and Alpha-Beta
Pruning algorithms for complex environments can significantly improve their performance and make them effective
for real-world applications in navigation and control of moving devices. The results of this study can be used to develop
efficient navigation algorithms for autonomous vehicles, drones and other robotic systems where adaptation to changes
in complex environments is critical

Keywords: simulation environments; Expectimax; MCTS; Alpha-Beta Pruning; autonomous navigation

Introduction

The research relevance is determined by the growing need
for artificial intelligence (AI) algorithms capable of fast
and efficient decision-making in complex, dynamic en-
vironments. Such algorithms are critical in industries re-
lated to autonomous navigation, drone control, logistics
process optimisation, and other areas requiring adaptation
to changing conditions and interaction with other agents.

Suggested Citation:

They must provide stable performance even when resourc-
es are limited. Of particular importance are studies of the
adaptability of algorithms in simulation environments that
model real-world conditions.

Different approaches to the development of Al algo-
rithms are actively discussed in the scientific literature.
For instance, the A.W.R. Ramadhan & D. Udjulawa (2020)
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compared the performance of A* and Dijkstra algorithms
in the Pac-Man game, demonstrating the advantage of A*
in finding the shortest path due to better cost optimisation
and faster execution. The study also highlighted the im-
portance of methodical prototyping to evaluate the perfor-
mance of algorithms in dynamic environments. N. Salem et
al. (2024) confirmed the advantages of A* by showing its
effectiveness in path planning and cost minimisation tasks
in the context of a game. In particular, the paper addressed
the role of cost optimisation, and the number of nodes ex-
panded during the search.

Innovations in the creation of environments for test-
ing algorithms are emphasised. K.M. Cheng et al. (2024)
investigated maze generation algorithms for Pac-Man, in
particular, an improved version of the Sidewinder algo-
rithm that significantly improves the creation of dynam-
ic environments tailored to the specifics of the game. The
study offers a new approach to the adaptation of tradition-
al algorithms, providing more realistic conditions for eval-
uating Al strategies.

Monte Carlo Tree Search (MCTS) is one of the most
promising algorithms for solving problems in simulation
environments. M. Swiechowski et al. (2023) emphasised the
need to adapt MCTS to complex environments, stressing the
importance of problem-based modification integration. In
particular, the paper explored hybrid approaches for com-
plex games with high branching and real-world applica-
tions in transport. W. Li et al. (2023) proposed a self-learn-
ing version of MCTS (SL-MCTS) that provides faster task
completion and improved efficiency in path planning by
using a neural network to optimise the search process. This
modification significantly improves the algorithm’s perfor-
mance in time-constrained environments. LF. Lovétei et
al. (2021) demonstrated the feasibility of MCTS in real-time
railway traffic control, where the algorithm proved capable
of accommodating multi-factor constraints and producing
optimal solutions in the shortest possible time.

Alpha-Beta Pruning was also studied by researchers.
For instance, D. Permatasari et al. (2022) explored its ap-
plication to improve NPC performance in the game Triple
Triad, proving that this approach significantly increases
the chances of winning in multiplayer environments. This
confirms the decision-making efficiency of the algorithm
in complex environments with many strategic factors.
M. Mudda (2022) noted that alpha-beta pruning signif-
icantly optimises the calculation time in problems with
many possible solutions, especially in two-player games.
N. Sharma (2022) emphasised the limitations of Minimax
and Alpha-Beta Pruning in cases where opposing agents
do not act optimally, which requires adapting these algo-
rithms to environments with uncertainty.

Equally important is the analysis of reinforcement
learning models. Y. Cheng et al. (2020) proposed an MCTS-
MTF algorithm to efficiently manage mixed traffic flows
while considering speed and performance. This approach
can be adapted to control agents in complex environments,
demonstrating the prospects of using MCTS in real-time
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tasks. B. Wang et al. (2020) analysed how convolution-
al neural networks make decisions in conditions of high
complexity using Ms. Pac-Man as an example. The study
emphasised the importance of optimising solutions for
high-reward tasks, which can be used to create complex
simulation models.

However, despite significant progress in the research of
these approaches, the adaptation of algorithms to environ-
ments with high uncertainty and complexity remains insuf-
ficiently studied. Previous studies demonstrate the benefits
and comparisons in the Pac-Man game environment but
focus on simple environments with few obstacles and lim-
ited interaction with other agents. At the same time, such
environments do not fully reflect real-world scenarios that
include high object density, complex navigation, and the
need for rapid decision-making in changing environments.

The modified version of the Pac-Man game proposed
in the current study is used as a simulation that models the
tasks of unmanned aerial vehicles (UAVs) in two-dimen-
sional environments. Mazes with varying wall densities and
moving enemies simulate complex real-world conditions
such as navigating through obstacles, optimising a route to
multiple targets, and avoiding collisions with other agents.
The absence of comparative studies of Expectimax, MCTS,
and Alpha-Beta Pruning algorithms in such environments
leaves open questions about their effectiveness in tasks
that are close to real-world scenarios.

Thus, the present study seeked to fill these gaps by
analysing the effectiveness of Expectimax, MCTS, and Al-
pha-Beta Pruning algorithms in complex environments
that simulate real UAV missions. The study aimed to eval-
uate and compare their performance in achieving the main
and additional goals, as well as to analyse their ability to
adapt to variable factors. The use of a modified version of
the Pac-Man game as a simulation describes in greater de-
tail how these algorithms behave in conditions of increased
complexity, which is crucial for their potential application
in autonomous systems such as UAV control or other relat-
ed tasks in dynamic environments.

Materials and Methods

The research material was the Pac-Man video game de-
veloped by Namco and released in 1980, modified to test
algorithms in changed conditions. The experiment was
conducted in the environment of this game to evaluate the
effectiveness of three decision-making algorithms: Expec-
timax, Monte Carlo Tree Search (MCTS), and Alpha-Beta
Pruning. Each of these algorithms controlled the behaviour
of the main agent (Pac-Man), which had to perform the
tasks of finding capsules, avoiding ghosts, and destroying
ghosts during their vulnerability. The fourth agent, Ran-
dom Agent, acted as a baseline for comparing results.

The study was conducted in three levels of complex-
ity of a 50-by-50-cell maze, which differed in the number
of walls (10%, 15%, and 20%) and the number of obstacles
represented by ghosts. The purpose of introducing dif-
ferent levels of difficulty was to test the adaptability and
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efficiency of each algorithm in conditions of different space
constraints for manoeuvring. This approach was used to
assess how different algorithms cope with the task in con-
ditions where the restriction of freedom of movement is
complicated by other factors.

Figure 1 shows the main and additional tasks of Pac-
Man. The primary objective of Pac-Man was to collect all

strategically important capsules on the map. Additional
tasks:

7 avoiding ghosts: ghosts act as active opponents
chasing Pac-Man, trying to stop the actor;

7 destroying frightened ghosts: after collecting the
capsule, the ghosts become vulnerable for 10 turns, and
Pac-Man can destroy them for extra points.

Collection
of capsules

Avoiding ghosts

Destroying
frightened ghosts

-

Figure 1. Main and additional tasks of Pac-Man
Source: compiled by the authors based on modified conditions of the Pac-man game

Each of the four agents played 100 games at each diffi-
culty level, and the average score, game time, and winning
percentage were recorded during each game. This was used

to evaluate the effectiveness of each agent in fulfilling the
main and additional goals of the game. Types of agents are
shown in Figure 2.

Types of agents ‘

v

I

Random Agent Alpha-Beta Agent

Expectimax Agent MCTS Agent

Figure 2. Types of agents used to compare their effectiveness in different Pac-Man game situations
Source: compiled by the authors based on the prepared modelling environment

Random Agent was used as a baseline to compare
the results. This agent had no strategy and randomly
chose actions during each turn. Its performance was ex-
pected to be the worst, as it was unable to respond ef-
fectively to game challenges such as ghosts or capsules.
The Random Agent was used to evaluate how other agents
with more complex algorithms improved the results com-
pared to random decisions. This created a point of con-
trast to compare different approaches to decision-making
in complex environments.

Other agents, Expectimax, Alpha-Beta, and MCTS,
used different strategies to achieve the main and addition-
al goals in the mazes. Comparing these agents with Ran-
dom Agent was used to evaluate:

7 Expectimax Agent: how this agent made deci-
sions based on probable events, given the random behav-
iour of the ghosts;

r Alpha-Beta Agent: How this agent used an al-
pha-beta cut-off algorithm to reduce the search and reach
optimal decisions in complex environments;

r  MCTS Agent: how this agent used simulations
to evaluate possible actions and choose the best strategy,
adapting to increasing complexity.

A comparison of the results of these agents was used
to determine which of the approaches is most effective
in complex mazes with different levels of difficulty and
limited resources.
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Results and Discussion

For the experiments, it is necessary to examine in detail the
four types of agents used to compare their performance in
different Pac-Man game situations. Each of the four agents
is characterised by its approach to decision-making, which
ranges from simple random selection to complex algo-
rithms based on simulations and predictions.

Random Agent is the simplest agent that randomly
chooses its actions at each step of the game. It does not ac-
count for the positions of ghosts or the location of capsules
or food. This agent has no algorithms for calculating pos-
sible outcomes and does not analyse the state of the game.
Its actions depend entirely on a random choice from the
available options at each turn. Despite its low efficiency,
Random Agent is an essential benchmark for comparison,
as it can be used to determine how much more complex
algorithms improve performance. It is used as a baseline
against which to compare the performance of other agents
that use analytical decision-making approaches.

Alpha-Beta Agent is an agent that uses an alpha-beta
cut-off algorithm to optimise the search for the best ac-
tion. The algorithm is based on a minimax approach, where
Pac-Man tries to maximise winnings, and ghosts minimise
them by acting as opponents. Alpha-beta cutoff reduc-
es the number of possible scenarios by cutting off those
that do not affect the final result. This improves the per-
formance of the agent, especially in situations where the

Information Technologies and Computer Engineering, 2024, 21(3)
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number of options is large, but not all of them are essential
to the outcome. The agent assesses the state of the game,
including the distance to ghosts and capsules, and makes
decisions based on these indicators. The main advantage
of Alpha-Beta Agent is its ability to significantly reduce the
number of required calculations, which increases its effi-
ciency in medium-complexity environments.

Expectimax Agent simulates the actions of Pac-Man
and ghosts based on random events. This agent treats the
actions of the ghosts as random and unpredictable. The
Expectimax algorithm can be used to estimate the possi-
ble outcomes of each action, including the element of ran-
domness in the ghosts’ behaviour. This makes Expectimax
Agent more flexible in environments where the behaviour
of adversaries is changing or difficult to predict. This ap-
proach works well in complex environments with a high
level of uncertainty, but in more structured environments
where ghost behaviour can be predicted, Expectimax may
be less effective. The agent attempts to exploit situations
where ghosts are in a state of vulnerability after collecting
capsules but may not be effective in avoiding ghosts in sit-
uations where their behaviour is less random.

MCTS Agent (Monte Carlo Tree Search) is an agent
that uses a simulation approach to evaluate possible ac-
tions. MCTS performs numerous simulations of each Pac-
Man action, attempting to predict the consequences of
several moves ahead. Once the simulations are complete,
the agent selects the action that has the highest potential
for successful completion of the game. In complex mazes,
MCTS can use modified heuristics to focus on important el-
ements, such as capsules or ghosts, and plan actions more
efficiently. The heuristics include additional criteria such as
distance to the nearest capsule or proximity to ghosts, en-
abling more informed decision-making. This agent demon-
strates the highest performance in complex environments,
but its effectiveness is largely dependent on the number of
simulations. The more simulations the MCTS Agent can run,
the more accurate its predictions of the outcomes of actions
will be, but increasing the number of simulations also re-
quires more resources and computing time. Depending on
the environment, as the number of simulations increases, the
results may become worse starting from a certain threshold.

Ghosts in the game are primary opponents for Pac-
Man, significantly complicating the task. Their function is
not limited to chasing the main character but also includes
creating a complex dynamic threat that requires Pac-Man
to constantly adapt to changing conditions and make quick
decisions. With the help of algorithms that control their
behaviour, ghosts add variety and unpredictability to the
game, creating situations where any inattention on the
part of the player can lead to defeat.

The ghosts are guided by classic algorithms, which
renders the behaviour predictable to a certain extent, but
their interaction with each other and with Pac-Man com-
plicates the situation. Each ghost has a unique algorithm,
which provides diversity in their behaviour and makes
them much more challenging as a collective.
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The main strategy of the ghosts is to either directly
chase Pac-Man or block possible escape routes, depending
on the situation on the map. One ghost may move in the
direction of the main character, trying to catch Pac-Man,
while others may act in different scenarios, for example,
one ghost may block paths, another may try to block exits
or move to certain points to limit the primary actor’s ma-
noeuvrability. Each ghost has a unique behavioural algo-
rithm that includes both active pursuit and strategic route
blocking, substantially increasing efficiency in cooperative
interaction. Thus, although each ghost acts according to
different rules of the game, their collective influence cre-
ates an unpredictable and dynamic situation in which Pac-
Man is forced to constantly adjust strategies to avoid dan-
ger. The types of ghosts are shown in Figure 3.

"Yeah, I-I'm good..." "Are you okay, Clyde?"

Clyde
I dunno."

Figure 3. Ghosts in Pac-Man
Source: compiled by the authors based on Evillasio2 (2022)

Ghosts are guided by the following algorithms:

1. Blinky (Red Ghost): Blinky is the most aggressive
ghost and always chases Pac-Man, trying to get as close
as possible. Its algorithm involves moving directly to Pac-
Man’s current location. As Pac-Man collects capsules,
Blinky can even accelerate, thus even more threatening.
Constant pressure forces Pac-Man to make quick decisions
on pathing to avoid being chased.

2. Pinky (Pink Ghost): Pinky acts more strategically,
trying to block Pac-Man’s path rather than engaging in di-
rect pursuit. The Pinky algorithm involves moving to a point
slightly ahead of Pac-Man’s current direction. This forces
Pac-Man to change route deliberately, as Pinky can easily
block the way unless the player takes a different direction.

3. Inky (Blue Ghost): Inky has a more complex behav-
iour that depends on both Pac-Man’s current location and
Blinky’s position. Its algorithm calculates the direction of
movement, which depends on the relative position of the
two objects. Because of this, Inky can be both unpredict-
able and dangerous, especially when Pac-Man is between
him and Blinky.

4. Clyde (Orange Ghost): Clyde shows behaviour
that changes depending on proximity to Pac-Man. When
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Pac-Man is at a great distance, Clyde chases the player,
similarly to Blinky. However, as Pac-Man approaches, Clyde
suddenly changes direction and moves away. This unpre-
dictable behaviour makes it difficult to predict and compli-
cates Pac-Man route planning.

After Pac-Man eats the capsule, all the ghosts become
“spooked” for 10 steps, according to the developed modi-
fication of the game. In this state, they start avoiding Pac-
Man, while the latter can chase and destroy them for ex-
tra points. This phase of the game changes the dynamics,
giving Pac-Man a temporary advantage, but requires quick
decisions as the frightened ghosts soon return to their usu-
al behaviour. Thus, each ghost in the Pac-Man game has a
unique behavioural algorithm that affects the overall dif-
ficulty of the game. Interacting with ghosts requires Pac-
Man to actively adapt to the situation on the map, which
makes them an important element for evaluating the effec-
tiveness of the algorithms used by Pac-Man agents.

To conduct the experiments, three types of mazes were
created, which differ in the level of complexity determined
by the number of walls. Each maze presented a different
set of obstacles for Pac-Man and significantly affects the
game strategy, as it makes it more difficult or easier to ma-
noeuvre between the capsules and ghosts. The mazes also
reflected real-life scenarios of confined space conditions
that mimic situations faced by autonomous agents in re-
al-world environments.

All mazes had the same dimension, with a total size of
50 by 50 playing cells. In each maze, regardless of the com-
plexity, 4 capsules served as the main goals for Pac-Man.
The capsules were located in different parts of the maze,
which required Pac-Man to carefully plan path to collect
them. In addition to the capsules, there were 4 ghosts in
the maze that act as active opponents. The ghosts start-
ed the game in different parts of the maze, which was a
simulation of real-life conditions and aims to balance the
game’s difficulty directly.

Description of labyrinths:

1. A maze with 10% walls (XLarge maze 1 is shown
in Figure 4) — the simplest level of complexity. In this lab-
yrinth, the walls occupy only 10% of the total area, which
gives Pac-Man more freedom of movement. The minimum
number of obstacles allows Pac-Man to dodge ghosts more
effectively and reach the capsules faster. However, simpler
mazes also give the ghosts more opportunities for direct
pursuit, as Pac-Man cannot easily hide behind walls.

2. A maze with 15% walls (XLarge maze 2 is shown
in Figure 5) is a medium difficulty level. As the number of
walls increases to 15%, movement becomes more difficult,
requiring Pac-Man to make more complex route decisions.
More obstacles create more options to avoid the ghosts but
also reduce the number of available paths to the capsules.
In such conditions, Pac-Man must use the limited routes
more efficiently, balancing between protection from ghosts
and finding paths to the capsules.

3. The maze with 20% walls (XLarge maze 3 shown in
Figure 6) is the most difficult level. In this maze, the walls
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occupy 20% of the total area, making Pac-Man’s move-
ment much more restricted. Pac-Man faces more obstacles
on the way to the capsules, which requires more precise
planning for each step. Ghosts in this environment become
even more dangerous, as Pac-Man has fewer opportunities
to evade pursuit, and the choice of safe routes is reduced.

Figure 4. XLarge maze 1 in-game
Source: compiled by the authors in modelling and experimenta-
tion application

Figure 5. XLarge maze 2 in-game
Source: compiled by the authors in modelling and experimenta-
tion application

Figure 6. XLarge maze 3 in-game
Source: compiled by the authors in modelling and experimenta-

tion application

Information Technologies and Computer Engineering, 2024, 21(3)



Novikov & Yanovskyi

The experiments showed significant differences in the
effectiveness of different agents when the complexity of the
mazes changed. Each agent demonstrated unique behav-
ioural properties, prompting certain assumptions regarding
strategies and capabilities. An important criterion for eval-
uating agents was not only their ability to perform the main
task of collecting all capsules but also to achieve secondary
goals, such as destroying ghosts or collecting food. This was
reflected in the number of points because even if Pac-Man

did not achieve all the main goals, a high score indicated
the agent’s effectiveness in achieving additional goals.

Results of testing the effectiveness of agents in mazes
Mazes with fewer walls (10%) proved to be less challenging
for the agents (Table 1). A sufficiently open space provided
ample opportunities for agents to manoeuvre, while at the
same time creating conditions for more aggressive pursuit
by ghosts.

Table 1. Results for mazes with 10% of the walls

Agent Average score Game time Percentage of winnings
Random Agent 120.17 29.14 0%
Alpha-Beta Agent 3,174.03 192.96 34%
Expectimax Agent 2,219.85 278.77 8%
MCTS Agent (50 simulations) 3,906.96 484.85 38%
MCTS Agent (101 simulations) 3,383.16 354.64 35%

Source: compiled by the author based on modelling and experiments in the study

The best results were achieved by MCTS Agent, which
scored an average of 3,906.96 points and had a 38%-win rate
with 50 simulations. Increasing the number of simulations
to 101 slightly reduced the result (3,383.16 points and 35% of
wins). This may indicate that in less complex environments,
increasing the number of simulations is not always benefi-
cial, as it can overload the path-making, which becomes less
efficient due to excessive exploration of possible options.

Alpha-Beta Agent achieved a consistent result, scor-
ing 3,174.03 points with a 34%-win rate, which indicates
the ability of this agent to effectively reduce the search
space using alpha-beta cutoff. This enabled the agent to
achieve both primary and secondary goals in less complex
environments. However, in more complex mazes, the Al-
pha-Beta Agent demonstrated limited adaptability due to
its dependence on accurate estimates of search depth.

Expectimax Agent scored an average of 2,219.85
points and won only 8% of the games. This indicates its
effectiveness in predictable scenarios, but its dependence
on random events renders Expectimax less efficient than
other agents. Nevertheless, its ability to account for all
possible states gives it an advantage in environments with
many available moves.

Random Agent performed the worst, scoring an aver-
age of 120.17 points and not winning a single game. This
confirms that the lack of strategy and random choice of ac-
tions make it highly inefficient. This behaviour caused it
to frequently fall into ghost traps due to rash movements.

In mazes with a medium number of walls (15%), all
agents showed a decrease in performance (Table 2). In this
maze, the agents were forced to use more complex strate-
gies to evade the ghosts and reach the capsules.

Table 2. Results for mazes with 15% of the walls

Agent Average score Game time Percentage of winnings
Random Agent 110.07 31.79 0%
Alpha-Beta Agent 2,602.32 698.16 12%
Expectimax Agent 2,183.97 254.42 6%
MCTS Agent (50 simulations) 3,361.54 290.2 19%
MCTS Agent (101 simulations) 3,215.14 599.82 25%

Source: compiled by the author based on modelling and experiments in the study

MCTS Agent continued to lead the leaderboard, scor-
ing 3,361.54 points with 50 simulations and winning 19% of
games. Increasing the number of simulations to 101 allowed
the agent to increase its winning percentage to 25%. This in-
dicates that in more complex environments, additional sim-
ulations improve adaptation. However, the agent requires
significant computing resources to achieve high accuracy.

Alpha-Beta Agent achieved an average score of
2,602.32 points with a 12%-win rate, indicating that this
agent loses efficiency as the maze complexity increases. Its
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ability to reduce the search space started to perform worse
in conditions with more obstacles. In addition, the agent
showed a limited ability to quickly adapt to the changed
behaviour of the ghosts.

Expectimax Agent demonstrated even weaker results,
scoring 2,183.97 points and winning only 6% of the games.
This indicates the limitations of the Expectimax algorithm
in more complex environments where the random actions
of ghosts become less predictable. The agent often made
risky decisions, which led to a loss of points.
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Random Agent remained in last place, scoring 110.07
points and not winning a single game. This once again em-
phasises that randomly choosing actions in difficult condi-
tions is ineffective. In more complex mazes, the agent was
even more prone to falling into traps.

Mazes with the largest number of walls (20%) were the
most difficult for all agents (Table 3). The agents en-
countered significant difficulties due to the limited
space for evading ghosts and the difficulty of finding
optimal routes.

Table 3. Results for mazes with 20% of the walls

Agent Average score Game time Percentage of winnings
Random Agent 183.90 80.48 0%
Alpha-Beta Agent 1,672.59 200.09 2%
Expectimax Agent 1,685.06 253.68 0%
MCTS Agent (50 simulations) 2,042.03 460.64 1%
MCTS Agent (101 simulations) 2,221.03 298.61 2%

Source: compiled by the author based on modelling and experiments in the study

MCTS Agent with 50 simulations performed better
than the other agents, winning one game out of 100 and
scoring an average of 2,042.03 points. Increasing the num-
ber of simulations to 101 resulted in better performance,
with the average score rising to 2,221.03 points and the
win rate also increasing to 2%. This shows that even in the
most challenging conditions, MCTS can benefit from addi-
tional simulations, improving its solutions in conditions
of increased complexity.

Alpha-Beta Agent achieved an average score of
1,672.59 points with a 2%-win rate, demonstrating a sig-
nificant decrease in performance in complex mazes with
many obstacles. This indicates the limitations of the al-
pha-beta cutoff strategy, which performs well in simpler
environments but struggles in environments with many
obstacles. In a maze with 20% walls, this agent often had
difficulty predicting effective routes due to the difficul-
ty of dodging ghosts. The high level of obstacles required
much more precision in calculations, which the agent
failed to achieve.

Expectimax Agent scored an average of 1,685.06
points and did not win a single game, which confirms its
limited effectiveness in conditions of high complexity
and many random events. In the most complex maze, this
agent was unable to adapt its decisions to dynamic chang-
es, which reduced its effectiveness. Many obstacles and
limited space significantly reduced Pac-Man’s chances of
avoiding traps, which led to quick losses.

Random Agent again demonstrated the worst re-
sults, scoring only 183.90 points and not winning a single
game, which emphasises its complete inefficiency in such
conditions. In a maze with 20% walls, the random actions
of this agent led to frequent collisions with ghosts, as it
could not choose safe routes. Such an environment fully
exposed the weakness of this approach, as even minimal
planning was absent.

The collected experimental results revealed several in-
teresting aspects of agent performance in different maze
complexity conditions. The best results in environments
with many walls (20%) were shown by MCTS Agent with
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101 simulations, which resulted in it winning 2 games out
of 100 and scoring 2,221.03 points. This highlights the fact
that increasing the number of simulations can improve the
performance of an agent in high-complexity environments.
However, increasing the number of simulations beyond 101
resulted in significant performance degradation due to a
significant increase in the time required to calculate each
move. This is especially relevant for complex environments,
such as large mazes, where the speed of decision-making is
critical. Since the limit on the number of simulations re-
quires more productive computing resources, the current
version of MCTS is not optimal for use on power-limited
devices such as drones or autonomous robots without ad-
ditional algorithm modifications.

The other agents also demonstrated high computa-
tional resource requirements when calculating the next
step, which, as in the case of MCTS, shows a significant in-
crease in the time required to calculate each move. This
is especially notable for the Alpha-Beta Agent, which los-
es efficiency as the maze complexity increases. Therefore,
although the Alpha-Beta Pruning algorithm works well in
medium-complexity environments, its application in com-
plex environments requires adaptation.

Alpha-Beta Pruning is an improvement of the Mini-
max algorithm that reduces the number of tested options
by skipping some branches of the decision tree that cannot
affect the result. This can significantly speed up the search
process, but as the complexity of the maze increases (for
example, with more possible states or a more complex map
structure), the number of required checks increases, which
leads to a decrease in the efficiency of the algorithm. Thus,
to use this algorithm in complex environments, additional
optimisations are usually required or a transition to other
methods more adapted to complex conditions.

Lastly, the Random Agent, although it had mini-
mal computational requirements, demonstrated its com-
plete inefficiency in all experimental conditions. This
agent chooses its actions randomly, without analysing
the current state of the game, which can be used only for
comparison with other, more complex agents. The low
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performance of the Random Agent is used as a benchmark
to assess the level of complexity of both the game environ-
ment and the tasks faced by other agents. Therefore, Ran-
dom Agent emphasised the multifactorial nature of the
game environment and the scale of the challenges faced by
agents in the process of making decisions and implement-
ing strategies. The performance of other agents, such as
MCTS (Monte Carlo Tree Search) and Alpha-Beta Pruning,
contrasted significantly with the results of Random Agent
and demonstrates significantly better performance in the
environments shown.

The experimental results showed that MCTS Agent is
highly efficient compared to other algorithms, especially
in complex environments such as mazes with 20% walls.
This trend correlates with the findings of H. Maddipati et
al. (2020), which emphasised the flexibility of MCTS in dy-
namic environments. MCTS strikes a balance between re-
search and operation, allowing it to adapt to changing con-
ditions. Similar results were also obtained by N. Pepels et
al. (2014), demonstrating that MCTS can achieve high per-
formance even in real-time by applying variable tree depth
strategies and search tree reuse.

In the present study, MCTS performed best under
conditions of increased complexity due to its ability to
run numerous simulations to analyse possible options.
This was supported by the findings of S. Samothrakis et
al. (2011), who emphasised that MCTS provides better
adaptation in games without a clear end state, such as
Ms. Pac-Man. However, as noted by D. Busatto-Gaston et
al. (2020), the performance of MCTS can be further im-
proved by integrating symbolic cues, which helps to opti-
mise action search and selection.

At the same time, Expectimax Agent demonstrated
significantly lower performance compared to MCTS, espe-
cially in complex mazes. This is partially consistent with
the findings of P.S. Shevtekar et al. (2022), who described
the limitations of Minimax, particularly its sensitivity to
the depth of the search tree. Since Expectimax is a mod-
ification of Minimax that accounts for random events, its
performance in dynamic environments is significantly
reduced. As noted by Y. Zou (2021), Minimax provides op-
timal results in deterministic environments, while Expec-
timax adapts better to environments with random events.
However, in environments of higher complexity, such as
mazes with 20% walls, Expectimax’s dependence on ran-
domness and limited ability to predict actions make it less
effective, and its performance decreases significantly with
increasing maze complexity.

Alpha-Beta Agent, while demonstrating consistent re-
sults in medium-complexity environments, loses effective-
ness in complex mazes. As noted by S.P. Singhal & M. Sride-
vi (2019), Alpha-Beta Pruning is optimal for reducing
computational costs in deterministic environments, but its
performance decreases in large search spaces. Comparison
with data by P. Mishra et al. (2018) confirmed that search
optimisation is crucial for the effective use of Alpha-Beta
in complex environments. In addition, the use of parallel
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architectures proposed by P.S. Shevtekar et al. (2022) can
reduce these limitations.

The experiments also confirmed the findings of
L.M.P. Guerreiro (2021), who emphasised the prospects of
using MCTS as an effective agent for creating a dataset and
then applying it to training neural networks for real-time
tasks. Although the current study did not use combined ap-
proaches, such as training neural networks with MCTS, it
both confirmed its effectiveness compared to other agents
and highlighted weaknesses that require improvement and
further research. The modified versions of MCTS described
in X. Liu et al. (2009), demonstrate similar efficiency in
adapting to dynamic conditions by integrating machine
learning methods, in particular artificial neural networks.
These methods improve convergence speed and optimisa-
tion, which may be a further promising direction in com-
plex dynamic environments and the context of UAV mis-
sions or related tasks involving robots.

An important conclusion of the study is the confir-
mation of the high computational requirements of algo-
rithms such as A* which, as noted by N. Salem et al. (2024),
demonstrate excellent performance in simple environ-
ments, but their application in environments with in-
creased complexity is problematic due to the significant
computational cost. An attempt to integrate A* revealed
that the algorithm cannot provide stable performance in
large mazes due to delays in calculations.

Analysis of the behaviour of agents in the proposed
modification of the Pac-Man game demonstrated how dif-
ferent strategies and algorithms can be applied to solve
complex real-world problems, such as controlling drones,
robotic systems or other moving objects to perform tasks
on the ground. This also demonstrated the importance of
adapting algorithms to changing conditions and multi-
ple factors that are common in many real-world scenari-
os, including planning, resource management, automa-
tion, or logistics. The effective use of strategic agents in a
gaming context not only contributes to the development
of artificial intelligence technologies but also provides a
valuable tool for solving practical problems where agents
must adapt to complex and unpredictable conditions, in-
cluding limited resources and a changing environment.

The results of the study confirmed that MCTS is the
most promising method for complex dynamic environ-
ments due to its flexibility and ability to balance research
and operation. However, to be used effectively in real-world
applications such as UAV control, further improvements
are needed to reduce computational costs and improve ad-
aptability. Alpha-Beta Pruning can be used in tasks where
it is important to reduce the search space, such as in sce-
narios with predictable obstacles or a limited set of pos-
sible actions, with the potential for possible improvement
through additional research.

The potential applications of the investigated algo-
rithms in real-world scenarios, such as UAV missions, in-
clude automatic route planning, reconnaissance, collision
avoidance, and resource management in energy-limited
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environments through high-quality route planning. For
instance, MCTS can be used to quickly adapt to changes in
the environment, such as the appearance of new obstacles
or targets, thanks to its ability to conduct simulations and
consider multiple scenarios. This is particularly relevant
for missions in complex environments, such as densely
populated areas or search and rescue operations, where
fast and accurate decision-making is critical.

Thus, the results of the study not only emphasised the
potential of the presented algorithms to perform complex
tasks in dynamic environments but also demonstrated the
need for further improvement to increase efficiency in re-
al-world applications, such as UAV missions and other au-
tomated control systems.

Conclusions

The study conducted a series of experiments in three types
of mazes with different levels of complexity, which varied
in the number of walls and size. Each maze modelled re-
alistic navigation conditions, in particular, simulated sit-
uations requiring route variability and the need to evade
competitors (in the form of ghosts) chasing Pac-Man. The
data on the average score, game duration, and winning per-
centage were collected, which was used to analyse in-depth
the features of each algorithm in specific conditions. The
study determined that the MCTS algorithm was most effec-
tive in mazes of lower complexity, as its ability to simulate
allows for a quick assessment of potential options and the
selection of the most effective paths. At the same time, as
the complexity of the maze increased, the effectiveness of
MCTS decreased, as the increase in the number of possible
options complicated the decision-making process, requir-
ing more resources. This shows the importance of further
optimising this algorithm to adapt to complex scenarios.
Alpha-Beta Pruning performed reasonably well in simpler
environments, but its effectiveness gradually decreased
with the increasing complexity of the environment, simi-
lar to MCTS. The limitations of Alpha-Beta Pruning in such
situations may be related to the need to expand its ability
to quickly analyse alternatives.
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AHoTauid. IrpoBi cumymaiii Tumy Pac-Man € BaskIMBUM iHCTPYMEHTOM JIJIsl TECTYBaHHS aJTOPUTMIB MPUIAHSITTS
pilleHb B yMOBaXx, 110 iMiTYIOTh peanbHi cuieHapii. Lle BigKprBae HOBI MOKIMBOCTI AJ1S1 pO3POOKY aBTOHOMHUX CUCTEM,
SIKi MOXYTb aJanTyBaTMUCS 0O MiHAMBUX YMOB HaBKOJMILIHBOTO CepefoBMILA Ta B3a€MOZIISITM 3 iHIIMMM areHTaMMu.
MerToro 11i€i poboTu Oys0 MmopiBHSHHS anropuTMiB Expectimax, Monte Carlo Tree Search ta Alpha-Beta Pruning y
3MiHeHUX yMOBax rpu Pac-Man [j1s1 BU3HaueHHs Hait6inblI e(heKTUBHOTO MMiIXOAY 10 MPUIHSITTS pillleHb Y CKIaTHUX
cepepoBuiax. [y nporo 6yJa0 BMKOPUCTAHO iMiTallifiHe MopemioBaHHS AJIS OLiHKY e(PeKTMBHOCTI po6OTU areHTiB
y pisHUX irpoBuX JabipuHTaX, IO BiIPi3HSIIOTHCS 3a CKIAAHICTIO. Y NOCTIKeHHI BUMipIOBaIMCS TaKi MOKAa3HUKY, SIK
KiJIbKiCTH 6aJ1iB, Yac rpu Ta BiICOTOK BUTPAILIB, 110 TO3BOIMU/IO OLiHUTH e(eKTUBHICTb JITOPUTMIB Y Pi3HUX CUTYAIisIX.
AHasi3 mpoBeJeHNX eKCIIePVMEeHTIB MPOIeMOHCTPYBaB, 10 anropuTm MoHTe-Kapio € Haiibinbin eGeKTUBHUM cepef,
MPOTECTOBaHUX METOMIB IS BMUPIlleHHS MeHII CKIaZHUX JIaGipMHTIB, MiATBEPIKyI0OUM JOTO 3HATHICTh IIBUIIKO
3HAXOAUTY ONTUMAJIbHI LUISIXM B IPOCTUX yMOBax. Anroputm Alpha-Beta Pruning nmoka3aB MeHIly e(eKTUBHICTb, 110
BKa3ye Ha HeOOXigHICTh i1oTo onTMMi3allii fjst po60TH B 6i/bIll CKIATHMX cepenoBuinax. Expectimax mpogeMoHCTpyBaB
3HAYHO HIDKYY MPOAYKTUBHICTB, IO CBIJYMThH IIPO 1OTO OOMEXeHy MPUIATHICTh IJIsl CKIaJHUX irpOBUX JIaGipMHTIB.
HocmimKeHHsT MTOKa3aso, Mo 36iMblIeHHs CKIaJHOCTI JabipMHTIB 3HAYHO 3HMKYE MPOAYKTUBHICTD YCiX aITOPUTMIB,
0COOMMBO MPU OGiNbIIili KiJIBKOCTI MepenIkof, MiJKpewIionUyM BaXKIMUBICTh PO3pOOKM Oi/bII CTIAKMX METOMIB MJIst
pob6OTH y BMCOKOCKIaIHUX ymMoBax. Onrtumisalis anroputmiB MoHTe-Kapio ta Alpha-Beta Pruning njist po6oTtu B
CKIAZHUX CepefoBUIAX MOXKe CYTTEBO MOKPAIIMUTH iX pe3ylbTaTUBHICTh Ta 3pOOUTH iX eDeKTUBHUMU IJIsI peambHUX
3aCTOCYBaHb Yy HaBiraimii Ta KepyBaHHi PyXOMMMM MPUCTPOSIMU. Pe3ynbTaT LbOTO OOCTIAKEHHS MOXYTb OYTU
BUKOPUCTaHi 151 po3po6KM edeKTUBHMUX JITOPUTMIB HaBiraiii fjisi aBTOHOMHMX TPaHCIIOPTHMX 3ac00iB, IPOHIB Ta
iHITMX POOOTOTEXHIYHMX CUCTEM, [l aATTallisl 10 3MiH Y CKIaJHMUX YMOBAaX € KPUTUIHO BasKINBOIO

KniouoBi cnoBa: cumynsiiiibi cepemosuina; Expectimax; MCTS; Alpha-Beta Pruning; aBroHOMHA HaBiraiis
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Abstract. The study aimed to compare statistical analysis methods to improve the testing of alternatives. The study
evaluated four main methods: the classic T-test, the conventional and advanced method of Controlled Experiments
Using Pre-Experimental Data (CUPED), and the Bayesian Estimator. The main results included a demonstration of the
A/B testing process, and the described statistical analysis methods included detailed characteristics and examples of
use. The simulations and practical application revealed that the T-test provides high accuracy with small samples, but its
effectiveness decreases with increasing sample size due to high resource requirements. The calculator for this method
demonstrated effectiveness in simple tasks but had limitations with large data. The conventional CUPED method has
shown increased accuracy due to variation correction, but its effectiveness decreases when working with large and
complex data sets. The written program for this method has shown to be effective in cases where the previous data
is well represented, but its capabilities are limited when processing large data sets. The improved version provided
a significant improvement in both accuracy and processing speed, especially for large datasets, thanks to advanced
modelling and optimisation. The code results confirmed that this method is highly efficient for complex experiments,
particularly when processing large amounts of data. Moreover, the Bayesian Estimator demonstrated high accuracy due
to the integration of prior knowledge but required more computational resources and time. The platform used for this
method demonstrated the ability to account for uncertainty yet required complex model settings. The results highlighted
the importance of selecting the appropriate statistical analysis method depending on the scale and complexity of the
data to ensure optimal accuracy and efficiency of testing

Keywords: statistical analysis; correction of variations; effectiveness of approaches; data processing; modelling of
experiments

Introduction

With the rapid development of information technology and
the increase in data volumes, the effectiveness of statistical
analysis methods has become highly relevant. One of the
basics of statistical analysis is A/B testing, which is used to
compare two or more options and determine the most ef-
fective one. The basics of such testing include comparing
the mean values in two groups using parametric hypotheses
to assess the statistical significance of differences between
the groups. Traditionally, such comparisons are made using
the T-test, which is a method for analysing average values.
However, to improve accuracy and speed, advanced methods
have been developed, such as Controlled Experiments Using

Suggested Citation:

Pre-Experimental Data (CUPED) and its extended version
CUPED++, as well as the Bayesian Estimator method.

The T-test method, although a basic tool for comparing
values, has limitations when analysing large and complex
data sets due to high resource requirements and inaccu-
racy in cases of variation. Although CUPED can be used to
correct for variations by using previous data, its effective-
ness decreases when processing large amounts of data. The
extended version of CUPED++ offers certain improvements
but still requires a detailed comparison with other mod-
ern methods, such as the Bayesian Estimator, which pro-
vides high accuracy by integrating prior knowledge but is
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resource-intensive. Existing studies do not sufficiently ad-
dress these aspects, which determines the need for a deep-
er analysis and comparison of new and improved methods
in the context of their practical application.

For instance, V. Kalchenko (2018) analysed common
methods of testing for penetration into computer sys-
tems and proposed a classification of these methods, not-
ing their advantages and disadvantages. O.V. Shportko
& M.M. Mushyn (2023) substantiated the effectiveness
of the method of gradual formation of a set of objective
function values for combinatorial optimisation problems,
demonstrating that this method significantly reduces the
execution time of programs compared to other approaches,
such as search methods with returns. In addition, V. Kham-
bir (2024) proved that the automation of testing processes,
including functionality, interface, performance, and securi-
ty testing, facilitates and increases the efficiency of appli-
cation testing, despite the problems with the initial setup
and complexity of testing complex scenarios.

Furthermore, K. Kachiashvili (2018) described the in-
tensive development of statistical hypothesis testing meth-
ods and introduced a new approach known as Constrained
Bayesian Methods to solve complex problems in various
fields, including a detailed description of existing methods,
new approaches and special software for their applications.
X. Gu et al. (2023) presented a Bayesian method for test-
ing information hypotheses in confirmatory factor analysis
models, in particular, by estimating factor loadings using
Bayesian factors and posterior probabilities of models,
which can be used to solve various issues, including the
assessment of equality of loadings and indicator validity.
Additionally, Ramesh et al. (2023) reviewed the process
of formulating and testing hypotheses, emphasising the
importance of theoretical grounding and a systematic ap-
proach to hypothesis testing, which ensures objectivity in
the search for knowledge. A. Deng et al. (2021) developed a
new unbiased reduced variance estimator of intervention
effects that uses the idea of improving the efficiency of
CUPED for cases where the trigger status is observed only
in a certain group, which allows achieving accuracy compa-
rable to full status observation.

In turn, J.J. Wang (2022) developed an approximate
Bayesian estimator for the parameters of a regression
model with random coefficients, which outperforms tra-
ditional testing methods in terms of estimation accuracy,
simplifying the calculation and interpretation of results.
S. Woo (2023) presented parametric accelerated durability
testing as a systematic method for assessing the reliabil-
ity of mechanical system structures, which allows the de-
tection of structural defects and reduces the failure rate
due to material fatigue. In addition, Y.W. Cho et al. (2024)
presented the results of a series of Monte Carlo simula-
tions to evaluate methods for fitting multilevel models of
latent differential structural equations, finding that the
Bayesian approach outperforms frequency-based meth-
ods, especially in the context of handling variable covari-
ates and coupling parameters.
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Although these studies addressed various statistical
methods, there are still gaps in their adaptation to big
data and complex experiments. This study describes and
compares the effectiveness of such methods in improving
A/B testing, with a focus on the accuracy and speed of data
analysis. The tasks included a theoretical study of the ba-
sics of A/B testing and advanced methods, conducting sim-
ulations to assess their practical applicability, and analys-
ing the effectiveness of different approaches.

Materials and Methods

The study was initiated by a comprehensive analysis of the
theoretical context of A/B testing and improved analysis
methods, including the basics and value of this testing for
comparing alternatives. Parametric hypotheses, their role
in testing, and their impact on the accuracy and speed of
results were studied. Traditional and advanced methods,
such as T-test, CUPED, CUPED++, and Bayesian Estimator,
their algorithms and applications, as well as the impor-
tance of advanced methods for improving testing efficiency
were highlighted.

A detailed description and characterisation of these
methods of statistical analysis were provided in the study.
For each method, the principles of operation, implemen-
tation of algorithms and examples of application are de-
scribed. The classical T-test was considered a basic method
for comparing mean values, CUPED and CUPED++ as meth-
ods for correcting variations to improve the accuracy of re-
sults, and the Bayesian Estimator as a method for estimat-
ing probabilities with the integration of prior knowledge.
The practical application of the methods included the crea-
tion and testing of code and formulas for each method. The
general formula for the T-test method (1):

_ My;—M,

T =t M

where: M,, M, - two mean values; SE - overall standard
error for the two samples.
The general formula for the CUPED method is (2):

., =7 —0X+0EX), )

where: X - value before the experiment; Y — value of the
experiment; 6 — a constant derived from the data that de-
termines how much the results of the experiment should
be adjusted based on the previous data; Y — average value
of the experiment results Y; X — average value of the previ-
ous data X; E(X) - mathematical expectation of the values
X which is used for correction.

The general formula for the Bayesian Estimator meth-
od (3):
P(B|A)+p4)

P(AIB) = =,

©)

where: P(A|B) - the probability that a certain state or
property (A) exists, given another property or condition
(B); P(B| A) - the probability that a certain property or
condition (B) exists, given that another state or property
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(A) exists; P(A) — the probability that (A) exists without
taking into account additional conditions or properties;
P(B) - the probability of having (B) without taking into ac-
count additional conditions or properties.

The programs for the implementation of CUPED and
CUPED++ were written in Python using the pandas and
stats models libraries and tested on the Replit platform.
In turn, an online calculator was used to demonstrate
the T-test method, and the Bayesian Estimator was based
on the platform “Bayesian Estimation Supersedes the
T-test — online”, which shows how much better this meth-
od is than the T-test.The comparison of the effectiveness
of the methods was based on an assessment of the accura-
cy, speed and overall efficiency of each method. The results
were analysed to determine the advantages and limitations
of each method, which was used to provide recommenda-
tions for practical application depending on the specifics of
the tasks and the size of the data sets.

Results

Theoretical context of A/B testing

and advanced analysis methods

A/B testing is a standard method for comparing the effec-
tiveness of two or more alternatives in a statistical analysis.
This approach is used to determine which of the options (A
or B) is more effective in achieving a particular goal or in-
dicator. A/B testing is based on the idea of random experi-
ments, where respondents are randomly assigned to differ-
ent groups, which minimises systematic errors and reveals
the net effect of changes.

This testing usually involves two stages: dividing users
into control (A) and experimental (B) groups and evaluat-
ing the results to compare effectiveness (Fig. 1). The main
statistical tool for analysing the results of A/B testing is
statistical hypothesis testing, which can be used to deter-
mine whether the difference between the groups is statis-
tically significant.

A/B testing

Control group (A) ‘

Random assignment of
respondents to groups

‘ Experimental group (B) ‘

Hypothesis testing

Null hypothesis

‘ ‘ Alternative hypothesis

Yes

‘ Data-driven decisions ‘
v
‘ Speed and accuracy of testing ‘

‘ Importance for business ‘

Statistically significant
difference?

No

‘ Evaluation of potential errors ‘
v

‘ Modification of testing ‘
v

‘ Conducting follow-up testing ‘

Figure 1. Flowchart of the A/B testing process

Source: compiled by the author

In addition, A/B testing can be used to objectively com-
pare alternatives and make informed decisions based on
empirical data. This is important for businesses where even
small improvements can have a significant impact on the
performance of campaigns or products. The success of A/B
testing depends on the ability to evaluate results quickly
and accurately. Increasing the speed and accuracy of testing
improves operational decision-making based on up-to-date
data and minimises the risk of false conclusions. This is es-
pecially relevant in a rapidly changing market and highly
competitive environment. Also important are parametric
hypotheses, which are mathematical models that formulate
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expectations about the distribution of data in the popula-
tions being compared. The null hypothesis (HO) typically
states that there is no significant difference between the
groups, while the alternative hypothesis (H1) states that
there is a difference. In A/B testing, the correct formulation
and testing of these hypotheses are critical to obtaining re-
liable results. The correct formulation and testing of para-
metric hypotheses affect the accuracy of testing. Incorrect
assumptions can lead to erroneous conclusions and, as a re-
sult, to wrong decisions. In addition, methods that provide
more accurate and faster results can significantly reduce
the time required to collect and analyse data. Traditional
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methods, such as T-test, provide a basic level of accuracy for
A/B testing, but they have limitations in speed and accura-
cy, especially in the face of large amounts of data and fre-
quent testing. Modern methods, such as CUPED, CUPED++
and Bayesian Estimator, provide improvements in these as-
pects with their advanced algorithms and techniques.
Improved analysis methods can reduce data variation,
improve the accuracy of estimates and reduce the time re-
quired to reach statistical significance. For example, the
CUPED method uses previous data to correct for variation
and improve accuracy, while the Bayesian Estimator pro-
vides the flexibility to model and adapt to new data. These
improvements contribute to more efficient testing and de-
cision-making based on more reliable results.

Description and characteristics

of statistical analysis methods

Statistical methods of analysis play a key role in A/B testing,
providing effective comparisons of different alternatives
and evaluation of their effectiveness. For this purpose, var-
ious methods are used, each of which has its characteristics
and approaches to data processing. The standard T-test is
the main statistical test for comparing the means of two
independent groups. It determines whether there are sig-
nificant differences between the means of the groups being
compared. The basic principle of the t-test is to test HO,
which states that the means of two groups do not differ
from each other, against H1, which suggests that there is a
statistically significant difference between the groups. The
T-test procedure involves several key steps (Fig. 2). First,
data are collected from two independent groups to be com-
pared. Next, the means and standard deviations for each
group are calculated. Based on these figures, the T statistic
is calculated, which reflects the amount of difference be-
tween the means concerning the variation in the data. The
test statistic T is compared with the critical value from the
T-distribution, which assesses the probability of observing
such a difference under the null hypothesis.

’ Collect data from two independent groups ‘

v

’ Calculate means and standard deviations ‘

v

’ Compute T-sta tistic ‘

v

’ Compare T-sta tistic to critical value ‘

v

’ Determine statistical significance ‘

v

’ Report results ‘

Figure 2. T-test scheme of operation
Source: compiled by the author

An example is the T-test, which examines the effec-

tiveness of a new advertising message (group B) compared
to an old advertising message (group A). If the results show
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that the average values of the performance indicators in
groups A and B differ significantly, and this deviation is
statistically significant, then it can be concluded that the
new advert is effective.

The CUPED method, in turn, is a modern statistical ap-
proach that improves the accuracy of A/B testing by using
previous data to correct for variations in results. It uses re-
gression analysis to incorporate data collected before the
experiment into the estimation of the effect of changes.
This reduces the variation in test results and increases the
accuracy of estimates. CUPED is based on two main stages
(Fig. 3). The first stage involves collecting preliminary data,
which may include information about user behaviour be-
fore the experiment or data about various user characteris-
tics. In the second stage, this data is used to build a regres-
sion model that corrects for variations in the main results
of A/B testing. Regression analysis can assess the impact
of these variations on the final results, reducing noise and
improving the accuracy of the estimates.

Collect pre-experiment data

v

Build regression model using pre-experiment data

v

Adjust experimental results based on model

v

Reduce variability and noise in results

v

Calculate and report improved estimates

Figure 3. CUPED scheme of operation
Source: compiled by the author

For instance, if A/B testing is conducted to evalu-
ate the effectiveness of a new feature in an application,
CUPED can use data on user behaviour before the new
feature is implemented to adjust the results. This provides
a more accurate assessment of the impact of the new fea-
ture on user behaviour, as noise from various factors that
affect the results will be reduced. Moreover, the CUPED++
method is an advanced version of CUPED designed to in-
crease the accuracy of A/B testing by reducing variation
and improving the correction of results. The main goal of
CUPED++ is to further improve the process of variation
correction by introducing new algorithms and advanced
modelling methods. CUPED++ is based on CUPED but
introduces several new optimisation approaches (Fig. 4).
The main steps of CUPED++ include collecting prelimi-
nary data, building an extended regression model, and
adapting and optimising the model for specific exper-
imental conditions. CUPED++ uses more sophisticated
regression algorithms that address additional factors and
relationships between variables. This allows for even bet-
ter correction of variations and reduces the impact of ran-
dom noise on test results.

Information Technologies and Computer Engineering, 2024, 21(3)



Markov

Collect pre-experiment data

Build advanced regression model
using pre-experiment data

Optimize and adapt model
to specific experimental conditions

Adjust experimental results based
on enhanced model

Reduce variability and noise further

v

Calculate and report improved estimates

Figure 4. CUPED++ scheme of operation
Source: compiled by the author

For instance, when testing a new feature in a web ap-
plication, CUPED++ can include not only data on user be-
haviour before the new feature was introduced but also
data on seasonal trends or other factors that may affect the
results. This provides even greater accuracy in measuring
the effect of the new feature, as CUPED++ takes these ad-
ditional variables into account when adjusting the results.

It is also worth considering the Bayesian Estimator,
which is a Bayesian technique for estimating the difference
between two means, which provides a probability distribu-
tion of this difference. Bayes’ theorem describes how the
probability of a certain hypothesis changes based on new
information. The Bayesian Estimator is based on the con-
cept of conditional probability, which integrates previous
knowledge (a priori probabilities) and new observations to
update probabilities (a posteriori probabilities). Bayesian
analysis methods provide high flexibility in modelling and
adapting to new data, which makes them useful in the face
of uncertainty (Fig. 5). They can be used to estimate proba-
bilities and draw reasonable conclusions using complex in-
formation from various sources. Bayesian methods are used
for modelling and forecasting in the face of incomplete or
inaccurate data, as well as for adapting to changes in data.

Collect data and define prior probabilities

v

Apply Bayes’ theorem to integrate new data

v

Update probabilities based
on new information

v

Calculate posterior probabilities

Make informed decisions based
on updated probabilities

Figure 5. The Bayesian Estimator workflow
Source: compiled by the author
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For instance, in A/B testing, a Bayesian Estimator can be
used to determine the probability that option B is better
than option A. If there are certain a priori assumptions
about the effectiveness of options, the Bayesian approach
adapts these assumptions based on the actual results of the
experiment, providing more accurate and reasonable con-
clusions. Consequently, there are many different methods
for evaluating and comparing alternatives, each with its
characteristics and advantages. Existing approaches allow
for precise data analysis, variation correction, adaptation
to new conditions, and integration of prior knowledge
with new data. The use of different methods makes it pos-
sible to choose the most effective tools for specific tasks,
which is critical for achieving accurate and reliable results
in testing and analysis.

Simulations and practical application

of statistical methods

In general, the T-test can be used to compare mean values
between two groups. There are several types of T-tests for
two samples, such as unpaired, Welch’s, and paired T-tests.
In addition, there are many platforms and calculators that
can calculate the necessary parameters to select the most
appropriate test for analysis (Fig. 6).

2. Choose a test

1. Choose data entry format
a a af erase Help me choose

®) Enter upto 50 rows ®) Unpaired t test

Enter or paste up to 2000 rows Welch's unpaired t test (used rarely)
Enter mean, SEM and N Paired t test

Enter mean, SD and N

3. Enter data

Help me arrange the data

4. View the results

Calculate Now

Clear Form

Label: | Group A Group B

Group 1 Group2

Unpaired t test results

P value and statistical significance:
The two-tailed P value equals 0.9653
By conventional criteria, this difference is considered to be not statistically significant.

Confidence interval:
The mean of Group A minus Group B equals 5.89
95% confidence interval of this difference: From -276.67 to 288.45

Intermediate values used in calculations:
t=0.0442
df=16
standard error of difference = 133.288

Review your data:

Group Group A Group B

Mean 462.67 456.78

sSD 281.39 284.09

SEM 93.80 94.70
N 9 9

Figure 6. An example of using a calculator for a T-test
Source: compiled by the author
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This test focuses on comparing data from a single
numerical variable, rather than on counts or correlations
between multiple variables. This method is especially
useful for small samples containing less than 30 obser-
vations. This calculator uses the general formula (1) for
a T-test consisting of two means and a common stand-
ard error for two samples. In other words, the calculator
uses this formula to calculate the T-statistic and eval-
uate the significance of the difference between groups,
helping users to draw reasonable conclusions from

# Importing libraries

import pandas as pd

import numpy as np

# Data creation

data = pd.DataFrame({
'group”: ['A'] * 50 + ['B'] * 50,
'pre_experiment':

statistical data. Unlike the T-test, the CUPED method
works by correcting for variations in experimental results
using previous data. It uses information collected before
the experiment to create a regression model that reduces
the effects of noise and other unwanted variations. This
correction helps to improve the accuracy of the estimates
of the effects of changes on which conclusions are based.
CUPED simplifies the analysis process by reducing the
standard error of the estimates, which provides clearer
and more reliable results (Fig. 7).

[x+ (10 1f 1 < 50 else 15) for 1, x in enumerate(range(50))] * 2,
‘outcome’: [x + (5 1f 1< 50 else 7) for 1, x in enumerate(range(50))] * 2

)

# Calculating average values

mean_outcome = data.groupby('group')['outcome']. mean()
mean_pre_experiment = data.groupby('group’)['pre_experiment'].mean()

# Determination of the constant 6

theta = np.corrcoef(data['outcome'], data['pre_experiment)[0, 1]

# Calculation of the mathematical expectation E(X)

mean_pre_experiment_total = data['pre_experiment'].mean()

# Application of the CUPED formula to correct results

data['adjusted_outcome'] = (data['outcome'] -

mean_outcome[data['group']].values +
theta * mean_pre_experiment_total)

# Calculation of adjusted averages for each group

adjusted_means = data.groupby('group’)['adjusted_outcome'].mean()

print("\nCUPED Adjusted Mean Outcomes:")
print(adjusted_means)

Figure 7. Example code for using the CUPED method

Source: compiled by the author

This code implements the CUPED method by perform-
ing a regression analysis based on the previous data and the
results of the experiment (Formula 2). First, a regression
model is created using the previous data as predictors to
adjust the results. The modified data is then subject to fur-
ther analysis to assess the effect of the changes, considering
the reduced impact of variations. The programme generates

data = pd.DataFrame({
‘group': ['A'] * 50 + ['B'] * 50,
'pre_experiment':
[x + (10 if 1 < 50 else 15) for i, x in

enumerate(range(50))] * 2,
‘outcome': [x + (5 if 1 < 50 else 7) for 1, x in
enumerate(range(50))] * 2

9]

adjusted averages of the results and performs statistical anal-
ysis to confirm the accuracy and reliability of the findings.
The results demonstrate an excellent fit of the model to the
data, as the coefficient of determination is 1, indicating that
the model fully explains the variation in the dependent var-
iable, and the high F-statistic and significance of the p-val-
ues confirm that the model is statistically significant (Fig. 8).

CUPED Adjusted Mean Outcomes:

group

A 34.5

B 34.5

Name: adjusted_outcome, dtype: float64

Figure 8. The result of the CUPED application programme

Source: compiled by the author
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As for the CUPED++ method, it is an extension of
CUPED that improves the process of variation correction
by introducing new algorithms and optimisations. Unlike
the basic CUPED, CUPED++ uses additional techniques
to model and adapt to specific experimental conditions,

import numpy as np
import pandas as pd
import statsmodels api as sm

# Creating synthetic data
np random seed(()
data = pd DataFrame({

'group’: np random.choice([A', B'], size=100),

'pre_experiment': nip random randn(100),
‘outcome’: np random randn(100)

)

allowing for a more accurate assessment of the effects of
changes. This method incorporates advanced modelling of
the preliminary data and introduces advanced correction
mechanisms that help to further reduce the variation in the
experimental results (Fig. 9).

# Defining the function to be implemented CUPEDH

def apply_cuped plus(data):

# Dividing into control and expenimental groups

pre_data = data[data[ group] =—'A"]
post_data = data[data['group'] = B']

# Building a regression model based on previous data
X_pre=sm.add constant(pre_data['pre_experiment'])

v_pre = pre_data['outcome']
model = sm OLS(y_pre, X pre).fit()

# Predicting outcomes based on the model

X post=sm.add constant(data['pre_experiment'])
data['adjusted outcome'] = model predict(X post)

return data

# Applying CUPED+ to data
adjusted data = apply cuped plus(data)

# Calculation of average values for each group after correction
means_adjusted = adjusted data_groupby('group’)['adjusted_outcome'] mean()

print(means_adjusted)

Figure 9. A code example of using the CUPED++ method

Source: compiled by the author

The code implements CUPED++ by correcting the
results of the experiment based on previous data. First,
synthetic data is created, including information about the
groups, preliminary results, and the results of the experi-
ment. The apply_cuped_plus function builds a regression
model based on the preliminary data from the control
group. The model is then used to predict the adjusted
results for both groups, including both the control and

b Run

group
A -0.205947

B -0.244400
Name: adjusted_outcome, dtype: float64

experimental groups. Finally, the average of the adjust-
ed scores for each group is calculated. The results show
the mean values of the adjusted results for each group af-
ter applying CUPED++. In this example, the mean values
of the adjusted results for the control and experimental
groups differ, indicating that CUPED++ has successfully
reduced the variation in the results and provided more ac-
curate estimates (Fig. 10).

Figure 10. A code example of using the CUPED++ method

Source: compiled by the author
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In addition, the Bayesian Estimator method, which is
based on Bayes’ theorem, is relevant, as combines previ-
ous knowledge with new data to estimate the probability
of hypotheses (Fig. 11). In this platform, the formula (3)
for the Bayesian Estimator method is used to estimate

the difference between the group means and determine
the range in which this difference is likely to be located.
It uses a Monte Carlo method with a metropolitan algo-
rithm to generate samples and calculate the distribution
of the difference.

Bayesian Estimation Supersedes the t-test (BEST) - online

This page implements an online version of John Kruschke's Bayesian estimation supersedes

the t-test (BEST), a Bayesian model that can be used where you classically would use a two-

sample t-test. BEST estimates the difference in means between two groups and yields a
probability distribution over the difference. From this distribution we can take the mean
credible value as our best guess of the actual difference and the 95% Highest Density Interval
(HDI) as the range were the actual difference is with 95% credibility. It can also be useful to
look at how credible it is that the difference between the two groupsis <0 or > 0.

To try it out just enter some data below or run with the data that is already entered, the
heights in m of the winning team of the 2012 NBA finals (group 1) and the winning team of
Stanley cup 2012 (group 2). Data can be entered in almost any way, separated by spaces,
commas, newlines, etc.

The MCMC method used is an adaptive Metropolis-within-Gibbs sampler described by
Roberts and Rosenthal (2009). Everything is implemented in javascript and runs in the

Log

-- Started Burn in phase -- o

kR

-- Finished Burn in phase --
-- Started sampling phase --

-- Finished sampling phase --
-- Results plotted below --

-- For comparison, a standard two-
teailed t-test --

Mean group difference: 0.1509

t: 7.769

p: 2.299e-9

number of sample steps.

Data group 1

browser. If the output looks strange try to increase the number of burn-in steps and the

Trace Plot - Difference of Means
3

Distribution - Difference of Means
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include zero there is a credible difference!

Figure 11. An example of using the Bayesian Estimator platform

Source: compiled by the author

The results of the programme show the mean of the
reliable value of the difference and the interval of the high-
est density, which reflects the range of probable values of
the difference. Thus, the Bayesian Estimator method can
be used to obtain more accurate and reliable estimates of
the effects of changes, which is especially important for
estimating probabilities and analysing the results of ex-
periments. Thus, it can be noted that the simulations con-
firmed the effectiveness and accuracy of various statisti-
cal methods. The use of methods such as T-test, CUPED,
CUPED++ and Bayesian Estimator demonstrated their abil-
ity to adequately correct and analyse data, as well as adapt
to specific experimental conditions.

Comparing the effectiveness of methods

The T-test method is effective in simple situations where
the data are normally distributed, and the samples have
similar variations. The results showed high accuracy at

small sample sizes, but as the sample size increases, its
speed and accuracy decrease due to high resource require-
ments. CUPED provided improved accuracy by correcting for
variation, which reduced the standard error. It demonstrat-
ed high speed in cases where the prior data was well repre-
sented, but its performance may be reduced when large and
complex datasets are present. In addition, CUPED++ has
shown significant improvements in accuracy and efficiency
compared to CUPED due to advanced modelling and opti-
misation. The speed of execution remained high even when
processing large datasets, making this method very suitable
for complex experiments. Bayesian Estimator demonstrated
a high level of accuracy by using prior knowledge and new
data. The processing speed depended on the complexity of
the models and the sample size. Typically, this method takes
longer to compute, but its ability to account for uncertainty
makes it useful for complex tasks. The analysis showed that
each method has its advantages and limitations (Table 1).

Table 1. Comparison of statistical analysis methods

\ Method Advantages Limitations Application examples
‘ Easy to use Sensitive to data distribution Comparison of mean values between two
‘ Ttest Fast in calculations Requires data to be normal groups in medical research

-tes

Suitable for small samples

This may be inaccurate for large
samples

Comparison of results before and after the
intervention in the social sciences
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Table 1. Continued

Method Advantages Limitations Application examples
Reduces the impact of ) -
P Requires preliminary data
variations q P y Evaluating the effects of advertising
Improves the accuracy of . . campaigns based on previous performance
CUPID estimates Can be difficult to implement
. . . Analysing the results of educational
Uses previous data for May be less effective with - . :
X . o : programmes with correction for previous
correction insufficient information achievements
Further improvements to B -
More difficult to implement .
CUPED P Analyse the effectiveness of new products
CUPED++ Improves accuracy and May require more computing based on comprehensive preliminary data
efficiency resources
Suitable for big and complex | May be slower when processing Evaluating the impact of new teaching
data large datasets methods on many participants
Considers prior knowledge ) ) . . )
and uncertainty Slow in calculations Risk assessment in financial models
Bayesian Provides a probabilistic Can be difficult to understand and | Probability modelling in medical research for
Estimator approach to valuation implement complex hypotheses
. ) Requires setting up models and | Comparing effects in experimental studies with
Flexibility in modelling selecting preliminary distributions little data

Source: compiled by the author

The choice of the most effective method depends
on the specific conditions of the experiment. For simple
problems with small samples, T-test or CUPED are suita-
ble. For complex problems with large data sets, CUPED++
or Bayesian estimators are more appropriate. Moreover,
if speed and simplicity are important, T-test is a good
choice. For accuracy and variance correction, CUPED and
CUPED++ are better options. And Bayesian Estimator
should be used for tasks where prior knowledge and un-
certainty need to be considered.

In general, it is recommended to choose a method
based on the specific requirements of the test. Opportu-
nities for further improvement include the integration of
new algorithms to increase processing speed and optimise
resource usage. Improvements in methods can also include
improving the accuracy of estimates and reducing the cost
of processing data in complex environments.

Discussion

The findings highlight the importance of improving A/B
testing methods and the importance of applying improved
approaches to ensure greater accuracy and efficiency. The
main emphasis was placed on comparing the traditional
T-test with newer methods such as CUPED, CUPED++ and
Bayesian Estimator. Studying and comparing the meth-
ods under consideration provided a better understand of
their effectiveness in different conditions and choose the
most appropriate tool for specific tasks. Analysis of similar
works also helps to identify improvements and enhance-
ments, which contributes to the further development of
statistical analysis methods.

The study results demonstrated the high accuracy of
A/B testing methods. While C. Allard & E. Marchand (2024)
studied Bayesian methods for loss estimation, showing
the advantages of such approaches in reducing errors, this
study emphasises that the Bayesian approach also pro-
vides high accuracy, but has high requirements for com-
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puting resources and time. The difference is that H. Zhou
& H. Zou (2024) proposed a flexible Box-Cox model to im-
prove linear hypothesis testing in high-dimensional mod-
els, while the present study focuses on corrected transfor-
mations for more accurate analysis in experiments. Thus,
this study shows that specific corrections in transforma-
tions can significantly improve accuracy when dealing with
large amounts of data.

While Y. Jin & S. Ba (2022) developed methods for
reducing variance in online experiments using machine
learning and cross-fitting techniques, which can reduce
variance by up to 80% compared to traditional methods
and up to 30% compared to CUPED, this study analysed
different approaches to accelerating A/B testing, includ-
ing CUPED, CUPED++, and Bayesian Estimator. Although
CUPED already shows a significant reduction in variance,
the improved CUPED++ and Bayesian Estimator demon-
strated even greater accuracy and efficiency compared to
this method. In addition, D. Ochieng (2024) demonstrated
a hypothesis testing method, namely the two-stage ran-
domised p-value (RAND2 p-value) method, which com-
bines standard and adaptive approaches to test the inter-
val composite null hypothesis. The same study on testing
acceleration methods emphasises that while standard
approaches can be useful, advanced methods provide sig-
nificant improvements in accuracy, especially in complex
experimental settings due to advanced adjustments.

The difference between the results of O. Dogan et
al. (2020), who demonstrated a Bayesian test for testing
simple null hypotheses, and the present study is the focus
on adjusted quadratic loss functions, which provide high
resistance to parametric non-specification, which is espe-
cially useful in cases of large samples. At the same time,
K. Kachiashvili et al. (2023) reviewed different approaches
to hypothesis testing in sequential experiments, focusing
on the advantages and disadvantages of Wald, Berger, and
Bayesian tests. This study showed that the new methods
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provide significant improvements in accuracy for complex
experiments through specific optimisations and modelling.

According to J. Liley & C. Wallace (2018), new estima-
tors for the false rejection rate based on kernel density es-
timates provide the smoothness of the outlier regions but
do not increase the power. The results of this study con-
firmed that the CUPED++ and Bayesian Estimator methods
not only increase the power of the estimators but also im-
prove the accuracy in complex experiments, which is an ad-
ditional advantage over traditional approaches. A. Cissé et
al. (2024) presented methods for improving Bayesian opti-
misation using expert hypotheses, which demonstrated a
significant acceleration of the search. The study confirmed
that the integration of expert knowledge can significantly
improve efficiency compared to basic methods, especially
in real-world problems.

Moreover, E. Deiri (2021) showed that expected and
hierarchical Bayesian estimators converge to zero in dif-
ferent distributions. The present study also confirms that
these approaches are effective, but the improved models
provide greater accuracy in specific distributions. R. Kelt-
er (2020) analysed Bayesian tests for comparing two groups
and showed that these methods show differences in con-
trolling first- and second-order errors compared to fre-
quency-based methods, which requires a careful balance
in practical research. The current study on A/B testing
also confirmed that Bayesian approaches provide distinct
characteristics compared to traditional methods, which in-
creases the accuracy of hypothesis testing.

This study complements the research of C. Francq &
]J.-M. Zakoian (2022), in which tests for testing hypotheses
about symmetry and quantile assumptions were developed,
as it confirms that such tests are effective for risk manage-
ment and statistical analyses, although the specific para-
metric corrections in the study demonstrate even better
adequacy for the conditional average. Additionally, F. Ber-
tolino et al. (2024) showed that the “Bayesian Divergence
Measure” is consistent and invariant, simplifying interpre-
tation compared to the traditional “Full Bayesian Signifi-
cance Test”. This is supported by the current study, which
demonstrated that the new approach can be more effective
in specific conditions.

Improving the closed-form testing method for multiple
hypotheses in a study by Z.-H. Lu (2020) has increased the
power of detecting false hypotheses. The results obtained
in the current work also confirmed that the new methods
provide improved error control, for complex tests. On the
other hand, B. Duthie (2024) reviewed various t-tests and
non-parametric alternatives, emphasising the importance
of choosing the appropriate test. The present study showed
that the new techniques demonstrate significant accuracy
advantages when dealing with complex datasets.

In addition, J. Tang & H. Dette (2024) presented ways
for shared estimating model parameters, including meth-
ods for constructing simultaneous confidence intervals
for the link function and testing joint hypotheses, which
confirms their effectiveness. This indicates the relevance
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of such research methods in constructing confidence in-
tervals and testing joint hypotheses, as shown in the cur-
rent study. And while T. Raykov et al. (2022) confirmed the
strong convergence of the Bayesian estimator of the medi-
an of the posterior distribution to the true parameter, the
present study obtained similar results, which showed the
advantages of Bayesian estimators in large samples.

The Bayesian factor methodology for testing hy-
potheses about the null values of parameters, developed
by N. Sekulovski & H. Hoijtink (2023), has demonstrat-
ed clear characteristics regardless of sample size. In the
current study, it was shown that the Bayesian Estimator
provides high accuracy in models with many parameters
and non-parametric data, but its efficiency may decrease
when the sample size is insufficient. In turn, the model for
analysing the decision-making process by L. Chauvet &
D. Cruz (2024) showed that sensitivity to gains and losses
affects decision-making. The results of the present study
confirmed these findings, demonstrating the importance of
sensitivity in choosing more profitable alternatives.

Lastly, the developed stratified selection method for
random simulations presented by S.M. Baik et al. (2023)
reduced the variation in estimates through a two-stage op-
timisation, and the findings in the current study confirmed
that improved testing methods improve accuracy in cas-
es with uncertain models. S. Khatami (2020) developed a
“flow mapping” method to improve model accuracy, which
demonstrated greater reliability than traditional metrics.
In this context, the study found that an improved version
of A/B testing provides significant improvements in the ac-
curacy and speed of processing large datasets through ad-
vanced modelling and optimisation, which also contributes
to improved model accuracy.

Thus, the study highlights the importance of improv-
ing A/B testing methods, demonstrating significant im-
provements in accuracy and efficiency when compared to
traditional methods such as T-test. The identified improve-
ments, including CUPED, CUPED++ and Bayesian Estima-
tor, showed advantages in improving accuracy, especially
when working with large data sets. Overall, the results
showed that the integration of new methods and optimi-
sations provides significant benefits in statistical analysis
and modelling.

Conclusions

The study provided a detailed look at various A/B testing
methods, including T-test, CUPED, CUPED++, and Bayesi-
an Estimator. The results included a demonstration of the
A/B testing process, and a comparison of statistical analysis
methods based on simulations and practical applications.
The study determined that the T-test shows good accuracy
with small samples, but its performance decreases with in-
creasing data volume due to high computing requirements.
The CUPED method improves accuracy by correcting for var-
iations, but its effectiveness decreases when processing large
and complex data. The updated version of this method pro-
vides a significant improvement in both accuracy and speed
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of data processing, particularly for large datasets, due to im-
proved modelling. In addition, Bayesian Estimator achieves
high accuracy by using prior knowledge but requires signifi-
cant computing resources and time to implement.
Recommendations arising from the work include op-
timising the choice of method depending on the specific
conditions of the experiment. For simple tasks with small
samples, traditional methods such as T-test are suitable,
while for large and complex datasets, it is advisable to use
advanced versions of CUPED or Bayesian Estimator.

into new approaches to data processing and improved
statistical analysis methods are also important for further
progress in this area. To improve the results obtained in
the future, efforts should be focused on optimising com-
putational costs, developing more versatile models that
can handle different types of data and experimental con-
ditions, and improving algorithms that automatically
adapt to changing parameters.
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MokpaweHi MeTogu npuwieualieHHS A/B TecTyBaHHS
AN OLiHKU NAPAMEeTPUYHMUX rinoTes:
nopisHaHHS T-test 3 CUPED, CUPED++ Ta Bayesian Estimator

ApTtyp Mapkos

AcnipaHT

KuiBCbKMin HOLIOHANBbHWI YHIBEpCUTET iMeHi Tapaca LLesueHka
01033, Byn. Bonogmmmpcbka, 60, M. Kuie, YkpdiHa
https://orcid.org/0009-0000-5222-4397

AHoTauig. MeToro moctigkeHHsT Gy/I0 TOPIBHSIHHS METOZiB CTaTUCTUYHOTO aHAIi3y [Jisl TIOKPAIEeHHST TeCTYBaHHS
a’nbTepHaTUB. Y NOCIiI>)KeHHI OLiHIOBaAMCS YOTMPY OCHOBHI METOAM : KTaCMYHMIL T-TecT, TpafulliiiHunii i BIOCKOHa/IeHUIt
MeTOJ, KOHTPOJIbOBAaHMX EeKCIIepPMMEHTIB 3 BMKOPUCTAHHAM IepenekcrnepuMeHTanbHux gaHux (CUPED), a Takox
BajieciBcbkuii orjiHioBau. OCHOBHi pe3y/nbTaTM BK/IYAIM [JeMOHCTpallilo mpoiecy A/B TecTyBaHHS, a OmIMcCaHi
MeTOAY CTaTUCTMYHOTO aHali3y BKJIIOYAAM [eTalbHi XapaKTePUCTUKU Ta MPUKIALM BUKOpPUCTAHHS. MoJentoBaHHS
Ta MpaKTUYHe 3aCTOCYBaHHS MoKa3auu, mo T-TecT 3a6e3meuye BUCOKY TOUHICTh NMPU HEBeIMKUX BMOipKax, ajie itoro
edeKTMBHICTb 3HMKYETHCS 31 361/bLIIEHHSIM PO3Mipy BUOiIpKM uepe3 BUCOKi BUMOTH [0 pecypciB. KaabKyasiTOp AJ1s1 IIbOTO
MeTOJy IIPOAEMOHCTPYBaB e(heKTUBHICTD Y MPOCTUX 3aBJAHHSX, ajie MaB 0OMesKeHHSI TPU POOOTI 3 BeIMKUMU JaHUMU.
Tpaguuiitamii meton CUPED mokasaB miABuMINeHY TOYHICTh 3aBIsKM BapialliiiHiii Kopekuii, ajie iioro epekTUBHICTh
3HMKYETHCSI TPYU POOOTI 3 BeIMKUMM Ta CKIAAHMMY HabopaMu faHuX. Hamucana mporpama ijist IibOro MeTOoLy Iokasasa
CBOI0 e()eKTUBHICTh y BUIIAZKaX, KO MIOTIepeIHi JaHi Jo6pe mpeacTaB/eHi, aie ii MoxkiIuBocCTi o6meskeHi pu 06po6Iii
BeIMKUX MacuBiB maHMX. BoockoHaslleHa Bepcist 3abesneumsa 3HAUHEe MOKpAIlleHHs SK TOYHOCTi, TaK i IIBUAKOCTI
06p06KIM, 0COOINBO [IJIsI BEIVMKUX HAOOPiB aHMX, 3aBISIKM BIOCKOHAJIEHOMY MOJIEJIFOBAHHIO Ta ONITUMI3allii. PesyiabraTt
pPO6GOTY KOLY MiATBEPAIIN, IO Lieil MeTOZ, € BUCOKOe(eKTUBHMUM JIJIsI CKJIaJHUX eKCIIePUMEHTIB, 0COOIMBO Ipu 06pobIii
BenMKux ob6cariB janux. Kpim toro, BaiteciBcbkuit o1jiHIOBa4 IPOAEMOHCTPYBAB BMCOKY TOUHICTb 3aBISIKM iHTerpariii
ToTepeHixX 3HaHb, aje BMMaras 6iyibliie 06UMCIIOBAaIbHUX pecypciB i yacy. IlnaTtdopma, 110 BUKOPUCTOBYBAIACS JIJIst
LIbOTO MeTOZy, IPOJeMOHCTpYBajia 3/aTHICTb BpaxOBYBaTM HEBM3HAUEHICTh, ajle BUMarasjaa CKIaJHMUX HaJalITyBaHb
Mozeni. Pe3yapTaTi MigKpecaywiu BaXKIMBICTh BMOOPY BiAMOBiZHOTO MeTOAY CTATMCTUYHOTO aHaIi3y 3aleskHO Bif
MacuTaby Ta CKIaSHOCTI JaHuX IJ1s 3a6e3MeueHHs ONTUMaabHOI TOYHOCTI Ta e()eKTUBHOCTI TeCTyBaHHS

KniouoBi cnoBa: cratucruydmii aHami3; KOpeKLis Bapiaiiii; eQekTUBHICTb MigXomiB; 06podKa HAaHMX; MOLEIIOBAHHSI
eKCIIepUMEeHTiB
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