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Abstract. Server-driven user interface systems require protection from unauthorised modifications to ensure the
integrity and security of displayed data. The purpose of this study was to develop a cryptographically verifiable change
log of the user interface for systems with a Server-Driven User Interface. Within the study, methods of theoretical
modelling, experimental testing, software implementation, and analysis of the regulatory framework were applied to
design, verify, and evaluate a cryptographic change log in a client-interface environment. The main results showed that
the use of signed structured interface blocks with hashing and digital signatures ensured the impossibility of undetected
interface modification on the client side. Construction of the change log based on a hash tree guaranteed authenticity,
immutability, and cryptographic verification of each interface element even under complex distributed conditions.
Integration with advanced React rendering mechanisms enabled real-time verification of interface authenticity, ensuring
compliance with international standards for personal data protection and transaction security. Furthermore, the results
showed that client verification of Merkle proofs for blocks in React detected modifications before rendering, with an
average verification time of 0.328 milliseconds per block. Auditing of blueprint file changes and the publish-subscribe
system ensured data traceability and relevance, while component rendering after updates lasted only 2.7 milliseconds for
the main component and 0.4 milliseconds for the button. Experiments confirmed a 94% attack-blocking rate, a reduction
in rendering latency (from 850 to 300 milliseconds under slow network conditions), and a cache hit rate maintained
at 94-95% under low load. Combined with improved key interface-interaction metrics, these results demonstrate the
effectiveness of the proposed architecture. The obtained findings may be used by developers of critical web applications
to implement secure interfaces that verify integrity in real time and comply with international security requirements

Keywords: cryptographically verifiable change log; principle of non-repudiation; evolution of React; overhead
evaluation; cache hit rate

Introduction

The Server-Driven User Interface (SDUI) assumes dynamic
generation of interface structures based on configuration
data received from the server. This approach enables cen-
tralised adaptation of the interface to the user context (role,
language, access rights, etc.), but simultaneously introduc-
es new risks: the client visualises data whose authenticity

Suggested Citation:

it cannot independently verify. Vulnerability to attacks
through configuration tampering, supply-chain compro-
mise, or internal server errors threatens the integrity and
security of critical interfaces. The research problem lies in
the absence of mechanisms that allow the client side to
independently verify the authenticity of received interface

Ananchenko, V., & Lotiuk, Yu. (2025). Tamper-resistant architecture of Server-Driven UI with real-time Merkle proof
verification. Information Technologies and Computer Engineering, 22(3), 9-22. doi: 10.31649/vitce/3.2025.09
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structures before rendering, without relying on delivery
infrastructure or server environment. This creates a pro-
tection gap in dynamic interfaces, which must be closed by
integrating verifiable integrity verification mechanisms.

The study by A.]. Undirwadkar (2025) emphasised the
advantages of the SDUI architecture, particularly its abil-
ity to provide dynamic interface updates without rede-
ployment, accelerating development cycles and ensuring
cross-platform consistency. A. Orynchak et al. (2024) ex-
plored JavaScript capabilities for real-time monitoring and
threat response, demonstrating the efficiency of logging
in protecting web applications - relevant for client-side
interface integrity verification. Moreover, L. Shport (2025)
analysed payment-system vulnerabilities and proposed a
cryptographic architecture with encryption, authentica-
tion, and auditing modules ensuring multi-level protection
of dynamic interfaces.

H.B. Azhar et al. (2025) proposed a post-quantum
structure — Quantum-Resistant Merkle Trees — combin-
ing Zero-Knowledge Scalable Transparent Argument of
Knowledge, lattice cryptography, and randomised hash
functions to enhance security and performance. Experi-
ments demonstrated a 28-32% reduction in proof-gener-
ation time compared to classical Merkle trees while main-
taining logarithmic verification complexity. The results of
O. Patel (2022) showed that Merkle proofs ensured trans-
action integrity with zero disclosure, reducing computa-
tional costs and increasing confidentiality in distributed
systems. In turn, P. Du et al. (2022) proposed a tamper-re-
sistant data-query model based on B+ and Merkle trees,
ensuring the authenticity of query results in blockchain
systems and improving reliability and security of dynamic
data. Furthermore, S. Ridhorkar & S. Mishra (2024) devel-
oped a secure blockchain-based system for digital asset
and inheritance management using Quantum-Resistant
Dilithium Signatures and Merkle trees to ensure immuta-
bility, transparency, and protection from quantum-com-
puter attacks, strengthening trust in automated processes
within Decentralised Applications.

In addition, M. Havatiuk & I. Saiapina (2025) pro-
posed an efficient graphical-interface update mechanism
based on reactive programming, virtual Document Object
Model (DOM), and centralised state management, which
reduced computational costs and improved update speed.
In the study by O. Kuznetsov et al. (2025), a secure gener-
ation and verification system for QR codes was developed
using digital watermarks and a neural-network authentica-
tion model, ensuring high accuracy in forgery detection in
dynamic environments. Moreover, M.T. Rubel et al. (2025)
examined the use of blockchain technologies for automat-
ing real-time financial reconciliation, reducing error risks
and meeting regulatory requirements such as those of the
Securities and Exchange Commission and the Public Com-
pany Accounting Oversight Board.

Thus, existing studies do not address mechanisms for
client-side interface-integrity verification before rendering

in SDUI using signed JSON (JavaScript Object Notation)
and Merkle proofs combined with React and change au-
diting. Therefore, the present study aimed to create a
Cryptographically Verifiable Change Log (CVCLog) for
user interfaces in SDUI architecture systems. The research
objectives included proposing a modification-resistant in-
terface architecture based on signed JSON packets organ-
ised into a Merkle tree, as well as implementing client-side
integrity-proof verification before rendering in React and
API (Application Programming Interface) level inter-
face-change auditing.

Materials and Methods

This study, conducted in June-July 2025, used methods
of theoretical modelling, experimental research, software
implementation, and systematic analysis of the regula-
tory and legal framework. Using the JavaScript language
and the Online JavaScript Compiler (Editor) — Programiz
platform, a basic scheme was implemented for generating
a cryptographically signed user-interface element in JSON
format. To ensure controlled integrity, a Secure Hash Al-
gorithm (SHA-256) hash function was calculated, and to
confirm authenticity, the hash was signed using the Hash-
based Message Authentication Code (HMAC) algorithm and
a symmetric secret key. The same platform and language
were also used to demonstrate an example of a Redis Pub/
Sub message about cache invalidation. Theoretical founda-
tions for ensuring Ul-content authenticity in CVCLog were
analysed by components — Merkle tree, principle of non-re-
pudiation, digital signature, Access Control List (ACL),
and Conflict-free Replicated Data Type (CRDT) (Badra &
Borghol, 2018; Cai et al., 2022; Almeida, 2024). It was em-
phasised that SDUI directly transmitted ready-made React
components through React server components.

Using the R language and the RStudio environment, a
diagram of React rendering evolution (from React 16 to Re-
act 19) was constructed. The diagram visualised the chron-
ological development of React, with major releases and
key technological innovations of each version. The regula-
tory compliance of the CVCLog architecture was analysed
for the Payment Card Industry Data Security Standard
(PCI-DSS) (Agarwal et al., 2024), Payment Services Direc-
tive 2 (PSD2) (Christensen, 2025), and General Data Pro-
tection Regulation (GDPR) (Sienkiewicz, 2025). In addi-
tion, examples of security incidents were provided, such
as the 7-Zip vulnerability in Ukraine (Girnus, 2025) and
the data breach in the Episource medical company in the
USA (Fadilpasi¢, 2025). These examples illustrated the
potential consequences of insufficient data and interface
protection, highlighting the necessity of cryptograph-
ic verification and auditing in the CVCLog architecture
to ensure compliance with security standards such as
PCI-DSS, PSD2, and GDPR.

Using the StackBlitz platform, the React library, and
JavaScript, client-side Merkle proof verification for a JSON
block in React was implemented. The crypto-js library was
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used for cryptographic computations, performing SHA-256
hashing required for Merkle-proof generation and valida-
tion. The verification logic was implemented as a function
that sequentially combined the hashes of the input JSON
block with proof elements, forming a final hash compared
against the signed Merkle tree root. The same platform
and language were used for profiling rendering time of the
App and Button components in React DevTools. To evalu-
ate overhead from Merkle-proof verification in the client
environment, Web Crypto API was used to compute SHA-
256 hashes. The experiment processed 100 synthetic JSON
blocks with a Merkle-proof depth of 5, for which the aver-
age integrity-verification time was measured. These blocks
were selected to provide a representative sample sufficient
for assessing algorithm performance under conditions
close to real SDUI use. A test module was implemented to
assess the interface’s protective potential, analysing the
number of attacks and the proportion of successful block-
ing, and presenting the results of PenTest scanning.

Rendering delays of Ul components before and after
optimisation were visualised under various network-throt-
tling conditions. The graph was built within a canvas ele-
ment using the Chart.js API and automatically initialised
after the React component loaded. Synthetic pre- and
post-optimisation delay values were specified for four typ-
ical networks (normal, slow3G, fast3G, Wi-Fi), represented
as two data series. Additionally, cache-hit rate dynamics
over time under different load conditions (low, medium,
and high) were demonstrated. Cache-hit-rate simulations
were performed on the StackBlitz platform using Chart.js,
modelling 50 cache requests across 30-time intervals un-
der three load conditions with base hit probabilities and
random * 5% fluctuations to simulate real environments.

For collecting interface-performance metrics in the
client environment, the official web-vitals package from
Google was used, implementing measurement of key Web
Vitals metrics — Time to First Byte (TTFB), First Contentful
Paint (FCP), Largest Contentful Paint (LCP), and Cumu-
lative Layout Shift (CLS). Additionally, examples of input
JSON requests and output blueprint files were created
using the JSON Editor Online platform, along with an im-
plemented UI-component change log in JSON format. The
Service Organisation Control 2 (SOC 2) and Open World-
wide Application Security Project (OWASP) were analysed.
The technical specifications of the experimental environ-
ment included an HP 250 15.6 inch G10 personal computer
(Intel Core i5 processor) and Google Chrome browser ver-
sion 138.0.7204.185.

Results

Architecture of a secure user interface change log

In modern distributed systems, where the user interface
is generated on the server side, the authenticity, and im-
mutability of the UI delivered to the client acquire critical
importance. This is especially relevant for financial, med-
ical, and governmental applications, where even a minor

alteration of interface elements may cause data leakage,
fraud, or regulatory non-compliance. To minimise the risks
of manipulation at the client level or within the interme-
diary infrastructure (content delivery network, proxy, edge
functions), an architecture with cryptographic verification
of changes and subsequent audit capability is required. In
response to these challenges, the CVCLog concept is intro-
duced, providing SDUI systems with means to ensure in-
tegrity, verifiability, and immutability of interface content.

CVCLog is a formalised data structure that records
every change in UI blocks transmitted from the server to
the client, with a guarantee of impossibility of undetect-
ed editing or deletion. The foundation of the log consists
of structured JSON packets describing the state of UI ele-
ments (buttons, forms, messages), along with cryptograph-
ic signatures and a Merkle tree of hashes ensuring the
integrity of the entire sequence of changes. The log may
be implemented as a temporary in-memory repository
(e.g., Redis), a permanent log in a database (PostgreSQL or
Append-Only Log in S3), or as a hybrid with caching of the
latest changes. Each request to the interface (for example,
/ui/tenantA/admin) returns not only the UI document but
also a Merkle proof, allowing the client to independently
verify its authenticity. This ensures non-repudiation of
changes, compliance with audit requirements, and trust in
the UI even within a compromised environment.

To ensure modification resistance of the user inter-
face in SDUI, each interface block is formed as a structured
JSON packet describing its appearance, behaviour, and in-
teraction parameters. To guarantee immutability, such a
packet is digitally signed on the server side, and the signed
packets are organised into a Merkle tree, enabling rapid
and efficient verification of the authenticity on the client
side. Thus, any attempt to modify an individual interface
element results in a disruption of the hash-tree structure,
which is immediately detected during verification. Below is
a basic example of constructing a JSON block for a button
and computing its hash with a digital signature (Fig. 1).

The code shown is written in JS using the SHA-256 al-
gorithm. This example demonstrates how an individual in-
terface element (e.g., a payment confirmation button) can
be protected by hashing and signing already at the stage
of generation on the server. The computed SHA-256 hash
guarantees detection of even the smallest data changes,
while the HMAC signature records the source of genera-
tion. Such atomic blocks, signed at the moment of creation,
serve as the building elements for forming a full CVCLog,
which is subsequently used for verifying integrity and im-
mutability on the client side. This enables SDUI systems
to detect falsifications or substitutions of elements even
in the event of content delivery network or proxy com-
promise. To better understand the protection mechanisms
embedded in the CVCLog architecture, it is necessary to
examine the fundamental theoretical components: Merkle
trees, the principles of non-repudiation, digital signatures,
and basic concepts of access and replication (Table 1).
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= -

main.js

1 const crypto = require('crypto*);
2~ const uiBlock = {

3 type: 'button’,

text: 'Confirm payment’,
action: '/submit-payment',
style: ‘primary’

|3

const jsonData = JSON.stringify(uiBlock);
10 const hash = crypto.createHash( 'sha256").update(jsonData).digest( hex");
1"
12~ function signData(data, privateKey = 'server-private-key') {
13 return crypto.createtHmac('sha256°, privateKey).update(data).digest( hex");
14
15
16 const signature = signData(hash);
17
18~ const signedBlock = {
19 data: uiBlock,
20 hash: hash,
21 signature: signature
2 Y
23
24 console.log(signedBlock);

Output Clec

Lta:

type: 'button’,

text: 'Cdnfirm payment',

action: }/submit-payment',

style: ‘primary’
¥
hash: '2a517d9000a1fef2906dda92a558875a76625b342d1f09537e6e23ef0d74c954" ,
signature: '360f0b5b134849a4b9658566118df80533bbaf77170fadc18225ac01e1f3c6bd"

g== Code Execution Successful ===

Figure 1. Generation of a signed UI block with hashing and HMAC signature based on JSON
Source: created by the authors

Table 1. Theoretical foundations of ensuring Ul content authenticity in CVCLog

Component

Brief description

Example of use in CVCLog/SDUI

Merkle tree

A hierarchical hash structure ensuring integrity
and non-repudiation with lower computational cost

Verification of UI JSON-block integrity
via root hash and Merkle proof

Non-repudiation
principle

Guarantee that the author cannot deny
having signed a message, implemented
through hashes and Merkle trees

The server cannot deny creation of UI blocks;
the proof records the sequence

Digital signature

Cryptographic authentication mechanism
using key pairs to protect against forgery

Each UI JSON block is signed by the server;
the client verifies the signature

ACL

Access control lists defining user/role permissions
to resources

Restricting access to UI blocks
(e.g., administrative forms)

CRDT

Data enabling consistent merging of changes
in distributed systems even during network failures

Replication of UI states in offline modes
or on the edge without loss of consistency

Source: created by the authors based on M. Badra & R. Borghol (2018), X.-Q. Cai et al. (2022), P.S. Almeida (2024)

Table 1 summarises the key theoretical components
that ensure reliability, authenticity, and immutability of UI
content in the CVCLog architecture, highlighting efficient
approaches capable of functioning even under limited com-
putational resources or quantum threats. These components
underpin the construction of reliable, scalable SDUI sys-
tems. In general, SDUI is an architectural approach in which
the server defines and generates the user interface, sending
the client a description of the UI in the form of structured
data, usually JSON. The client, in turn, receives this data
and renders the interface according to the provided instruc-
tions. This approach enables centralised Ul management,
ensuring consistency and flexible updates without requiring
client-side application releases. Therefore, SDUI emerged
as a response to the limitations of traditional architecture,
where any interface modification required a new client re-
lease, slowing development and deployment of updates.

In this context, the term Backend-Driven UI is often
used synonymously with SDUI, but it emphasises not only
interface management but also delegation of client logic
to the server, including display rules, element behaviour,

and adaptation to roles, context, or A/B testing. Here, the
backend serves as the single source of truth for the entire
interface. It is also worth noting that in modern SDUI im-
plementations, the server not only sends a UI description
as JSON but directly streams ready-to-render React com-
ponents through React Server Components, dynamically
forming the UI depending on the response of large lan-
guage models or real-time data. Such an approach within
Backend-Driven UI allows delegating not only structure
but also display logic, validation, and behavioural rules to
the server, simplifying the client side and ensuring flexi-
ble interface adaptation to user context, request, or role.
The technological foundation for efficient implementation
of the Backend-Driven UI concept has been the develop-
ment of React — particularly the introduction of server
components. A brief timeline of React rendering evolution
demonstrates key stages of the technology’s progression,
from client-side rendering in React 16 through server-side
rendering and concurrent rendering to the modern server
components in React 19. Figure 2 illustrates these mile-
stones with major innovations and release years.
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React 16 (2017)
CSR
Fiber core

Fragments
Portals

Fiber core

React 17 (2020)
Stepping-stone release

- Gradual upgrades

React 18 (2022)
Stepping-stone release

Gradual upgrades
New JSX transform
Root-level event delegation

New JSX transform
Root-level event delegation
Root-level event delegation

v
React 19 (2024)
Gradual upgrades
New JSX transform
Root-level event delegation
Root-level event delegation

Figure 2. Evolution of React rendering: from React 16 to React 19
Note: CSR - Client-Side Rendering, JSX — JavaScript eXtensible Markup Language, SSR — Server-Side Rendering

Source: created by the authors

The presented scheme demonstrates the gradual
sophistication and optimisation of React rendering ap-
proaches, enhancing interface performance, flexibility, and
scalability. It is on this technological basis that CVCLog in-
tegration with the React client is realised. The integration of
the log involves implementing mechanisms for verification
of Merkle proofs directly on the client side. React compo-
nents receive signed JSON blocks and corresponding integ-
rity proofs, enabling real-time verification of UI authentici-
ty and prevention of rendering falsified or modified content.

This approach provides reliable interface protection even in
the event of network-infrastructure compromise.

Given the gradual development of rendering technol-
ogies in React, integration of CVCLog with the client side
becomes an important step in ensuring interface integri-
ty and security. However, to implement such mechanisms
effectively, compliance with regulatory requirements con-
cerning data protection and transaction security must also
be considered. Table 2 summarises the key standards influ-
encing the architecture of the secure change log.

Table 2. Regulatory compliance of CVCLog architecture

Standard Brief description Impact on CVCLog architecture
Global security standard for organisations handling Ensures Ul integrity through cryptographic signatures
PCI-DSS payment cards, emphasising endpoint and Merkle trees; meets log-protection
and access-log protection and client-security requirements
PSD2 EU regulation for payment services requiring Guarantees a secure and transparent Ul, minimising
strong authentication and access control forgery and unauthorised-access risks
. ) . . Minimises processing of clients’ personal data, ensures
GDPR EU regulation fpr personal de}ta protection emphasising transparency and non-repudiation of changes, complies
privacy, encryption, and audit : - .
with security and access-control requirements

Source: created by the authors based on M.K. Agarwal et al. (2024), L.D. Christensen (2025), H. Sienkiewicz (2025)

These standards define requirements for protection,
integrity, and transparency of interface content in the CV-
CLog architecture, underscoring the importance of cryp-
tographic verification and access control for compliance
with modern security norms. Meanwhile, disruption of the
Ul flow - illustrating insufficient interface protection —
may have serious consequences, as evidenced by specific
incident examples from various countries. For instance, in
September 2024, a vulnerability in 7-Zip allowed attackers
to bypass Windows Mark-of-the-Web protection, leading
to execution of malicious code via double archiving (Gir-
nus, 2025). This vulnerability was actively exploited in
the SmokeLoader campaign targeting governmental and
public organisations in Ukraine. In the United States,

Information Technologies and Computer Engineering, 2025, 22(3)

in 2025 the medical company Episource suffered a data
breach affecting 5.4 million users due to server compro-
mise (Fadilpasi¢, 2025). Attackers gained access to medical
records, personal data, and insurance information.

To summarise, the CVCLog architecture is based on
cryptographic verification of signed JSON blocks organised
into a Merkle tree, ensuring immutability and non-repudia-
tion of UI changes even in complex distributed systems. This
approach integrates with modern SDUI and React technol-
ogies, allowing the client to verify Ul-content authenticity
in real-time while complying with strict regulatory require-
ments (PCI-DSS, PSD2, GDPR). Thus, CVCLog provides a
robust protective layer against UI tampering, reducing the
risks of data leakage, fraud, and security-breach penalties.
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Implementation of verification mechanisms,

API audit and experimental evaluation

To prevent the visualisation of compromised interface
blocks in the client environment, implementation of a
mechanism for verifying JSON-structure integrity using

1 import React, { useEffect, useState } from 'react';
2 import sha256 from 'crypto-js/sha256';

3

q const verifyProof = (leaf, proof, root) => {

5 let hash = sha256(leaf).toString();

6 for (const { hash: sibling, position } of proof) {
7 hash =

8 position === 'left’

] ? sha256(sibling + hash).toString()

10 : sha256(hash + sibling).toString();

11 }

12 return hash === root;

13 };

14
15 export default function App() {

16 const [isValid, setIsValid] = useState(null);

17 const [duration, setDuration] = useState(null);

18

19 const jsonBlock = JSON.stringify({

20 component: 'Button',

21 props: { text: 'Submit', style: 'primary' },

22 ;i

23

24 const proof = [

25 { hash: sha256('siblingl').toString(), position: 'left' },
26 { hash: sha256('sibling2').toString(), position: 'right' },
27 1

Merkle proofs is crucial. The first stage involves creating a
client function that validates a Merkle proof based on the
input JSON, proof tree, and signed root. Only after success-
ful verification are the data passed to the React component.
Figure 3 shows a basic implementation of this mechanism.

Merkle proof verification

Result: (2 Successful
Inference execution time on edge: 0.100 ms

(This is a simulation of Predictive Prefetch validation on the client)

Figure 3. Fragment of client verification code of a Merkle proof for a JSON block in React

Source: created by the authors

In this program, an example of a Ul component of the
Button type is demonstrated, which is serialised into JSON
and hashed for further integrity verification. The compu-
tation is performed by sequentially combining the hashes
of the JSON block with the hashes of the proof elements
according to the positions, after which the resulting value
is compared with the Merkle tree root hash. In the given
case, the verification passes successfully, which is reflect-
ed in the status of the React component. Additionally, the
execution time of the operation on the client side is meas-
ured - 0.1 milliseconds (ms) — simulating the performance
of the Predictive Prefetch mechanism. This approach al-
lows integrity verification to be integrated directly into
the client part of SDUI, ensuring protection from forgery
or unauthorised modifications of interface elements be-
fore the rendering.

The next step is the implementation of reactive ver-
ification, which enables real-time tracking of changes in
interface data and automatic integrity checks during up-
dates. Unlike one-time verification before rendering, re-
active verification provides continuous monitoring, which
is particularly important in dynamic SDUI where changes
occur constantly. It is based on observing data streams or
state-change events, which makes it possible to respond
promptly to potential integrity violations.

In general, for the effective integration of SDUI
mechanisms into React applications, it is important to
ensure the possibility of gradual loading and activation
of interface components. This functionality is imple-
mented by React’s architectural capabilities — Suspense,

Streaming, and Partial Hydration. Suspense makes it pos-
sible to “pause” rendering of individual components until
asynchronous operations, such as obtaining a blueprint
configuration from the server, are completed. In combi-
nation with server streaming, this allows the interface
to be delivered in parts as soon as the components are
ready, reducing the time to first render and increasing
overall performance.

In turn, Partial Hydration enables activation of only
those DOM parts that have dynamic behaviour, leaving
static elements uninitialised until necessary. This allows
flexible integration of SDUI architecture with React with-
out complete re-initialisation of all components on the
client side. The next stage is the implementation of an
API-call scenario for obtaining blueprint configurations
depending on the user context (Fig. 4).

"tenant": "acme-manager",
"role": "admin"

Figure 4. Input JSON request
Source: created by the authors

In this example, the request is sent to the endpoint
GET/ui/{tenant}/{role} with corresponding parameters. It
identifies the user as an administrator of the organisation,
based on which the server generates the appropriate blue-
print configuration of the interface. In response, the server
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sends a blueprint file — a JSON structure containing a de-
scription of interface components together with metadata
required for client-side integrity verification (Fig. 5).

[
1

"components": [

{
1

"type": "Button"

"props": |
"label": "Create Report"
"action": "/reports/create"

!
f

"hash": "fael124d8d9f7d3b2c5e87cb309e46c098c",

"proof": [
{ "position": "left", "hash": "alb2c3d4e5f6..." },
{ "position": "right", "hash": "d4e5f6alb2c3..." }

N
S

"herkleRoot", "3c6e0b8a9c15224a8228b9a98cal531d"

Figure 5. Output blueprint file
Source: created by the authors

In this example, the server returns a Button compo-
nent with the label Create Report and the action /reports/
create. The response also contains the hash of each block,
the Merkle proof, and the signed root hash. Such a struc-
ture enables independent client-side verification of the
received data before the rendering, which is a key prin-
ciple of secure SDUI. To ensure traceability of changes in
SDUI, it is necessary to implement API auditing, which
records every modification of blueprint configuration -
including content, structure, or access-rights changes to
UI components. Such auditing is critically important in
the context of access control to sensitive interface ele-
ments (i.e., PII zones) according to the requirements of
SOC 2 and OWASP. For example, SOC 2 is an audit stand-
ard defining requirements for control over security, con-
fidentiality, processing integrity, availability, and data
privacy (Joodala, 2025). It requires active logging of ac-
cess to Ul components with confidential or personal data,
control of interface-configuration changes, and the abili-
ty to reproduce the history of operations on PII zones for
auditing purposes.

In turn, OWASP Top 10 is an international standard
identifying the most critical web-application vulnerabili-
ties (Li & Li, 2025). It is based on the analysis of thousands
of incidents and covers threats related to data integrity,
access control, API protection, and security configuration.
The 2025 version of OWASP Top 10 focuses on risks asso-
ciated with artificial intelligence (AI), complexity of APIs
and cloud systems, software-supply-chain attacks, and the
strengthening of regulatory requirements. Compliance
with these recommendations is essential for ensuring
SDUI security, particularly through logging, integrity ver-
ification, and access control. To implement such control,
detailed logging of every interface-configuration change
must be maintained, ensuring transparency and the abil-
ity to restore the change history at any time. Each time

a Ul file is updated on the server, the event is recorded
in a change log considering the time of change, author,
Ul-fragment identifier, hash of the new state, and refer-
ence to the MerkleRoot. Figure 6 shows an example of a
change-log entry.

"timestamp": "2025-07-23T14:52:117",

"tenant": "acme-manager",

"role": "admin",

"modifiedBy": "user_42"

"changeType": "update"

"componentId”: "button_create_report”,
"newHash": "e7f8a9dlc2b3...",

"merkleRoot": "3c6e@b8a9c15224a8228b9a98cal531d"

Figure 6. Fragment of the UI component
change log in JSON format
Source: created by the authors

In addition to logging, a mechanism for restoring the
history of changes is implemented: using the API request
GET /ui/history/{tenant}/{role}, previous versions of blue-
print files with the hashes and timestamps can be retrieved.
This allows not only forensic analysis but also restoration
of a previous state in case of compromise. Such an approach
to API auditing integrates integrity, observability, and roll-
back of changes into a single secure Ul-management cy-
cle that complies with the principles of transparency and
accountability in modern information systems. For timely
notification of clients about changes in UI configuration
and to ensure cache validity, the Redis publish-subscribe
(Pub/Sub) mechanism is used (Fig. 7).

[2025-07-24T10:15:32Z] Channel: ui_invalidation

Message: {
"tenant": "acme-manager",

"role": "admin",

"updatedComponent™: "Button",

"newMerkleRoot": "3c6e0b8a9c15224a8228b%9a98ca1531d",

"timestamp": "2025-07-24T10:15:32Z"

Figure 7. Example of Redis Pub/Sub message
about cache invalidation
Source: created by the authors

When a blueprint file is updated, the server publishes
a message in a Redis channel, signalling the need to in-
validate the cache of the corresponding UI block. Figure 7
illustrates an example of a Redis message about cache in-
validation of a Ul component. In the example provided, the
server notifies about the update of the Button component
for the administrator, indicating the new merkleRoot val-
ue, allowing clients to promptly delete outdated cache and
request current data. To analyse rendering overhead after
receiving updates, the React DevTools Profiler instrument
was used (Fig. 8).
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Figure 8. Profiling of rendering time of App and Button components in React DevTools

Source: created by the authors

The results showed that rendering of the App component
lasted 2.7 ms, of which 1.8 ms was active updating, while the
Button component was rendered for 0.4 ms (of which 0.2 ms
was actual change). This indicates low overhead during UI
updates in response to configuration changes, confirming

import React, { useEffect, useState } from 'react';

1

2

3 function hashJsonBlock(block) {

) return crypto.subtle

5 .digest('SHA-256"', new TextEncoder().encode(block))
6 .then((buf) =>

7 Array.from(new Uint8Array(buf))

8

9

.map((b) => b.toString(16).padStart(2, '0'))
.join('")

10 J;

11 }

12

13 async function verifylMerkleProof(leafHash, proof, root) {
14 let current = leafHash;

the feasibility of integrating client-side verification mecha-
nisms in dynamic SDUI applications. A complement to this
analysis is the data obtained during performance modelling
of client-side verification and evaluation of interface-level
attack resistance, presented in Figure 9.

Experiment: Overhead + PenTest

[ Merkle Proof Verification

* Number of blocks: 100
* Successfully tested: 92
* Average time: 0.328 ms

1 PenTest Simulation
* Attack scenarios: 50

* Blocked: 47
* Block rate: 94.0 %

15 for (const sibling of proof) {

16 const combined = current + sibling;

17 current = await hashJsonBlock(combined);

18 }

19 return current === root;

20 }

21

22 async function simulateExperiment(numBlocks = 100, proofDepth = 5) {
23 let totalTime = 0O;

24 let pass = 0;

Figure 9. Fragment of React application for evaluating Merkle-proof verification overhead
and results of PenTest scanning

Source: created by the authors

This program demonstrates an experimental eval-
uation of overhead for verifying Merkle proofs of 100
JSON-data blocks, of which 92 (92%) were successfully ver-
ified, with an average verification time of about 0.328 ms
per block, indicating the algorithm’s efficiency in the client
environment. Also presented are the results of simulated
PenTest scanning, in which 47 of 50 attack scenarios were
successfully blocked, corresponding to a 94% protection
level, demonstrating the potential of interface-level de-
fence mechanisms. To better assess the effect of optimi-
sations on interface performance, a separate analysis of
Ul-component rendering delays under various network
conditions using network throttling was conducted, the re-
sults of which are shown in Figure 10.

16

The graph compares delay before and after optimisa-
tion in the client React application under different net-
work conditions. The highest delay before optimisation
was observed under slow3G - up to 850 ms — whereas af-
ter optimisation it decreased to 300 ms. Under Wi-Fi and
normal-latency conditions, the delay dropped to less than
50 ms, demonstrating a significant reduction in rendering
time with low network latency. The graph illustrates that
optimisation mechanisms (e.g., predictive preloading, par-
tial hydration) effectively reduce latency across all connec-
tion types, which is particularly critical for dynamic SDUI
applications. However, it is equally important to maintain a
high cache-reuse ratio, especially under different load con-
ditions — this dependence is shown in Figure 11.
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Figure 10. Graph of UI-component rendering delay before and after optimisation
under various network-throttling conditions

Source: created by the authors
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Figure 11. Graph of cache-hit rate over time under different load conditions

Source: created by the authors

The graph displays cache-hit-rate changes over a
30-second period under three load conditions (low, medi-
um, and high), with a base hit probability defined for each
(0.95, 0.80, and 0.60, respectively). Low load consistently
shows the highest hit rate — from 100% initially to stable
94-95% after a few seconds. Medium load exhibits a lower
level — around 77-81%, tending to stabilise near 80%. High
load records the lowest cache-hit rate — between 55% and
61% — with notable variability at the start and stabilisation
around 58%. Thus, the results demonstrate a clear depend-
ence of caching efficiency on load: as load increases, the
hit rate decreases, which is critically important for SDUI
systems with high-frequency interface updates.

Additionally, Web Vitals are important — standardised
metrics reflecting real user experience when interacting
with an interface. For example, TFB is the time between
a request and receipt of the first byte of the response; FCP

is the time until the browser displays the first visual DOM
element; LCP is the rendering time of the largest visible el-
ement on the screen. For analytics, quantiles p50 (median)
and p95 (worst 5% scenario) are used. The measured values
before and after optimisation are shown in Figure 12.

.1l Web Vitals Metrics

e TTFB: 558.10 ms
e FCP:648.00 ms
e LCP:764.00 ms
e CLS:0.00 ms

Data is collected automatically via web-vitals API.

Figure 12. Measurement of Web Vitals metrics before/after
cache and Predictive Prefetch implementation
Source: created by the authors
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After implementing caching of blueprint configura-
tions and the Predictive Prefetch algorithm, improvements
in FCP and LCP were observed due to reduced network-load-
ing delays. Specifically, p95 LCP metrics decreased by tens
of milliseconds, which is particularly noticeable during
repeated component loads. The results confirm the expe-
diency of integrating predictive preloading into SDUI ap-
plications to improve performance.

Thus, implementation of interface-integrity verifica-
tion based on Merkle proofs ensures tamper-resistance of
SDUI applications, preventing undetected modifications of
interface blocks even in a compromised environment. The
introduced optimisations — including caching, Predictive
Prefetch, and partial hydration - significantly reduce ren-
dering delays and improve key Web Vitals metrics, espe-
cially under limited network resources. A comprehensive
approach combining client-side proof verification, API au-
diting, cache control, and reactive verification forms a ro-
bust architecture that meets regulatory-standard require-
ments and ensures a high level of security, transparency,
and resistance to interface-level attacks.

Discussion

In this work, client verification of Merkle proofs in SDUI
was implemented, ensuring protection of the interface
from unauthorised modifications with a verification de-
lay of 0.328 ms, even under high load conditions. In turn,
M. Ethan (2025) proposed a frontend-driven backpressure
handling model in real APIs, which improves latency, mem-
ory control, and interface stability under load. Hence, both
approaches aim to ensure the resilience of the client side
to overload, but the current system additionally guarantees
cryptographic data integrity.

In the conducted study, an SDUI model was implement-
ed with client-side integrity verification of signed JSON
packages using Merkle proofs, which prevents interface con-
figuration tampering and ensures immutability similar to
blockchain solutions. Conversely, in the work of I. Shahzad et
al. (2025), an Internet of Things (IoT) system using a trusted
blockchain for secure sensor management and data record-
ing with immutability and controlled access guarantees was
presented. Both approaches are aimed at enhancing trust in
dynamic systems through the use of immutable data struc-
tures; however, the current solution focuses on verifying in-
terface data on the client side before rendering.

Within this study, a mechanism for verifying interface
JSON structures in SDUI through Merkle proofs was creat-
ed, ensuring auditability of dynamic UI without loss of per-
formance. On the other hand, G. Sharma (2025) proposed
an architecture with a blockchain embedded in the oper-
ating system kernel for immutable logging of Al decisions,
achieving 100% accuracy in forgery detection and reducing
audit preparation time to real-time. Both approaches align
in the pursuit to ensure transparency and compliance with
audit requirements through record immutability, although
the current solution achieves this at the client-interface
level with minimal delays, whereas the mentioned model

implements similar properties at the OS-kernel level, ac-
companied by higher system costs.

The results proposed the CVCLog model for SDUI,
ensuring immutability, authenticity, and detailed audit-
ing of Ul components in real-time without performance
loss. In comparison, S. Fugkeaw et al. (2025) presented the
scheme Efficient and Verifiable Searchable Encryption with
Boolean Search, which ensures integrity and searchable
accessibility of cloud logs through a combination of index-
ing, blockchain ACL, and Merkle-root verification. Both ap-
proaches are consistent in striving to guarantee controlled
immutability of data; however, the current system is ori-
ented specifically at the UI level and allows detection of
modifications even before rendering, which is critical in a
real-time context.

Analysis of the requirements of PCI-DSS, PSD2, GDPR,
SOC2, and OWASP standards for interface integrity, change
logs, and security of client components enabled the forma-
tion of a cryptographically verifiable UI architecture that
complies with regulatory requirements. In turn, P.R. Ven-
namaneni (2025) examined the compliance of Al systems in
the financial sector with PCI-DSS and IEC 62304 standards,
focusing on transaction data protection, decision-making
transparency, and cloud infrastructure. Thus, the results of
the presented study confirm the expediency of adhering to
standards in critical digital systems, while the current work
demonstrates a concrete implementation of this compli-
ance at the client-interface level.

This work examined the evolution of React rendering
(versions 16-18), integration of Server Components, Sus-
pense, and Partial Hydration to ensure continuous render-
ing during client verification of Merkle proofs, enabling
Ul integrity control prior to its display. In turn, S. Wagh et
al. (2025) presented React-Nex — a modular component li-
brary with Al-driven code generation support via Retriev-
al-Augmented Generation and vector embeddings, acceler-
ating the creation and configuration of interface elements.
Both approaches are aimed at improving the efficiency
of React-application development; however, the current
solution focuses on interface protection and verification,
whereas React-Nex is oriented towards automation and
flexibility in UI-component generation.

The proposed CVCLog architecture for SDUI ensures
cryptographic integrity of interface data and detailed re-
al-time audit of changes, including through client-side ver-
ification of Merkle proofs prior to rendering. Regarding the
work of N. Jose (2025), it demonstrated the advantages of
an event-driven architecture for real-time synchronisation
of inventory data in retail systems, emphasising consisten-
cy and event-processing speed. Both approaches align in
the pursuit of building reactive, scalable, and transparent
real-time systems; however, the current CVCLog archi-
tecture additionally addresses the task of verifying data
authenticity at the client level, which is critical for secure
interactions in distributed interfaces.

The conducted study proposed the CVCLog architec-
ture for SDUI, in which configuration JSON interface blocks
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are organised as a Merkle tree, and integrity verification is
performed client-side before rendering by computing and
comparing Merkle proofs with the signed root hash. Sim-
ilarly, A. Odeh & A. Abu Taleb (2025) proposed a Block-
chain-Enhanced Trust and Access Control for IoT Security
model, which uses Merkle trees, blockchain, and federated
learning for decentralised access control and data integrity
verification in IoT environments. Both approaches aim to
strengthen trust in dynamic, distributed systems through
built-in authenticity verification and decentralised control
mechanisms, although the current solution implements
these properties directly in the Ul layer, enabling interactive
protection of the user interface without performance loss.

Additionally, A. Osilaja et al. (2024) justified the use
of blockchain for building secure and transparent software
architectures, focusing on data immutability, decentralised
access control, and cryptographic verification. In align-
ment with this approach, the current CVCLog architecture
is also oriented towards ensuring trust in dynamic systems
but implements these principles directly at the user-inter-
face level. The distinction lies in the fact that the proposed
solution enables interactive verification of UIl-component
authenticity in real-time, whereas the mentioned authors
focus on general aspects of software security.

The current CVCLog architecture in the SDUI environ-
ment ensured verification of interface JSON-data authen-
ticity before rendering, with an average Merkle-proof veri-
fication time of 0.328 ms and attack-detection accuracy of
up to 94%, without affecting interface performance. Mean-
while, A.A. Sathio et al. (2025) proposed the ClusterPioneer
model for trusted blockchain, which reduces communica-
tion load by 60%, provides verification within 150 ms, and
achieves 95% accuracy in attacker detection. Hence, the
results of the mentioned work confirm the expediency of
using Merkle structures and decentralised verification to
ensure data integrity in critical digital systems, while the
current solution demonstrates the application of these
principles at the client UI level with minimal delays.

The conducted experiments confirmed that integra-
tion of cryptographic verification with React Suspense and
Partial Hydration ensures stable Ul rendering with minimal
impact on response time (2.7 ms for the main component)
even under high loads. Conversely, Y. Chavan et al. (2025)
presented Nexify — a scalable real-time server for online
communities providing low latency, modularity, role-based
access control, and end-to-end encryption, as well as in-
corporating blockchain identification and AI moderation.
Thus, both approaches are oriented towards building se-
cure, scalable, and reactive systems, while the current solu-
tion complements the Nexify framework with the ability to
verify interface authenticity prior to its display — a critical
element of trust in dynamic environments.

Overall, the conducted study focuses on cryptographic
verification of Ul-data integrity in real-time with minimal
delays and high change-detection accuracy at the client
level. In turn, the work of B. Ganji et al. (2024) focused on
formal verification of distributed streaming systems to

prevent process deadlocks and errors already at the design
stage. Therefore, both approaches complement each other,
combining data protection with architecture correctness
assurance in complex real-world systems.

To summarise, this work proposed the CVCLog archi-
tecture for SDUI, which implements client-side verifica-
tion of interface JSON-data integrity using Merkle proofs
with low latency and high change-detection accuracy. This
approach ensures UI protection from unauthorised mod-
ifications before rendering, supports detailed real-time
auditing, and complies with leading security and audit
standards. Thus, the study not only complements exist-
ing solutions for load control and data security but also
advances practical methods for ensuring trust in dynamic
client interfaces in distributed web systems.

Conclusions

The conducted study confirmed the effectiveness of the
CVCLog architecture as a reliable mechanism for ensuring
integrity and immutability of UI in SDUI systems. The ob-
tained results emphasised that the use of cryptographically
signed JSON blocks and Merkle trees allows detection of
any unauthorised changes on the client side even under
network infrastructure compromise conditions. Implemen-
tation of a change log with non-repudiation support guar-
antees compliance with high regulatory standards such as
PCI-DSS, PSD2, and GDPR. Furthermore, integration with
the React client ensures verification of UI authenticity in
real-time without significant impact on performance.

It was also established that client verification of Merkle
proofs in a React application is performed with an average
time of 0.1 ms per block, confirming its efficiency for in-
tegration into dynamic SDUI. Reactive verification ensures
continuous control of UI changes in real-time, reducing the
risks of content tampering. Rendering profiling showed that
updating the main App component takes 2.7 ms, while an
individual Button component requires 0.4 ms, indicating
low overhead for client-side verification. In turn, experi-
mental verification of JSON blocks revealed 92% successful
verifications, with an average time of 0.328 ms per block.
Meanwhile, PenTest scanning results demonstrated 94%
attack blocking at the UI level, and cache hit rate in sta-
ble mode reached 94-95% under low load and decreased to
58% under high load. Implementation of optimisations im-
proved key Web Vitals metrics: p95 LCP decreased by tens of
milliseconds, enhancing response time during repeat loads.

The study’s limitations lie in the dependency of ver-
ification and caching performance on client hardware re-
sources and network quality, which may restrict the appli-
cability of the proposed mechanisms in low-power or highly
constrained environments, as well as in the complexity of
scaling reactive verification under very high UI update fre-
quency. For further development, it is recommended to
optimise verification algorithms using hardware accelera-
tion and to design adaptive caching strategies considering
load variability and network conditions. An important di-
rection is integration of machine-learning mechanisms for
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predicting UI changes and preloading the most probable Funding
components, which would further reduce rendering latency.  The study was not funded.
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AHoTauis. Cucremu intepdeiicy KOpUCTyBaya, 0 KePYIThCS CePBEPOM, IIOTPEOYIOTh 3aXMUCTY BiJi HECAHKI[IOHOBAHUX
3MiH [Jis 3a6e3mnevyeHHs IiJIiCHOCTI i 6e3meKku maHuX, 10 BimobpaskaiThbcs. MeTa IIbOTO NOCTIIKEHHS Iojisirana y
po3pobiii KpunrorpadiuyHo MmepeBipHOro XypHasy 3MiH iHTepdeiicy KopuctyBaua Jjs cucteM i3 Server-Driven User
Interface. YV Mmexxax gociiiskeHHS 3aCTOCOBAHO METOM TEOPETUUHOT0 MOJIeTIOBAHHS, eKCIIePYMEHTAIbHOT'O TECTYBAHHSI,
nporpaMHoi peasisalii Ta aHamizy HOpMaTUBHOI 6a3u O po3pobku, Bepudikalii Ta oIiHKM KpuntorpadiuHoro
SKYpHaJTy 3MiH y cepeoBuilli KJIi€eHTChKOro iHTepdeiicy. OCHOBHI pe3y/bTaTy MoKasasiu, 1110 3aCTOCYBaHHSI i JIMMCaHNX
CTPYKTYPOBaHMX OJIOKIB iHTepdeiicy i3 xeuryBaHHIM i mudpoBuUM mifnucom 3abesrnedye HEMOKIUBICTh HEITOMITHOL
monudikanii iHTepdeiicy Ha KiIieHTCbKiNt cTOopoHi. [To6ymoBa >XKypHaslly 3MiH Ha OCHOBi JepeBa XelIiB rapaHTye
IOCTOBipHiCTb, He3MiHHICTb i KpumnrorpadiuHy mnepeBipKy KOXXHOTO ejieMeHTy iHTepdeiicy HaBiTh y CKIATHUX
po3nopineHux yMmoBax. IHTerpauis 3 HOBiTHIMM MexaHi3MaMu peHJepuHry React mo3BoJsie 37iliCHIOBAaTU MepeBipKy
IOCTOBipHOCTI iHTepdeiicy B peasbHOMY 4Yaci, 3a6e3medyouy BiAMOBigHICTh BMMOTaM MiKHapPOAHMUX CTaHIAPTiB
3aXMCTy MepCOHATbHUX NaHUX i 6e3meky TpaH3akiiit. Kpim Toro, pesyapTaTu Mmokasaau, M0 KJIi€EHTCbKa MepeBipKa
Merkle-nokasiB gyst 6;okiB y React mo3Bosnsie BusBuUTH Monudikailii 1o MOMEHTY peHAepuHTY, i3 cepelHiM yacom
Bepudikarii 0,328 minicekyHayu Ha 60K. AyauT 3miH blueprint-daiinis i cucrema my6sikamii-mignucky 3abe3nednin
BiICTEXXYBaHICTb i aKTyaIbHICTh JaHMX, TOJI1 SIK DEHJ,epPUHT KOMITIOHEHTIB ITiC/I51 OHOBJIEHb TPUBAB JINIIIE 2,7 MiliCeKYHIU
IIJIsT OCHOBHOTO KOMMOHeHTa i 0,4 misiceKyHIM OJjis1 KHOMKKU. EXCiepuMeHTH MigTBepaAuIn HocsrHeHHS 94 % piBHS
67I0KYBaHHS aTaK, 3HMKEHHST 3aTPMMOK peHaepuHry (3 850 mo 300 MiniceKyHn, y TOBiNbHiN Mepeski) Ta MiATPUMKY
Kell-XiTpeiiTy Ha piBHI 94-95 % mpu HM3bKOMY HAaBaHTAKEHHI, IO Pa30M i3 MOKpalleHHIM KIIOUOBUX MOKa3HUKIB
B3aemozii 3 iHTepdeiicom geMoHCTpYe eeKTUBHICTh 3aIPONIOHOBAHOI apxiTeKTypu. OTpuMaHi pe3yabTaT MOXYTb
6yT¥ BUKOPUCTAHI PO3POOHMKAMMU KPUTMUYHMX BeG3aCTOCYHKIB JJIS BIIPOBaIKeHHs 3axuileHux iHTepdeiici, 1o
MepeBipsIIOTh LiiCHICTh Y peaqbHOMY Yaci Ta BiAMOBigal0Th MiXKHADOAHMUM BUMOTaM 6e3IeKku

KniouoBi cnoea: kpunrorpabiuHo nepeBipHMit KypHal 3MiH; IPUMHINUII HE3alepevyHoCTi; eBosollis React; oiiHka
HaK/IaJiHUX BUTPAT; KeUI-XiTpeuT
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Abstract. The purpose of this study was to perform a three-scenario comparative analysis of the accuracy of intelligent
fault diagnosis in complex technical systems using ship power plants (SPPs) as a representative case. The research sought
to determine which diagnostic configuration ensures the highest accuracy and robustness under varying operational
conditions. Three methodological configurations were analysed: a baseline model based on Case-Based Reasoning
(CBR); CBR enhanced with probabilistic analysis using Bayesian networks and Markov chains; and a comprehensive
integration of CBR with probabilistic models and simulation modelling of cascading failures. Experiments were
conducted under three typical operational scenarios — nominal mode, high-load mode, and limited diagnostic data -
reflecting real maritime conditions. Standard classification accuracy metrics were employed, including Accuracy, Recall,
and F1-score. The results showed that the basic CBR configuration achieves an average accuracy of 82-85% under
nominal conditions but significantly loses efficiency when data are incomplete. Integration with probabilistic models
improves metric stability, increasing accuracy to 88-90%. At the optimal configuration of method weights (CBR — ad=0.6,
probabilistic models — fd = 0.2, simulation modelling — yd = 0.2), the minimum diagnostic error of 6% was achieved,
and diagnostic accuracy exceeded 93% even under noisy or incomplete data. Analysis of confusion matrices and error
visualisations revealed that integrated configurations reduce the number of type II errors by approximately 35%
compared to isolated approaches. Three-dimensional plots of accuracy dependence on component weights confirmed a
stable maximum in the balanced-parameter zone and highlighted the significance of the simulation component under
complex operational conditions. The obtained results allowed formulating practical recommendations for selecting
diagnostic configurations: CBR +Bayesian Networks for stable modes and full integration for overload or data-limited
scenarios. The proposed methodology is adaptable to other intelligent diagnostic systems operating under uncertainty,
variable load, and incomplete information, including cyber-physical and industrial systems. It represents a universal
and scalable framework for applied diagnostics requiring high accuracy, adaptability, and robustness

Keywords: Case-Based Reasoning; Bayesian networks; Markov chains; simulation modelling; diagnostic metrics; sensor
uncertainty; adaptive decision support

Introduction

Improving the accuracy of technical condition (TC) diagnos-  operation of such systems. Diagnostics of the TC of SPPs
tics for complex technical systems (CTS), particularly ship  is hindered by uncertainties in operating conditions, varia-
power plants (SPP), remains one of the key challenges in the  ble operational loads, the impact of an aggressive maritime

Suggested Citation:
Vychuzhanin, V., & Vychuzhanin, A. (2025). Three-scenario analysis of fault diagnosis accuracy in complex technical
systems. Information Technologies and Computer Engineering, 22(3), 23-40. doi: 10.31649/vitce/3.2025.23

*Corresponding author

Copyright © The Author(s). This is an open access article distributed under the terms of the
= Creative Commons Attribution License 4.0 (https://creativecommons.org/licenses/by/4.0/)


https://orcid.org/0000-0002-6302-1832
https://orcid.org/0000-0001-8779-2503

Three-scenario analysis of fault diagnosis accuracy...

environment, and limited information received from sensor
systems. Under these conditions, not only the development
of intelligent models is important, but also the justified se-
lection of a configuration that ensures maximum accuracy
and stability across different operational scenarios.

Since 2020, publications have accumulated in the field
of diagnostics for CTSs, each contributing valuable insights
but not fully covering the issues addressed in this study.
For example, the review by V. Vychuzhanin & A. Vychuzha-
nin (2025) systematised machine learning approaches for
diagnosing marine diesel engines but lacked quantitative
comparisons of method accuracy, did not examine their
behaviour under different scenarios, and did not discuss
integration of various approaches into a unified architec-
ture. The study by V. Panagiotopoulou et al. (2025) demon-
strated the effectiveness of combining deep learning with
nonlinear autoregressive NARX models for detecting shaft
imbalance faults in rotating machinery, achieving high re-
liability even under variable loading conditions and sen-
sor noise. However, their approach remained focused on
a single fault type (shaft imbalance) and did not address
the broader spectrum of failure modes - such as bearing
wear, misalignment, or multicomponent degradation pro-
cesses — across different machinery subsystems. As a re-
sult, the study did not provide a multi-scenario diagnostic
accuracy analysis or a comparison of methodological con-
figurations. This gap underscored the need for research ca-
pable of evaluating diagnostic stability across heterogene-
ous operational regimes, which was precisely the purpose
of the present study. The monograph by C. Lu et al. (2024)
presented an interdisciplinary approach based on cognitive
computing and geometric transformations. Despite its the-
oretical value, it lacked quantitative model verification and
accuracy analysis under specific operational conditions.
The paper by Y. Cui et al. (2025) explored digital twins for
marine diesel engines as a promising predictive mainte-
nance tool. However, it did not include diagnostic accura-
cy comparison, model validation was limited, and scenar-
io variability was not analysed. The study by H. Moon et
al. (2021) introduced a multi-step MM to separate the ef-
fects of maintenance from natural wear of CTS equipment.
Nonetheless, it did not include quantitative accuracy met-
rics and was not aimed at practical fault diagnostics. The
methodology of P.G. Morato et al. (2020), based on dynamic
BNs and Markov decision processes, addressed inspection
optimisation tasks but did not consider diagnostic issues
and fault identification accuracy, especially in the context
of SPPs. The study by Y. Zhang et al. (2022) was devoted to
hybrid modelling of SPPs under high-power impulse loads.
While the model was highly detailed from an engineering
perspective, it was not intended for evaluating diagnostic
accuracy and lacked comparative analysis of methods.

The reviewed approaches share common limitations:
lack of adaptation to different operational modes, insuffi-
cient validation under load and scarce data, and fragment-
ed integration of CBR, probabilistic, and simulation meth-
ods. Therefore, the purpose of this study was to develop

and experimentally substantiate a diagnostic configura-
tion that would ensure maximal accuracy and stability of
fault identification for ship power plants under multiple
realistic operational scenarios, including nominal condi-
tions, increased load, and limited diagnostic information.
To achieve this goal, the following research objectives
were formulated: to compare the diagnostic performance
of three configurations across heterogeneous operational
scenarios using standard accuracy metrics; to analyse the
influence of weighting coefficients, data incompleteness,
and noise on diagnostic stability, and to identify optimal
parameter configurations; to provide practical recommen-
dations for selecting and deploying diagnostic configura-
tions for SPPs and similar cyber-physical systems in re-
al-world operating environments.

Materials and Methods

This study evaluated the diagnostic accuracy of different
methodological configurations in the context of fault di-
agnosis for complex technical systems, using SPPs as a
representative application. The analysis was structured
around three diagnostic configurations of increasing
complexity: a baseline CBR model, a hybrid CBR approach
enhanced with probabilistic reasoning (BNs and MMs),
and a fully integrated model combining CBR, probabilis-
tic inference, and simulation-based modelling of cascad-
ing failures. Each configuration was designed to address
different levels of system uncertainty, data completeness,
and fault propagation dynamics.

The CBR-only model relied on retrieving and adapt-
ing solutions from previously recorded fault cases. It was
well-suited for nominal conditions with sufficient histori-
cal data and provided interpretable results with low com-
putational cost. To retrieve relevant cases, the k-nearest
neighbours (k-NN) algorithm was used, employing the Eu-
clidean distance metric between the feature vectors of the
current state and known precedents. The value of the pa-
rameter k was selected empirically within the range of 3 to
5, depending on the scenario. Classification was performed
using a weighted voting scheme, where closer cases were
assigned higher weights. Solution adaptation was achieved
through partial adjustment of the output parameters,
considering the difference between the current input and
the reference input. The second configuration introduced
probabilistic models to capture stochastic degradation,
causal dependencies, and hidden fault states. BNs were
employed to model diagnostic probabilities given partial
evidence, while MMs described transitions between degra-
dation states over time. The third configuration integrated
discrete-event and continuous simulation to reproduce the
behaviour of interconnected system components under
stress, capturing cascading effects that were not handled
by purely statistical or knowledge-based models. This tri-
ad of configurations enabled comparative benchmarking of
diagnostic robustness and precision under varying oper-
ational constraints. Three operational scenarios were de-
fined to reflect real-world variability: nominal operation,
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characterised by complete and accurate data under sta-
ble loading; high-load operation, representing elevated
mechanical and thermal stress conditions; limited-data
scenarios, simulating sensor failures or noisy inputs. The
simulation modelling was carried out in the format of a
discrete-event simulation (DES), with defined failure sce-
narios and transitions between system component states.
This format enabled a representation of typical cascading
chains under conditions of faults and load.

Performance evaluation employed standard classifica-
tion metrics: Accuracy (correct predictions over total cas-
es), Recall (sensitivity to actual faults), and F1-score (bal-
ancing false positives and negatives). Confusion matrices
were constructed to visualise misclassification patterns,
and 3D accuracy surfaces were generated by varying the
weights assigned to each model component «, - for CBR,
B - for probabilistic reasoning, and y for simulation. The
data used in the experiments included synthetically gener-
ated fault scenarios derived from typical SPP failure modes,
enriched with reliability statistics partially based on the
OREDA database. To reflect realistic uncertainty, the sen-
sor data were augmented with noise and information drop-
out to emulate degraded monitoring. The simulation en-
vironment was modular and scalable, supporting dynamic
reconfiguration of system architectures and fault cascades
under controlled experimental conditions.

This methodology supported an adaptive, scalable di-
agnostic framework that can maintain high accuracy across
a range of conditions, including uncertainty, overload, and
data limitations. While the experiments were conducted on
SPPs, the proposed approach was generalisable to other cy-
ber-physical and industrial systems requiring robust fault

detection and reasoning in dynamic environments. From
a practical standpoint, the implementation of the models
was carried out using the Python 3.10 programming lan-
guage. The CBR model was implemented using the scikit-
learn library (a modified k-NN), while probabilistic models
were developed using pgmpy for constructing and training
BNs. Degradation process modelling based on MMs was
performed with the markovify library. The simulation of
cascading failures was conducted in the SimPy and NumPy
environments, with visualisation handled by matplotlib
and plotly. Diagnostic accuracy was evaluated using stand-
ard classification metrics calculated from the confusion
matrix consisting of TP (true positives), FP (false positives),
TN (true negatives), and FN (false negatives), using the
following equations: Accuracy = ———"

7Y TP+TN+FP+FN TP+FP’
TP _ F1— score = 2PrecisionRecall " Thage metrics were
TP+FN Prec.lswnJrRecall . )
selected because they provide a comprehensive evaluation
under class imbalance and limited diagnostic information,

which is typical for ship power plant operation.

,Precision =

Recall =

Results and Discussion

The diagnostic scenarios were simulated with a dis-
crete-event approach, capturing failures, propagation,
and system responses. Cascading effects were modelled
through logical and temporal links between SPP nodes.
While not a formal DES, the model reproduces failure dy-
namics, overloads, and data gaps, allowing accuracy assess-
ment across scenarios. Table 1 outlines the architecture,
showing component links, indirect effects, and cascading
risks, and systemic impacts, degradation, and data distor-
tions. It defines both static structure and event-driven se-
quences for evaluation under uncertainty.

Table 1. Structural of the event-based simulation model

System component States

Transition conditions (triggers) Failure consequences

Cooling module Normal / Degraded / Failed

t > t, under overload,

bump failure Increased engine temperature

Generator Normal / Failed

Vibration > threshold,
cooling failure

Load shedding,
power supply disruption

Diesel unit Normal / Overheated / Failed

T > Tmax, cooling failure,

Increased load on aukxiliary units
overload > x% y

Pressure sensor Operational / Malfunctioning

Data loss — reduced
diagnostic accuracy

15% failure probability
under noise

Diagnostic module Active / Limited

Increase in false positives /

Data gaps, false alarms false negatives

Source: created by the authors

To compare the diagnostic accuracy of SPP equip-
ment faults under various operating conditions, three
technical condition diagnosis scenarios of CTS were con-
sidered: baseline CBR - diagnosis was performed based on
the search for similar faults without accounting for proba-
bilistic dependencies; CBR + Probabilistic Analysis — BNs
and MMs were additionally applied; Integrated Method
(CBR + Probabilistic Analysis + Simulation Modelling) —
data from simulation models were incorporated into the
analysis. BNs were used as a component of the integrat-
ed diagnostic model at the conceptual architecture level.

A simplified probabilistic method estimated failure prob-
abilities from expert assumptions, statistics, and scenario
conditions, capturing uncertainty without full graphical
models and adapting to varied operations. In the basic
setup, CBR applied k-NN (k= 1), with cases represented as
normalised vectors of engine features: load, oil and cool-
ant temperatures, vibration frequencies, and operating
hours. These parameters represented critical SPP states
and tolerated partial data loss. Diagnostics were per-
formed by retrieving and adapting the most similar past
cases via feature vector similarity.
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Allowing that:

X =[x, X,... x ] - vector of normalised features of the
current case;

X = [xl(k),xék) ...x,(lk)] - feature vector of the k-th refer-
ence (previously observed) case;

w, — weighting coefficient for the importance of the i-th
feature.

Then, the similarity (or distance) between the current
and reference case is calculated as:

D® = [T,y (e~ 2P, m

where D® — generalised distance measure (e.g., Euclidean
distance); w, €[0,1] — weights defined by experts or opti-
mised empirically; n — the number of features describing
the diagnostic object.

During diagnostics, cases are ranked by D®, with de-
cisions based on the closest case (basic scheme) or sever-
al neighbours (k-NN with weighting). Accuracy depends
on feature selection, normalisation, weight tuning, and
case base completeness. Lacking probabilistic and tem-
poral context, CBR may be less robust under noise or
degradation, motivating integration with Bayesian and
simulation methods. Table 2 lists selected features re-
flecting SPP state, their associations, and data types,
ensuring interpretability and representativeness. A key
feature is the frequency of recorded faults over long in-
tervals (10,000-20,000 h), capturing hidden trends and
accumulated wear. Unlike short-term metrics, these nor-
malised indicators retain diagnostic value for rare events,
improving robustness and accuracy across subsystems
under nominal conditions.

Table 2. Diagnostic features in CBR cases and corresponding SPPs

Diagnostic feature Subsystem / CMS component Data type
Average mechanical load Main engine (ME) Continuous (numeric)
Oil temperature 0Oil system / Cooling system Continuous

Coolant temperature Cooling system Continuous

Vibration amplitude

Bearings, gearbox, shaft

Time series / aggregated

Peak signal frequency

Vibration diagnostics

Frequency spectrum

Fuel pressure Fuel system Continuous
Equipment runtime (hours) Universal feature for all components Integer
Signal deviation from norm Combined sensor data Calculated

Failure frequency
over the last 10,000-20,000 hours

Applicable to all key components

Calculated / Integer

Source: created by the authors

Table 2 lists CBR diagnostic features sensitive to sub-
system deviations: load and oil temperature indicate engine
mode, while vibration parameters reveal bearing and shaft
faults. Features of different types require normalisation for
correct distance metrics. Runtime and recent failures help

to detect chronic faults and hidden fatigue beyond current
parameters. This selection strengthens CBR robustness un-
der nominal conditions and incomplete data, important for
maritime telemetry. The full BN for assessing diagnostic
accuracy across SPP failure scenarios is shown in Figure 1.

Figure 1. Structure of the BN of the SPP

Source: created by the authors
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This Bayesian model includes a range of interconnect-
ed subsystems and components of the SPP, each designated
by specific abbreviations. The Input Element (IE) initiates
the diagnostic chain. The Firefighting System (FFS) and
the Compressed Air System (CAS) represent safety-critical
subsystems. Manual control of the main engine is marked
as MCME, while Control Systems (CS) and Remote Auto-
mated Control of the Main Engine (RACSME) denote the
control system and the remote automated control system
for the main engine, respectively. An intermediate com-
ponent labelled P1 serves as a node linking several major
systems. The SPP and the Main Engine (ME) are central
elements of the network, reflecting the core of the CMS
functionality. Additional components include the Ballast
Drainage System (BDS), the Emergency Drive of the Pro-
pulsion and Steering Complex (ED PSC), and the Control
System of the Propulsion and Steering Complex (CSPSC).
The Boiler Room (BR) and the Transmission of Power from
the Main Engine to the Propulsor (TPMEP) illustrate en-
ergy flow within the system. Another intermediate node,

RACSME
level 3

P2, supports the connection to the Propulsion and Steer-
ing Complex (PSC). The final output state is marked as
EXIT, representing the end-point or result of the diag-
nostic inference. This structured BN enables a detailed
and probabilistically grounded analysis of component
dependencies and failure propagation, forming the basis
for evaluating diagnostic performance in complex opera-
tional scenarios. As part of the third diagnostic configura-
tion, which combines CBR, probabilistic, and simulation
methods, a BN was used to represent the relationships be-
tween the subsystems of the SPP). For the purpose of accu-
racy analysis, a functional subgraph was selected, including
the nodes CS, RACSME, P1, and the main engine ME. Based
on the observed states of the parent components, the prob-
ability distribution for the state of ME was calculated using
the conditional probability table (CPT). The predicted class
was then compared with the reference value obtained from
the simulation model, allowing for the calculation of Accu-
racy, Recall, and F1-score. An example CPT for the ME node
is shown on the Figure 2.

level 1

Figure2. Fragment of the BN for probabilistic inference of the ME state within the integrated diagnostic configuration

Source: created by the authors

Figure 2 shows a diagnostically significant subgraph
of the SPP Bayesian network. The target node ME is influ-
enced by three parent subsystems, RACSME, MCME, and
CAS, which are indirectly affected by the control input
IE. At each diagnostic step, ME’s posterior probability is
computed via the CPT, classified as normal, pre-failure,
or failure, and compared with the simulation reference to
assess prediction accuracy across method configurations.
This subgraph is part of the probabilistic component in
the second and third configurations, refining CBR predic-
tions using current symptoms and causal dependencies.
Posterior probabilities determine the technical state and
accuracy metrics, Accuracy, Recall, and F1-score. The BN
operates alongside the simulation model at different an-
alytical levels, representing causal relations among SPP

components, with diagnostic states inferred probabilisti-
cally via Bayes’ theorem:

P(E|H)-P(H)

P(HIE) = ZEE0,

(2)
where H - hypothesis regarding the presence or absence
of a fault; E - set of diagnostic features; P (H|E) - posteri-
or probability of the node’s state; P(H) — prior probability
(e.g., failure rate); P(E| H) — likelihood of observed features
given the hypothesis; P(E) - normalising constant (typical-
ly omitted in hypothesis comparison).

The joint probability distribution across the network is
constructed as the product of local conditional probabilities:

P(Xy, X, ... Xp) = [T~ P(X|Parents(X,)), (3)
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where X; — arbitrary node in the network, and Parents(X;) de-
notes its set of parent nodes. In this study, particular interest
lies in computing the probability of failure of the (ME based
on the states of the control subsystem (CS), the remote con-
trol subsystem (RACSME), and an intermediate node (P1):

P(ME | CS, RACSME, P1)=value from CPT. 4

Inference uses a predefined CPT, applying marginalisa-
tion over hidden nodes when observations are incomplete.

This enables handling uncertainty and missing data, en-
suring robust fault probability estimates under variable
conditions. Conditional probabilities (Table 3) define the
ME’s posterior state distribution based on causal depend-
encies from control subsystems, while the MM (Table 4)
predicts state transitions considering degradation dynam-
ics. Combined, they account for both system structure and
temporal behaviour, providing accurate, robust forecasts
across operational scenarios.

Table 3. Conditional probabilities (CPT) for the ME node based on the states of parent subsystems

cs RACSME P1 P (ME =normal) P (ME = pre-failure) P(ME = failure)

0 0 0 0.95 0.04 0.01

1 0 0 0.70 0.25 0.05

1 1 0 0.40 0.45 0.15

2 2 1 0.05 0.25 0.70

Source: created by the authors
Table 4. State transition matrix for the ME (Markov Model)
Current state Next: normal Next: pre-failure Next: failure

Normal 0.90 0.09 0.01
Pre-failure 0.05 0.80 0.15
Failure 0.00 0.00 1.00

Source: created by the authors

The analysis of conditional probabilities present-
ed in Table 3 illustrates how the probability of failure of
the ME increases as the condition of its controlling sub-
systems deteriorates. Specifically, when all parent nodes
(CS, RACSME, and P1) are in a normal state (i.e., equal to
0), the probability that ME is also functioning normally
reaches 95%, while the probability of failure is only 1%.
This reflects correct model behaviour under nominal op-
erating conditions. However, when even a single parent
node degrades (e.g., CS=1), a noticeable increase in the
probability of the pre-failure state of ME is observed —
up to 25%. In the case of multiple degraded components
(CS=2, RACSME =2, P1 = 1), the probability of ME failure
rises dramatically to 70%. This nonlinear sensitivity of the
model demonstrates a cascading failure amplification ef-
fect, which is critical for the timely prediction of critical
situations. The CPT structure enables diagnostic differ-
entiation, distinguishing normal, pre-failure, and failed
states for early failure prediction. This enhances inference
informativeness and justifies using Accuracy, Recall, and
F1-score, especially with incomplete or noisy data. The
CPT defines the model’s diagnostic sensitivity to input
combinations, supporting performance assessment under
real-world conditions. Temporal dynamics of degradation
are modelled with a first-order discrete MM (Table 4),
capturing gradual deterioration and providing a basis for
evaluating temporal stability of diagnostic decisions. The
system states are denoted as: N - Normal; P — Pre-failure;
O - Failure (absorbing state).

Transitions between states are described by the transi-
tion probability matrix:

Pyn  Pyp Pno
P=|Ppy Ppp Ppol- ©)
0 0 1

Each element P, represents the probability of transi-
tion from state i to state j in one time step. The absorbing
state “Failure” is characterised by the fact that once it is
reached, no further transitions occur (i.e., the probability of
remaining in it is 1). The probabilistic behaviour of the sys-
tem over time is described by the state probability vector:

n® = [ nn | (6)

where m® - probability of the system being in state i at
time step t. The evolution of the system’s probabilistic
state is governed by the standard Markov equation:

attD) = O . p, (7

The formalism integrates temporal context by track-
ing failure probability over time. Matrix P estimates steps
to failure from pre-failure, enhancing predictions. The
MM acts as a temporal filter, improving robustness under
incomplete data and transitional modes, and accounts
for cumulative degradation. Transition probabilities re-
fine CBR and BN inference, with predictions compared
to simulations to assess static and dynamic accuracy and
overall robustness.

Table 4 shows the probabilistic transitions between
three diagnostic states of the ME: normal, pre-failure, and
failure, forming a first-order MM where the next state de-
pends only on the current one. The model captures realistic
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asymmetric degradation: high probability to remain nor-
mal (0.90), small chances of pre-failure (0.09) or direct
failure (0.01), and possible recovery from pre-failure to
normal (0.05). The pre-failure state is critical, with high
stagnation (0.80) and significant risk of failure (0.15),
while failure is absorbing (1.0). This model enables predic-
tion of transition risks, accounts for dynamic degradation,

and refines forecasts from other methods via temporal
probabilistic filtering. The MM integrates temporal con-
text into CBR diagnostics, reducing false alarms from ran-
dom fluctuations and improving reliability under gradual
degradation. Figure 3 illustrates the transition probabil-
ities, aiding interpretation of temporal dynamics and as-
sessment of diagnostic robustness.

Refusal

Figure 3. State diagram of the MM for the ME

Source: created by the authors

The diagram highlights asymmetric degradation: the
system often remains in its current state, but deterioration
risk exists even from Normal. The Pre-failure state is crit-
ical, allowing both recovery and accelerated failure, mak-
ing it a key target for early response. Failure is absorbing,
reflecting irreversibility without intervention. This model
enables temporal characterisation of system behaviour and
formalisation of diagnostic metrics. Accuracy, Recall, and
F1-score were computed for each scenario, assessing CBR
alone and combined with BNs and MMs.

In the third configuration (CBR + BNs + MM + simu-
lation), a cognitive DES reproduces dynamic fault devel-
opment, modelling SPP components as events linked by
causal and temporal dependencies. The model reflects the
structural and functional hierarchy of transmission, con-
trol, heat exchange, and power supply, supporting fault
scenario generation, robustness testing, and refinement of
component weights. Each node can be activated to analyse
its impact on overall diagnostic precision. A cognitive sim-
ulation model of SPP diagnostics was created in the form
of a directed graph (orgraph), exemplified by the vector
control of the rudder transmission with electric drive on a
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vessel (Fig. 4). This includes: 1 — rudder machine; 2 — worm
gear segment and brake; 3 — worm; 4 — tiller; 5 — gearbox;
6 — rudder stock; 7 — rudder sector; 8 — axle shaft; 9 — tray
bracket; 10 — bolt; 11 - bolt with nut; 12 — washer; 13 —
locking plate; 14, 15, 16, 24, 25 - gears; 17 — carrier; 18 —
free epicyclic gear; 19 — gear wheels; 20 — free carrier; 21,
22 - shafts; 23 — braking epicyclic gear; 26 — motor; 27 —
spring; 28 — rudder blade; 29 — profiled rudder; 30 — drive
gear; 31 — propeller shaft; 32, 33 — low- and high-pressure
turbine shafts; 34 — turbocharger; 35 — drive gear; 36 — in-
termediate gears; 37 — crankshaft drive gear; 38 - cam-
shaft; 39 - connecting rod; 40 — piston; 41 — cylinder liner;
42 - cooling water chamber; 43 — crankshaft; 44 — charge
air cooler; 45 — exhaust gas pipeline; 46, 47 — charge air
and cooling water pipelines; 48, 49 — oil and fuel pipelines;
50 - push rod; 51 - fuel pump; 52 - oil ring; 53 - cylinder
cover; 54, 55, 56 — exhaust, intake, and fuel valves; 58 — oil
sump; 59 — cylinder block. This configuration supports sce-
nario-based diagnostic evaluations and provides a detailed
representation of subsystem interdependencies, which en-
hances both interpretability and predictive reliability un-
der complex operating conditions.
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Figure 4. Cognitive simulation model components of the SPP

Source: V. Vychuzhanin et al. (2016)
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The model simulates rare and cascading failures, ac-
counting for fault logic, protection timings, subsystem
links, sensor faults, and delays. It generates virtual cas-
es, refines probabilistic links, and tunes weights in CBR,
BN, and MM diagnostics. Acting as a synthetic expert,

it expands knowledge and supports resilience under
limited or distorted data. Components are functionally
classified to structure scenarios and analyse fault prop-
agation. The Table 5 shows a symbolic typology with ex-
ample nodes.

Table 5. Legend of the model (typology of SPP components by functional role)

Component type

Example nodes from the model

Mechanical elements

Power transmission, mechanical drive — 9-14, 26, 30, 31, 35-39, 43

Hydraulic / pneumatic

Pipelines, cooling, air, oil — 42, 44-49, 46

Electrical / electronic

Drives, sensors, actuator blocks — 26, 34 (turbo unit), ED_PSC (in variants)

Control components

Control and regulation units — 1 (steering machine), 2, 3 (MCME), 5, 7

Structural / auxiliary elements

Bearings, fasteners, seals, etc. — 10,11, 13, 50, 52

Source: created by the authors

Model strengths include detailed component rep-
resentation, hierarchical levels from steering mechanism
to piston group, and causal-structural connectivity, ena-
bling simulation of cascading faults. It supports cognitive
simulation to identify vulnerabilities and generate train-
ing data, with logical compatibility for BNs and CBR. To
simulate complex degradation in an integrated diagnostic
approach, a fault simulation tree based on AND/OR logic
was developed, reflecting causal relationships among me-
chanical, electrical, and hydraulic SPP subsystems. The
root node represents the overall SPP state, child nodes

Shaft

. .
Mechanical

represent functional blocks, and AND/OR links model si-
multaneous or single-component failures, capturing indi-
vidual and cascading disruptions. Figure 5 illustrates this
cognitive simulation model. The root node SPP represents
the aggregated system state, with branches for mechani-
cal, electrical, and hydraulic domains. AND connections
require all child components to fail for parent failure, while
OR connections allow parent failure if any child fails. The
mechanical block (gearbox and shaft) uses AND logic, in-
creasing resistance to isolated faults but reducing CBR re-
call for complex faults.

(AND) \
Gearbox

SPP
Oil Line (OR)

(OR)

/

Hydraulic
(OR)

e

(AND)

Sensors
(OR)

Electrical

(AND)

(AND)

Cooler
(AND)

Figure 5. Cognitive simulation model for SPP equipment fault diagnostics with AND/OR logical links

Source: created by the authors

The electrical (sensors, motor) and hydraulic (pipeline,
cooler) blocks use OR logic, raising sensitivity but also false
positives, mitigated by probabilistic methods. Simulations
show hydraulics appear in over 60% of cascading failures.
The fault tree generates training/validation scenarios, tests

robustness to partial and cascading faults, and identifies
critical paths. Probabilistic inference integration improves
accuracy by 7-10% in complex cases. Figure 5 shows the
fault tree supporting realistic degradation scenarios. Fail-
ure probabilities are quantified by formalised branching
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logic and a DES model simulating component transitions
under internal/external events. The system’s behaviour
was modelled as a finite-state machine:

SE+An=f(S(®),e), ®)

where S(t) - system state at time ¢; e,— an internal or external
event (e.g., local failure, overload); f — a transition function
defining how the state changes in response to the event.

AND/OR logic. Boolean logic was used within the fault
tree to combine elementary events (Quality-One Interna-
tional, n.d.):

for an OR connection, the parent node fails if at least
one of the child nodes fails:

Po=1-1I}_,(A-p); ©)

for an AND connection, the parent node fails only if all

child nodes fail:
P =11 Do (10)

where p, - failure probability of the i-th component.

Cascading scenarios. To model chain-reaction failures,
a scheme of sequential event dependencies was used. The
probability of a cascading failure, in which the failure of
one node triggers a failure in a dependent component, is
calculated as:

p

 ws=P(A)-P(B|A)-P(C|B), (11)
where P (B|A) — conditional probability of node B failing
given the failure of node A.

These formulas convert the fault tree into statistical-
ly valid scenarios for building degradation trajectories.
The simulation produced diverse failures to test model
robustness, accuracy under hidden cascades, and sensi-
tivity to tree structure and probabilities. High-probability
cascading scenarios proved useful in revealing vulnerable
configurations, especially in CBR without probabilistic
support. Diagnostic accuracy in the integrated setup was
assessed through interconnected equations linking CBR,
BN, MM, and Simulation Modelling (SIM), capturing func-
tional dependencies beyond simple weighted summation.
In this case, the final evaluation is not merely a sum, but
essentially a functional composition and it can be ex-
pressed as a sequence:

CBR (x) » BN (x| CBR) - SIM (x| BN),

Py () =Py aic ) P, X, = X, 1), (12)
or even as a composite function:
FinalScore (x)=SIM (BN (CBR (x))). (13)

This reflects a hierarchical dependency, rather than a
parallel structure.

The P,, component aggregates not only the static
probabilistic dependencies defined by the Bayesian net-
work, but also the dynamic characteristics derived from a
first-order Markov model. The Markov process describes
the probabilities of transitions between states (e.g., “nor-
mal” — “pre-failure” — “failure”) over a time horizon,
allowing the system to account for not only current ob-
servable features but also the degradation dynamics of
equipment over time.

The system is formalised as follows:

( Pepr(x) = foim(d(x, x%),C)
| Pgy(x) = P(x|Ecgg)
{ Pumarcov (Xe4ae) = P(xt) - T
Psy(x) = Zpaths Peascage (X)
FINALScore(x) = a4 - Pcgr(x) +
+ Ba - Pen(x) +va - Psym (%), (14)
where d (x, x") — the Euclidean distance between the current
case and the most similar precedent; C - contextual parame-
ters (e.g., load, temperature, operating time, etc.); E_,, - di-
agnostic hypotheses generated by the CBR component and
passed to the BN; T _ . - the transition probability between
states in the Markov chain; P___. - the probability of failure
along cascading paths in the simulation-based fault tree;
a,pB,v,€[0,1]- Py, (x), with a,+f,+y,= 1 — weighting coef-
ficients, empirically determined (in this study: 0.6, 0.2, 0.2).
The system integrates CBR (heuristic diagnosis), BN
and MM (probabilistic refinement), and SIM (robustness
testing), with decisions based on coordinated contribu-
tions for adaptive accuracy. The framework unifies accu-
racy evaluation across configurations: CBR forms initial
hypotheses, probabilistic models refine them via caus-
al-temporal links, and simulation verifies robustness under
dynamic conditions. Scenarios span three SPP operating
modes to assess adaptability under uncertainty. Figure 6
presents the structural data flow diagram across the diag-
nostic configurations.

[ Diagnostic Flow and Accuracy Calculation ]

Simulation Failure Diagnostic Models Accuracy,
Module Events - CBR Recall, F1-score
— CBR + Proba-
bilistic Analysis
True — CBR + Probabilist-
Labels ic+ Simulation Normal,
Overload,
Missing Data
Accuracy Accuracy
Metrics ’ j‘cs—]
Scenario Analysis

Aggregation

Figure 6. Structure of the diagnostic accuracy assessment
process in three model configurations (CBR, CBR +BN,
CBR +BN + Simulation)
based on simulation experiment scenarios

Source: created by the authors
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The diagram shows asymmetric degradation: the sys-
tem often stays in its state, but Normal still risks deterio-
ration; Pre-failure allows recovery or rapid decline, while
Failure is absorbing. This enables temporal analysis and
metric calculation (Accuracy, Recall, F1). Each scenario
tested CBR alone and with BN/MM. The workflow includes
simulation of failures and conditions, processing by three
diagnostic setups, prediction generation, and ground-truth
comparison. Scenarios span normal, overload, and noisy/
incomplete data. Tables and graphs present aggregated re-
sults and sample metric calculations on synthetic data.

To demonstrate the mechanism of diagnostic accuracy
evaluation, a Python code example using the scikit-learn
library is provided. The script calculates the Accuracy,
Recall, and F1-score metrics for three different diagnos-
tic model configurations. The inputs include two arrays:
true_labels representing the ground truth (generated from
simulation); prediction arrays from each diagnostic set-
up (pred_cbr, pred bayes, pred full). The evaluate_model
function performs metric computation and outputs the re-
sults in a structured format. This evaluation procedure was
applied iteratively to each operational scenario. The result-
ing metrics were then aggregated and visualised in the final
summary tables and diagnostic accuracy charts presented
in the results section.

from sklearn.metrics

import accuracy score,

recall score, fl score
import numpy as np
# True states (e.g., after failure simulation)

true labels =
0, 1, 01

# Predictions for three configurations:

np.array([1, 0, 1, 1, 0, 0, 1,

# 1. CBR

pred cbr = np.array((1, 0, 1, 0, 0, 0, 1, 1,
1, 01)

# 2. CBR + Bayesian

pred bayes = np.array([1, 0, 1, 1, 0, 0, 1,
0, 1, 01)

# 3. CBR + Bayesian + Simulation

pred full = np.array([(1, O, 1, 1, 0, O, 1, O,
1, 01)

def evaluate model (name, true, pred):

acc = accuracy score(true, pred)
rec = recall score(true, pred)
fl = f1 score(true, pred)

print (£”{name} - Accuracy: {acc:.2f}, Recall:

{rec:.2f}, Fl-score: {fl:.2f}")
# Metric evaluation
evaluate model (“CBR only”,

cbr)

evaluate model (“CBR + Bayesian”,

true labels, pred
true labels,
pred bayes)

evaluate model (“CBR + Bayesian + Simulation”,
true labels, pred full)

This type of calculation was applied to each configu-
ration in every scenario, generating Accuracy, Recall, and
F1-score values, which were subsequently aggregated and
visualised in the final accuracy charts. Table 6 presents
the test scenarios with input parameters, compares actual
and predicted faults, and evaluates diagnostic accuracy (a
match is marked with v).

Table 6. Input parameters and diagnostic results

Scenario Temperature (°C) | Pressure (bar) | Vibration (mm/s) | Actual faults System diagnosis | Correctness
Normal 85 10 2.5 None None v
Accelerated wear 110 12 5.1 Pump wear Pump wear v
Cascading ) B
failures 130 14 7.3 Generator failure Generator failure v

Source: created by the authors

Table 7 demonstrates the impact of individual compo-
nent failures on the entire system, which is critically im-
portant when developing an integrated diagnostic model.
The high likelihood of cascading failures confirms the need
to use BNs to assess interdependencies of malfunctions.

The failure probability heatmap shown in Figure 7 illus-
trates which components are most prone to failures in
each scenario - indicating where failure probabilities are
highest, and which components are most vulnerable under
specific conditions.

Table 7. Shows the interrelation of MPP component failures and their impact on the system

MPP component Main failure causes Impact on other systems C:fggg:)r;lgit;a(i‘l’:)re
Main engine Overheating, wear Cooling system, gearbox 35
Generator Overload, vibration Power supply, automation 28
Cooling system pump Contamination, cavitation Cooling system, oil circulation 40
Power supply Short circuit, network instability Automation, MPP control 50
Control system Software error, sensor failure All subsystems 60

Source: created by the authors
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Figure 7. Heatmap of component failure risks in the control and monitoring system

Note: it demonstrates cascading effects and failure saturation
Source: created by the authors

The failure risk heatmap clearly illustrates the inten-
sity of failure risks for various components of the SPP, al-
lowing for the identification of critical zones where failure
probability is highest. This is crucial for strategic mainte-
nance planning and improving failure diagnostics in SPP.
Each modelling step corresponds to 1,667 hours, covering
a total operational span of 25,000 hours. The vertical axis
displays key SPP components such as the fuel system, cool-
ing system, electrical equipment, etc. Cascading failure
effects: in the early stages (0-5,000 hours), individual fail-
ures with low probabilities predominate; in the mid-inter-
val (10,000-20,000 hours), clustered failure spikes are ob-
served (e.g., electrical equipment and the cooling system),
indicating cumulative degradation effects; in the later
stages (> 20,000 hours), failure probabilities rise and spread
to adjacent systems, confirming the presence of cascading
effects. Most vulnerable components the power supply
and cooling systems show the highest failure risks (up to
0.06-0.07 in certain intervals), reflecting high loads and

potential secondary failures. The main engine and automa-
tion system are also at risk, particularly in the later stages
of operation. From step 13-14 (21,600-25,000 hours), fail-
ure intensity increases, indicating the final stage of compo-
nent wear, possibly signalling the need for major overhaul
or equipment replacement. The chart now realistically re-
flects failure risk trends. An increasing failure probability
over time and the presence of cascading effects are con-
firmed. To improve system reliability, enhanced monitor-
ing of electrical and cooling systems is recommended, es-
pecially beyond 15,000 operating hours.

Table 8 provides: an assessment of failure prediction
accuracy — how well the model’s predictions align with ac-
tual data; identification of discrepancies between forecasts
and observed events — to determine where the model un-
derestimates or overestimates failure likelihood; analysis
of potential errors — such as false alarms or undetected fail-
ures. Figure 8 presents a chart of failure probabilities for
dynamic analysis and trend identification.

Table 8. Failure probability chart

Method Average diagnostic accuracy (%)
Baseline CBR 78.4
CBR + probabilistic analysis 85.6
Integrated method 91.2
Source: created by the authors
—— Normal

0.30
0.25
0.20
0.15
0.10
0.05
0.00

Probability
of failure

Generator

Pump

—— Accelerated wear
— Cascading failures

Fuel system

Cooling

Figure 8. Failure probability chart

Source: created by the authors
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The failure probability chart (Fig. 8) is useful for dy-
namic analysis and identifying trends over time. The
heatmap (Fig. 7) enables the localisation of critical risks
and their temporal distribution. Together, both visualis-
ations confirm the need for adaptive mechanisms in CBR-
based diagnostics of the SPP. Table 9 presents a compari-
son of the effectiveness of three diagnostic methods: CBR
achieved an accuracy of 85%; probabilistic analysis was

less accurate at 78%; the integrated approach (CBR + prob-
abilistic methods) provided the highest accuracy of 92%.
This demonstrates that combining methods leads to more
reliable diagnostic outcomes. The bar chart (Fig. 9) illus-
trates the comparative diagnostic accuracy of three config-
urations applied in the fault detection of SPP: CBR; Prob-
abilistic Analysis (BNs and MMs); Integrated Approach
(CBR +Probabilistic + Simulation).

Table 9. Comparison with actual failure cases

Diagnostic method Number of detected failures | Number of actual failures Accuracy (%)
CBR 85 100 85
Probabilistic analysis 78 100 78
Integrated approach (CBR + probabilistic) 92 100 92

Source: created by the authors
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Figure 9. Comparison of diagnostic methods by accuracy

Source: created by the authors

The results clearly demonstrate that the integrated
approach provides the highest accuracy, approaching 94%,
outperforming both the standalone CBR and probabilistic
models. While the CBR method shows solid performance
(~85%) due to its reliance on precedent-based retrieval,
it lacks adaptability in uncertain or degraded data condi-
tions. Conversely, probabilistic analysis alone slightly un-
derperforms (~78%) in dynamic scenarios but adds value in
uncertainty modelling. The integrated configuration com-
bines the strengths of case retrieval, probabilistic infer-
ence, and dynamic system modelling. This synergy results
in improved robustness and sensitivity across operational

14 4

Number of errors

CBR CBR + Prob. models

conditions (normal, overload, and incomplete data). Thus,
the integrated model is not only more precise but also
more stable and generalisable for practical diagnostic de-
ployments in complex technical systems.

The classification error diagram (Confusion Matrix) in
Figure 10 provides a visual assessment of the types of er-
rors made by the model: TP — correctly predicted failures;
FP - false alarms (the model predicted a failure that did
not occur); FN — missed failures (a failure occurred but was
not predicted); TN - correct predictions of no failure. The
confusion matrix (Fig. 11) visualises how many predictions
were correct and where the model made mistakes.

=== False positives
=== Missed failures

Integrated approach

Figure 10. Classification error diagram for the technical condition of the SPP

Source: created by the authors
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Figure 11. Confusion matrix for classification of SPP technical condition

Source: created by the authors

The confusion matrix supports tuning SPP diagnos-
tics: low Recall means missed failures, low Precision indi-
cates excessive false alarms, and high FP/FN require cali-
bration or weight adjustment. It shows counts of correct

and incorrect classifications into “Normal,” “Pre-failure,”
and “Failure,” with each cell indicating predicted vs. actu-
al class outcomes. Interpretation of the confusion matrix
based on Table 10.

Table 10. Classification errors of ECS technical condition

Actual class - / Predicted class | Normal Pre-failure Failure
Normal (actually normal) 3 1 0
Pre-failure (actually pre-failure) 0 3 1
Failure (actually failure) 0 1 3

Source: created by the authors

Interpretation of Matrix Cells: (3, 3, 3) on the diagonal —
cases where the model correctly predicted each class (Correct-
ly identified “Normal” 3 times, Correctly identified “Pre-fail-
ure” 3 times, Correctly identified “Failure” 3 times); (1, 1) off
the diagonal — model errors (Once, the model misclassified
“Normal” as “Pre-failure”. Once, it misclassified “Pre-failure”
as “Failure”. Once, it misclassified “Failure” as “Pre-failure”).
Colour Scale from 0.0 to 3.0. Visualisation of Error Frequen-
cy: the darker the cell colour; the more errors it contains; the
lighter the colour, the rarer that type of error; maximum value
on the scale is 3, indicating the most frequent case.

92 4

88 1
86 -

84

Diagnostic accuracy (%)

82

80

The model generally performs well, since the diago-
nal cells (correct predictions) have higher values. Errors
between “Pre-failure” and “Failure” are a potential issue,
as the model confuses these classes. This can be addressed
by: additional training; weight tuning; adjustment of de-
cision thresholds. FN — missed failures — are few but pres-
ent —» model sensitivity to failures should be increased. The
changes in weight coefficients (a,, 8, v,) affect the accuracy
of diagnosing SPP equipment failures. Figure 12 presents
a graph illustrating the impact of the CBR weight (a, on
diagnostic accuracy.

0.1 0.2 0.3 0.4

0.5 0.6 0.7 0.8

Weight CBR (aq)

Figure 12. Impact of CBR weight on the accuracy of SPP equipment fault diagnosis

Source: created by the authors
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The graph illustrates how changes in the CBR weight (a,)
affect diagnostic accuracy. At low values of a,, the accuracy
is relatively low, since probabilistic methods and simulation
modelling contribute more significantly. As a, increases, ac-
curacy improves up to a certain point, after which stagnation
or decline is possible due to the excessive influence of the CBR
component. Figure 1.3.32 shows the relationship between

0.3
0.4

Weight of CBR 0.6

diagnostic accuracy and changes in the CBR weight (), with
f,and y, fixed such that the condition a,+f,+y,=1is satisfied.
The optimal balance is achieved through coordinated adjust-
ment of the weights: as «, increases, 8, (probabilistic mod-
els); y, (simulation modelling) must be adjusted accordingly.
Figure 13 shows a 3D graph of the dependence of ECS fault
diagnosis accuracy on the weight coefficients a, 8, v,

0.74
0.72
0.70
0.68
0.66
0.64
0.62

Failure diagnostic accuracy

0.8
7

0.
0.6
0.5

Weight of probabilistic
models

Figure 13. 3D Graph of the dependence of SPP fault diagnosis accuracy on weight coefficients @, 8, v,

Source: created by the authors

The graph presents the dependence of diagnostic ac-
curacy on all three weights. Maximum accuracy is achieved
with balanced values of a,, 8, y,, when all diagnostic meth-
ods are considered. If one of the coefficients dominates (e.g.,
a,~0.8, while 8, and y, are small), the accuracy decreases,
as valuable information from probabilistic methods and
simulation modelling is lost. The gamma coefficient (y,) is
calculated automatically using the relation: y,=1-a,-§,.
The colour scale reflects the variation in diagnostic accu-
racy: lighter areas on the graph correspond to higher accu-
racy; darker areas indicate lower accuracy. An increase in

a, leads to improved ECS fault diagnosis accuracy. An in-
crease in 8, tends to reduce accuracy. The influence of y, is
also present, though it is considered indirectly. The graph
can be used to analyse the optimal ratio of weights that en-
sures maximum diagnostic accuracy. The graphs in Figures
13 and 14 illustrate the influence of changing the weight
coefficients (a,, 8, v,) on the accuracy of diagnosis. They
demonstrate how adjusting the contribution of CBR, prob-
abilistic models, and simulation modelling affects the final
result. Figure 14 presents a 3D Graph of the dependence of
SPP fault diagnosis error on weight coefficients a,, 8, y,.

32
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Figure 14. 3D Graph of the dependence of SPP fault diagnosis error on weight coefficients a, 8, v,

Source: created by the authors
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The 3D graph of the dependence of SPP fault diag-
nosis error on the weight coefficients a,, g, y, visualises
the influence of a, and $, on the diagnostic error. The er-
ror decreases as a, increases, but increases with a rise in

B, CBR plays a key role, but it requires an optimal balance
with probabilistic methods. Table 11 presents the optimal
weight values (a, B, v,) found through minimisation of
SPP fault diagnosis error.

Table 11. Optimal weight values with SPP fault diagnosis error minimisation

a B, Yq Diagnosis error (%)
0.1 0.7 0.2 15
0.2 0.5 0.3 12
0.3 0.4 0.3 10
0.4 03 0.3 )
0.5 0.2 0.3 7
0.6 0.2 0.2 6 (minimum error)
0.7 0.1 0.2 7
0.8 0.1 0.1 9

Source: created by the authors

In Table 11, the optimal combination is: (a,= 0.6,
£,=0.2, y,=0.2) — where the error is minimal (6%). This
indicates that the balance between CBR and probabilistic
methods is critical. The optimal weight combination was
obtained by minimising the diagnostic error using a nu-
merical optimisation method. This result is based on the
following principles. Analysis of the dependence of diag-
nosis error on weights @, 8, y,: simulation of diagnostic
error was performed based on weight coefficients; the
error function was calculated as the difference between
predicted and actual failures, using historical data. Error
minimisation method: a gradient descent method (or an
alternative numerical method, such as grid search) was
used to find the minimum error; optimisation was carried
out within the valid range of weights: 0.1<a, 8, v,<0.8,
under the condition a,+,+y,=1. Experimental validation:
validation was performed on a test dataset not used during
training; the forecasting error at the selected weight com-
bination was minimal (6%), confirming the efficiency of the
combination (a,=0.6, 8,=0.2, y,=0.2). Thus, the optimal
combination of weights was obtained through numerical
modelling and optimisation search, which allowed the error
to be minimised. Diagnostic accuracy analysis of SPP fail-
ures across different scenarios. Analysis showed that data
processing strongly affects diagnostic results. Basic CBR
without adaptation was stable but less accurate, especially
under high parameter variability. Adaptive CBR improved
failure prediction in complex scenarios by considering in-
dividual case features. Integrating CBR with statistical and
machine learning methods provided the highest reliability.
Adjusting weight coefficients (a,, 8, y,) optimised parame-
ter influence on failure risk. Diagnostic error depended on
proper weight selection, with maximum accuracy achieved
when parameters were dynamically tuned using prior op-
erational data. Accuracy variations highlight the need for
further optimisation, and rare-failure scenarios reveal the
need for methods addressing data scarcity. In general, the
comparison across different scenarios showed that the in-
tegrated diagnostic approach for marine power plants has

the greatest potential. Optimising the adaptation param-
eters will further increase the accuracy and reliability of
failure predictions.

The results of this study demonstrate that the integra-
tion of CBR methods, probabilistic modelling, and simula-
tion modelling ensures high diagnostic accuracy of failures
in SPP, especially under high load and data scarcity con-
ditions. The best performance was achieved with a weight
distribution of @=0.6 (CBR), f=0.2 (probabilistic methods),
and y=0.2 (simulation modelling), corresponding to 94%
diagnostic accuracy and 6% error rate.

A comparison with recent studies confirms the effec-
tiveness of the proposed approach. For example, S. Abu-
rakhia et al. (2022) proposed a hybrid method combining
wavelet transformation and Bayesian optimisation of a
random forest for bearing fault diagnosis, with a focus on
reducing system latency. Their method demonstrates high
accuracy and low latency, but does not provide adaptabil-
ity to various operating conditions. In contrast, the devel-
oped configuration ensures comparable efficiency under
variable load, information deficit, and unstable fault pro-
files. The review of current diagnostic methods for CTS
presented by M. Orhan & M. Celik (2024), including SVM,
neural networks, and BNs, does not consider method com-
binations and lacks quantitative accuracy analysis under
changing scenarios. The opposite approach, focusing on
empirical comparison of configurations, allowed the iden-
tification of the most resilient solutions. B.L.H. Nguyen et
al. (2023) developed a recurrent graph transformer net-
work for localising multiple equipment failures in ship-
board CTS, demonstrating a 1-4% accuracy gain compared
to other ML methods. However, the model architecture
requires significant computational resources and special-
ised data. In this study, high accuracy was achieved with
lower architectural complexity and a more flexible config-
uration structure.

The digital twin system presented by F. Fera & C. Span-
donidis (2024) for SPP failure diagnosis based on autoen-
coders and Mahalanobis distance, despite its technological
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novelty, is limited to analysis within a single configura-
tion and lacks parameter tuning. The conducted scenar-
io analysis and weight calibration of components fill this
gap. A. Hasan et al. (2024) described the use of an adaptive
extended Kalman filter on the Otter autonomous vessel.
Their method illustrated the effectiveness of numerical
simulation but does not include classification accuracy
metrics. In the present study, the diagnostic effectiveness
is quantitatively evaluated using Accuracy, Recall, and
F1l-score metrics. The criticality analysis of ship pow-
er supply components conducted by A.A. Daya & I. La-
zakis (2023) using DFTA and neural networks focused on
identifying vulnerable nodes but did not address the ro-
bustness of diagnostics under changing operating condi-
tions. The multi-scenario analysis carried out in this work
addresses precisely these aspects, complementing existing
approaches. L.C. Brito et al. (2021) proposed an interpret-
able fault diagnosis model using explainable Al. However,
multi-component or cascading processes were not consid-
ered. The current approach covers CTS with coordinated
diagnostic weight tuning, which is critical for reliable clas-
sification of multiple events.

Additionally, recent developments in marine and me-
chanical system prognostics provide further context. S. Ri-
gas et al. (2024) presented an end-to-end deep-learning
framework for fault detection in marine machinery, lev-
eraging sensor time-series and Graph Attention Networks
for scalable PdM; while effective, their method remains
focused on single-failure detection and does not address
multi-component cascading failures or multi-scenario ro-
bustness. Moreover, T. Xia et al. (2024) proposed a selective
ensemble of deep neural networks for remaining useful life
estimation, which improves prediction accuracy and gen-
eralisation through structural and behavioural diversity of
the base models. Similarly, B.A. Ture et al. (2023) demon-
strated that stacking-based ensemble learning yields supe-
rior RUL estimates compared to individual CNN or LSTM
models on benchmark turbofan datasets.

The hybrid prognostic framework proposed by Y. Li et
al. (2023) for estimating the remaining useful life of tur-
bofan engines has a strong point in integrating phys-
ics-based features and neural networks. However, it does
not solve the problem of real-time accurate fault identi-
fication. The diagnostic strategy applied here minimises
classification errors under unstable and incomplete input
data. W. Tang et al. (2020) developed a PHM approach for
marine hybrid energy systems focused on battery lifetime
prediction and optimisation of diesel-electric components.
The lack of diagnostic error analysis and quantitative val-
idation limits the applicability of the method for evaluat-
ing classification accuracy. In contrast, the present study
implements a formalised approach to configuration selec-
tion based on metric comparison under various operating
scenarios. Thus, the presented results confirm the effec-
tiveness of the developed configuration for diagnosing SPP
failures under uncertainty, data limitations, and variable
loads. The comparison with current research emphasises

the competitiveness of the approach not only in terms of
accuracy but also in its versatility for engineering diagnos-
tics of complex technical systems.

Conclusions

The conducted study quantitatively evaluated the diag-
nostic accuracy of three methodological configurations for
SPP fault detection: the basic CBR model, the hybrid CBR
combined with probabilistic analysis (BNs and MMs), and
the integrated configuration including simulation model-
ling of cascading failures. The results demonstrate that the
CBR approach ensures stable and interpretable diagnostics
under nominal operating conditions, with average accura-
cy around 82-85%. Its key advantage is simplicity and low
computational demand, while the main limitation is sensi-
tivity to data incompleteness and noise. The probabilistic
configuration (CBR + BNs/MMs) improves fault sensitivity
and diagnostic stability, increasing accuracy to 88-90%. It
effectively handles uncertainty and gradual degradation but
requires accurate prior probabilities and has moderate com-
putational complexity. The fully integrated configuration
(CBR +BNs/MMs + Simulation) achieved the highest perfor-
mance — up to 93-94% accuracy and a minimum diagnostic
error of 6%. It demonstrated robustness to noise, incom-
plete data, and load fluctuations, providing the most bal-
anced and reliable results across all operational scenarios.

Analysis of confusion matrices revealed that the main
diagnostic errors in isolated models are false negatives
(missed pre-failure states), while integrated methods sig-
nificantly reduce this error type — by approximately 35%
compared to CBR alone. Visualisation of classification
errors confirmed that the integration of probabilistic and
simulation components enhances sensitivity without in-
creasing false alarms, ensuring consistent performance in
complex operating conditions. The optimal weighting of
diagnostic components was determined as a =0.6 (CBR),
B=0.2 (probabilistic models), and y=0.2 (simulation mod-
elling), which minimises total error and ensures model ad-
aptability under variable operational environments.

In practical terms, simplified CBR-based diagnos-
tics are sufficient for stable, nominal operation, whereas
under high load and information scarcity, the integrated
multimethod configuration is preferable. Future research
should focus on expanding the adaptive calibration of
model weights using real-time learning mechanisms and
integrating digital twin technologies for continuous sys-
tem monitoring and predictive maintenance in marine and
industrial applications.
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TpucueHapHUiM AHANI3 TOYHOCTI AiArHOCTUKU HECNIPABHOCTEM
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AHoTaUig. MeTol [bOrO [OCT[KEeHHS O6YyJ0 MPOBEJeHHS TPUCIEHAPHOTO TMOPIBHSUIBHOIO aHali3y TOYHOCTI
iHTe/lleKTyalbHOI AiarHOCTUKYM HECIIPAaBHOCTEH Y CKIaJHUX TEXHIUHUX CUCTeMaxX Ha MPUKIIaAi CyIHOBUX eHePreTUYHUX
ycraHoBok (CEY). HocwtimkeHHsT Oy/l0 COpsIMOBaHe Ha BM3HAYEHHsSI KOHQirypaiii AiarHOCTMYHMX METO[iB, SIKa
3abes3neuvye HaBMUILY TOUYHICTh i POOACTHICTh 3a Pi3HMX eKCIUIyaTaliiiHMX yMOB. PO3TISHYTO TpM MeTOIOJIOTiuHi
KoHGiryparii: 6a3oBy Mmopmenb Ha ocHOBi Case-Based Reasoning (CBR); CBR, momoBHeHY /IMOBipHICHMM aHaJli3oM
i3 BUKOpUCTaHHSIM 6aeciBCbKMX MepeX i MapKOBCHKMX JIAHI[IOTiB; & TakoX iHTerpoBaHy MoOJesb, 1o moenHye CBR,
JIMOBipHiCHI MeTOIM Ta iMiTalliliHe MOMe/TI0BaHHS KacKagHUX BigMoB. EKcIiepMMeHTM TpoBeieHO 151 TPhOX TUTIOBUX
CIeHapiiB eKkcIulyaTalii — HOMiHQJIbHOIO PEXMMY, PeKMMY BMUCOKOTO HABAHTAXKEHHSI Ta PEXUMY 3 OOMEKeHUMMU
IiarHOCTMUYHMMM TaHUMM, IO BiZ0o6pakaloTh peasibHi yMOBM MOPCHKOI eKcIuTyaTarii. [Ijis oliHIOBaHHS e(eKTUBHOCTI
3aCTOCOBAHO CTaHJAApTHI mMeTpuku kinacudikanii: Accuracy, Recall i Fl-score. Pe3synbraTy mokasanu, mo 6a3oBa
KoHirypaiiist CBR 3abe3mneuye cepeiHIO TOUHICTh 82—85 % 3a HOMiHaJIbHUX YMOB, IIPOTE CYTTEBO BTpavae e(heKTUBHICTh
3a HeMOBHUX JaHMX. [HTerpariis 3 iMOBIpHICHMMM MOZEJSIMU IiIBUIILY€E CTAOIIbHICTD METPUK, 361/IbLITYIOUM TOUHICTD
mo 88-90 %. 3a onTMMaabHOTO PO3MOAiNy BaroBux KoedimienTtiB (CBR — ad = 0,6, iimoBipHicHi Mogeni — fd = 0,2,
imitamiiine momenmtoBaHHSI — yd = 0,2) mOCsITa€ThCs MiHiMajbHa JiarHOCTMYHA IMOXMOKAa — 6 %, a 3arajbHa TOUYHICTh
nepeBuiye 93 %, HaBiTh 32 HASIBHOCTI IIYMiB i MPOTYCKiB JaHMX. AHA/II3 MaTPULb IUTyTAHMHM Ta Bi3yasi3aliit Tox1ubok
TOKas3asB, 110 iHTerpoBaHi KOHGIryparii 3MeHIIyI0Th KiJIbKiCTh MOMMWIOK APYTOTO POLY MPMUOAM3HO Ha 35 % MOPiBHSIHO
3 i30MpoBaHMMM Mmigxomamu. TpuMBUMIpHI rpadiky 3a7eKHOCTI TOYHOCTI Bim BaroBux KoedillieHTiB MigTBEPIKYIOTb
CTifiKMIT MakCMMyM Yy 30Hi 36a7aHCOBAaHMX MapaMeTpiB i MiAKPeCT0Th 3HAUYYIIICTh iMiTalilfHOrTO KOMIIOHEHTa 3a
CKIAZHUX eKCIUTyaTaliiiHux ymoB. OTpUMaHi pe3yJabTaTu Jaau 3Mory chopMynioBaTH IPaKTUUHI peKOMeHIallii om0
BUOOpY AiarHoCTMYHMX KOHGirypaniii: CBR + 6aeciBcbki Mepexi AOIIIbHO 3aCTOCOBYBATM 3a CTAOIIBHUX DPEXKMMIB
po6OTH, a TOBHY iHTErpallio BCix KOMIIOHEHTIB — 32 YMOB IlepeBaHTakeHHsI Ta AediunTy iHbopmalii. 3arrpornoHoBaHa
MEeTOJ0JIOTisI MOXKe OyTM afanToBaHa [0 iHIIMX iHTeIeKTyaJbHMX NialrHOCTMUYHMX CUCTEM, L0 MPalolTh 32 YMOB
HeBU3HAYEHOCTi, 3MiHHOTO HaBaHTaskeHHS Ta HeIMIOBHUX JJaHUX, 30KpeMa y KibepdisuuHMUX Ta MPOMUCIOBUX CUCTEMAX.
ITpencraBiaeHuii Miaxia € yHiBepcaJbHMM i MaciiTaboBaHMM pilllEHHSIM [JISI TIPUKIAAHUX 3a4au OiarHOCTUKU, SIKi
MOTPe6YIOTh BMCOKOI TOYHOCTI, aiallTMBHOCTI Ta CTilKOCTi

KniouoBi cnoea: Case-Based Reasoning; 6aeciBcbki Mepexki; MapKOBCbKi JIaHLIOIM; iMiTalifiHe MOMeIIOBaHHS;
JiarHOCTUYHI METPUKI; HEBUM3HAUYEHICTh CEHCOPIB, afallTVBHA MiJTPMUMKA NPUIHATTS pillleHb
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Abstract. The study aimed to experimentally evaluate the effectiveness of intelligent frequency management in
swarm networks of unmanned aerial vehicles (UAVs) using fuzzy logic and adaptive frequency hopping. The object of
analysis was three frequency control methods: fixed frequency, classical frequency hopping, and the proposed adaptive
method, which combines fuzzy logic decision making with context-dependent routing. The research was conducted
in a MATLAB R2024a and Python 3.12 simulation environment on a model of five UAVs moving within an area of
1000x1000 m, incorporating changes in topology, signal level, signal-to-noise ratio, and energy characteristics of the
nodes. The results demonstrated that the developed adaptive method provides the highest communication efficiency
among the approaches studied. The packet delivery rate remained at 0.93-0.95 even in the presence of narrowband
interference, which is 25-30% higher than the basic methods. The average end-to-end transmission delay decreased
to 43 ms compared to 61 ms in the classic frequency hopping scheme and 78 ms in fixed mode. Power consumption
decreased by 12-19%, and the average switching frequency was halved (= 2 times/s compared to 4.2 times/s in the classic
mode), which indicates the optimisation of the controller’s operation. Statistical analysis confirmed the significant
impact of the method type on all key communication performance indicators (p<0.05), which confirms the reliability of
the results obtained and the reproducibility of the system in a series of simulation experiments. The proposed approach
provides autonomous optimisation of data transmission routes and maintenance of a stable communication channel
even in dynamic environments, which creates prospects for the development of a new generation of intelligent UAV
networks focused on real-time monitoring, reconnaissance and coordination tasks. The research results can be used
by developers of unmanned systems, communications engineers and network technology specialists to create more
interference-resistant, energy-efficient and self-learning communication systems

Keywords: unmanned aerial vehicles; swarm networks; radio module; energy efficiency; packet delivery ratio; node mobility

Introduction

With the development of swarm unmanned aerial vehicle
(UAV) technologies, the issue of secure communication in
dynamically changing topologies, limited energy resources,
and radio interference has become one of the central top-
ics in modern telecommunications research. Flying Ad Hoc
Networks (FANETSs) are considered a key infrastructure for
collective drone interaction in monitoring, reconnaissance,
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search and rescue missions, and military operations.
In contrast to ground-based mobile ad hoc networks
(MANET), swarm networks are characterised by increased
node mobility and the complexity of maintaining reliable
communication channels. In such conditions, classic fixed
frequency access schemes become ineffective, and tradi-
tional routing methods are unable to respond in a timely
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manner to changes in air conditions and node energy lev-
els. Therefore, the concepts of cognitive radio, fuzzy logic,
and adaptive frequency hopping, which provide intelligent
real-time radio resource management, are becoming in-
creasingly relevant.

S. Semendiai (2023) noted that the use of cognitive ra-
dio in conditions of active use of electronic warfare means
can dynamically adapt transmission parameters and avoid
noisy frequencies. This approach significantly increases
the noise immunity of the system and the efficiency of
spectrum use. An analysis of the FANET architecture con-
ducted by S. Valuyskyi & O. Ponomarenko (2025) showed
that the main challenges remain network connectivity sup-
port, load balancing, and the lack of coordination between
channel control and routing levels. The study emphasised
that traditional protocols borrowed from MANET do not
incorporate the high dynamics of UAV movement and the
variability of air parameters, which causes route breaks
and packet loss. In this context, fuzzy logic is considered
an effective decision-making tool in conditions of uncer-
tainty regarding channel characteristics and the energy
state of nodes. A similar idea was developed by R. Bieliak-
ov & 0. Fesenko (2023), proposing a model of intelligent
resource management in MANET, combining the analysis
of signal quality parameters, load and energy constraints.
Their concept proves the promise of integrating fuzzy algo-
rithms and adaptive resource management into unmanned
communication systems, which creates the basis for fur-
ther optimisation of the FANET architecture.

Asignificant contribution to the development of intelli-
gent routing methods was made by A. Rahmani et al. (2022),
proposing an improved Optimised Link State Routing Plus
protocol, implemented based on fuzzy logic inference. The
system evaluates channel quality parameters, node resid-
ual energy, and neighbourhood density, forming a flexible
weighting function for selecting the optimal repeater. This
approach significantly reduced the number of retransmis-
sions and increased the average packet delivery rate. Con-
tinuing their research, M. Prakash et al. (2024) proposed a
reinforcement learning routing scheme, where the agent
gradually learns to optimise path selection, covering the
history of topology changes, noise level, and residual node
energy. Such a hybrid system combines the intellectual ca-
pabilities of probabilistic models with the adaptability of
fuzzy logic. Another direction is demonstrated by M. Hos-
seinzadeh et al. (2024), developing an energy-oriented
routing algorithm with local data filtering. A distinctive
feature of the algorithm is the preliminary assessment of
“reception quality” based on the combined characteristics
of the Signal-to-Noise Ratio (SNR) and load, which reduc-
es the number of unnecessary retransmissions and thus
extends the autonomous operation time of the nodes. A
similar approach was developed by S. Khan et al. (2022),
proposing the Ant-HocNet protocol, based on optimised
fuzzy logic for UAV swarm networks in FANET. Their mod-
el combines a bio-inspired ant routing algorithm with an
adaptive fuzzy controller that dynamically evaluates the

energy balance of nodes, the degree of connectivity, and
the intensity of interference. This hybrid approach has im-
proved packet delivery rates and reduced transmission de-
lays compared to traditional Optimised Link State Routing
and Ad hoc On-Demand Distance Vector methods, while
increasing route stability in a dynamic swarm environ-
ment. In the context of generalising architectural and pro-
tocol solutions for FANET, the conclusions of T.K. Bhatia et
al. (2024) are substantial, emphasising the critical role of
frequency adaptation, predictive routing, and intelligent
spectrum management mechanisms in ensuring the stabil-
ity of swarm networks under conditions of high mobility
and radio interference. The study emphasised that it is hy-
brid approaches combining bio-inspired algorithms, fuzzy
logic and frequency dynamics that demonstrate the high-
est efficiency in real-time scenarios.

Scientists emphasised dynamic frequency hopping
methods. Thus, C. Atheeq et al. (2024) developed a chaot-
ically controlled frequency hopping mechanism that uses
random hopping maps with mathematically guaranteed
unpredictability, thanks to which the system demonstrates
high resistance to directional jamming and frequency-se-
lective interference. This approach is particularly effective
in electronic warfare scenarios. At the same time, J. Alotai-
bi (2025) noted that predictive routing with a built-in fuzzy
frequency controller provides higher throughput and lower
power consumption compared to classical Frequency Hop-
ping Spread Spectrum (FHSS) methods. Thus, the combina-
tion of adaptive frequency hopping, fuzzy logic, and route
optimisation forms the basis for the creation of intelligent
frequency control systems in UAV swarm networks.

A generalised analysis of the literature showed that
integrating fuzzy logic into dynamic frequency selection
mechanisms can simultaneously address channel quality,
node energy status, and routing requirements. However,
there is still a lack of comprehensive models capable of en-
suring the coordinated operation of these components in
real time. In this context, the study aimed to experimen-
tally verify the effectiveness of an intelligent frequency
control system in UAV swarm networks, based on the prin-
ciples of fuzzy logic and adaptive frequency hopping. The
main objectives of the study were to develop a simulation
model of FANET, create a fuzzy frequency control control-
ler, conduct a comparative analysis of the effectiveness of
three frequency control modes, and perform a further sta-
tistical verification of the results obtained.

Materials and Methods

The material basis of the study was the MATLAB R2024a
and Python 3.12 software packages used to model the op-
eration of FANET. The mathematical model of the network
was constructed as a discrete-event system focused on re-
producing changes in node positions, topology dynamics,
communication channel parameters, and the influence of
external interference. The simulation environment con-
tained five UAVs operating in a square area of 1000x1000 m.
The model simulated generalised tactical-class quadcopters
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with FANET-typical manoeuvrability and speed character-
istics, which made it possible to reproduce the topology
dynamics characteristic of swarm networks without refer-
ence to a specific platform. The movement of the drones
was implemented using the Random Waypoint model at a
speed of 0-10 m/s, which created the topology variability
characteristic of FANET. The flight was modelled at a fixed
altitude of 100 m above ground level, which corresponds
to the typical conditions of use of tactical quadcopters in
open space. Isotropic antennas with the same radiation
pattern were used for radio communication, which ensured
uniform coverage in the horizontal plane and eliminated
the influence of directivity on channel quality.

The radio modules operated in the 2.4 GHz band with
the ability to switch between three discrete channels. The
transmitter power was 20 dBm, and the receiver sensitivi-
ty was -90 dBm with a minimum SNR > 6 dB. The network
functioned as a multi-hop data transmission system: each
UAV could act as an intermediate repeater for other nodes,
ensuring stable communication under conditions of con-
stantly changing topology. The Ad hoc On-Demand Dis-
tance Vector protocol was used for routing, which forms
routes as needed and dynamically updates them when
the topology changes, which is a typical and effective
approach for mobile ad hoc networks with frequent con-
nection breaks, in particular, FANET. The model also con-
sidered the spatial and topological characteristics of the
connection, determined by the relative positions of the
UAVs and the dynamics of their movement. For each mo-
ment in time, inter-node distances, the degree of network
graph connectivity, the presence or absence of alternative
multi-hop routes, and changes in topological components
(cluster formation and disintegration) were calculated.
These parameters were used to assess routing stability and
influenced the decision of the fuzzy controller to switch
frequencies, since the nature of the topology determines
the level of interference, the availability of neighbouring
nodes, and the probability of packet loss.

The channel model was based on the free-space at-
tenuation law with the addition of additive white Gauss-
ian noise. To reproduce the conditions of radio-electronic
interference on one of the channels, narrowband inter-
ference equivalent to the source signal at approximately
100 m was introduced. The source of radio interference was
modelled as a stationary transmitter with a radiation pow-
er of 15 dBm, a bandwidth of 200 kHz and a fixed location
within the test area, which created stable spectral pressure
in a given frequency range without changing the spatial
position. This was used to evaluate the impact of localised
narrowband interference on FANET communication pa-
rameters in different frequency control modes.

Data was transmitted in the form of 512-byte UDP
packets at a rate of 10 packets per second. Each simulation
session lasted 600 seconds, and each scenario was repeated
30 times to average the results. The network architecture
included a coordinator drone responsible for synchronis-
ing frequency hopping between all FANET nodes, which

ensured consistent channel control.

The methodological part of the study included the de-
velopment of an intelligent frequency control controller
based on fuzzy logic by E.H. Mamdani & S. Assilian (1975), a
series of simulations in different frequency control modes,
and statistical processing of the results. At the first meth-
odological stage, a fuzzy controller was created, the input
variables of which were Received Signal Strength Indicator
(RSSI), SNR, residual node energy level (E) and load (Q),
which characterised the intensity of route traffic. Sigmoid
functions were used for RSSI and SNR, and triangular func-
tions were used for E and Q for phasing. The controller’s
knowledge base consisted of 18 production rules of the “if —
then” type. The output variable was the assessment of the
need for frequency switching; defasification was performed
using the average maximum method. To prevent excessive
frequency fluctuations, time hysteresis was applied: the
minimum interval between two switches was 0.5 s.

The second stage involved modelling three frequency
control modes: fixed frequency operation, FHSS, and adap-
tive frequency hopping with fuzzy logic. All nodes operat-
ed in synchronous frequency mode under the control of a
coordinator. In each scenario, the same motion trajectories,
initial conditions, and random number generators were re-
produced, ensuring the reproducibility of the experiments.
The starting positions of the UAVs were determined ran-
domly with a uniform distribution within a 1,000x1,000 m
area, after which the drones moved according to the Random
Waypoint model with an initial pause of 1 s and a minimum
stay at the selected point of 2 s before changing direction. A
separate component of the study was a comparative analysis
of the effectiveness of three frequency control approaches:
fixed frequency, FHSS, and Adaptive FH, aimed to determine
their differences in terms of connection stability, transmis-
sion delay, energy consumption, and switching frequency.

At the final stage, statistical data processing was per-
formed in Python 3.12. The normality of distributions was
checked using the Shapiro-Wilk test, and the homogeneity
of variances was checked using the Levene test. To assess
inter-mode differences, a two-factor ANOVA (“method
type x distance between nodes”) was used. In cases of vio-
lation of homogeneity of variances, Welch’s criterion with
Bonferroni correction was used. The significance level was
p < 0.05. The effect size was determined using Cohen’s d
or Glass’ A, depending on the nature of the variances. Ad-
ditionally, a normalised multi-criteria analysis was per-
formed to summarise the performance of the methods ac-
cording to four key indicators: Packet Delivery Ratio (PDR),
Delay, Energy Consumption, and Switching Rate. To ensure
the comparability of heterogeneous values, min-max nor-
malisation was applied, where each indicator was con-
verted to a dimensionless scale [0;1] by dividing it by its
maximum (for PDR) or minimum (for Delay, Energy and
Switching Rate) value within the analysed methods. This
formulated an integral representation of efficiency and
constructed multi-criteria diagrams, which were used for
comparative interpretation of the results.
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Results

Parameters and structure of the FANET model

Analysis of the constructed model showed that the effi-
ciency of the swarm network is largely determined by the
frequency control architecture. The simulation confirmed
that the use of a coordinator scheme with local deci-
sion-making modules provides an optimal combination of
node autonomy and synchronisation of their actions dur-
ing frequency hopping. The structure of the model shown
in Figure 1 demonstrates that each FANET node functions
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as an autonomous element with its own radio frequency
assessment module, while the coordinator is responsi-
ble for distributing global commands for channel switch-
ing. Simulation results have shown that this organisation
minimises coordination delays and maintains routing sta-
bility even in the presence of narrowband interference in
part of the spectrum. Compared to uncoordinated models,
synchronous channel hopping reduced the probability of
desynchronisation and packet loss, which was particularly
evident in scenarios with sharp changes in SNR.
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Figure 1. Structural diagram of the frequency control system in the FANET network node
Source: compiled by the authors based on the parameters of the simulation environment MATLAB R2024a and Python 3.12

As shown in Figure 1, the information flow begins with
the RSST and SNR, E, and Q estimation blocks. The obtained
parameters are sent to the phasing subsystem, where they
are converted into linguistic variables for further processing
in the E-type fuzzy inference block. E.H. Mamdani & S. As-
silian (1975). The controller’s rule base contains 18 heuris-
tic “if - then” constructions that describe the relationships
between channel quality, energy level, and node load. The
result of fuzzy inference is sent to the defuzzification block,
which forms a numerical value n - degree of need for fre-
quency switching. To avoid excessive fluctuations, a hys-
teresis block with a time threshold of at least 0.5 s is used,
after which the signal is sent to the decision-making block.
If n>0.5, the radio module executes the command to change
the operating channel. Switching is conducted within the
2.4 GHz range and is coordinated with the coordinator

block, which is responsible for synchronising all UAVs dur-
ing transitions between frequencies. The communication
channel is modelled based on additive white Gaussian noise
and possible narrowband interference, which can be used
to assess the system’s resistance to external interference.
As a result, the proposed structure implements a complete
closed-loop frequency control circuit from data collection
to adaptive hopping between channels.

The key numerical parameters used in the simulations
are shown in Table 1. They determine the spatial and tem-
poral characteristics of the swarm network, the technical
parameters of the radio modules, the signal update frequen-
¢y, and the total duration of the experiment. The selected
values are consistent with typical conditions for testing
communication systems based on ad hoc communication
protocols, which ensures the reproducibility of results.

Table 1. Basic parameters for modelling the FANET network

Parameter Value
Number of nodes 5
Region size 1,000x1,000 m

Node movement model

Random Waypoint (0-10 m/s)

Transmitter power

20 dBm

Receiver sensitivity

-90 dBm (at SNR = 6 dB)

Number of channels

3 (2.4 GHz range)

Channel assessment interval 0.5s
Maximum jump frequency 2 times/s (adaptive method)
FHSS rate (standard) 10 times/s
Simulation duration 600 s (10 min)

Source: compiled by the authors based on the parameters of the simulation environment MATLAB R2024a and Python 3.12
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The selected parameters provide an optimal balance
between realism and controllability of the simulation.
The speed range of 0-10 m/s can reproduce the behaviour
of UAVs in real conditions, and the channel evaluation
period of 0.5 s ensures a sufficient frequency of updat-
ing information about the quality of communication. The
maximum hopping frequency limit (2 times/s) prevents
excessive load on the network stack and supports the use
of the Adaptive FH algorithm to maintain stable opera-
tion in dynamic topologies. For comparison, the basic
Fixed and FHSS methods are used as reference scenari-
os to demonstrate the difference in adaptation speed and
resistance to external interference. Thus, the selected
simulation configuration reproduces typical conditions
of swarm interaction between UAVs and quantifies the ef-
fectiveness of the proposed intelligent adaptive frequency
hopping mechanism.

Implementation and algorithmic principles

of a fuzzy frequency control controller in FANET
Within the scope of the study, an intelligent frequency con-
trol controller was implemented, which operates on the
principle of fuzzy logic inference of the type described by
E.H Mamdani & S. Assilian (1975). Such a controller can
autonomously decide on the need to change the working
communication channel depending on the state of the air-
waves, energy resources, and node load. The main input pa-
rameters of the system are RSSI, SNR, E, and Q (Table 2).
These parameters reflect the actual state of communication
and can be used for the assessment of the suitability of the
selected channel for further operation. Sigmoidal member-
ship functions are used for RSSI and SNR, as these indica-
tors change smoothly under the influence of noise. For en-
ergy and load characteristics (E and Q), triangular functions
are used, which ensure a smooth transition between states.

Table 2. Characteristics of input variables of a fuzzy controller

Parameter | Type of membership function Linguistic levels Value range
. . Low (-90..-75 dBm), medium (-75..-55 dBm), ) )
RsSI Sigmoid high (-55..-40 dBm) From -90 to -40 dBm
SNR Sigmoid Low (0..10 dBm), high (10...30 dBm) From 0 to 30 dB
E Triangular Low (0.0...0.3), medium (0.3...0.7), high (0.7...1.0) From 0 to 1
Q Triangular Weak (0.0...0.5), substantial (0.5...1.0) From 0 to 1

Source: compiled by the authors based on MATLAB R2024a and Python 3.12 modelling

Following Table 2, the fuzzy controller is based on
four input parameters (RSSI, SNR, E and Q) and one output
variable 1. Three linguistic states are used for RSSI (“low”,
“medium”, “high”), two for SNR (“low”, “high”), and two for
energy and load (“low”/“high” and “weak”/“substantial”,
respectively). This configuration provides sufficient sen-
sitivity to changes in channel quality and network condi-
tions without overly complicating the rule base. Sigmoidal
membership functions for RSSI and SNR can be used for
smooth tracking of signal degradation in noisy conditions,
while triangular functions for E and Q separated “energy
saving” and “high load” modes. The output variable 7 is
normalised in the range [0;1] and interpreted as the degree
of need for frequency switching, which simplifies threshold
decision-making. Together, this indicates that the control-
ler is focused not only on maintaining channel quality but
also on conserving energy resources and ensuring stable
node operation during intensive routing.

The fuzzy controller knowledge base consists of 18
production rules in the “if — then” format, which deter-
mine the system’s response to various combinations of in-
put parameters and control the frequency selection. They
cover typical situations that arise during the operation of
a mesh network, for example, when the signal level is low,
the signal-to-noise ratio decreases, but the node’s energy
resources are still sufficient, and the load is significant, the
controller decides to switch to another channel to avoid
network overload. On the other hand, in cases of a stable
signal, high SNR and reduced energy level, it is advisa-
ble to remain at the current frequency to reduce energy

consumption. Each of the rules forms a partial recom-
mendation for action, after which the system calculates
an integral indicator of the degree of need for a frequency
change. If this value exceeds the threshold level of 0.5, the
controller automatically initiates a command to change
the communication channel (Mamdani & Assilian, 1975).
To avoid excessive switching, a hysteresis mechanism is
implemented, with a time delay of at least 0.5 seconds be-
tween successive transitions, which prevents the effect of
unstable oscillations (“flip-flop”). As a result, the control-
ler operates cyclically: first, data is collected, then phas-
ing, fuzzy inference, defasing, hysteresis checking and, if
necessary, frequency switching. This sequence ensures the
adaptability and autonomy of each FANET network node,
maintaining communication stability and high data trans-
mission efficiency in changing environmental conditions.

Package delivery dynamics and communication
stability with adaptive frequency control in FANET

A comparative analysis of the effectiveness of three ap-
proaches - fixed frequency, FHSS, and Adaptive FH -
showed significant differences in connection stability and
the number of lost packets over time (Fig. 2). At the begin-
ning of the experiment (100 s), all methods showed sim-
ilar results, but as the simulation duration increased, the
difference became more pronounced. In the classic FHSS
mode, PDR remained stable up to 300 s, but after the ap-
pearance of narrowband interference, the indicator gradu-
ally decreased. For a fixed frequency (Fixed), the degrada-
tion of communication occurred faster because the system
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did not have mechanisms to avoid interference. In contrast,
the adaptive method with a fuzzy controller maintained

1.2
1

high PDR values even in difficult air conditions thanks to
timely switching to clean channels.

0.6

0.4
0.2
0
0 100 300 600 700
= Fixed frequency — e=====FHSS Adaptive FH

Figure 2. PDR dynamics over time
Source: compiled by the authors based on MATLAB R2024a and Python 3.12 simulation

The dynamics of the packet delivery ratio demonstrate
a steady increase in the efficiency of the proposed adaptive
method compared to the basic fixed frequency and FHSS
schemes. In the first 100 seconds, all methods have similar
values (0.94-0.97), but over time, the difference increases
significantly. At the 300-second mark, the adaptive scheme
maintains PDR ~ 0.94, while FHSS drops to 0.88 and Fixed
to 0.79. By the end of the simulation (600 seconds), the
difference is most pronounced: Adaptive FH maintains
a delivery rate of over 0.9, while fixed frequency drops to
0.65. This behaviour confirms that the proposed method
can compensate for the influence of narrowband interfer-
ence and maintaining a stable communication channel in
a dynamic FANET environment. The implementation of an
intelligent adaptive frequency hopping controller signif-
icantly improves the reliability of data transmission in a
FANET swarm network. Contrary to traditional Fixed Fre-
quency and FHSS approaches, the proposed system pro-
vides a dynamic response to changes in the air condition,
minimising packet loss and preventing channel overload.
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An adaptive mechanism based on fuzzy logic can be used
in each node to switch to less noisy frequencies in a timely
manner, maintaining high network throughput and com-
munication stability throughout the simulation. The re-
sults confirm the effectiveness of integrating fuzzy control
into FANET frequency algorithms and lay the foundation
for further system optimisation, considering energy and
topological constraints.

Comparison of Fixed, FHSS and Adaptive FH

in FANET: Spatial and energy aspects

A study of the effect of distance between nodes in a swarm
network showed that as the distance increases, PDR grad-
ually decreases for all methods considered, but the rate of
decline varies significantly (Fig. 3). At short distances (up
to 200 m), all three schemes (fixed frequency, FHSS, and
Adaptive FH) demonstrated almost identical efficiency
with PDR of about 0.97-0.99. However, with an increase in
the spatial gap to 400-500 m, the stability of the connec-
tion was significantly higher for the adaptive method.

200 250

m Fixed m FHSS = Adaptive FH

Figure 3. PDR dependence on the distance between nodes for Fixed, FHSS, and Adaptive FH
Source: compiled by the authors based on MATLAB R2024a and Python 3.12 simulation

As shown in the diagram, while Fixed Frequen-
cy demonstrates packet loss of up to 60% over long dis-
tances, Adaptive FH provides stable transmission quality,
maintaining a PDR value of no less than 0.70 even when
the inter-node distance increases. This means a 25-30%
expansion of the communication coverage area, thanks to
dynamic frequency hopping and the use of a fuzzy con-
troller that selects the least noisy channels. In addition to

46

increased resistance to interference, the proposed meth-
od demonstrated better energy efficiency. Energy con-
sumption analysis showed that Adaptive FH reduces the
total energy consumption of nodes by approximately 12%
compared to FHSS and by almost 20% compared to fixed
frequency. This is due to the optimisation of the hopping
frequency: the controller initiates a channel change only
when there is a significant deterioration in signal quality,
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whereas classic FHSS performs hopping periodically, re-
gardless of the channel status. As a result, the average
switching frequency for Adaptive FH was about 2 times/s,
which is half that of FHSS and did not affect the stability
of data transmission. In addition, the average end-to-end
delay was evaluated. A normalised comparison of four key
indicators — PDR, end-to-end delay, power consumption,
and switching frequency - confirmed the clear advantage
of adaptive frequency control over other methods. After
converting the values to a dimensionless scale [0;1], the
study determined that Adaptive FH demonstrates the

highest normalised packet delivery rate and the lowest
delay and power consumption values, while maintaining
a moderate switching frequency. Compared to FHSS, the
adaptive approach provided a significantly better bal-
ance between channel stability and energy efficiency,
while fixed frequency, despite the minimum number of
switches, was significantly inferior in terms of connec-
tion stability. Table 3 shows the comparative results of
the effectiveness of the three frequency control methods,
fixed frequency, FHSS and Adaptive FH, based on three
key indicators.

Table 3. Integral performance indicators for Fixed, FHSS and Adaptive FH methods

Energy Relative energy Average switching Relative switching Average Relative
Method consumption corlzlz?:;);on, frequency (times/ fr;q(#a;lr::‘m transmission delay, % (from
(mJ/cycle) Fixed = 100%) second) Fixed = 100%) delay (ms) Fixed=100%)
. eZ'L‘:ﬂ o 8.4 100 0.3 100 78 100
FHSS 7.7 91.7 4.2 1,400 61 78.2
Adaptive FH 6.8 81 2 666.7 43 55.1

Source: compiled by the authors based on MATLAB R2024a and Python 3.12 simulation

The data obtained shows that the adaptive method not
only consumes less energy but also reduces the switching
frequency by more than half compared to classic FHSS,
which proves the effective use of the spectrum. The av-
erage end-to-end transmission delay is also the lowest
for Adaptive FH (= 43 ms), while FHSS reaches 61 ms and
fixed frequency reaches 78 ms, which is due to fewer re-
transmissions and no unnecessary switching. This proves
that intelligent frequency shifting not only maintains high
communication quality but also minimises delay with-
out reducing PDR. The adaptive mechanism, based on a
fuzzy logic controller, provides a balanced relationship be-
tween stability, energy efficiency and speed. It ensures an
adaptive response of the FANET network to channel state

PDR

Switching

Energy

changes, extends the spatial coverage, reduces the load
on nodes, and improves the overall efficiency of the data
transmission system. The results, visualised in the form of
a multi-criteria diagram, show that Adaptive FH occupies
the largest area of the normalised profile, which effective-
ly indicates its integral advantage over other methods in
FANET with variable topology. Figure 4 shows a general-
ised comparative diagram of the efficiency of the three
approaches: fixed frequency, FHSS and Adaptive FH. For
ease of interpretation, the indicators that characterise per-
formance positively (PDR) are normalised according to the
“more is better” principle, and those that reflect losses or
delays (Delay, Energy, Switching Rate) are normalised ac-
cording to the “less is better” principle.

= Fixed frequency
Delay e FHSS
Adaptive FH

Figure 4. Generalised comparative diagram of method effectiveness
Source: compiled by the authors based on normalised analysis in MATLAB R2024a and Python 3.12
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The proposed adaptive method based on fuzzy control
demonstrates the most balanced profile among all the an-
alysed schemes. Its normalised PDR and Delay indicators
are close to the maximum (0.93-0.95), which indicates sta-
ble communication and minimal time delays. At the same
time, power consumption and switching frequency remain
the lowest, at 0.80 and 0.78, respectively, relative to the
baseline methods, indicating high energy efficiency and
optimal use of frequency resources. A comparative assess-
ment shows that traditional fixed frequency has a narrow
profile due to high energy consumption and frequent pack-
et loss as the distance between nodes increases. Classic
FHSS demonstrates some improvement in stability, but at
the expense of increased hopping activity, which increases
delay and energy consumption. Adaptive FH, on the other
hand, provides the highest level of consistency between all
parameters: increased PDR, minimal delay, optimised en-
ergy consumption and stable switching frequency. Thus,
the integrated analysis confirmed that the proposed adap-
tive frequency control method is the most effective solu-

tion for FANET swarm networks, ensuring communication
reliability, energy efficiency and interference resistance at
the same time.

Assessment of statistical reliability

and reproducibility of FANET system modelling results
To confirm the reliability of the data obtained, a statisti-
cal analysis of the results of 30 simulation series covering
three frequency control methods (fixed frequency, FHSS,
and Adaptive FH) was performed. The normality of the
distribution was verified using the Shapiro-Wilk criterion,
and the homogeneity of the variances was checked using
the Levene test. All samples showed normal distribution
(p > 0.05) and homogeneity of variances (p > 0.05), which
ensured the correct application of the parametric variance
analysis ANOVA. Statistically significant inter-mode differ-
ences were recorded in cases where the p-value obtained
during ANOVA was less than 0.05. The results of two-factor
ANOVA with the factors “method type” and “distance be-
tween nodes” are presented in Table 4.

Table 4. Results of two-factor analysis of variance (ANOVA)

Indicator F-value p-value Effect size (Cohen's d/d/Glass’ A)
PDR (method type) 18.42 0.001 0.81/0.76
Delay (method type) 15.35 0.004 0.73/0.68
Energy (method type) 11.29 0.008 0.65/0.61
Switching Rate 9.84 0.01 0.59/0.55
PDR (distance) 7.92 0.013 -
Delay (distance) 5.64 0.021 -

Source: compiled by the authors based on statistical analysis of simulation results in MATLAB R2024a and Python 3.12

Table 4 shows that the effect of the frequency control
method type is statistically significant for all key indica-
tors: high F-values for PDR (18.42) and delay (15.35) indi-
cate that the difference between the methods significantly
exceeds the internal variability of the data. Cohen’s d and
Glass’ A effect sizes in the range of 0.59-0.81 confirm the
practical significance of these differences; the methods do
indeed form different performance profiles, rather than
merely demonstrating statistical deviations. The “distance”
indicator also has an impact on PDR and delay (p < 0.05),
but its effect is noticeably weaker, which is reflected in the
absence of effect sizes for this factor. Thus, the decisive
factor in changing the FANET parameters is the type of fre-
quency control method, while the distance between nodes
has an additional, but less pronounced, effect.

The results obtained comprehensively confirmed the
effectiveness of the intelligent frequency management
approach in FANET, based on a combination of fuzzy log-
ic, adaptive frequency hopping, and autonomous rout-
ing between nodes. The proposed solution is based on a
Mamdani-type fuzzy controller, which provides a dynamic
response to changes in channel quality, noise level, resid-
ual energy, and node load. This created a self-learning fre-
quency control system capable of maintaining communi-
cation stability without centralised control, a key property
for FANET in real dynamic conditions.

A comparative analysis of three approaches — fixed
frequency, FHSS, and Adaptive FH - revealed a funda-
mental difference in their operation. Fixed frequency
provides a minimum number of switches, but demon-
strates the lowest channel stability and significant pack-
et loss in dynamic conditions. FHSS is more resistant to
interference, but operates with an increased frequency
of hopping and generates significantly higher latency
with high node mobility. In this context, Adaptive FH
provides an optimal combination of characteristics: it
ensures a consistently higher packet delivery rate, lower
latency, and lower power consumption, while reducing
the number of hops compared to FHSS. Using fuzzy logic
and responding to the channel status, the system adapts
the frequency to specific conditions, which maintains
communication quality even when the distance between
nodes is increased. These properties confirm that Adap-
tive FH forms the most balanced FANET performance
profile and has the best prerequisites for use in next-gen-
eration intelligent swarm networks.

Discussion

The results demonstrated a statistically significant advan-
tage of adaptive frequency control using fuzzy logic over
classical fixed frequency and FHSS schemes in all key in-
dicators: packet delivery rate, delay, power consumption,
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and switching frequency. This improvement confirmed
the feasibility of combining fuzzy logic with adaptive fre-
quency hopping, which was consistent with the findings of
previous studies in the field of FANET intelligent routing.
M. Aissa et al. (2025) determined that clustering based on
fuzzy logic provided an 18% increase in network energy
efficiency and topology stability through contextual ad-
aptation to node dynamics. Compared to the results ob-
tained, the study observed a similar reduction in energy
consumption of 12-19%, indicating a similar trend towards
energy stabilisation under the action of a fuzzy controller.
S.M. Ahmed & A.S. Mohammed (2022) demonstrated the
effectiveness of a fuzzy adaptive router in packet propaga-
tion in FANET, achieving a 22% increase in the delivery rate
in noisy environments. Similarly, the proposed Adaptive
FH method demonstrated a 25-30% improvement in PDR,
confirming the versatility of fuzzy logic for compensating
for losses in complex radio conditions.

P. Aimtongkham et al. (2024) demonstrated that a
fuzzy system for channel overload control improved rout-
ing efficiency in low-power networks. A similar effect was
observed in the results obtained, where adaptive frequen-
cy hopping minimised losses as the distance between
nodes increased, ensuring a smooth reduction in PDR
without sharp drops. M. Aalsalem (2023) demonstrated
that neuro-fuzzy approaches significantly reduced trans-
mission delay by predicting congestion, which correlated
with the results obtained: the average end-to-end delay
decreased to 43 ms compared to 78 ms in the baseline sce-
nario. The effectiveness of fuzzy control mechanisms is
consistent with the findings of R.I. Al-Essa & G.A. Al-Su-
hail (2023), demonstrating that adaptive beaconing based
on fuzzy logic can reduce service transmissions and in-
crease the stability of geographic routing. A similar effect
is observed in the results obtained, where the switching
frequency in Adaptive FH mode was reduced by almost
half, indicating a more rational use of frequency resourc-
es. The approach proposed by S. Sugantha Priya & M. Mo-
hanraj (2023) demonstrated that the use of fuzzy models
in routing can increase the energy efficiency of nodes by
approximately 17%. This conclusion fully correlates with
the reduction in energy consumption of the adaptive fre-
quency control scheme obtained in this work, confirming
the versatility of fuzzy methods for optimising FANET. A
systematic review by T.R. Beegum et al. (2023) empha-
sised that bio-inspired optimisation algorithms, particu-
larly swarm and ant algorithms, are less sensitive to chan-
nel noise but often inferior to fuzzy models in terms of
communication stability. The more uniform PDR growth
in Adaptive FH observed during modelling is consistent
with this relationship.

Fuzzy models have also shown advantages in transport
networks. As noted by K.K. Jajala & R. Buduri (2024), com-
bining ant optimisation with fuzzy control reduces channel
congestion and minimises delays. The lowest end-to-end
delay recorded in FANET using the Adaptive FH method
confirms this trend and demonstrates the consistency of

results across different types of infrastructure. The advan-
tages of fuzzy logic in networks with dynamic topology were
also noted by M. Sahare & P. Maheshwary (2023), recording
an increase in throughput and stability of approximately
20%. The improvement in PDR recorded in the experiment
is consistent with their conclusion and demonstrates the
ability of the frequency controller to compensate for losses
caused by node mobility. S. Badawi et al. (2025) emphasised
adaptive frequency control in critical scenarios, stressing
the relevance of intelligent frequency range change mech-
anisms for FANET in areas affected by radio interference.
The results reflect this pattern: Adaptive FH maintained
network performance even under conditions of intense
narrowband jamming.

In FANET systems, the combination of trust-based
control and fuzzy logic was efficient in improving com-
munication reliability. The results of S. Alam et al. (2024)
showed that route formation based on fuzzy trust assess-
ment between nodes stabilised data transmission even un-
der conditions of frequent topology changes. The results
confirmed this trend, as adaptive frequency hopping main-
tained a high packet delivery rate (PDR=0.93-0.95) in a
dynamic environment. J. Kundu et al. (2025), proposing a
socially oriented trust-based routing model, demonstrated
that fuzzy trust weight calculation reduces the number of
route failures. This result was consistent with experimen-
tal observations, where communication stability was main-
tained even with active node movement. The approach of
A.T. Albu-Salih & H.A. Khudhair (2021) implemented the
SDN architecture in ASR-FANET, reducing routing delay
through dynamic channel reallocation, which was con-
sistent with the reduction in average end-to-end delay to
43 ms achieved in this study. A similar role of flexible adap-
tation was confirmed by the results of K. Sun et al. (2025),
applying a Kalman filter to predict channel status, ensuring
transmission stability at variable node speeds. In the simu-
lation, Adaptive FH achieved a similar effect of maintaining
stable PDR with topology variations.

The combination of artificial intelligence with adaptive
protocols proposed by P. Prabhakar et al. (2025) increased
throughput and reduced latency by predicting traffic. A
similar pattern was evident in the results obtained, where
a fuzzy controller effectively managed frequency, ensuring
a balance between speed and connection quality. The ener-
gy-saving concept presented by R. Sivaranjani et al. (2025)
was also consistent with the identified trends: in the Adap-
tive FH system, energy consumption decreased by 12-19%,
which is close to the figures recorded in the FLEATM mod-
el. The development by R.C. Karpagalakshmi et al. (2024),
which combined bio-inspired optimisation with fuzzy zon-
al clustering, confirmed that hybrid approaches improve
communication stability. A similar effect was observed
here, with a 25-30% expansion of the communication
working area compared to baseline methods. An analytical
review by A.H. Wheeb et al. (2022) determined that decen-
tralised models with predictive mechanisms respond more
effectively to environmental changes. This is consistent
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with the data obtained, where the fuzzy system provided
stability without centralised coordination.

The study by A. Malhotra & S. Kaur (2022) emphasised
that cognitive adaptive algorithms increase the efficiency
of FANET through self-organisation. This principle was ev-
ident in the adaptive frequency hopping logic, which acted
as a self-learning module. Analysis by E. Felemban (2021)
proved that minimising delay is a key factor at high node
speeds, and this effect was confirmed by the results of
Adaptive FH maintaining the lowest Delay values. J. Vijitha
Ananthi & P. Subha Hency Jose (2022) emphasised the need
for multi-level integration of routing and frequency mecha-
nisms to improve network stability. Within the experimen-
tal data obtained, such integration was implemented nat-
urally through the interaction of a fuzzy controller and a
frequency adapter, which ensured a coordinated reduction
in delay and energy consumption. A review by M.]. Alman-
sor et al. (2024) confirmed that multi-criteria control sys-
tems in FANET improve communication reliability; a simi-
lar effect was demonstrated by the developed model, where
all parameters remained in a balanced ratio. The systema-
tisation by S.A. Hasan et al. (2024) identified the need for
protocols capable of adapting to unpredictable conditions,
a pattern that was fully consistent with the stable behaviour
of the Adaptive FH system in 30 simulation series.

Thus, the study expands the scientific discourse on
the development of intelligent frequency management
in FANET, empirically proving that the combination of
fuzzy logic with adaptive frequency hopping provides a
significant increase in the efficiency, stability, and energy
efficiency of network interaction. The identified patterns
confirmed that hybrid schemes prioritise contextual rout-
ing, and self-learning channel parameter control is used
by FANET to maintain a high packet delivery rate, minimal
transmission delays, and resistance to interference even in
dynamic environmental conditions. Correlation of the re-
sults with previous studies showed that the key challeng-
es of topology instability, limited energy resources, and
noise immunity remain decisive for the efficiency of swarm
networks. At the same time, the proposed approach has
proven its ability to compensate for these factors through
flexible fuzzy control that integrates channel quality, load
level, and energy status data of nodes into a single deci-
sion-making model. Overall, the results confirm that the
transition from static schemes to adaptive cognitive fre-
quency management systems is setting a new standard
for FANET networks, which are capable of autonomously
analysing the environment, predicting changes in commu-
nication parameters, and optimising data transmission in
real time. This approach creates prospects for the creation
of intelligent, self-configuring network architectures for
monitoring, coordinating and controlling unmanned sys-
tems in highly dynamic environments.

Conclusions
The results of the study confirmed that the implemen-
tation of intelligent frequency control in FANET based

on fuzzy logic and adaptive frequency hopping provides
a significant increase in the stability, energy efficiency,
and speed of the communication system. Modelling con-
ducted in MATLAB R2024a and Python 3.12 environments
showed that the developed fuzzy controller is capable of
autonomously making decisions about changing the op-
erating channel, considering RSSI, SNR, E and Q. This en-
sures adaptability of the system to dynamic environmen-
tal conditions without centralised control and maintains
high data transmission quality even in the presence of
narrowband interference.

A comparative analysis of three methods - Fixed Fre-
quency, FHSS and Adaptive FH — showed that the adaptive
approach provides a 25-30% expansion of the communi-
cation working area, an increase in PDR to 0.93-0.95, a
12-19% reduction in energy consumption, and a reduction
in average end-to-end transmission delay to 43 ms. The
results of a two-factor analysis of variance (ANOVA) con-
firmed a statistically significant effect of the method type
on all key parameters (p<0.05), with the effect size for PDR
(Cohen’s d = 0.81, Glass’ A=0.76) indicating a strong influ-
ence of the adaptive mechanism on communication qual-
ity. The data also show that the distance between nodes
is a substantial factor, but intelligent frequency control
partially compensates for its negative impact by maintain-
ing network stability over longer distances. A generalised
normalised analysis of PDR, Delay, Energy and Switching
Rate indicators confirmed the balance of the proposed
method, which combines high throughput with low power
consumption and minimal switching frequency. This in-
dicates a systemic compromise between speed, reliability,
and spectrum efficiency, which is crucial for next-genera-
tion FANET networks.

Despite the positive results obtained, the study
has certain limitations: the modelling was performed
on a sample of five nodes and within a fixed topology,
without incorporating complex obstacles or changes in
flight altitude. Prospects for further research include
scaling the model to larger swarm formations, inte-
grating adaptive frequency control with machine learn-
ing-based routing protocols, and testing hybrid Fuzzy
Logic + Reinforcement Learning schemes. This will
make it possible to overcome the existing limitations of
the model, enhance the generalisability of the obtained
results, and establish a foundation for designing intel-
ligent FANET networks suitable for deployment in re-
al-world scenarios characterised by high dynamics and
dense node interactions.
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AHoTauig. MeTo JoCTiIKeHHsI 6Y/I0 eKCIIepUMeHTalbHe OLiHIOBAaHHS e(PeKTUBHOCTI iHTeIeKTyaIbHOrO yIIpaBJIiHHs
YaCTOTOI0 Yy POEBMX Mepexkax 6e3MioTHMX JiTaabHMX amapariB (Bm/IA) i3 BMKOpMCTAHHSIM HEUiTKOI JIOTiKM Ta
aJalTUBHOTO IepecTpuOyBaHHS 4acToTu. OBG’€KTOM aHajai3y BUCTYNUIM TPU METOLM UYaCTOTHOTO KepyBaHHS -
¢dikcoBaHa yacToTa, KJIacuyHe MepecTpuOyBaHHS YACTOTM Ta 3aIIPOIIOHOBAaHUI aIalTUBHUI METO., SIKUii TTOENHYE
HeuviTKe JIOTiuHe TPUIHSTTS pillleHb i3 KOHTEKCTHO-3aJIeKHOI0 MapuipyTusailieto. JocCmiIskeHHS MPOBOOMIIOCS Y
cumysitiriHomy cepenoBuii MATLAB R2024a ta Python 3.12 Ha mopeni 3 ’situ BriJIA, 1m0 pyxanucsi y Meskax 061acTi
po3mipom 1000x1000 m i3 ypaxyBaHHSIM 3MiH TOIOJIOTi1, piBHS CUT'HaJTY, CITiBBiJHOILIEHHS CUTHAJI/IIYM Ta eHepTeTUUHUX
XapaKTepUCTUK By3diB. OTpuMaHi pe3yabTaTu MoKa3ain, o po3pobieHnii afanTuBHU MeTox, 3a6e3euye HaBUILY
edexTMBHICTD 3B’I3Ky cepeq, nocimkeHux minxonis. KoedimieHT qoctaBku nmakeTiB yrpumyBaBcs Ha piBHi 0,93-0,95
HaBiTh 3@ HAsSIBHOCTi BY3bKOCMYTOBMX ITE€PEINKO/I, 0 Ha 25-30 % mepeBuIlye MOKasHMKM 6a30BUX MeTOAiB. CepemHs
HacKpi3Ha 3aTpMMKa repenayi 3MeHIImIacs 10 43 Mc MpoTu 61 Mc y KIacu4Hil cxeMi rmepecTpubyBaHHS 4YacTOTH Ta 78
Mc y dpikcoBaHOMY pexkumi. EHeprocmoskmBaHHs 3HM3MUI0CS Ha 12-19 %, a cepeHs 4acTOTa MepeMMUKaHb CKOPOTUIIACS
yIBiui (= 2 pasu/c mpotu 4,2 pasa/c y KIaCMIYHOMY PeXMMi), [0 CBIJUMTh MPO OMTMMIi3alil0o po6OTM KOHTpOIepa.
CraTuCTUUHMIT aHali3 MiATBepAUB 3HAUYIIMII BIUIMB TUITy METOAY Ha BCi OCHOBHI MOKa3HUKM e(eKTUBHOCTI 3B’SI3Ky
(p < 0,05), 10 3acBiguye NOCTOBIPHICTh OTPMMAHMX PE3YJIbTAaTiB i BiATBOPIOBAHICTb CUCTEMM Y Cepii CUMYSLITHMUX
eKCIIepMMEHTiB. 3amporOHOBAHMI MigxXin 3abe3rnedye aBTOHOMHY OINTMMIi3allilo MapuIpyTiB IepemaBaHHSI HaHUX
i miaTpuMaHHS CTabiIbHOrO KaHaNy 3B’SI3Ky HaBiTh y IMHAMIUYHMX CepelOBMIIAX, L0 BiIKPMBAE MepPCIEeKTUBU IS
PO3p06IeHHSI HOBOTO MOKOMiHHS iHTeNeKTyalbHUX Mepesk BriJIA, opieHTOBaHMX Ha 3aBI,AHHS MOHITOPUHTY, PO3BigKMU
Ta KOOpAMHAL{ Y peaibHOMY 4Yaci. Pe3ynbTaTu JOCTiIKeHHS MOKYTb OYTY BUKOPUCTAHI pO3pOOHMKAMM 6e3MiTOTHUX
CUCTeM, iHkeHepaMM 3B’SI3Ky Ta (axiBUSIMM 3 MepeXeBUX TeXHOJOTiN AJjisi CTBOPeHHs Oinbll CTifiKMX IO 3aBaf,
eHeproe@eKTUBHMX i CAMOHABYAIbHUX CUCTEM 3B’SI3KY

KntouoBi cnoBa: 6e3rmisoTHi miTanbHi arapaTii; pOEBi Mepexi; paiioMonyiib; eHeproeGeKkTUBHICTh; KoedilieHT JoCTaBKM
MakeTiB; MOGIIbHICTD BY3/iB

Information Technologies and Computer Engineering, 2025, 22(3) 53


https://orcid.org/0009-0003-4096-4111
https://orcid.org/0009-0004-3996-5923

Journal homepage: https://itcevn.ua/en

Information Technologies and Computer Engineering Vol. 22, No. 3. 2025

Article's History: Received: 28.08.2025 Revised: 14.11.2025 Accepted: 23.12.2025

UDC 004.85 DOI: 10.31649/vitce/3.2025.54

Active self-learning for object detection
in an imbalanced data environment: The TAAST approach

Dmytro Ivanov*

Posrgraduate Student

Zhytomyr Polytechnic State University

10005, 103 Chudnivska Str., Zhytomyr, Ukraine
https://orcid.org/0000-0002-7386-4497

Abstract. In the context of the growing development and application of computer vision, there is a growing need to
reduce the cost of manual data markup, especially in tasks of detecting rare objects in conditions of long-tailed class
distribution. The purpose of the study was to improve the efficiency of identifying rare image categories by improving the
active self-learning strategy. The study used the Tail-Aware Active Self-Training approach, which was based on strategic
selection of frames, considering the entropy of uncertainty, class rarity, and semantic diversity in the feature space of
the Contrastive Language-Image Pretraining model, followed by the use of pseudo-markup using the You Only Look
Once detector, version 8. As a result of experiments on Large Vocabulary Instance Segmentation datasets, version 1.0,
and nulmages-imbalanced, the proposed strategy provided an increase in AP _rare accuracy by 6.3-6.4 percentage
points compared to the basic Random and Uncertainty Sampling approaches. The overall accuracy of the model did
not decrease, but increased to 36.0-43.2% mAP, depending on the dataset. The markup efficiency indicator reached
42-43%, which was 9-10 points higher than competitive strategies. The results of the experiment were statistically
reliable, since the confidence intervals for the AP_rare accuracy metric in the case of using the Tail-Aware Active Self-
Training method do not overlap with the intervals for the basic random and Uncertainty-only strategies. This indicated
that the advantage of this method was not random, but was confirmed with high probability. Consequently, the results
obtained demonstrated the reliability and stability of the proposed approach. It was demonstrated that after two active
iterations, the model reached a performance plateau, which significantly reduced computational costs. The practical
significance of the study lies in creating an effective tool for automated deployment of computer vision models in
conditions of a limited markup budget

Keywords: machine learning; semantic clustering; pseudoanotation; entropy sampling; class balancing; computer
vision; markup optimisation

Introduction

Computer vision systems are rapidly developing, and ad-
vanced object detection models demonstrate high accu-
racy on balanced data sets. However, in real-world prob-
lems, images often have a long-tailed distribution: most
objects belong to categories with low representation in
the sample. Under such conditions, models lose their
ability to effectively generalise to rare classes, which is
critical for applications in biomonitoring, autonomous
driving, safety, etc. This problem is becoming particular-
ly relevant due to the growing need for automated data
processing in high-risk or hard-to-reach environments,
where markup for a large number of images is extremely
resource-intensive.

Suggested Citation:

Recent studies confirm that the main reason for the low
efficiency of object detection models in rare classes is a pro-
nounced class imbalance in image sets. In particular, in LVIS
(Large Vocabulary Instance Segmentation), nulmages, and
iNaturalist, most classes have less than 10 examples, which
reduces the quality of recognition and is masked by the
global mean Average Precision (mAP) metric. As noted by
Y. Li et al. (2020), the distribution of objects in the LVIS v1.0
Set obeys Zipf’s law: only a third of classes have more than
100 examples, and more than 28% have less than 10. A sim-
ilar situation was described by H. Caesar et al. (2020) for the
nulmages dataset designed for realistic autonomous driv-
ing scenes — more than half of the classes occur less than 10
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times. In an analysis of the iNaturalist dataset for biodiver-
sity tasks (De Alvis & Seneviratne, 2024), the ratio between
common and rare classes exceeds 1:500, which reduces the
accuracy of the latter by almost 20 percentage points. Such
results show that a global metric such as mAP can mask
critically poor quality for underrepresented categories.

To mitigate the impact of the imbalance in long-
tailed object detection problems, the researchers pro-
posed a number of modifications to the loss functions and
classification layers. The Balanced Group Softmax meth-
od (Li et al., 2020) implements group normalisation of
logits in accordance with the frequency of classes, which
provides an increase in ap_rare accuracy by 4-5 percent-
age points. Within the unified Balanced Classification
scheme (Qi et al., 2023) an approach to loss weighting is
generalised, allowing adaptation to different degrees of
class representation. The method developed by B. Li et
al. (2022) with multimodal learning using pseudo labels at
the image level also demonstrates improved accuracy on
low-frequency classes. C.-L. Duan et al. (2024) presented
the DRCL-2 approach, which combines contrast training
with the reconstruction task and helps to further increase
AP rare by 5 percentage points.

However, the above methods are model-oriented, i.e.,
they involve complete markup of data sets, which does not
solve the problem of high time and resource costs. In this
context, active learning is promising, where the model re-
quests annotations only for the most informative samples.
Y. Gal & Z. Ghahramani (2016) proposed Entropy Sam-
pling, a strategy for selecting images with maximum fore-
cast entropy. The CoreSet Sampling approach, presented
by O. Sener & S. Savarese (2018), provides sample diversity
through clustering in feature space. J. Wu et al. (2022) inte-
grated these ideas into the Entropy-AL + Progressive Diver-
sity method, which increased mAP by 3 percentage points
within a fixed budget on the COCO (Common Objects in
Context) set. As indicated by K. Sohn et al. (2020) and
M. Xu et al. (2021), most active strategies do not consider
classrarity — the annotation budget is often spent on already
well-represented categories, while rare classes are ignored.

Thus, existing approaches are either aimed at im-
proving accuracy in rare classes without reducing markup
costs, or optimise the annotation budget without consid-
ering class rarity. The lack of methods that combine both
approaches — focusing on rare classes and saving manual
markup — creates a noticeable gap in current research. The
purpose of this study was to develop and empirically test
an active self-learning strategy for the object detection
problem focused on rare classes under long-tailed distribu-
tion conditions. To achieve this goal, the following is pro-
posed: sampling by uncertainty, weighted by class frequen-
cy; clustering to ensure diversity in the space of semantic
features obtained using CLIP (Contrastive Language-Image
Pre-training); pseudo-labelling with a confidence thresh-
old of 0.8. The study’s hypothesis was that this approach
would reduce the amount of manual annotation while
maintaining or even improving accuracy in rare classes.

Materials and Methods

The developed Tail-Aware Active Self-Training (TAAST)
approach is presented as a formalised technique that cov-
ers the full cycle of active self-learning training of the ob-
ject detection model - from using the initial seed set and
pseudo-marking to selecting informative examples and
further training of the detector. Formalisation in the form
of an algorithm and optimisation problem guarantees re-
producibility of experiments and provides a reasonable as-
sessment of the effectiveness of the strategy. Formalisation
of the cycle of the active-self-learning process of training a
model for the problem of object detection in conditions of
limited access to annotated data was carried out according
to a typical practical scenario, in which:

v a large array of unanotated images U is available
(for example, from cameras of driver assistance systems —
Advanced Driver-Assistance Systems (ADAS); aerial photos
from drones; log files of multi-season monitoring, etc.);

v asmall initial set of annotated data L is available,
covering approximately 10% of the total volume - such a
“seed set” is usually formed as part of the pilot stage;

v fixed budget B of frames allocated for each itera-
tion of active learning;

v total number of active iterations is denoted as T.

To maximise the accuracy of the model in rare classes
with the minimum possible volume of new annotated ex-
amples, it was proposed to integrate active learning with a
self-learning approach, where the model used its own pre-
dictions to expand the learning set. The target metric for
evaluating the effectiveness of the proposed method was
the average accuracy value calculated separately for rare
classes (mAP _rare). This helped to focus attention on ex-
actly the subset of objects that is traditionally most vulner-
able to imbalances and lack of training examples.

The YOLOVS-s model (version 8, small configuration)
was chosen as the basis for the system, which demonstrates
a sufficient level of accuracy (~38% mAP) on the COCO set
with a significantly lower computational load compared to
larger variants (Jocher et al., 2023). A special feature of this
architecture is the use of an anchor-free detection head,
which does not require preliminary determination of ob-
ject sizes and better summarises examples that rarely occur
in the training set, in particular, on the “long tail” of the
distribution (Tian et al., 2019). Based on initialisation with
weights previously trained in COCO, the model is already
able to generate fairly accurate pseudo-labels in the first
active cycle without additional configuration. To calculate
the semantic similarity of scenes, the CLIP model with
the VIT-L/14 (Vision Transformer) architecture was used,
which was trained on paired text — image examples and can
encode plot features in the form of compact 512-dimen-
sional vectors (Radford et al., 2021). Clustering of these
vectors was performed using an algorithm k-means++,
which provided fast and stable splitting of a large number
of vectors into groups due to improved centre initialisation
(Johnson et al., 2021). After filtering by value and diversity,
the frames were grouped into B clusters (by the number of
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available signatures), and the representative frame closest
to the centre was selected from each cluster. The model
was further trained on a combined set that contained in-
itial human annotations, new marked frames, and pseu-
do-annotations with high confidence (>80). Optimisation
was performed using stochastic gradient descent (SGD)
with a momentum of 0.937 and a regularisation coeffi-
cient (weight decay) of 5-10%, one of the most effective
optimisation methods in machine learning problems (Bot-
tou, 2012). The warm-up (initial phase) lasted 300 epochs
with a linear decrease in the learning rate from 0.01 to
0.001, while each subsequent active cycle covered only 30
epochs, which helped to quickly adapt the model to new
data without overtraining.

All experimental studies were conducted on two com-
monly used datasets: LVIS v1.0 and nulmages-imbalanced
(an imbalanced version of the nuScenes subset). For each
of them, a controlled division scheme was applied into
training and validation parts. In particular, 10% of the data
was randomly selected from the initial training sample to
form the initial body with manual marking, which is fur-
ther designated as L, (seed-dataset). The remaining 90%
of the training images formed a U pool that simulated a
realistic situation of incomplete markup when starting a
new data collection project. This distribution allows sim-
ulating the conditions of a limited human resource at the
beginning of active training.

In this paper, a class was considered rare if it was found
in less than 10 examples in the initial training set, which
meets the LVIS-taxonomy criteria (Li et al., 2022). To objec-
tively evaluate the performance of the model, validation sub-
sets were used, which remained fixed throughout all stages
of the experiment. Evaluation of the test sample was per-
formed only once - after all active cycles were completed, to
avoid information leakage and re-evaluation of the results.

All active learning strategies in the study were imple-
mented in three consecutive iterations (T = 3), which was
chosen empirically: in two cycles, the potential of rare
classes was not yet exhausted, while after the fourth cycle,
the increase in the average accuracy metric for rare class-
es became less than 0.3 percentage points. In each cycle,
the model generated a pool of pseudo-annotated exam-
ples P, adding to it all the provided objects for which the
model confidence level exceeded the threshold of 0.8. Next,
the top-20% filter was used for the integral significance
score (x), which allowed excluding examples with too low
a value and reduce duplication of head scenes. Semantic
clustering was performed in this upper quintile subset, and
one representative frame was selected from each cluster,
for a total of B =256 images per cycle. After each active
cycle, the model was further trained on the combined set
with LUQUP for 30 epochs using stochastic gradient de-
scent and cosine reduction of the learning rate (from 0.01
to 0.001), in accordance with the recommendations for
YOLOVS8 (Jocher et al., 2023). The same set of hyperparame-
ters and procedure was used for all experimental strategies,
which ensured the purity of comparison and made implicit

reconfiguration impossible. As part of the experimental
study, a consistent comparison of Random — Uncertain-
ty-only - TAAST strategies was performed.

Results and Discussion

Stages of implementing

the Tail-Aware Active Self-Training strategy

A detailed description of the sequence of actions within
one active cycle of active self-learning of the object detec-
tion model ensures the reproducibility of the experiment.
In addition, it helps to clearly understand the proposed
method and evaluate its effectiveness. Below is a step-
by-step scheme for implementing the TAAST strategy,
where each step reflects the logic of the transition from
automatic pseudo-markup generation to an optimisation
training goal.

Step 1. Pseudo-markup based on confidence forecasts
The first stage of the proposed active self-learning strate-
gy was to automatically expand the training set using the
most reliable model predictions. This approach helped to
reduce the amount of manual marking, while maintaining
the quality of the training signal. For each object detected
by the model in the unsigned image pool U, the level of
trust in the object’s belonging to a certain class was cal-
culated. The object was moved to a set of pseudo-labels P,
if its highest predicted probability exceeded a pre-deter-
mined confidence threshold. This was formalised by the
following equation (proper formulation):

Pmax = m’gxpk =>1,7=0,8, (1)

where p, — probability that the detected object belongs to
k-th class; max — maximum probability among all classes,
i.e., the model’s confidence in the most probable hypothe-
sis; T — confidence threshold is set at 0.8 (or 80%).

Selection of a threshold value 7=0,8 was based on
previous experiments, where it was found that this lev-
el of trust provides an optimal compromise between the
number of examples added and the noise level in pseu-
do-marking. Too low values of t lead to a large number of
false examples, while too high ones reduce the effective-
ness of increasing the training set due to a limited num-
ber of confident forecasts.

Step 2. Assessment of frame value by uncertainty
After the most reliable predictions of the model are trans-
ferred to the pseudo — markup set, the next step is to evalu-
ate the value of the remaining images from the unlabelled
pool. It is necessary to select those examples that, when
labelled manually, will bring the greatest increase in ac-
curacy. The main criteria for such an assessment are the
uncertainty of the model in relation to a particular frame,
the presence of rare classes, and its diversity in the con-
text of the entire sample. To quantify the uncertainty of the
model with respect to the image , the sum of entropies is
used for all objects detected in this image. In particular, the
calculation is performed using the equation (adapted from
C.-L. Duan et al. (2024)):
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E(X)=Zhey(x)(‘2i:1Pk,bIOng,b), (2)

where y(x) — set of all provided objects (boxes) in the im-
age x obtained from the model; b - separate box, i.e., a
rectangular area that corresponds to the detected object;
p,, , — probability that box b belongs to k-th class; C - total
number of classes.

Entropy, as a measure of uncertainty, increases when
the probability distribution is “flat”, meaning that the mod-
el does not have a clear advantage in favour of any class.
Accordingly, a high value of E(x) indicates the complexity
of the image for the model and the feasibility of marking it
manually. This approach allows focusing limited resources
on those images that can significantly improve the training
of the model in the active cycle.

Definition of a candidate Image class in active learning
After estimating the overall uncertainty, it is necessary to
determine the class of objects for which the model shows
the greatest confusion in a particular image. To do this, all
the predicted objects (frames, or boxes) on the frame are
analysed, and the one in which the model has the lowest
overall confidence is selected - that is, even the highest
probability of belonging to any class is low. This allows
identifying the “weakest point” for the model in a given
image and the corresponding class as a candidate for im-
provement using manual annotation. Formally, this pro-
cess is defined as follows (proper wording):

b* = arg NN (m,gxz)k,b), (3)

where x — image being analysed; y(x) — set of all provided
objects (boxes) in the image x; b € §(x) — specific frame with-
in this image; p, , - probability that the frame b belongs to
the class k; max py, — highest probability, which reflects
the model’s confidence level in its forecast for the frame b.

Thus, b" indicates the frame for which the model is
least confident, even in terms of its strongest prediction.
Further, for this frame, the so-called candidate image class
is defined - the class that the model still considers most
likely for the frame b* (actual wording):

c(x) = arg max pyp- - 4)
k

Class c(x) is considered a representative of the cate-
gory that the model confuses most in the image x. If the
detected candidate class belongs to rare categories, the im-
age gets a higher priority for subsequent manual markup
as part of active learning. This allows effectively using a
limited annotation resource, focusing it on examples that
help to improve the accuracy of the model on rare classes.

Evaluation of the current representation of a class to
determine its rarity
The next step is to evaluate how well the candidate class is
represented c(x), which caused the most uncertainty in the
model in the current training set. To do this, the number
of available examples of this class is calculated consider-
ing both manually annotated and pseudo-labelled samples.

Evaluation is performed using the following expression
(author’s wording):

n,=1L@I+IP,I, (5)
where c(x) - class of object that the model considers most
likely in the most unreliable area of the image x; L_(x) -
subset of manually marked-up class images c(x), included
in the training set L; P, , - subset of class images c(x) that
were automatically added as pseudo-markings to the set P;
|-| — operator that defines the number of elements in a set.

This equation allows quantifying the “saturation” of
an individual class in the current data set. Low value of n_
indicates that the corresponding class is still rare, and new
examples involving it may be of high value in the context
of active selection. A high value means that the class is al-
ready sufficiently represented, and additional marking of
frames with its presence is less of a priority.

Calculation of the frequency weight for rare classes in
the sample
In order to give preference to images that contain rare
categories when ranking examples, the number of avail-
able examples of the class n_, is converted to a weighting
factor that is inversely dependent on the frequency of this
class. This weight is determined by the following equation
(author’s wording):

1
log(nepy+B)

(6)

Wex) =
where w_ - weighting factor for the class clas c(x)s, which
is used later to prioritise the frame; n_ - total number of
class images c(x) available in the training set (both manu-
ally annotated and obtained as a result of pseudo-markup),
calculated according to equation (5); 8 - positive constant
that guarantees the certainty of a logarithmic function
even when the number of examples of the class is zero; in
this paper, the value is assumed to be g=1.

This equation allows compensating for bias in favour of
frequently presented classes. Due to logarithmic smooth-
ing of values, the weighting factor w_, increases for class-
es with few examples and decreases for well-represented
classes. Thus, even on a limited budget, active training with
high priority selects those frames that can improve the ac-
curacy of the model in poorly represented categories.

Calculation of the integral value of a frame for further
example selection
To make an effective comparison between all images left
without annotations, it is proposed to combine two previ-
ously calculated characteristics — the uncertainty of the
model with respect to the image and the frequency weight
of the associated class — into a single integral indicator. This
indicator is determined by the equation (author’s wording):

P =w,, E®), )

where ¢(x) - total (integral) value of the image , which
reflects its importance for further markup; w_, - class

c(x)
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frequency weight c(x), to which the model gives the high-
est (but not yet certain enough) probability; this coefficient
is calculated by equation (6) and is higher for rare classes;
E(x) - total entropy of all detected objects in the image x,
which characterises the degree of uncertainty of the model.

This equation allows combining the semantic com-
plexity of the frame (due to entropy) with information
about the relevance of the class (due to frequency weight),
which makes it an effective criterion for selecting examples
for manual annotation. Therefore, all unmarked images are
sorted by value ¢(x), and the frames with the highest values
are selected for manual markup. This approach allows al-
locating a limited annotation budget to the most valuable
examples for training the model.

Step 3. Selection of different frames based on semantic
diversity
After each unsigned image , an integral value was assigned
¢@(x) (equation 7), it is necessary to select the frames that
will most contribute to improving the accuracy of the mod-
el. These are images that have a high potential for informa-
tion content and help to cover rare categories of objects.
Since manual markup has a limited budget, it is marked as
B (number of images that can be annotated at each itera-
tion), it is important not only to identify the most valuable
samples from the standpoint of integral metrics, but also to
ensure their diversity.

The selection process is implemented in two stages:

1. Filtering by value — all images are sorted in descend-
ing order by function value ¢(x), after which a preliminary
pool of candidates is formed, which includes B' > B exam-
ples with the highest scores. Value B’ is set empirically (for
example, within 2-3 x of B), to provide sufficient space for
the next step — diversification.

2. Ensuring diversity — to avoid excessive repetition
of similar scenes or classes among the selected samples, a
clustering mechanism is applied in the feature space. This
study utilised embeddings obtained using a pre-trained
CLIP model. Images from the previous pool are grouped
using an algorithm of k-means, and the closest represent-
ative to the centroid is selected from each cluster. This
forms the final set of B-images that will be submitted for
manual marking.

This approach allows combining information con-
tent (high values ¢(x) with a variety of samples. This is
crucial to ensure generalisability of the model and avoid
over-training it on too uniform examples. In addition, it
makes optimal use of the limited resources of human an-
notation within the active self-learning cycle.

Pre-filtering by integral value
At the first stage of selecting images for manual marking, a
preliminary cut-off of unpromising frames was performed.
This allows focusing computing resources and human at-
tention on the most informative examples and thereby in-
creasing the effectiveness of active learning. To form the
previous set of priority examples, a subset is defined S :

Sq):{xe U\P| ¢ (x) eTonn—20%}, 8)

where U — multiple of all unassigned images; P — subset
of images that are already included in the pseudo-markup
set; E(x) — total entropy of all detected objects (frames) in
the image x, which characterises the degree of uncertainty
of the model; x € U\ P — images that remain unsigned and
were not automatically annotated; ¢(x) — integral value of
the frame, calculated by equation 7; S - subset of the high-
est priority images included in the top 20% by value ¢(x).
This procedure generates many examples that are po-
tentially most useful for manual annotation, since they
combine high model uncertainty and belonging to rare
classes. This approach allows reducing computational costs
and using the annotation budget more efficiently, avoiding
the cost of insignificant snapshots. Validity of choosing a
threshold value p=20% is confirmed by the results of pre-
vious research in the field of active learning for object de-
tection tasks, in particular, in the papers Entropy +Progres-
sive Diversity (Wu et al., 2022) and SoftTeacher-AL (Xu et
al., 2021), where it is recommended to use filtering in the
range of 15-25% of the most valuable examples.
Transition to the space of semantic features.
Atthisstage,eachimagex fromtheset S is converted to
a compact numerical representation — a feature vector that
preserves the semantic content of the image. The purpose of
this transformation is to provide a space structure in which
similar frames are located close to each other, and dissimilar
frames are located at a greater distance. This allows effec-
tively applying grouping methods, in particular clustering:

ferip(x) 512
——— € R 9
[1feLip (1], ©)

z(x) =

where x - images from the set S, which is pre-selected as
a set of valuable frames (equation 8); f,, , (x) - 512-dimen-
sional feature vector obtained using a pre-trained CLIP
model (Radford et al., 2021), which displays the content of
the image; [If,,, (¥)Il, = L2-norm (Euclidean length) of the
feature vector; z(x) € R°!> — normalised vector in the 512-di-
mensional feature space, which is used as input for further
clustering, for example by the k-means method.

This mapping of semantic features into the space al-
lows each image to match a unified numerical representa-
tion, or conditionally - its “digital DNA”. This makes it
easier to analyse similarities between scenes and avoids
duplication when selecting images for manual markup. The
use of normalised vectors ensures that clustering will be
based solely on directions in the feature space, and not on
absolute values of components, which is especially impor-
tant when using cosine distance-based metrics.

K-mean clustering: Detection of typical scenes

After all selected images have been converted to nor-
malised feature vectors using the CLIP model, each image
X gets a vector representation z(x) € R>2, which is placed in
a common semantic space. In this space, scenes that are
similar in content have close coordinates. The next step is
to divide the set of these vectors into B clusters - this is ex-
actly how many examples are planned to be submitted for
manual annotation in the current active learning cycle. The
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classical algorithm is used for this purpose k-means with
improved centroid initialisation using the k-means++
method (Radford et al., 2021). Mathematically, the problem
is formulated as minimising the total square of the Euclid-
ean distance between vectors and cluster centres (adapted
from A. Radford et al. (2021)):
2

min T Ve, |l2G) ~wil| k=B, 0)
where B — number of clusters (equal to the frame budget
for markup); z(x) € R°*> — normalised feature vector ob-
tained from the clip model for the image x; C; - multiple
images assigned to j-th cluster; € R°2 — centre of j-th
cluster, calculated as the arithmetic mean of vectors in C;
1z (x) - p;1I; - square of the Euclidean distance between the
image vector and the centre of the cluster. This approach
allows creating a representative sample of frames that are
very diverse in content, which reduces redundancy and in-
creases the efficiency of manual marking.

Creating an active markup set.

After clustering semantic vectors by the k-means method,
each cluster C;where j=1,..., Brepresents a group of frames
that are similar in content. Next, an active set for manual
markup is generated: one of the most representative ex-
amples is selected from each cluster. This approach allows
ensuring maximum coverage of the content space with a
fixed budget for markup. Calculating the active sub-set Qs
performed according to the following equation:

Q= {xj*|x]-* =argmin||z(x) — ujll2.j =1, ...,B}, (11)
x€Cj

where C, - j-th cluster formed as a result of the algorithm
of k-means; all frames in the middle C, have similar seman-
tic features; p, € R>'? — centre of j-th cluster, calculated as
the average value of vectors z (x) for all x€ C; z(x) € R° -
normalised feature vector obtained from the CLIP model;
llz(x) - p;Il, - Euclidean distance between the frame fea-
ture vector x and the centre of the corresponding cluster;
arg ;rgcr]l — operator that returns the frame with the smallest
distance to the centre of the cluster, i.e., the most typical
frame within the cluster C; x;’ - frame that best represents
the cluster C; Q - subset of B images, each of which is se-
lected from a different cluster. Thus, the constructed set Q
ensures that each markup frame represents a unique type
of scene. This can significantly increase the efficiency of
spending limited human resources, reducing redundancy
and helping to speed up the process of self-learning the
model for object detection.

Step 4. Updating and retraining the model on the
combined data set
After a set of images Q marked up by experts on the previous
one, manually adds annotated data, and confident pseu-
do-markings are collected, the stage of additional configu-
ration of the model on the combined sample is performed.
This section presents three key equations that formalise
the structure of the new training set and the process of op-
timising the model weights. Updating of the manual dial:

L'v=LuQ, (12)
where L — multiple images that were previously marked
up manually; Q — multiple frames that were annotated by
experts in the current iteration; L™ — updated manually
marked-up set. Repetitions (duplicates) are automatically
deleted, so each image is presented only once.
Creation of a complete training set:
Train=[newy P, (13)
where P - set of pseudo-markings obtained on the basis
of confidence forecasts of the model with a confidence
threshold of at least 0.8; T"“" — combined training sample
that includes both human and automatically generated
markings.
Model optimisation procedure (adapted from A. Rad-
ford et al. (2021)):
¢ V=9'—nV, L(T"™"; 6),t=0,...,e~1, (14)
where 6" — model parameters at the beginning of epoch t; n —
learning rate, which gradually decreases from 0.01 to 0.001
according to the cosine attenuation graph; L (T ""; &) —
loss function that combines classification and regression
components specific to the YOLO architecture (Ali &
Zhang, 2024); e=30 — number of epochs of additional training.
After completing 30 epochs, the model updates its
scales to reflect new patterns, while maintaining previous
knowledge. If the number of active iterations T did not
reach the specified maximum, the process returns to the
beginning of the cycle, in particular, to the pseudo-mark-
ing stage, which ensures the integration of active learning
with self-learning.
Step 5. Statement of the optimisation goal of the
active cycle for rare classes
After a detailed review of the stages of pseudo-markup,
adjusted selection of examples and additional training of
the model, it is necessary to formalise the target function
of active learning and the corresponding restrictions. This
section defines what exactly needs to be optimised and
what resources contain the best strategy. The optimisation
goal is to maximise recognition accuracy for rare classes
after completing the entire sequence of active loops. For-
mally, the objective function is written as follows:

max AP.are(Mg"), (15)

where MéT) — detector with parameters 6 after completion
of T iterations of active learning; AP - mean accuracy for
rare classes only according to the LVIS v1.0 taxonomy; S —
example selection strategy that considers the uncertainty,
rarity, and variety of scenes in this case.

This goal is consistent with approaches in active learn-
ing, in particular, with the wording by B. Settles (2009),
however, with a particular focus on rare classes. The limit
on the manual markup budget is set by the inequality:
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|L| <M, +BT, (16)
where |L| - total number of examples that were marked up
manually after all cycles were completed; M, - initial set
with manual markup (so-called seed-set), usually 10% of
the full markup; B — number of images that can be signed in
one cycle; T - total number of active iterations.

Thus, this condition ensures that the total amount of
manual markup corresponds to the established budget.
Equations (15) and (16) together form an optimisation
problem with constraints: it is necessary to maximise the
accuracy gain on rare classes without exceeding the avail-
able human resource. The proposed example selection
strategy focused on rare categories (tail-aware sampling)
demonstrates an advantage over random or purely entro-
py methods.

Comparison of Tail-Aware Active Self-Training strate-
gy with other basic approaches

As part of the experimental study, the proposed Tail-Aware
Active Self-Training strategy was compared with two basic
approaches that reflect the lower and intermediate limits
of the effectiveness of active training. The first basic sce-
nario is Random, in which a fixed number of examples
B=256 are randomly selected at each iteration from a pool
of unsigned images U. This approach does not consider ei-
ther the level of uncertainty of the model or the frequency
characteristics of classes, and therefore acts as a minimal
control that allows assessing whether there is any benefit
from using active learning.

The second basic option is the Uncertainty-only
strategy, which is based on the classical entropy sorting
approach proposed by B. Settles (2009). In this case, the
images are ranked by the total entropy of the model’s pre-
dictions, and the examples that the model is most uncer-
tain about are added to the sample. However, this strategy
ignores information about the imbalance in the class rep-
resentation, which is especially important for objects that
belong to rare categories. Ultimately, TAAST combines the
entropy approach with the weight gain of rare classes (via a
multiplier w ) and a semantic diversity mechanism based
on clustering of normalised clip feature vectors. This ap-
proach helped to avoid excessive duplication of such per-
sonnel and ensured the maximum increase in information
per unit of human resource. A consistent comparison of
Random — Uncertainty-only — TAAST strategies illustrat-
ed the contribution of both the fact of active learning itself

and the additional effect of taking into account the struc-
ture of the long tail (tail-aware logic).

Performance evaluation was carried out using the ba-
sic AP_rare metric, i.e., average accuracy only for objects
with less than 10 examples in the initial training sample.
The calculation was performed by the official LVIS/COCO
API at 10 IOU (Intersection over Union) thresholds in the
range of 0.50-0.95 in 0.05 increments, which ensured com-
patibility with previous studies in the field of long-tail
detection. To ensure that the improvement in AP rare is
not accompanied by a degradation in overall accuracy, the
mAP_overall metric was additionally recorded - the aver-
age accuracy for all classes using the same protocol. La-
bel Efficiency (LE) was also evaluated — the percentage of
manual markup saved compared to the full training set (for
example, LE =42% means using only 58% of real labels to
achieve a given quality).

A complete three-cycle experiment was performed for
each strategy under study (T=3), where three fixed ini-
tial seed values were used: 21, 42, and 63. At the zero cy-
cle stage (T=0) the basic values of AP_rare and mAP were
recorded, and then after each active cycle (T=1, 2, 3) was
evaluated on a validation subset. This step-by-step assess-
ment allowed tracking the dynamics of learning and iden-
tifying at what stage the performance plateau is reached.
After the third iteration was completed, the test part was
opened once for the final measurement — this allowed ad-
justing to the test data. Average values and 95% confidence
intervals were calculated using the equation:

£+1.96 /3, 17)

where ¥ — mean metric value; ¢ — standard deviation of
three runs with different seeds.

As part of the evaluation of the effectiveness of active
learning strategies, a comparative analysis of manual labour
costs and computational time was carried out with a fixed
budget for three active cycles of 256 frames each (a total
of 768 frames on top of the initial seed set, which was 10%
of the train part of the LVIS v1.0 dataset = 10,000 images).
Table 1 shows that the proposed TAAST strategy achieved
the highest label efficiency (LE = 42%), reducing the need
for manual annotation. Specifically, it retained 9% of hu-
man effort compared to Random and Unknown-only, which
showed only 33% LE. In addition, TAAST demonstrated an
advantage over qualitative metrics (AP_rare), proving the
effectiveness of including weighting factors for rare classes
and combining pseudo-markings with semantic clustering.

Table 1. Cost analysis

Strategy Manual frames per cycle Manual frames per 3 cycles Label-efficiency
Random 256 768 33%
Uncertainty-only 256 768 33%
TAAST 256 768 42%

Source: compiled by the author based on the results of the experiment
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As can be seen from the table, the advantage of TAAST
is a combination of classified entropy, semantic cluster-
ing, and pseudo-markup, which allows not only to reduce
human effort, but also to achieve higher AP _rare accuracy
values in rare classes. Thus, the experimental results con-
firmed that TAAST provides a more economical use of the
annotation budget without compromising the quality of

the model, which is a key factor for deploying systems in
real-world conditions with limited resources. Table 2 sum-
marises the totals for all active learning strategies tested
on LVIS v1.0 and nulmages-Imbalanced datasets. Accu-
racy in rare classes (AP _rare), overall quality (mAP), hu-
man markup performance (LE), and gain after three active
learning cycles were evaluated.

Table 2. Analysis of various active learning strategies

Dataset / Method AP_rare, start AP_rare, final £ 95% CI A AP_rare mAP_overall, final Label efficiency
LVIS Random 12.6 14.6+0.32 +2.0 341 33%
LVIS Uncertainty 12.6 17.6+0.25 +5.0 35.4 33%
LVIS TAAST 12.6 18.9+0.20 +6.3 36.0 42%
nulmages Random 21.3 23.2+0.34 +1.9 41.6 34%
nulmages Uncertainty 21.3 26.3+0.29 +5.0 42.8 34%
nulmages TAAST 21.3 27.7+0.25 +6.4 43.2 43%

Source: compiled by the author based on the results of the experiment

The results show a clear advantage of the TAAST strat-
egy in all aspects considered. The increase in the AP_rare
metric on both datasets was more than + 6 percentage
points, exceeding the “net” uncertainty by about + 1.3 per-
centage points. This confirms the effectiveness of combin-
ing entropy selection with logarithmically weighted selec-
tion of rare classes. The overall mAP has also grown, which
means that there is no degradation in common classes.
In addition, Label Efficiency exceeded 42-43%, which
indicates a significant reduction in the need for manu-
al markup. Since the 95% confidence intervals between
TAAST and Uncertainty-only do not overlap, the difference
is statistically significant.

The results obtained confirmed the effectiveness
of the TAAST strategy in the context of long-tail active
self-learning tasks. Compared to classic uncertainty-based
selection scenarios (Settles, 2009), TAAST provides a sig-
nificantly higher increase in accuracy in rare categories
(AP_rare), while maintaining or even improving the over-
all mAP. This indicates an effective integration of pseu-
do-labels and frequency weighting and an analysed reduc-
tion in the need for manual marking. The current results
are consistent with the findings by K. Sohn et al. (2020),
which showed that high-quality pseudomarking com-
bined with self-learning can be effective, although they
did not consider the class imbalance. TAAST extends this
idea by adding adaptive weighting over the frequency of
classification categories.

In addition, the results are consistent with a number of
new approaches in long-tail detection and active learning.
In particular, the Plug-and-Play Active Learning (PPAL)
method (Yang et al., 2024) implements a two-step sam-
pling scheme focused on sample diversity, which is easi-
ly integrated into standard detection pipelines without
significant architectural changes and provides stable AP
growth with minimal overhead. In the field of 3D detection,
the Rare Example Mining (REM) approach, proposed by

C.M. Jiang et al. (2022), addresses the intra-class long tail
by purposefully selecting rare examples: the combination
of data-centric and model-centric steps allows achieving
performance close to fully marked models, with signifi-
cantly less manual labels. The long-tail problem in un-
manned driving is systematically formalised by the LT3D
method presented by N. Peri et al. (2023): hierarchical loss
and multimodal RGB + LiDAR Fusion have been shown to
significantly improve the accuracy of rare classes (such as
“stroller”) by better distinguishing small objects. Ultimate-
ly, in the broader context of the open long tail of OLTR++,
Z.Liu et al. (2022) proposed an integrated framework with
dynamic meta-embedding and modular active learning
that simultaneously covers the imbalance, few-shot, and
open-set aspects — the results were confirmed on large Im-
ageNet, Places, and MS1M sets.

Thus, the experimental results demonstrate that the
TAAST strategy can combine the benefits of active and
self-learning approaches in a single cycle. It allows signifi-
cantly reducing the number of frames that require manual
annotation, while not losing the overall accuracy of the
model. It is important to note that the integration of fre-
quency weighting directly affects the balance of the distri-
bution of selected examples, which is crucial for improv-
ing rare classes. This suggests that not only architectural
solutions, but also the process of forming a training set
itself can become a key factor in improving the efficien-
cy of object detection systems. Overall, the study not only
confirmed the effectiveness of active learning as a concept,
but also showed that the consideration of class frequency
and semantic diversity allows for a much better balance
between model quality and annotation costs. Thus, the
proposed approach solves one of the key problems of ac-
tive learning — the preference for frequent classes in the
selection process — and offers a practical solution for prob-
lems with an imbalanced distribution that often occur in
real-world conditions.
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Conclusions

The proposed Tail-Aware Active Self-Training method
confirmed the effectiveness of targeted and informative
sampling in active self-learning tasks. Unlike classical
strategies that focus only on entropy or randomness of
choice, TAAST combines a rarity weighting factor in com-
bination with an entropy estimation of model uncertainty,
which allows prioritising frames with underrepresented
classes. This approach provided an increase in average
accuracy for rare objects by 6.3-6.4 percentage points,
exceeding the results of both random and entropy active
learning strategies. Using the 0.8 threshold for pseu-
do-marking helped to automatically include up to 50%
of objects in the training set without the need for manual
marking, which resulted in human resource savings of up
to 43%. However, the quality of the model did not deteri-
orate, but on the contrary — it increased both at the level
of rare classes and at the level of the overall average indi-
cator. A key role in achieving high efficiency was played
by the use of the CLIP model, which allows evaluating the
semantic similarity of images without additional training,
and clustering by the k-means method, which provided
grouping scenes in seconds. This allowed avoiding dupli-
cation of frames and guarantee maximum diversity in the
sample. It was shown that the model reaches a plateau of
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AKTMBHEe COMOHABYAHHA ANs AeTeKLii 06'eKTiB
B YMOBAX gucé6anaHcoBaHux paHmx: nigxip TAAST

OmuTtpo IsaHoB
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AHoTaU,id. Y KOHTEKCT mefasti mmpIioro po3BUTKY Ta 3aCTOCYBaHHsI KOMIT FOTEPHOTO 30y 3pOCTa€ Morpeda y sSMeHIIeHH]
BUTPAT HA PYYHY PO3MITKY JaHMX, 0COOIMBO B 3a,aUax BUSIBIEHHS PiIKiCHMX 00’€KTIB 32 yMOB IOBIOXBOCTOTO PO3IOZITY
KiaaciB. MeTow JoOCTigKeHHS Oylno MifgBuineHHs eeKTMBHOCTI BU3HAUEHHSI PiIKiCHMX KarTeropiit 3006paskeHb uepe3
BIIOCKOHAJIEHHS CTpaTeTii aKTMBHOIO caMOHaBUYaHHS. Y poboTi 3acTocoBaHo miaxin Tail-Aware Active Self-Training, mo
6a3yeThCs HA CTpaTeriuHoOMY Bifi6opi KaIpiB 3 ypaxyBaHHSIM €HTPOITii HeBIIEBHEHOCTI, PiZIKiCHOCTI K/1acy Ta CEMaHTUYHOTO
pisHOMaHITTS B mpocTopi o3Hak Mmopesni Contrastive Language-Image Pretraining, 3 nopanbliyM BMKOPUCTaHHSIM
TICeBAOPO3MITKM 3a JomoMoroio netektopa You Only Look Once, Bepcist 8. V pe3ynbTaTi eKcliepuMeHTiB Ha Habopax
maHux Large Vocabulary Instance Segmentation, Bepcis 1.0 Ta nulmages-imbalanced 3arnporoHoBaHa cTpaTeris
3abe3mneunsia mpupict TouyHocTi AP_rare Ha 6,3-6,4 BiICOTKOBUX ITyHKTIB Y TTOPiBHAHHI 3 6a30BuMM Mmigxogamu Random
ta Uncertainty Sampling. 3arajgbHa TOUHICTh MO/ MPU IIbOMY He 3HU3UJIACh, a 3pociia 10 36,0-43,2 % mAP 3a1exHO
Big maTacety. [TokasHMK e(eKTUBHOCTI PO3MITKM TOCSITHYB 42-43 %, 1110 Ha 9-10 MyHKTiB BMIIle 32 KOHKYPEHTHi cTpaTerii.
PesynbTaTy eKCIIePUMEHTY € CTaTUCTUYHO AOCTOBIPHMMM, OCKIJIbKY iHTEPBaIM JOBipM [ MeTPUKM TOYHOCTI AP_rare
y pasi 3actocyBaHHs1 MeToany Tail-Aware Active Self-Training He mepeTHHAIOTHCS 3 iHTEepBanamu Ajs1 6a30BUX CTpaTeriit
Random i Uncertainty-only. Lle cBiZumMTh mpo Te, L0 MepeBara IaHOTO MeTOLYy He € BUIIAJKOBOIO, a MiJTBepiskeHa 3
BMCOKOIO IMOBipHicTI0. OTXXe, OTpMMAaHi pe3yabTaTy MPOLeMOHCTPYBaIM HALiliHICTh i CTabGiIbHICTh 3aMIPOIIOHOBAHOTO
MigXOAy: BXe Micas ABOX aKTMBHMX iTepaliii Monenb [ocsra IUIaTO MPOAYKTMBHOCTI, IO [O3BOJIMJIO CYTTEBO
3MEHLIUTY 00YMCTIOBANbHI BUTPATH. [IpakTMYHA I[iHHICTh POOOTHM IOJSATAE Y CTBOPEHHI e()eKTUBHOTO iHCTPYMEHTY AJIsI
aBTOMAaTM30BAaHOTO PO3TOPTAHHS MOJesiel KOMIT IOTEPHOTO 30py B yMOBax 0OMeskeHOro 6I0/KeTy Ha PO3MITKY

KniouoBi cnoBa: mainMHHe HaBYaHHS, CeMaHTMYHA KJIACTepM3allis; ICeBOOAHOTallis; BMUOIpKa 3a EHTPOIE;
6aaHCYBaHHS KJIaciB; KOMITIOTepHMI 3ip; oNTUMIi3allisi po3MiTKK
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Abstract. This study presented a design strategy — Layered Resource Isolation — that reconciled memory safety with
high performance by enforcing three explicit tiers of lifetimes and checks: an ephemeral tier for short-lived temporaries,
a verifiable tier guarded by structural and aliasing validation at transfer points, and a persistent tier with audited release.
The objective was to elevate lifetime boundaries to first-class design elements while avoiding vendor-specific frameworks.
Neutral exemplars preserved identical algorithms across baseline and layered variants: a parser and compiler front-end
that transforms token streams into abstract syntax trees, a multi-level cache with coherent read-through behaviour, and
blocked numerical kernels. The evaluation instrumented allocations, promotions, audited releases, and phase timings, and
used paired runs across thirty independent seeds to compare safety incidents per ten million operations, median runtime,
ninety-fifth and ninety-ninth percentile latencies, throughput, and peak resident memory. Results showed elimination of
leaks, double frees, use-after-free, and invalid frees within the detection horizon in all layered variants, with a one-sided
confidence bound placing the incident rate below 0.11 per ten million operations. Tail behaviour improved markedly:
ninety-fifth percentiles decreased by 21.8-24.9% and ninety-ninth percentiles by 22.8-27.6% across exemplars and load
regimes, peak resident memory fell by 10-16%, steady-state throughput rose by 0.6-4.1%, and median runtime overhead
remained near 1-2%. Practically, the approach reduced allocator contention, enabled whole-program reasoning about
ownership and aliasing, and converted rare, expensive recovery into predictable boundary validation, offering a replicable
methodology for advanced systems software

Keywords: audited release; ownership and alias control; validation checkpoints; allocator and handle contracts; alias
guards; typestate encodings

Introduction

The tension between memory safety and high performance
remains a central constraint in systems software. Manual al-
location and deallocation provide precise control yet intro-
duce error pathways that manifest as leaks, dangling refer-
ences, double frees, and subtle lifetime violations. Tracing
garbage collection reduces explicit ownership burden but
canimpose non-deterministic pauses,increase cache churn,
and obscure the moment when resources are reclaimed.
Deterministic destructor-based patterns (RAII — Resource
Acquisition Is Initialisation) grant predictable clean-up but
localise reasoning to scope boundaries that may not reflect
aliasing realities across modules. Under realistic work-
loads, these mechanisms can degrade throughput, inflate

tail latency, and compromise correctness. A design-level
methodology that elevates memory safety to a first-class
concern while preserving speed is therefore warranted.

Layered Resource Isolation (LRI) is proposed as such
a methodology that is suitable for open academic use. The
central premise holds that many safeties failures stem
from blurred lifetime boundaries and ad hoc promotion
of data from transient scopes to long-lived structures. To
counter this, LRI partitions memory and related resourc-
es into three tiers with clear contracts and checkpoints:
an ephemeral tier for short-lived temporaries and scratch
buffers with strictly bounded scope; a verifiable tier for
state that must pass structural, aliasing, and invariance
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checks before any promotion; and a persistent tier for
long-lived objects with stable identity, explicit transfer se-
mantics, and audited release. R.N. Watson et al. (2025) ar-
gued that software ecosystems need standardise principles
and measurements for memory safety to curb entire classes
of defects. The position paper outlined baseline practices
and stresses cross-project coordination so improvements
persist beyond individual languages.

This stratification complements — while remaining dis-
tinct from - prevailing practices. Manual management em-
phasises control but lacks uniform validation boundaries;
tracing collectors amortises reclamation but relaxes explic-
it ownership; RAII enforces deterministic clean-up yet de-
pends on local scope reasoning that can mask cross-com-
ponent aliasing. Compatibility with C/C++ libraries and
common toolchains is maintained to enable incremental
adoption without vendor lock-in or domain-specific frame-
works. A. Fromherz & J. Protzenko (2024) formalised a path-
way for compiling C into safe Rust with machine-checked
semantics. The work showed how verified transformations
can retain performance while inheriting Rust’s ownership
and lifetime guarantees. V. Astrauskas et al. (2022) present-
ed Prusti, a verification toolchain for Rust that enables spec-
ification and automated checking of program properties.
The project strengthened Rust’s safety model by proving
invariants that exceed what the borrow checker enforces.

The methodological contribution is framed as strate-
gy and methods rather than invention. First, a vocabulary
for lifetime governance is established — entry and exit con-
tracts for each tier, typestate or equivalent static encodings
where available, and lightweight runtime guards where
static proof is impractical. Second, neutral exemplars are
used to illustrate application without domain coupling:
parser and compiler front-ends where tokens become ab-
stract syntax trees through verifiable promotion; cache
layering where lines migrate only via validated coherence
steps; and numerical kernels where working sets remain
in the ephemeral tier and results are promoted under ex-
plicit invariants. S. Amar et al. (2023) introduced Capabil-
ity Hardware Extension to RISC-V for Internet of Things
(CHERIO0T), bringing capability-based spatial and tempo-
ral memory safety to embedded devices. The evaluation
demonstrates fine-grained compartmentalisation with
minimal footprint, suggesting feasibility in constrained en-
vironments. A.E. Michael et al. (2023) proposed MSWasm
(Memory-Safe WebAssembly), enforcing memory-safe
execution of unsafe code via WebAssembly isolation. The
runtime establishes sound boundaries for legacy compo-
nents without demanding extensive rewrites.

S. Xu et al. (2024) developed Condo to harden contain-
er isolation by protecting kernel permission metadata. The
approach reduces escalation vectors by safeguarding criti-
cal authorisation paths. Several gaps motivate this inquiry.
Existing literature and practice provided powerful indi-
vidual mechanisms — ownership types, region disciplines,
hazard pointers, epoch reclamation, and advanced allo-
cators — yet guidance on composing these elements into

a language-agnostic, design-time methodology remains
limited. Moreover, prior work often isolates formal safety
guarantees from performance characterisation, whereas
engineering practice demands co-optimisation. D. Green-
span et al. (2024) presented LOaPP (Low-Overhead Protec-
tion for Persistent memory), a low-overhead scheme that
protects persistent memory objects at rest. Results indi-
cated that practical security policies can coexist with high
performance in PM-backed systems. H. Huang et al. (2024)
introduced vKernel, which gives each container private
code and data spaces to tighten intra-kernel separation.
Experiments showed improved isolation and reduced
cross-container interference with modest overhead.

The objective of the present study was to articulate
LRI as a transparent methodology — including design rules,
validation checkpoints, and cross-tier contracts — and to
examine its implications for safety and performance using
neutral software exemplars. The research problem is ar-
ticulated as follows: how can a layered lifetime discipline
reduce memory misuse while preserving high throughput
and predictable latency in production-grade codebases?
The working hypothesis states that explicit tier bounda-
ries with mandatory validation checkpoints reduce both
incidence and impact of misuse — and that the resulting
locality and deterministic reclamation improve tail be-
haviour despite modest checking overheads. A secondary
hypothesis anticipates that whole-programme reasoning
is strengthened when cross-tier transfers are promoted to
first-class operations governed by contracts.

Materials and Methods

Methodology: Layered resource isolation

The study operationalised a design methodology — Layered
Resource Isolation - to reconcile memory safety with high
performance. LRI partitioned memory and related handles
into three tiers with bounded lifetimes and mandatory
checkpoints. The ephemeral tier hosted temporaries and
scratch buffers whose arenas were created and torn down
at natural phase boundaries. The verifiable tier retained
the intermediate state subject to structural, bounds, and
aliasing checks; only objects that satisfied these contracts
were eligible for promotion. Before promotion, the object
in the verifiable tier undergoes a gate check: its structural
integrity and bounds are validated, the absence of ephem-
eral and overlapping aliases is confirmed, typestate and
single ownership are verified with no writers in flight and
no epoch skew, then the object is sealed, assigned a stable
identity, recorded in the ownership table, and logged for
audited release. The persistent tier encapsulated long-lived
objects with stable identity, explicit transfer semantics,
and audited release. Cross-tier movement was governed by
compile-time typestate encodings where available and by
lightweight runtime guards otherwise. Allocator and han-
dle contracts defined entry/exit conditions for each tier and
prohibited references that crossed lifetime boundaries un-
checked. The method remained language- and vendor-neu-
tral and avoided domain-specific workflows; it was framed
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as a strategy and set of methods rather than an invention,
ensuring free academic use.

Neutral exemplars and implementation materials

To isolate lifetime discipline from algorithmic effects, three
neutral software exemplars were implemented twice each:
a baseline using idiomatic manual allocation and RAII/
region patterns, and an LRI variant that preserved identi-
cal algorithms and dataflow while routing all allocations
and transfers through tier contracts. The exemplars were
(i) a parser and compiler front-end that transformed to-
ken streams into abstract syntax trees; (ii) a cache layering
stack with coherent read-through behaviour across two and
three levels; and (iii) numerical kernels drawn from blocked
dense linear algebra and transform routines. These three
exemplars were selected as representative because they
collectively span orthogonal memory access and aliasing
patterns (pointer-rich AST (Abstract Syntax Tree) graphs,
coherent multi-level cache lines, and regular blocked ar-
rays), remain domain-neutral and reproducible without
vendor dependencies, provide clear checkpoints for pro-
motion contracts, and, by keeping algorithms identical be-
tween the baseline and the LRI variant while changing only
the tier wiring, allow observed effects to be attributed spe-
cifically to the layered architecture. All implementations
targeted a portable POSIX (Portable Operating System In-
terface) environment and a standard C/C++ toolchain, with
no vendor frameworks or device-specific APIs. Instrumen-
tation in both variants recorded allocations, deallocations,
and timing at phase boundaries; the LRI variant addition-
ally logged promotion attempts, alias-guard triggers, and
audited releases. Safety was examined by running sanitis-
er-assisted builds of the baseline to surface leaks, double
frees, use-after-free, and invalid frees, and by examining
LRI contract outcomes (e.g., rejected promotions) that
would have manifested as defects without tiering. Safety
was assessed using Clang/LLVM AddressSanitizer (ASan)
with leak detection (LSan) enabled, supplemented by Un-
definedBehaviorSanitizer (UBSan; bounds, null, vptr, and
pointer-overflow checks); ThreadSanitizer (TSan) was ap-
plied to the cache exemplar to exclude race confounders,
whereas MemorySanitizer (MSan) was not employed due to
deliberate scratch-buffer initialisation patterns.

Measurement protocol and statistical analysis

Workloads were designed to stress allocation and life-
time behaviour, independent of domain semantics. Ar-
rival processes covered near-normal traffic, heavy-tailed
allocation sizes, and bursty phases that induced allocator
contention. Each configuration (subsystemxregimexvar-
iant) was executed across 30 independent seeds to enable
paired comparisons and variance estimation. Seed variation
was controlled by a deterministic Pseudo-Random Number
Generator (PRNG) at the harness level: for each run, one of
30 unique seeds parameterised all stochastic components of
the workloads, including inter-arrival timings under the la-
tency regimes, allocation sizes and lifetimes, burst positions

and durations, parser input permutations, cache access or-
ders and tiebreakers, and initial tiling choices in numerical
kernels; build and environment settings were held constant
to ensure independence and reproducibility. Metrics includ-
ed median runtime (p50), tail latencies (p95, p99), steady-
state throughput, peak resident memory, and incident rates
per operation; in addition, dispersion statistics (interquar-
tile range — IQR) and the p99/p50 ratio were computed as
auxiliary indicators of latency spread and tail heaviness.

Throughput was computed as subsystem-specific op-
erations per second over a steady-state window (warm-up
and cool-down excluded) in a portable POSIX C/C++ har-
ness: for the parser, tokens successfully parsed into AST
nodes per second; for the cache stack, completed get and
put operations per second with both hits and misses count-
ed; and for the numerical kernels, completed blocked-ker-
nel tile updates per second. Per-seed values were then sum-
marised as LRI-versus-baseline relative deltas to normalise
for hardware. Code size was also compared as an overhead
proxy: “lines of core code” were counted per exemplar and
per variant (baseline vs LRI), including only hand-written
kernel sources and excluding tests, harness utilities, build
configuration, third-party libraries, generated files, blank
lines, and comments, and the metric was reported both as
absolute counts and as LRI-to-baseline deltas. Relative del-
tas were computed as LRI versus baseline for each seed to
control for run-to-run variability. Statistical analysis fol-
lowed a paired, non-parametric plan suitable for skewed la-
tency distributions: the Wilcoxon signed-rank test was ap-
plied to per-seed deltas, with Holm-Bonferroni adjustment
for families of comparisons across regimes and subsystems
(ax=0.05). For throughput and peak memory, 10,000-rep-
licate bias-corrected bootstrap confidence intervals were
computed on paired deltas.

For safety with zero observed incidents in LRI, one-sid-
ed Clopper-Pearson bounds estimated the upper rate con-
sistent with the observations. Deterministic seeding and
fixed build configurations ensured reproducibility. This
protocol aligned with the Results section by contrasting
structurally identical baselines against LRI-governed var-
iants, attributing any safety improvements and tail-latency
reductions to explicit lifetime layering, validation check-
points, and audited release rather than to algorithmic
changes. An ablation study was also conducted by disabling
individual mechanisms (typestate checks, alias guards,
ephemeral pooling, and audited release) while holding all
other factors constant. Additionally, sensitivity tests were
conducted by varying checkpoint frequency, ephemer-
al-pool size, and the batching policy for audited release.

Results

Benchmark setup, datasets,

and measurement protocols

The evaluation tested whether the proposed LRI method-
ology — built around ephemeral, verifiable, and persistent
tiers with explicit entry/exit contracts and mandatory vali-
dation checkpoints — reduced memory safety defects while
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maintaining or improving performance. To ensure that any
differences arose from lifetime governance rather than
algorithmic changes, each exemplar subsystem was im-
plemented twice with identical algorithms and dataflow:
a baseline version using idiomatic manual allocation and
RAIl/region discipline, and an LRI version that preserved
the same logic but routed all allocations, handles, and pro-
motions through tier contracts.

Three neutral, domain-agnostic exemplars were
chosen because they stress different forms of resource
management without invoking vendor workflows or de-
vice-specific contexts. First, a parser and compiler front-
end transformed token streams into abstract syntax trees
(ASTs). In the baseline, tokens, stacks, and intermediate
nodes coexisted in a single allocation regime; in the LRI
variant, short-lived tokens and stacks resided in ephem-
eral pools; partially built AST nodes and candidate sym-
bols were placed in the verifiable tier and were promoted
only after structural checks (balanced subtrees, resolved
ownership of lexemes); and finalised AST and symbol
tables moved to the persistent tier with audited release.
Second, a cache layering stack implemented a coher-
ent, read-through policy across two and three levels.
The baseline relied on conventional invalidation paths;
in the LRI version, allocations for request contexts and
hash probes were ephemeral, candidate lines and decoded

metadata remained verifiable until coherence and alias
checks passed, and only then were stable lines persisted,
and demotion and deallocation proceeded through audit-
ed release. Third, numerical kernels (blocked dense lin-
ear algebra and transform routines) used the same loop
ordering and tile sizes in both implementations; the LRI
variant confined tile-local scratch to ephemeral pools,
kept partial results verifiable until dimensionality and
bounds invariants were asserted, and promoted only con-
solidated outputs and reusable plans.

A common harness collected counts of allocations, de-
allocations, promotions, demotions, and audited releases;
sanitiser-assisted incident detection (for the baseline) cov-
ering leaks, double-frees, use-after-free, and invalid free;
LRI contract outcomes (accepted vs. rejected promotions,
alias-guard triggers, audited release results); and timing at
subsystem phase boundaries with p50/p95/p99 latencies and
throughput under steady and bursty regimes. Workloads cov-
ered near-normal interarrival, heavy-tailed allocation-size
distributions, and burst phases introducing allocator conten-
tion. Each configuration was repeated across 30 independ-
ent seeds per regime to bound variance and support paired
statistical comparisons. In Table 1, there were the exemplar
subsystems and their baseline/LRI variants, core lines of
code, total allocation counts, promotion and audited-release
volumes, and the workload regimes exercised.

Table 1. Workloads, scale, and instrumentation coverage

Subsystem (variant) Lmez oc:jfecore Allocations (x10°) Pro(r’go(;:;)ns AUd't?f&;I)e ases Regimes exercised

Parser/Front-end _ _ Near-normal, heavy-tailed,
(baseline) 7,420 182.6 bursty

Parser/Front-end (LRI) 8,105 176.9 94.2 61.1 Near'“o"ﬁ'rsht‘;a"y'ta"e‘j'

Cache layering _ _ Near-normal, heavy-tailed,
(baseline) 6,033 139.4 bursty

Cache layering (LRI) 6,612 131.7 72.8 48.0 Near‘“°r"|:f:l"r:t§a"y'ta"9d'

Numerical kernels _ _ Near-normal, heavy-tailed,
(baseline) 5487 214.9 bursty

Numerical kernels (LRI) 5,998 205.5 118.6 79.3 Nearnormal, Shtia"y'ta"e‘j'

Source: created by the author

The table establishes parity of algorithmic scope while
revealing structural differences introduced by LRI. Code
size grew modestly (8-11%) because contracts and man-
ifest-level tier wiring were added; however, allocation
counts fell consistently in LRI (-3.1% in the parser, -5.5%
in the cache, -4.4% in numerics). This reduction reflects
ephemeral pooling and fewer accidental long-lived clones
after disciplined promotion. Promotions and audited re-
leases — nonexistent in the baseline — quantify verifiable
persistent flows and accountable deallocations: the pars-
er executed 94.2 million promotions and 61.1 million au-
dited releases, indicating that not all verifiable objects
required eventual persistence and that persistent objects
were reclaimed under audit rather than ad hoc free paths.
The cache and numerics show similar shaping of resource

lifecycles (72.8/48.0 and 118.6/79.3 million promotions/
audited releases, respectively). Crucially, the regimes ex-
ercised are identical across variants, enabling paired com-
parisons in subsequent tables. The setup therefore met the
study’s requirement: same algorithms, same workloads,
and additional lifetime structure.

Safety outcomes across tiers and transfers

The primary question was whether explicit tier bounda-
ries with validation checkpoints would reduce or eliminate
common memory-safety defects. Baseline variants were
compiled and run under sanitiser assistance to surface la-
tent issues that might not crash immediately; LRI variants
logged contract outcomes and audited every persistent-tier
release. In Table 2, there were aggregated sanitiser-detected
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incident rates per ten million operations - leaks, dou-
ble-frees, use-after-free, and invalid frees - together with

LRI-specific counts of rejected promotions and audited-re-
lease failures across regimes.

Table 2. Safety incidents per 10 million operations (mean across seeds)

. . Rejected Audited
Subsystem/Regime Leaks Double-frees | Use-after-free | Invalid free promotions ;e_lease
ailures
Parser (baseline, near-normal) 1.6 0.2 0.9 0.4 - -
Parser (baseline, heavy-tailed) 2.3 0.3 1.8 0.6 - -
Parser (baseline, bursty) 2.9 0.4 2.1 0.7 - -
Parser (LRI, all regimes) 0.0 0.0 0.0 0.0 3.7 0.0
Cache (baseline, near-normal) 0.9 0.1 0.5 0.2 - -
Cache (baseline, heavy-tailed) 1.5 0.2 1.1 0.4 - -
Cache (baseline, bursty) 1.8 0.3 1.3 0.5 - -
Cache (LRI, all regimes) 0.0 0.0 0.0 0.0 2.4 0.0
Numerics (baseline, near-normal) 0.7 0.0 0.3 0.1 - -
Numerics (baseline, heavy-tailed) 1.1 0.1 0.8 0.3 - -
Numerics (baseline, bursty) 1.4 0.1 1.0 0.4 - -
Numerics (LRI, all regimes) 0.0 0.0 0.0 0.0 2.9 0.0

Source: created by the author

The baseline exhibited non-zero rates of every san-
itiser-trackable defect class, with magnitudes increas-
ing under heavy-tailed and bursty regimes. For instance,
parser leaks rose from 1.6 to 2.9 per 10 million operations
between near-normal and bursty regimes (+ 81.3%), while
use-after-free nearly doubled (0.9-2.1, + 133.3%). Cache
and numerics showed the same pattern, albeit with small-
er absolute values in numerics owing to more regular life-
times. In stark contrast, LRI variants recorded zero leaks,
double-frees, use-after-free, and invalid frees across all
regimes within the detection horizon. Rejected promotions
were treated as contract outcomes rather than defects;
they indicate verifiable-tier objects that did not satisfy
structural or aliasing contracts and therefore were not per-
sisted. The observed rates — 3.7, 2.4, and 2.9 per 10 million
operations in parser, cache, and numeric - amount to ap-
proximately 0.0037-0.0024% of attempted promotions and
correspond to conditions that, in the baseline, correlate
with the sanitiser incidents seen in the adjacent rows (e.g.,
promoting an AST node holding a borrowed pointer to an
ephemeral token buffer, or persisting a cache line with
incoherent metadata).

No audited release failures occurred, demonstrat-
ing that persistent-tier deallocation happened only when
all owning handles had been revoked or transferred per
contract. A one-sided 95% confidence bound on the LRI
incident rate with zero observed events placed the up-
per bound below 0.11 per 10 million operations, at least

an order of magnitude under baseline means for the same
subsystems and regimes. The directionality is consistent:
when lifetime governance is explicit, entire defect class-
es disappear rather than merely decline. Mechanistically,
the elimination follows directly from the tier semantics.
Ephemeral pools are torn down wholesale at natural block
boundaries, so “missed free on an error path” cannot accu-
mulate into leaks; verifiable-tier promotion gates prevent
any persistent object from holding pointers into ephemer-
al memory; alias guards catch stale handles before inval-
idation; audited release ensures that finalisation order is
checked against ownership and alias maps, turning silent
hazards into contract failures at the boundary rather than
undefined behaviour deep in the program.

Latency, throughput, and peak memory footprint

The secondary question was whether LRI’s contracts and
audits, together with tier-aware allocations, preserved or
improved performance metrics — especially tail latency —
without imposing unacceptable median overhead. Timing
probes were placed at phase boundaries in each subsys-
tem, and results were summarised as relative deltas of
the LRI variant against its baseline counterpart; negative
deltas indicate reductions relative to baseline. In Table 3,
there were relative deltas of the LRI implementation ver-
sus the baseline for median runtime, p95/p99 latency,
throughput, and peak memory under near-normal, heavy-
tailed, and bursty loads.

Table 3. Election and commit time percentiles (ms)

Subsystem/Regime Median runtime A (p50) p95 latency A p99 latency A Throughput A | Peak memory A
Parser (near-normal) +1.3% -22.4% -24.1% +0.9% -10.7%
Parser (heavy-tailed) +1.6% -24.9% -27.6% +2.8% -12.9%
Parser (bursty) +1.7% -23.1% -26.3% +3.2% -13.8%
Cache (near-normal) +1.2% -21.8% -23.2% +1.1% -10.1%
Cache (heavy-tailed) +1.4% -23.7% -26.8% +3.7% -14.5%
Cache (bursty) +1.5% -22.6% -25.4% +4.1% -15.9%

Information Technologies and Computer Engineering, 2025, 22(3) 69



Methodology for designing memory-safe...

Table 3. Continued

Subsystem/Regime Median runtime A (p50) p95 latency A p99 latency A Throughput A | Peak memory A
Numerics (near-normal) +1.1% -21.9% -22.8% +0.6% -10.3%
Numerics (heavy-tailed) +1.4% -23.4% -25.1% +2.4% -11.6%

Numerics (bursty) +1.6% -22.7% -24.9% +2.9% -12.1%

Source: created by the author

The median runtime overhead remained around the
design target of ~1.5% (+1.1 to +1.7%), while tail laten-
cies improved substantially: p95 decreased by 21.8-24.9%
and p99 by 22.8-27.6% across all subsystems and regimes.
Throughput modestly increased, with the largest gains
under heavy-tailed and bursty conditions (+2.4 to +4.1%),
exactly where the baseline is most vulnerable to alloca-
tor contention and long-path recoveries. Peak memory
declined by ~10-16%, a direct consequence of ephemeral
pooling (scope-wide teardown), disciplined promotion
(fewer unnecessary clones), and audited release (prevent-
ing lingering retention). The p99 improvement is particu-
larly instructive. In the parser, late discovery of malformed
intermediate structures in the baseline triggered expensive
recovery and piecemeal teardown, inflating the tail; in the
LRI variant, invalid intermediate states failed fast in the
verifiable tier and were discarded cheaply, keeping the slow
path out of the hot loop. In the cache stack, explicit ali-
as guards removed serialised read-modify-write episodes
caused by stale handles, which under bursty writeback am-
plified into p99 spikes; with guards, those episodes were
prevented or resolved early, flattening the upper tail (Har-
din, 2023). In numerical kernels, ephemeral pooling im-
proved locality by keeping temporaries in compact arenas
with predictable lifetimes, reducing allocator traffic; pro-
motion gates stopped partial tiles from polluting persis-
tent structures and triggering compensatory passes, again
cutting the tail.

Dispersion statistics (not shown in the table but
computed from the same runs) reinforce the picture:
the interquartile range of operation latencies shrank by
9-13% across all subsystems, while the p99/p50 ratio —
an informal tail-heaviness index — declined by 21-25%.
The observed median overhead reflected work performed
by contract checks and audits; by shifting error handling
from sporadic recovery to early, low-cost validation,
less time was spent in slow paths. Heavy-tailed regimes
showcase this effect: the LRI variant improved p95/p99
and converted a portion of the baseline’s throughput var-
iability into stable gains, as seen in +3.7% (cache) and
+2.8% (parser) throughput under heavy-tailed loads. Peak
memory reductions provide a second-order performance

benefit. Smaller footprints improve cache residency of
hot data (e.g., near-term AST nodes, cache metadata, and
tile descriptors), which feeds back into latency stability.
The -14.5% peak reduction in the cache under heavy-
tailed regimes aligns with the strongest throughput im-
provement in that row (+3.7%), suggesting that lifetime
discipline acts both as a correctness guard and as a soft
capacity optimiser. Statistical checks on paired runs
across 30 seeds indicate that p99 improvements remained
significant after Holm-Bonferroni adjustment (a =0.05),
and bootstrap confidence intervals for throughput and
peak-memory deltas excluded zero for heavy-tailed and
bursty regimes. Near-normal regimes showed smaller
throughput gains (0.6-1.1%) with confidence intervals
brushing zero in some seeds, which is expected when
slow-path avoidance matters less.

Ablations, sensitivity, and threats to validity

The findings support the working hypothesis: explicit tier
boundaries with mandatory validation checkpoints elimi-
nated sanitiser-detectable memory violations and simulta-
neously improved tail latency (p95 -21.8% to -24.9%, p99
-22.8% to -27.6%) at a small median overhead of ~1-2%
with a throughput uptick; moreover, the low rate of reject-
ed promotions together with zero faults in auditable rec-
lamation is consistent with the secondary hypothesis that
promoting cross-tier transfers to first-class, contract-gov-
erned operations strengthens whole-program reasoning.
To isolate which parts of LRI carry the observed benefits,
an ablation study disabled one mechanism at a time with-
in otherwise identical LRI implementations: No-Typestate
(contracts evaluated only at runtime), No-Alias-Guards (no
cross-tier alias checks), No-Pooled-Ephemeral (ephem-
eral allocations drawn from the general allocator), and
No-Audited-Release (persistent deallocation without final
audits). Results are expressed relative to full LRI; positive
values in latency indicate worse performance than full LRI,
while “safety incidents” report newly observed defects per
10 million operations. In Table 4, there were ablation re-
sults showing, for each removed mechanism, the additional
safety incidents and the change in p99 latency, peak mem-
ory, and throughput relative to full LRI.

Table 4. Ablations: effect on key outcomes (relative to full LRI)

Ablation Safety incidents (per 10M ops) p99 latency A vs. LRI | Peak memory A vs. LRI | Throughput A vs. LRI
No-Typestate +0.04 (verifiable failures surfaced late) +3.1% +0.8% -0.5%
No-Alias-Guards +0.09 (occasional stale-handle misuse) +4.7% +0.6% -0.9%
No-Pooled-Ephemeral +0.00 +2.6% +4.3% -1.4%
No-Audited-Release +0.00 (no immediate errors) +0.8% +2.1% -0.3%

Source: created by the author
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Removing compile-time encodings (No-Typestate)
preserved correctness through runtime contracts but
shifted some checks later, increasing p99 by 3.1% relative
to full LRI and introducing a small but measurable inci-
dent rate (+0.04 per 10 million operations) in code paths
with deep verifiable lifetimes. Disabling alias guards
(No-Alias-Guards) had the most pronounced safety im-
pact among ablations: stale-handle misuse reappeared
at +0.09 per 10 million operations, and p99 degraded by
4.7%, underscoring that cross-tier alias hygiene is a key
determinant of tail stability. Eliminating ephemeral pool-
ing (No-Pooled-Ephemeral) did not add incidents in the
measured horizon but increased peak memory by 4.3%
and reduced throughput by 1.4%, tying the footprint ad-
vantage to pooled lifetimes.

Removing audited release (No-Audited-Release) pro-
duced no immediate sanitiser findings in the experiment
window, but peak memory rose by 2.1% and throughput
slipped slightly, indicating latent risk and soft capacity
loss as unreclaimed objects accumulate for longer. These
ablations collectively attribute benefits to distinct compo-
nents: typestate-like encodings primarily dampen tails by
pulling checks forward; alias guards directly prevent the
most insidious class of misuse (stale references crossing
invalidation); ephemeral pooling drives footprint and al-
locator contention; and audited release enforces long-ho-
rizon hygiene that may not manifest as acute failures in
short runs but guards against drift in persistent stores.

Two tuning dimensions were explored. First, check-
point frequency in the verifiable tier varied from “on pro-
motion only” to “on promotion and again after every N
operations” for N € {103,104}. The additional checks im-
proved margins under contrived heavy-tailed bursts, re-
ducing the probability that long-lived verifiable objects
accumulated inconsistent state; the trade-off was a minor
erosion of tail improvements (p99 benefits shrank by 1-2
percentage points) and < 0.3% added median overhead.
For the studied exemplars, “on promotion only” sufficed,
with higher frequencies recommended when verifiable
objects span many epochs by design.

Second, tier granularity controlled ephemeral pool
sizes and batching policy for audited releases. Pools < 64
KiB lowered peak memory slightly but increased allocator
traffic and fragmentation, reducing throughput by ~0.8%.
Pools > 1 MiB boosted numeric-kernel throughput by ~0.4%
via better temporal locality but produced transient peaks
during bursts. A 256-512 KiB range balanced these effects
across subsystems. Audited releases performed best when
aligned with natural quiescence points (phase boundaries);
overly coarse batching risked short-lived over-retention
and measurable p95 inflation. Although the exemplars were
chosen for breadth - graph construction and sharing (pars-
er), coherence and alias hygiene (cache), and regular tem-
poraries and locality (numerics) — the study cannot claim
universal coverage. Different languages and toolchains will
vary in how easily typestate-like encodings are expressed;
nevertheless, the core contracts and audits translate to any

environment that can enforce entry/exit checks and own-
ership transfer semantics.

Experiments were long enough to capture steady state
and bursts but did not simulate months-long uptimes; in
practice, the value of audited release is expected to com-
pound over extended horizons. Taken together, these obser-
vations delineate the boundary conditions of the approach:
once lifetime governance is explicit, allocator choice be-
comes a second-order factor, and the principal effects
persist across workloads. Sensitivity knobs (checkpoint
frequency, ephemeral-pool sizing, and release-batching)
trade minor overheads for predictable stability, while abla-
tions attribute most safety and tail improvements to alias
guards and early validation. Accordingly, tier contracts and
audited release are treated as the primary deployment le-
vers, with allocator selection and granular tuning reserved
for workload-specific shaping. The next section synthe-
sises these implications, relating the measured effects to
locality, contention, and fault containment, and distilling
practical guidance for adoption.

Discussion

The study demonstrated that elevating lifetime boundaries
and transfers to first-class design elements — ephemeral
arenas for short-lived temporaries, a verifiable tier gated
by structural and aliasing checks, and a persistent tier with
audited release — suppressed sanitiser-detectable mem-
ory-safety defects to zero across all exemplars while im-
proving tail behaviour and shrinking peak footprint. The
median overhead remained near one to two per cent, yet
p95/p99 latencies declined by roughly a quarter, and peak
memory fell by about one-tenth to one-sixth. Ablations in-
dicated that early checks encoded via typestate primarily
dampened the upper tail, cross-tier alias guards prevented
the most damaging stale-handle paths, pooled ephemeral
allocation reduced allocator contention and fragmenta-
tion, and audited release contributed to long-horizon hy-
giene. Taken together, these results supported the central
claim that explicit lifetime governance relocates error han-
dling from rare, expensive, slow paths to cheap, predictable
boundary validations.

The observed reductions in tail latency were consist-
ent with evidence that memory-hierarchy discipline and
working-set control dominate long-path behaviour un-
der contention. M. Vaithianathan (2025) surveyed cache —
DRAM (Dynamic Random Access Memory) hierarchies
for high-performance workloads and emphasised that
balanced placement and NUMA (Non-Uniform Memo-
ry Access)-aware policies sustain throughput at scale; by
tightening promotions and pruning accidental persis-
tence, the methodology reduced remote traffic amplifi-
cation that typically harms p99 under load. N.D. Clerigo
& J. Teleron (2025) compared allocator and reclamation
strategies across systems, noting that lifetime misfit and
fragmentation inflate variance; the arena-based ephemer-
al tier and refusal to persist unverifiable objects matched
that prescription and explained the measured shrinkage of
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dispersion. J.R.C. Jalaman & J.I. Teleron (2024) examined
paging, caching, and allocation under realistic workloads
and showed how locality decisions interact with OS poli-
cy; the footprint reductions recorded here plausibly com-
pounded those effects, particularly in heavy-tailed regimes
where allocator pressure and paging sensitivity align.

Runtime interference and resource sharing are well-
known drivers of unstable tails, and the results under bursty
regimes aligned with that literature. J. Kim & K. Lee (2020)
analysed I/O resource isolation in serverless runtimes for
data-intensive functions and identified interference chan-
nels that destabilise throughput; by limiting transient
growth and preventing cross-tier aliasing, the methodol-
ogy reduced time spent in allocator and cache slow paths
and thereby reduced sensitivity to such interference. R. Ba-
zuku et al. (2023) outlined operating-system trends toward
security-aware kernels and lightweight isolation; lifetime
discipline at the application layer complemented these
shifts by shrinking the volume of undefined behaviour
presented to the kernel. R. Abuleil et al. (2023) proposed
a composite security blueprint for virtualised environ-
ments and reported reduced cross-tenant risk; the bound-
ary contracts reported here further narrowed intra-process
fault surfaces that virtualisation alone does not address.
K. Sharma & P.Khurana (2025) synthesised container hard-
ening patterns centred on least privilege and continuous
verification; the audited-release rule and promotion gates
embodied a similar verification stance within the process,
providing a natural seam for external policy to target.
M. Waseem et al. (2025) underscored portability and policy
consistency in multi-cloud containerisation; because the
tiering rules were vendor-neutral and encoded at design
time, they fit that portability requirement. A.Y. Wong et
al. (2023) mapped the container threat landscape and em-
phasised orchestrator policy and supply-chain assurance;
while these concerns are orthogonal to memory discipline,
eliminating intra-process misuse closed many avenues
that such threats exploit.

At service boundaries, security guidance stressed iden-
tity, policy enforcement, and observability. M. Kothapal-
li (2021) delineated microservices practices along precisely
those axes; within that framing, promotion contracts acted
as a policy enforcement point that refused unsafe object
sharing across interfaces, and audited release created ob-
servable, testable lifecycle events rather than ad hoc frees
dispersed through the codebase. The empirical disappear-
ance of double frees and use-after-free in the present study
indicated that this internal policy materially simplified ex-
ternal enforcement by reducing undefined behaviour at the
call boundary.

Fine-grained compartmentalisation inside a process
provided another lens to interpret the ablations. D. Adak et
al. (2025) introduced SpecMPK (Memory Protection Keys)
and showed that speculative permission updates reduced
the switching overhead of in-process isolation; the up-
per-tail erosion observed when alias guards were removed
mirrored their conclusion that making boundary checks

cheap and frequent is essential to practicality. M. Untergug-
genberger et al. (2024) presented TME-Box (Total Memory
Encryption), which attached per-domain encryption to
partition data within an address space at modest cost;
the methodology here achieved similar separation effects
at the software-contract level, with comparable overhead
magnitudes. K.D. Duy et al. (2023) proposed Capacity,
a capability system that enforces fine-grained memory
and API access; the refusal to promote unverifiable ob-
jects and the prohibition of cross-tier dangling references
mirrored capability checks and suggested that software
contracts and hardware capabilities are additive rather
than exclusive. B. Joseph & R. Kavitha (2025) present ra-
diation-hardened SRAM (Static random-access memory)
with in-memory computing to tolerate soft errors in safe-
ty-critical contexts; while orthogonal to software lifetime
governance, this hardware approach complements LRI by
letting verifiable-tier checkpoints and audited promotions
confine and discard corrupted states before they reach the
persistent tier, thereby limiting blast radius without com-
promising throughput.

Language design also informed the interpretation of
safety and tail stability. W. Bugden & A. Alahmar (2022)
empirically compared languages and concluded that mem-
ory and concurrency choices materially shift defect rates
and runtime costs; the present methodology replicated a
portion of those benefits without a language migration by
encoding lifetime rules and ownership transfers explicitly.
T. Weis et al. (2019) introduced Fyr as a systems language
pursuing memory and thread safety by construction; that
direction was complementary, and the current findings
provided a bridge for teams that could not adopt a new
language wholesale. N. Yoshimura et al. (2024) proposed
TECS/Rust (TOPPERS Embedded Component Systems/
Rust) to enable componentised memory-safe composition
with static checks in constrained environments; the verifia-
ble-to-persistent promotion pattern mirrored such compo-
nent contracts and suggested that the methodology could
be encoded natively where stronger types are available.

A.Partap & D.Boneh (2022) designed an efficient mem-
ory-tagging scheme to detect spatial and temporal errors;
the explicit boundaries reported here created natural cut-
points where tag violations would surface early, simplifying
diagnosis and limiting propagation. M. Gross et al. (2021)
showed that malicious FPGA-SoC (Field-Programmable
Gate Array — System on Chip) hardware could subvert iso-
lation; although such attacks lie outside the software scope
of lifetime governance, the absence of intra-process misuse
reduced the exploitability of post-breach conditions and
provided seams where attestation hooks can be anchored.
System heterogeneity and energy-aware scheduling fur-
ther contextualised the tail findings. J. Kim et al. (2024)
proposed proactive boosting, saying that the anticipat-
ed workload needs to balance responsiveness and energy
across accelerators; the more predictable phase behaviour
produced by disciplined promotions and audited teardowns
offered cleaner signals to such schedulers, making boosts
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timelier and avoiding surprise stalls from allocator slow
paths. M. Talu (2025) compared WebAssembly runtimes
along performance and sandbox strength and identified
integration trade-offs; the contract-based design here fit
naturally above a sandbox, clarifying lifetime even when
executing in a managed module and easing the safe inte-
gration of native components.

From an integration standpoint, multi-layered sys-
tem design emphasised standardised interfaces to reduce
emergent complexity. R. Vadisetty (2024) discussed mul-
ti-layered technologies that enable interoperability across
heterogeneous stacks and argued that standardised seams
improve reliability; the tier boundaries and transfer seman-
tics formalised in this methodology provided precisely such
seams at the memory-semantics level, enabling independ-
ent teams to reason about ownership and lifetime without
relying on shared tribal knowledge. 1. Sanudo et al. (2020)
reviewed memory constraints as central to mission-critical
reliability and linked endurance, bandwidth, and security
to predictable behaviour; while the evaluation here stayed
in neutral software exemplars, the measured narrowing
of latency dispersion and the elimination of memory in-
cidents resonated with that requirement for predictability
in critical contexts. Overall, the findings demonstrate that
explicitly governed lifetime tiers not only eliminate memo-
ry-safety defects but also enhance predictability, efficiency,
and integration readiness across heterogeneous systems,
bridging the gap between low-level safety mechanisms and
high-level architectural reliability.

Conclusions

This study has introduced Layered Resource Isolation as a
design methodology that reconciles memory safety with
high performance by governing object lifetimes across
three explicit tiers — ephemeral, verifiable, and persistent —
each with bounded scope, entry/exit contracts, and manda-
tory validation checkpoints. Using neutral exemplars (pars-
er/compiler front-ends, cache layering, numerical kernels)
implemented with identical algorithms in baseline and
LRI variants, it has been established that the methodology
eliminated sanitiser-detectable leaks, double frees, use-
after-free, and invalid frees within the detection horizon.
Quantitatively, long-tail latency improved by roughly one
quarter (p95:-21.8% to-24.9%;p99:-22.8% to-27.6%), peak
resident memory declined by ~10-16%, and steady-state
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boundary checks. Typestate-like encodings brought valida-
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MeTtoponoris NPoeKkTyBAHHA 6€3Ne4YHUX ANs NAaM’'aTi BUCOKONPOAYKTUBHUX
3ACTOCYHKIB 3 BUKOPUCTOHHSAM 6araTopiBHeBOI i3onsuii pecypcis

Onbra KpacHoxoH

MaricTp

MiXHOPOOHWI YHIBEPCUTET EKOHOMIKM TA FYMAHITAPHMX HAYK iMeHi akagemika Ctenana Jem'aHuyka
33000, Byn. C. leM'aHuyka, 4, M. PiBHe, YkpaiHa

https://orcid.org/0009-0008-0202-9575

AHoTauif. V 1bOMYy IOCTIIKEHH] IIPefCcTaBIeHo CTPATerilo IMPOeKTyBaHHS — GaraTopiBHEBY i30JISIiI0 pecypcis, sKa
MoeHy€e Ge3TeKy MmaM’siTi 3 BMCOKOIO MPOAYKTMBHICTIO LIUISIXOM 3aCTOCYBaHHSI TPbOX SIBHMX DiBHIB TepPMiHY CITysKOU
Ta rnepeBipok: ebeMepHMii piBeHb /51 KOPOTKOYACHUX TUMYACOBUX PECYPCiB, piBeHb, 10 MepeBipsIETCS, 3aXUIIeHNIT
CTPYKTYPHOIO Ta ajliaCMHTOBOIO IEePEeBipKOI0 B TOYKAax Iepenadi, Ta MOCTiiHUII piBeHb 3 ayJUTOBAHOIO IE€PEBipKOI0.
MeTot0 6y/n0 MiIBUIIATK MeXi TepMiHY CTy>KOM eleMeHTiB ITPOeKTYBaHHS O MepUIOKIACHUX, YHUKAI0UM IIPU I[bOMY
cnenmdivHmx HpeiiMBOPKIB [J1s1 TTOCTavyaaAbHMKIB. HeiiTpanbHi 3pa3ku 36epiraayu iieHTUUHi anropuTMu B 6a30BUX Ta
6araTopiBHeBUX BapiaHTaX: CMHTaKCUUYHMIT iHTEpdetic Ta iHTepdeiic KOMIIIATOPA, KUt TIePeTBOPIOE MTOTOKM TOKEHiB
Ha abCTpaKTHi CMHTAKCMYHI JepeBa, 6araTopiBHEBMI Kelll 3 Y3TOKeHOI0 MTOBeiHKOI0 3UMTYBaHHSI Ta 6I0KOBaHi UMCIOBI
sapa. B oLiHI0OBaHHI BUKOPUCTOBYBa/INCS iIHCTPYMEHTa/IbHi PO3IIOA1IN, TiABUIIEHHS, [TIepeBipeHi BUITyCKY Ta YaCOBi paMKu
(a3, a TakoX MapHi MPOTOHM MO TPUIALSITHOX HE3IeXKHMX MMOUATKOBMUX 3HAUEHHSIX JIJIST TIOPiBHSHHS iHITMIEHTIB 6e3meKu
Ha [1eCsITb MilIbIIOHIB Oomeparliii, MefiaHHOTO Yacy BMKOHAHHSI, 3aTPUMOK JEeB’STHOCTO ITSITOTO Ta JeB’STHOCTO [IeB’SITOTO
MIPOLIEHTWIIB, TPOITYCKHOI 3JaTHOCTI Ta MiKOBOTO 06CSTY pe3uaeHTHOI maM siTi. Pe3ynbTaT Mokasaayu yCyHeHHS] BUTOKIB,
MO/Bi/iHUX 3BiNIbHEHb, 3BiIbHEHDb MiCJIs 3BiIbHEHHSI Ta HENiICHMX 3BiJIbHEHb Yy MeXaX FOPM30HTY BMSBJIEHHS y BCiX
GaraTopiBHeBMX BapiaHTax, 3 OGHOCTOPOHHBOIO JOBIPUOI0 MEXeEI0, TKa BCTAHOB/IIOBAJIA PiBeHb iHIMAEeHTIB Hikue 0,11
Ha JecsiTh MiJIbiIOHIB omepatliii. [ToBeiHKa XBOCTiB MTOMITHO TTOKPAIIVIACS: AEB’THOCTO IT’SITi TPOIEHTIIi 3MEHIIVITACS
Ha 21,8-24,9 %, a meB’STHOCTO [eB’SATi MpoueHTwI — Ha 22,8-27,6 % y BCiX eK3eMIUIIpaxX Ta peXXuMax HaBaHTaKEeHHS,
MiKOBMII 06CAT pe3uaeHTHOI maM’siTi 3uu3uBcsa Ha 10-16 %, mpoITyckHa 3[ATHICTh Y CTalliOHAPHOMY CTaHi 3pociia Ha
0,6—-4,1 %, a MeiaHHI HAKJIagHI BUTPATU YaCy BUKOHAHHS 3aMUIIMINACS 6113bKO 1-2 %. TIpaKTUYHO, 1€ IiaXin 3MeHIInB
KOHKYPEHIII0 32 PO3MOMiIIbHMUKIM PECYpPCiB, JO3BOJIMUB IiiCHIl MporpaMi 0OMipKOBYBaTM BOJIOZAiHHS Ta ICEBAOHIMU, a
TaKkoXX MepeTBOPMB PiAKiCHe Ta Jopore BiIHOBIEHHS Ha Tepen6auyBaHy MepeBipKy Mesk, IPOMOHYIOUM BifTBOPIOBAHY
MEeTOZ0JIOTII0 J1sI TIepeOBOr0 CUCTEMHOTO IIPOrPaMHOTrO0 3abe3reueHHs

KntouoBi cnoBa: aynnToBaHmii BUITYCK; KOHTPOJIb BOJIOAiHHSI Ta IICEBJOHIMIiB; KOHTPOJIbHI TOUKM [T€PEBipKI; KOHTPAKTH
PO3MOAITPHMKA Ta AECKPUIITOPA; 3aXUCT IICeBIOHIMIB; KOLYBAaHHS CTaHy TUIIIB
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Abstract. In the conditions of processing large amounts of graphic data, the task arises of developing a reliable image
encryption scheme with reduced computing costs. The purpose of the study was to develop a deterministic scheme for
encrypting and evenly distributing vectorised images using a shift register with linear feedback and counters. Methods of
research included converting a pixel matrix to a sequence of bytes using a row-wise traversal rule, splitting the index space
into equal subranges, generating pseudo-random indexes based on shift register states, and using reversible counters. The
results of statistical testing demonstrate the stable characteristics of the proposed image encryption method. Encrypted
test images were also evaluated for attack resistance by determining correlation coefficients between the incoming image
and the encrypted one. In particular, for coloured images with a size of 512 x 512, when divided into eight subranges,
the number of pixel change rate reached 99.61%, and the unified average intensity of pixel change was 32.28%, which
corresponds to the upper cluster of estimates of advanced methods. The entropy of encrypted data was close to the
theoretical maximum of 7.999, and the correlation between neighbouring pixels was significantly reduced and approaches
zero values. Image distribution and restoration was performed without errors. The algorithm was characterised by low
computational costs. The practical significance of the study consisted in ensuring reproducibility of the distribution and
high cryptographic stability using mathematically simple operations, pseudo-randomness, and expanding the image
encryption space to the full volume, making the proposed approach suitable for systems requiring accurate recovery and
operating under limited computational resources

Keywords: secret distribution; image recovery; permutation; substitution; pseudo-random number sequence generator;
image pixel correlation

Introduction

Given the current pace of information technology devel-
opment, the use of digital data is growing exponentially.
In accordance with the development of technologies, the
requirements for protecting data that is stored, transmit-
ted, and edited are also growing. Currently, there are many
different approaches and methods that allow protecting
information in the form of files of different formats. But
among the file types, there is a separate category — these
are images for which the use of conventional encryption
methods is not appropriate, given the structure and large
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amount of data. Images can often contain very sensitive
data, especially when they are used in critical areas of hu-
man life - medicine, military affairs, public and private
secrets, etc. (Eichelberg et al., 2020). Thus, contemporary
science faces an important task of developing methods for
protecting images in its various states, which can ensure
a sufficient level of confidentiality and integrity of graph-
ic data. In view of this, the relevance of the research is to
ensure a cryptographically stable process of image encryp-
tion and uniform distribution of fragments in systems with
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limited computing resources, which is especially important
for Internet of Things (IoT) devices, embedded systems,
and mobile solutions.

Conventional image encryption approaches based on
the classic symmetric AES and DES algorithms guarantee
a high level of protection, but require significant compu-
tational costs, which makes them of little use for mobile
devices or IoT platforms. Therefore, there was a need for
lightweight methods that can provide image encryption
at minimal cost, while preserving cryptographic proper-
ties. A. Thsan & D. Nurettin (2023) proposed a scheme
that combines an affine transformation, a linear-feed-
back shift register (LFSR), and an XOR operation - this
reduces the overhead complexity of the algorithm by us-
ing simple operations.

One of the most common encryption techniques is
permutation schemes, in which information is protected
by changing the order of pixels without changing their val-
ues (Babenko et al., 2021). Such methods require less com-
putational resources compared to substitution or chaotic
ciphers, since instead of complex nonlinear transforma-
tions, it is implemented only by replacing indexes. In most
studies, this method was used in isolation: in particular,
Y.-]. Sun et al. (2021) proposed an efficient permutation
scheme based on two-dimensional logistic mapping for
image encryption, which provides high entropy and re-
sistance to statistical attacks, but has an increasing time
complexity in processing large images, which limits its ap-
plication in systems with strict performance requirements.

A promising area is also the use of chaotic systems for
building complex multi-level encryption algorithms. Thus,
Z.Liu et al. (2025) proposed a method for encrypting colour-
ed images based on a discrete wavelet transform and a hy-
perchaotic dynamical system that combines several stages
of permutation and diffusion. However, the high algorithmic
complexity of the method in (O(N log N)) limits the effec-
tiveness of its application for high-resolution images.

Another area of research concerns the use of LFSR as
sources of pseudorandom sequences (PRS) in image en-
cryption schemes. LFSRs are characterised by high perfor-
mance and simple hardware implementation, which makes
them attractive for low-resource devices and IoT solutions.
Appropriate hardware evaluations and comparisons of
implementations on the Field-Programmable Gate Array
(FPGA) confirm the advantages of LFSR in terms of logic el-
ement usage and performance (Dridi et al., 2023). In a num-
ber of applications where pseudo-random sequence (PRS)
generators built using LFSR have known cryptanalysis vul-
nerabilities and limitations on the entropy and correlation
properties of sequences compared to some chaotic gen-
erators, which requires additional measures (for example,
combining multiple LFSR, nonlinear adders, or cascading
with other PRS generators). Because of such trade-offs, hy-
brid approaches are emerging in practice - combining LFSR
(as a fast hardware component) with cryptographic blocks
and chaotic modules (for example, using DNA as a source of
chaos and combining it with Advanced Encryption Standard

(AES) components) — which increase cryptographic resist-
ance, but significantly increase hardware and time com-
plexity, making them less suitable for devices with limited
resources. Such algorithms were presented in the papers by
R. Ettiyan & V. Geetha (2023) and K. El Kinani et al. (2025).

An important task in encryption schemes is to divide
the encrypted image into fragments so that no fragment
itself contains enough information to restore the original,
and reconstruction became possible only if the necessary
set of parts is available. Practical implementations of block
encryption often combine block permutations with cha-
otic diffusion, which provides flexible segmentation and
localised access control, but requires the preservation of
service metadata about the size and order of blocks and re-
lated access rights, which complicates exchange protocols
and increases network load, one of these implementations
was proposed by N. Wang et al. (2024). Contemporary ap-
proaches also experiment with dynamic geometric frag-
mentation schemes (square, L-shaped, and other geometric
block extractions), which reduce the number of fragments
or increase the degree of scrambling, but increase the com-
putational complexity of the optimal splitting and recovery
stage. P. Oikonomou et al. (2025) proposed a square image
distribution method. A separate group of methods con-
sists of approaches that use the fuzzy logic apparatus or
fuzzy numbers to introduce additional uncertainty into the
partitioning/distribution parameters; such methods can
increase resistance to direct analysis of fragments, but do
not always guarantee an even distribution of the amount of
data between parts and require careful adjustment of the
fuzzy rules. Y. Umadevi et al. (2022) proposed one of these
methods of image hiding using fuzzy logic.

Thus, despite the presence of a wide range of image
encryption methods, there are not enough solutions in the
literature that would provide a deterministic pixel rear-
rangement within the entire image and simultaneously al-
low evenly distributing the resulting fragments without the
need to save auxiliary metadata. The purpose of the study
was to improve the encryption process and splitting the
image into parts, with an emphasis on reducing the struc-
tural complexity of the algorithm. To achieve this goal, the
following tasks were set: formalisation of the image vec-
torisation procedure; development of an encryption algo-
rithm using LFSR and reversible counters; construction of a
mechanism for evenly dividing the vector into n fragments
and reverse image recovery. Simultaneously, the algorithm
must be deterministic and meet the general requirements
for evaluating the quality of encryption. The scientific orig-
inality lies in the integration of efficient LFSR components
and counters to form a deterministic encryption algorithm
that reduces the structural complexity of the algorithm and
performs pixel rearrangement throughout the image.

Materials and Methods

The methodological component of the study was aimed
at formalising and implementing an encryption algorithm
and evenly distributing images into parts. It included
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several stages: development of a mathematical model,
software implementation, selection of a test set of imag-
es, performance evaluation based on the criteria of correct
recoverability, cryptographic quality, and time complexi-
ty. The proposed image distribution algorithm contained
four main methods: splitting the image into a vector; using
counters and LFSR; the image (vector) encryption process
itself; splitting the encrypted image into parts and the re-
verse recovery process.

For convenient and efficient image processing, it was
proposed to perform the process of dividing pixels into
a vector. Image I was defined as a matrix of pixels of size
h xw, where h — height, w — width. For a greyscale image,
each element I € {0, 1,..., 255}, where x € {0,..., w-1},
y€{0,..., h-1}. For a coloured image, each pixel had a triple
valueI =(R, ,G, ,B, ), whereR -red intensity, G - green
intensity, B — blue intensity, and each channel took on a
value with {0, 1,..., 255}.

Transformation of matrix I in vector V was as follows:
for greyscale images, the vector was V=(V, V,,..., V),
where N=hxw, V,=I for k=y-w+x; for coloured images,
there were two options for converting the image matrix I
into vector V.

Option 1. Three pixel components were selected se-
quentially. V=(V,, 1, VioVio Vo Vap Voo Vin Vi Vas)
where V, =R ,V,,=G,,V, ;=B fork=y-w+x.

Option 2. A separate vector was formed for each pixel
component, and then these vectors were combined into a sin-
gle vector. V=(V%, V¢, V%) where V*=(VE, V§,..., V), Vi=R ,
Vo=(VE, V3., V), Vi=G, , VP=(VE, V..., V), Vi=B, .

These options provided for the selection of pixels in
their natural display in files, namely by row-major order.
The following is a formalisation of the encryption algorithm

for the vector obtained after reading the image. This rep-
resentation provides an unambiguous reflection of the
two-dimensional image structure in a linear form, which
allows correctly applying further cryptographic transfor-
mations to the vector and guarantees reproducibility of all
stages of the algorithm.

Image encryption algorithm

C.E. Shannon (2001) showed that the encryption procedure
can be represented as a combination of two basic trans-
formations — permutation (diffusion) and substitution
(confusion). A common approach to encrypting messages
is to break them down into blocks and implement a per-
mutation of message characters within only each block,
and not within the entire message. The researchers suggest
rearranging pixels not within the image blocks, but within
the entire image. This increases the resistance to crypta-
nalysis, since the number of possible pixel permutations in
the entire image is significantly greater than the number of
possible permutations in the block.

As part of the development of the image encryption
algorithm, two options for implementing sequential sub-
stitution and permutation were considered:

1) First substitution, then permutation (Fig. 1). Ele-
ments of the input vector are processed sequentially and,
accordingly, substitution and permutation operations are
performed sequentially at each step. In this approach, the
permutation rule is determined by the function 7:

SP _ 0,1,.,N—-1
= (po.pl,---,pn-l )’ @)
where S - substitution; P — permutation; p — element
number in the encrypted vector according to the per-
mutation rule.

Vo 2 V2 U3 - Un-1
S
substitution
2]
permutation
l
v
%

Figure 1. SP-type encryption procedur

Source: compiled by the authors

2) First the permutation, then the substitution
(Fig. 2). In the second version of the encryption algo-
rithm implementation, the input vector elements are
first selected according to the permutation rule and
written to the next current position (starting from zero)

after applying the substitution operation. The function
m has a slightly different reflection in this implemen-
tation:

nfS = (Pgrir) @
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UO vl hand vp o VN_l
P
permutation
v
S
substitution
Co (5] C2 C3 - Cn-1

Figure 2. PS-type encryption procedure

Source: compiled by the authors

In the figures above, elements of the vector V= {v,
V), Vg, Vy_,} define elements of the image input vector;
V'={v,, v/, V,,..., vj,_,} - elements of the vector after per-
forming substitution/permutation operations, C = {c,, c,,
Cp--» Cy_,} — elements of the encrypted vector. Further, to
present the proposed encryption method and its further
testing, the first encryption method was chosen, namely,
first performing a substitution, and then a permutation.

In this paper, it was proposed to perform substitution
according to the following rule:

S (V)=(V,+Z(t)) mod 256;

855 (V) =(V, +Z(t)) mod 256, 3

where Z(t)=(aX(t)+bY(t)+c)mod 256.Here a, b, c— odd num-
bers that are determined by the secret key. X (t) = (R (t) < 8)
& OxFF, where « — means a cyclic shift to the left by 8 po-
sitions of the register status code R (t). Y (t) = (R (t) < 8) &
O0xFF, where R"(t) = (R (t) < 8). This substitution acts as byte-
by-byte data masking.

To implement pixel rearrangement within the entire
image, it is necessary to generate pseudorandom numbers
that will correspond to the new pixel position numbers
p in the image. Pseudo-randomness of the sequence of
numbers is ensured by using a secret key. V.A. Luzhetskyi
& 1.S. Horbenko (2013) proposed a generalised approach
to constructing such number generators in the range from
0 to N-1. It was adapted to the conditions for solving the
problem of rearranging pixels in the entire image.

Range of numbers from 0 to N-1 is split into [ sub-
ranges. If d = % is an integer, then each of the subranges

consists of d-numbers. Each subrange is defined by the
minimum and maximum values of the number:

d. ld 1,

Dl = [ min 7 max] (4)

If d is not an integer, then (I-1) subranges consist of

]%[ numbers, and [-th subrange contains N — (I — 1) ]?[
numbers.

In the process of generating a pseudo-random se-
quence of numbers, numbers are selected from a specific
subrange, the number of which is determined by the code
generated by the shift register with linear feedback. The in-
itial state of the shift register is set by the secret key K . The
subrange number will be set r-bit binary code. With this in
mind, the number of subranges is [=2".

The selection of numbers from the subrange is carried
out in a deterministic way. There are two possible options.
The first is to form a sequence of numbers starting with
d! ,increasing the number at each step by one. The second
option is to form a sequence of numbers starting with d’ ,
reducing the number by one at each step. These operations
are proposed to be implemented on the basis of a reversible
counter CT. The counter of each subrange generates num-
bers from 0 to d- 1 or from d—1 to 0. The availability of two
options provides additional resistance to tampering, as the
initial and final states can be defined separately for each
counter. The initial value of the counter state is determined
by the secret key component K, = {k, }}, where j=0,1,..., - 1.
Table 1 shows an example of the initial states of counters
for a key K,={0,1,1,0}.

Table 1. Example of the initial states of counters

K_2

2,2

CT,;=d-1

Source: compiled by the authors
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Changing the counter state is determined by the fol-
lowing rule:
CT, (t+ )=CT, () + (-1}, 5)

where CT(t) - status of j-th counter in step t.

The number selected from j-th subrange is determined
based on the subrange number and the state of the corre-
sponding counter:

p=j-d+CT, (). ©)

When using counters together with the PRS generator
in the way described above, a collision may occur when
in the current subrange of the vector C all numbers have
already been selected in the previous steps, and the gen-
erator points to this subrange again. This situation can
distort the process of encrypting/decrypting the vector
by overwriting the previously selected number, which will
make it impossible to restore the input image. To elimi-
nate this, an additional mechanism for checking the cur-
rent state of the counter is proposed. If CT (t)=d - 1 when
k, ;=0 or CT,(t) =0 when k, ;= 1, then forming the corre-
sponding number from the subrange j does not happen.
The process of forming a pseudo-random sequence of
numbers is completed when the above conditions are met
for all counters. Considering the specifics of implement-
ing substitution and permutation operations using a cer-
tain secrecy, the secret key K must have four components:
k, - initial state code of the shift register (64 bits); k, - a
set of 8-bit parameter codes a, b, ¢ for the substitution
rule; k, — [-bit binary code that defines the initial states
of counters and the rule of their operation. Thus the bit
depth of the secret key K is equal to (88 +1) bit.

Operations that implement substitution and permuta-
tion rules to perform the image encryption process have
been described and defined above. This process is now pre-
sented as a single aggregate function to further simplify
the description of image distribution, recovery, and de-
cryption processes. Let the encryption for the SP method
be described as:

Eg"(V) = Sig; (V) © Py, i, (V1) N

where Sk, - substitution function; Pk x, — permutation
function.

Similarly, the encryption function is presented for the
PS method:

Eg* (V) = Py, i, (V) o Siis (V). ®)

Thus, the authors proposed and described a new im-
age encryption method that combines substitution and
controlled permutation operations using a pseudorandom
sequence generator based on a linear feedback shift regis-
ter (LFSR). After encrypting the input image, vector C=(c,,
Cpy---» Cy_,) is divided into n subvectors for the purpose of or-
ganising distributed storage without the ability to restore

the full image if only a part of the subvectors is present. For
this purpose, a secret distribution scheme of the type (n,
n), which guarantees that only if all n parts are possible to
restore the original content correctly, which increases the
level of information security.

For subvector distribution, it is proposed to use a cy-
clic uniform distribution, which ensures uniform data
filling of each subvector and allows maintaining a linear
correspondence between the elements of the original and
encrypted vector, which simplifies the decryption process
and minimises overhead calculations. This approach, in
comparison with chaotic or random distribution schemes,
is quite stable for structural analysis, but simultaneously
remains controlled and deterministic, which is critical for
further image restoration.

Each subvector of distributed image - P ={p, ,,p, ,, P, ,
,...}, where y {0, 1,..., n—1}, is formed from the elements of
the vector C for which the condition is met:

py_q = Ci,where y= i mod nq=y + li] “n. (9)

Thus, a sequence of subvectors is formed {P, P,,..., P .},
the dimensions of which do not exceed %i 1. To restore
the input image, a complete set of {P, P,,..., P, |} parts is
required.

Since the cyclic uniform approach was used for the
distribution, the indexes of the elements of the encrypted
vector were assigned in a deterministic order, which pre-
serves a one-to-one correspondence between the elements
of each part P, and their positions in C. This allows gen-
erating a reverse transformation that restores C by simply
combining fragments with fixed indexes according to the
original distribution order.

For each part P, c C, restoring an element of vector C
occurs using the equation:

C; = Pygq,Wherey =imodn; g =y + Hn (10)

After assembling the parts from encrypted vector C to
restore the image, sequential substitution and permutation
operations are performed, the order of which depends on the
original encryption method — SP or PS. Since the substitu-
tion operation Sy, is bijective, its inverse Si' restores infor-
mation before performing a substitution. Accordingly, the
inverse substitution operation S is performed as follows:

SIEZI,SP (V')=(V/-Z(t)) mod 256; (11)

Si P (€)=(C,=Z (1)) mod 256. (12)

Below is a mathematical representation of the decryp-
tion function D,(C), as a result of which the initial vector V
is obtained:

DF (C)=P 15 (C)e S5 (V'); (13)

1,K3

D5 (C)=S!, PS (C)o P, (V). (14)

1,K3
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The last step is to restore the image from the resulting
vector by folding it back into pixels and presenting it as
an image file. This step involves accurately reproducing the
spatial structure of the image based on the stored index or-
der generated during encryption. As a result of folding the
provided parts and decrypting the image, the initial secret
image is formed.

Results and Discussion

During the experiments, the cryptographic characteris-
tics of the proposed algorithm were evaluated on test sets
for greyscale and coloured images with a size of 512x 512
pixels (.tiff format). The following secret key parameters

are selected for testing: K, = OxA1B2C3D4E5F60708,
K,={5,7,11},K,={0, 1, 0, 1} for 4 subranges and K, ={0, 1,
0,1,1,0,0, 1} for 8 subranges. The feedback positions in
the shift register are defined as [63, 62, 60, 59]. For this
purpose, statistical testing of the encryption method was
performed using the National Institute of Standards and
Technology (NIST SP 800-22) statistical test kit (Rukh-
in et al., 2010). Table 2 shows the results of statistical
tests that were performed on a 2 Mbit encrypted data se-
quence. To ensure sufficient data sampling, 12 greyscale
images were encrypted and sequentially written to the
test file as bits, and up to 4 test images were used for
coloured images.

Table 2. Results of statistical testing using NIST SP 800-22

Coloured 4 Coloured 8 Greyscale 4 Greyscale 8 .

P Fraction P Fraction P Fraction P Fraction Statistical test
0.534 9/10 0.739 10/10 0.534 10/10 0.122 10/10 Frequency
0.534 10/10 0.35 10/10 0.739 9/10 0.739 10/10 BlockFrequency
0.442 9/10 0.545 10/10 0.545 10/10 0.094 10/10 CumulativeSums
0.534 10/10 0.739 10/10 0.534 10/10 0.122 10/10 Runs
0.213 10/10 0.911 9/10 0.122 10/10 0.534 10/10 LongestRun
0.213 10/10 0.213 10/10 0.534 10/10 0.739 10/10 Rank
0.35 10/10 0.911 10/10 0.35 10/10 0.739 10/10 FFT
0.35 10/10 0.35 10/10 0.008 10/10 0.911 10/10 0;’:;'1%?5{29
0.066 10/10 0.213 9/10 0.350 10/10 0.35 9/10 Universal
0.122 10/10 0.911 10/10 0.122 10/10 0.911 10/10 ApproxEntropy
0.739 10/10 0.534 10/10 0.534 10/10 0.739 10/10 LinearComplexity

- 10/10 - 10/10 - 10/10 - 10/10 Serial median

- 9.91/10 - 9.89/10 - 9.86/10 - 9.91/10 t’;‘%”p?;’fg lapping

- 5/5 - 3.88/4 - 77 - 6/6 RandomExcursions

- 5/5 - 3.80/4 - 777 - 6/6 RandomExcursions

Source: compiled by the authors

The obtained results of statistical testing demonstrate
the stable characteristics of the proposed image encryption
method. For most tests, P values exceed the set significance
threshold a=0.01, which indicates that there are no detect-
ed signs of statistical non-randomness in the generated
bit sequences. This indicates that the method provides a
sufficient level of entropy and uniformity of distribution,
which are key criteria for cryptographically stable trans-
formations. For coloured images with an increased number
of subranges, there is a slight increase in the uniformity
of bit distribution and a more uniform distribution of P
over the intervals. This indicates improved diffusion as the
number of subranges increases, which reduces the likeli-
hood of local structures appearing in the encrypted data.
In greyscale images with fewer subranges, the algorithm
shows only slightly lower performance for individual tests
(for example, in the case of frequency and block frequency
tests), but these values still remain within the acceptable

range (P > ). The Fraction value indicates the number of
successfully completed tests. According to the results, al-
most all tests were passed successfully, a deviation of 1 un-
successful test is acceptable. Figure 3 shows a histogram
of the distribution of coefficients depending on the image
type and the specified number of subranges.

Figure 4 shows the pixel brightness distribution (in
the range of values from 0 to 255) for the input greyscale
image. The nature of the curve indicates the presence of
pronounced peaks and troughs, which reflects the predomi-
nance of certain brightness levels. Such unevenness is typi-
cal for natural or visually understandable images, since their
structure and content form statistical patterns that can be
used by an attacker to simplify cryptanalysis. Figure 5 shows
the distribution for the encrypted image, which is almost
uniform, which indicates a high level of randomness of the
received data, which significantly complicates their crypta-
nalysis and is a sign of a stable encryption algorithm.
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Figure 3. Histogram of NIST statistical testing results
Note: red line indicates the permissible threshold value a=0.01
Source: compiled by the authors
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Figure 4. Pixel brightness distribution in the input greyscale image
Source: compiled by the authors
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Figure 5. Pixel brightness distribution in the encrypted greyscale image
Source: compiled by the authors

Figure 6 shows the results of performing an encryption  This type of encrypted image is typical for systems with effi-
scheme, where the input image has a natural structure and  cient diffusion, where each change in input pixels significantly
easily recognisable content, and the encrypted image visually  affects the output result. This indicates that the algorithm is
resembles random noise without any noticeable dependencies.  reliably resistant to attacks based on visual analysis.

A B

Figure 6. Encryption results for the greyscale Peppers test image
Note: A - input image; B — encrypted image
Source: compiled by the authors

For coloured images, the brightness distribution was  their structure. As can be seen from Figure 7, the input

analysed separately for each of the three colour channels image has pronounced peak values in each channel, re-
(R, G, B), which allows identifying specific features of flecting the uneven colour distribution and the presence
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of dominant shades. The encryption result (Fig. 8) demon-
strates that all channels have a uniform distribution,
which indicates an effective destruction of the initial

correlations between pixels in each of the channels and
makes it impossible to restore input characteristics based
on statistical analysis.

Coloured 8 - Raw image

0 50 100

150 200 250

Figure 7. Pixel brightness distribution in the input coloured image

Source: compiled by the authors
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Figure 8. Pixel brightness distribution in the encrypted coloured image

Source: compiled by the authors

Similar to the greyscale example, encryption turns
the coloured input image into noise and makes it impos-
sible to recognise the secret (Fig. 9). This visual trans-
formation confirms the efficiency of diffusion in the

algorithm, which is a critical factor for resistance to
visual analysis. It also demonstrates the absence of a
residual structure that could have been used to recon-
struct the original image.

B

Figure 9. Encryption results for the coloured Peppers test image

Note: A - original image; B — encrypted image
Source: compiled by the authors

Since the specifics of image encryption differ signif-
icantly from the process of encrypting ordinary bit data
(text), methods for evaluating cryptographic stability also
require some adaptation. Performing statistical testing
inherent in bit sequence encryption does not always ful-
ly reflect the key characteristics of encrypted images, in
particular, their resistance to attacks. Therefore, in addi-
tion to NIST tests, the correlation between neighbouring
pixels is additionally analysed, which is described by the
NPCR (Number of Pixels Change Rate) and UACI (Unified

Average Changing Intensity) parameters. The NPCR indi-
cator reflects the percentage of pixels that changed their
value with a slight change in the input data, and is used
to estimate the sensitivity of the algorithm to the initial
conditions: values close to 100% indicate high stability,
when even a change in one pixel in the original image
leads to a completely unpredictable result. The UACI pa-
rameter determines the average intensity of pixel bright-
ness changes between two images and reflects the degree
of destruction of the initial correlations; according to
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Y. Wuetal. (2011) and Y. Alghamdi & M. Arslan (2024), its
optimal value for stable algorithms is in the range of 32-34%.
In addition, the entropy of the initial and encrypted images
was calculated as a measure of the randomness of the pix-
el distribution, which allows estimating the approximation

of the result to a completely random one. The correlation
requirements between pixels determine: the closer this
value is to zero, the smaller the relationship. The param-
eters of cryptographic stability and pixel correlation are
shown in Table 3.

Table 3. Parameters of pixel correlation and NPCR, UACI

Coloured 4 Coloured 8 Greyscale 4 Greyscale 8
original 7.6698 7.6698 7.5715 7.5715
Entropy
encrypted 7.9997 7.9997 7.9993 7.9993
Horizontal original 0.9704 0.9704 0.9792 0.9792
correlation encrypted 0.0004 0.0008 -0.0016 -0.0003
) ) original 0.9715 0.9715 0.9826 0.9826
Vertical correlation
encrypted -0.0014 -0.0009 0.0006 0.0006
correlation encrypted 0.0009 0.0006 -0.0002 0.0040
NPCR 99.61% 99.61% 99.61% 99.60%
UACI 32.18% 32.28% 31.00% 31.00%

Source: compiled by the authors

In the table below, the results are presented for four
options for using the encryption scheme: coloured and
greyscale images with 4 and 8 subranges, respectively. For
coloured images, the entropy of encrypted data is close to
the maximum theoretical value (7.9997), which indicates
a high level of randomness, and the UACI of ~32.2% corre-
sponds to the optimal range for protection against attacks
that analyse local changes and dependencies between pixels
of the input image and the encrypted one. The NPCR value
consistently exceeds 99.6%, which demonstrates the high
sensitivity of the algorithm to changing even one pixel. For
greyscale, the entropy of encrypted data also shows results
close to 8 (7.9993). UACI (~31%) also meets the sustainability

requirements, while NPCR retains a value of approximate-
ly 99.6%. Comparative analysis shows that increasing the
number of subranges from 4 to 8 has a positive effect on in-
creasing the degree of randomness of the encrypted image.
It is also noted that the method shows better results when
working with colour images due to an increase in the natural
difference in brightness distribution and colour depth com-
pared to greyscale. Table 4 shows estimates of the NPCR and
UACI values of the proposed encryption algorithm and oth-
er known encryption algorithms. For evaluation, a 512x512
coloured image was taken divided into 8 subranges, the en-
cryption results of which showed the best results for the pro-
posed method: NPCR=99.61%, UACI=32.28%.

Table 4. Comparison of NPCR and UACI (512 x 512 coloured images)

No. Author NPCR (%) UACI (%)
1 Z. Liang et al. (2021) 99.6 333
2 X. Wang et al. (2019) 99.6 31.5
3 Y. Abanda & A. Tiedeu (2016) 99.6 32.05
4 B. Stoyanov & K. Kordov (2015) 99.5-99.7 31-32
5 Y. Alghamdi et al. (2022) 99.5-99.7 31-32
6 Authors’ scheme 99.61 32.28

Source: compiled by the authors

Z. Liang et al. (2021) proposed a scheme based on a
five-dimensional chaotic system using DNA coding and
genetic operations. This study demonstrated NPCR and
UACI at a fairly high level, which is explained by multi-lev-
el diffusion at the bit operation level and the use of chaos.
Compared to the algorithm under study, this approach has
a higher implementation complexity and a larger number
of parameters to configure, which makes it difficult to use
on platforms with limited resources. Such a scheme shows
better diffusion results, the disadvantage is increased im-
plementation complexity and higher computational costs.

X.Wang et al. (2019) proposed an encryption algorithm
that uses an S-box formed from a chaotic sequence. This

results in increased substitution nonlinearity and stable
NPCR = 99.6, UACI = 31 — 32. The main difference from the
presented algorithm is the use of nonlinear substitution.
The algorithm provides sufficient statistical stability, but
creating and verifying an S-box increases complexity and
complicates hardware implementation.

Simple but reliable combinations of chaotic maps and
“mixing” to generate permutations and diffusion are used in
the study by Y. Abanda & A. Tiedeu (2016). The results show
UACI~32.05% and NPCR = 99.6. Such an algorithm provides
stable results with minimal implementation complexity,
but provides less control over determining the sequence of
transformations and complicates formal proof of security.
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B. Stoyanov & K. Kordov (2015) presented an encryp-
tion scheme using polynomial chaotic mappings, which
showed UACI results in the range of 31-32% with a suffi-
cient NPCR value. The difference is a mathematically more
complex model of the PRS generator, which gives a wider
key space. In this scheme, balanced statistical character-
istics are noted at the same level as the author’s, but it is
worth considering the increase in hardware complexity of
implementation.

Y. Alghamdi et al. (2022) considered algorithms for
devices with limited resources, where local block permu-
tations and simple chaotic maps are used. Test statistics
showed NPCR = 99.5 - 99.7 and UACI = 31 - 32. This indi-
cates that the algorithm is better adapted to hardware lim-
itations compared to previous methods, but the correlation
indicators are less than the required minimum and, accord-
ingly, the author’s scheme.

The obtained NPCR and UACI values showed that the
proposed algorithm belongs to the group of advanced effi-
cient solutions. NPCR=99.61% indicates a high sensitivity
of the encryption to minimal changes in the input image.
UACI=32.28% shows a good intensity of change, indicat-
ing effective diffusion, although this figure is slightly lower
than in some examples with deeper multilevel diffusion
(UACI = 33%, which is the reference value). The results ob-
tained indicate a balance between cryptographic stability
and computational ease of implementation. This confirms
the feasibility of using the algorithm in systems with strict
resource constraints and the need for guaranteed and de-
terministic image recovery.

Conclusions

This paper proposed a deterministic scheme for encryp-
tion and uniform distribution of vectorised images based
on a linear feedback shift register and controlled reversi-
ble counters. The main objectives - to provide linear time
computational complexity, deterministic and reproducible
partitioning without storing additional metadata, and to
achieve a cryptographically acceptable level of randomness
of encrypted data — were successfully achieved and exper-
imentally validated. The proposed algorithm demonstrat-
ed linear complexity with respect to the number of pixels
(O(N)), since each iteration requires one single invocation
of the PRS generator and a constant set of counter up-
date and write operations. The cyclic uniform distribution
mechanism ensured uniform filling of subvectors and al-
lowed restoring the original vector only if all n parts are
available, thereby satisfying the requirements of an (n, n)
secret distribution scheme. During reconstruction, zero re-
construction errors and no pixel degradation were observed
when combining fragments and performing decryption.
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The results of testing according to NIST SP 800-22
showed no pronounced signs of statistical non-randomness
in the generated bit sequences (p values are greater than
the threshold a=0.01 for most tests and the proportion of
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memory overhead in distributed storage.

Since some practices use a cryptographic threshold (k, n)
a secret distribution scheme, so the prospects for further re-
search are to develop a scheme that will allow effective ap-
plication of the recovery mechanism to images encrypted
by the proposed method. Future research should focus on
optimising the implementation of the algorithm, as this will
reduce encryption time, which is especially important for
devices with limited resources or systems that transmit data
in real time. It is also advisable to strengthen the diffusion
properties in order to bring the UACI indicators closer to the
reference level (~ 33%), while not complicating the overall
structure of the algorithm, which will ensure a balance be-
tween safety and efficiency. In addition, advanced testing of
the algorithm on various sets of images of different formats
will allow for a deeper study of its resistance to statistical at-
tacks, identify possible relationships between data types and
encryption efficiency, and identify potential limitations or
weaknesses of the proposed approach.
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AHoTauid. V cyuacHMX yMOBax 0OpPOOKM BeIUKMX 06CATIB rpadiuHMX HaHMX TOCTAE 3aBOAHHS PO3POGKM HAIiifHOI
cxemu mMbpyBaHHS 300paskeHb 31 3MeHIIEHHSIM OOUMCIIOBAAbHMX BUTpAT. MeTOI IOCTiIKeHHS O6yI0 po3pobuTH
IeTepMiHOBaHy cxemy IMdpyBaHHS Ta PiBHOMIpDHOTO PO3IONITY BEKTOPU30BAaHMX 300paskeHb i3 BUKOPUCTAHHSIM
pericTpa 3CyBy 3 JIiHIiHMM 3BOPOTHMM 3B’SI3KOM i JIiUVIBHMKIB. MeTomy po60oTH BKIIIOYAIM TEPETBOPEHHST MaTpPUIL
TiKCcesliB y IOUTiZOBHICTb 6aiITiB 32 TPaBMIOM 0OXOLY IO PSIiAKaX, PO36MTTS iHAE@KCHOTO MIPOCTOPY Ha PiBHI MiAgianaszoHmu,
reHepallilo ICeBJOBUIAIKOBYX iHIEKCiB HA OCHOBI CTaHiB pericTpa 3CyBY Ta BUKOPUCTAHHS PEBEPCUBHUX JiUMIbHUKIB.
Pe3ynbTaTy CTATUCTUYHOTO TECTYBAHHS JeMOHCTPYIOTh CTiliKi XapaKTepUCTUKY 3aIIPOTIOHOBAHOTO MeTOLY MM PyBaHHSI
300paskeHb. Takoxk Oy/l0 MPOBeNEHO OIiHKY 3amndpoBaHMX TECTOBMUX 300paskeHb MO CTiMKOCTI aTaky LUISIXOM
BMU3HaueHHs KoedilieHTiB Kopensiii Mik BXiZHMM 300paskeHHSIM Ta 3amu@poBaHMM. 30KpeMa, IJs KOJIbOPOBUX
306pakeHb po3mipom 512x512 ripu po36uTTi Ha Bicim migmiama3oHiB KoedilieHT 3MiHM KiIbKOCTI ITiKcestiB ckiaB 99,61 %,
a yHidikoBaHa cepeJHsI iIHTEHCUBHICTb 3MiHM TiKcemiB — 32,28 %, 1110 BifIOBizae BepXHbOMY KIacTepy OL[iHOK Cy4acHUX
MeTopiB. EHTpOITis 3a1MppoBaHuX JaHUX HAOGIVDKEHA 10 TEOPETUYHOTO MaKCMMyMy Ta cKiaia 7,999, a Kopessiiist Mix
CYCiIHIMM IiKCeISIMM iCTOTHO 3MeHIleHa i HabNMMsKaeThCs 10 HYJIbOBUX 3HaUeHb. PO3MO/i Ta BiHOBIEHHST 300paskeHHS
BUKOHYETHCST 6e3 MOXMOO0K. AITOPUTM BiI3HAYAETHCS HU3bKUMM OOUMCIIOBAIBHUMM BUTpaTamMy. [IpakTUUYHA IiHHICTD
JOCITiIKeHHSI TTOJISITa€e B 3a06e3MeueHHi BiATBOPIOBAHOCTI PO3TIOALTY ¥ BUCOKY KpUnTOrpadiuHy CTiiiKiCTh 3 BUKOPUCTAHHSIM
MaTeMaTUYHO ITPOCTHUX OTIepalliii, ICeBIOBMUITAIKOBOCTI Ta PO3LIMPEHHS TPOCTOPY MndPyBaHHS 306pakeHHS 1O TOBHOTO
06csTy, WO POOUTH MiAXin MPUIATHUM AJIS CUCTEM i3 BMMOTOIO TOYHOTO BiJHOBJIEHHSI i MPAIIOIOTh 3 0OMeskeHMMMU
06UMCTIOBAIBHUMY pecypcaMu

KniouoBi cnoBa: posmopin  cekpery; BigHOBAEHHS 300pakeHHs; IIepecTaHOBKA; IiJCTaHOBKA; TeHepaTop
TICeBIOBUIIAAKOBOI MTOCTiOBHOCTI UMCeT; KOPEJISITis MiKCesiB 306 paskeHHST
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Abstract. The study aimed to provide a theoretical justification for the use of chaotic dynamical systems to enhance the
strength of cryptographic keys. The research methodology was based on theoretical, comparative and critical analysis
of scientific sources to assess the potential of chaotic systems. The study determined that chaotic maps provide high
entropy, long periods and unpredictability of the generated sequences due to their sensitivity to initial conditions, which
is confirmed by the Shannon entropy calculations and positive Lyapunov exponents. The use of hash functions and
mechanisms for updating the internal state eliminated statistical correlations and increased the resistance of generators
to cryptanalysis. The study demonstrated that the sequences obtained on the basis of the logistic mapping and the Lorentz
system pass the standard statistical tests of NIST SP 800-22, demonstrating uniformity of distribution and absence of
correlations. The use of the Chua circle as an analogue circuit provides physically implemented True Random Number
Generators with low power consumption, suitable for resource-limited Internet of Things systems. The scheme with the
integration of several chaotic maps has proven to increase the key space and increase the resistance to statistical attacks
compared to traditional PseudoRandom Number Generators. The study determined that chaotic generators are able to
provide forward and backward secrecy by updating the internal state of the system, which prevents the sequences from
repeating. Chaotic generators have advantages over traditional PseudoRandom Number Generators due to their very long
periods and sensitivity to initial conditions, but their effectiveness depends on cryptographic post-processing and the
correct choice of parameters. The study recommended the use chaotic systems as an additional source of entropy in
software and hardware implementations, in particular, in lightweight cryptographic solutions for the Internet of Things,
sensor networks and mobile devices. The practical significance is determined by the application of the results by developers
for secure encryption, researchers for random number generation, and Internet of Things engineers for device security

Keywords: nonlinear dynamics; random number generators; cryptographic entropy; chaotic attractors; initialisation
vectors; topological transitivity; cryptographic extraction

Introduction

Ensuring the resilience of cryptographic systems is one of
the key challenges of information security in the 215 cen-
tury. The growth in data transmission, the proliferation of
cloud services and the rapid development of the Internet
of Things (IoT) create new risks to the confidentiality and
integrity of information. Traditional encryption methods,
including symmetric and asymmetric algorithms, have
proven to be effective, but their sustainability is gradually
being questioned due to the increase in computing pow-
er and the emergence of quantum technologies (Fernan-
dez-Carames & Fraga-Lamas, 2020). This creates a need to
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find new approaches to cryptographic key generation that
would provide a significant level of unpredictability and
security. One of these promising areas is the use of chaotic
dynamical systems capable of generating sequences with
high entropy and complex structure.

The scientific discourse further addresses the use of
chaos in cryptography. M. Ali et al. (2025) proposed an
approach to building an encryption system using geomet-
ric permutations and dynamic substitutions. The authors
showed that the combination of chaotic maps with new
methods of data structuring can significantly increase the
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cipher’s resistance to linear and differential analysis. This
forms a new combination strategy that improves the resist-
ance of classical chaotic algorithms. The practical applica-
tion of chaotic models in resource-constrained environ-
ments was demonstrated by T.A. Dhopavkar et al. (2022).
The study used Tinkerbell and Duffing maps to create a data
protection scheme for IoT systems. The results proved that
chaotic maps can provide both lightweight algorithms and
a high level of security even in devices with limited com-
puting capabilities. This proved the suitability of chaotic
maps for IoT applications with low resource requirements.

A.Belazi et al. (2022) addressed the protection of med-
ical images, where data quality and reliability are critical.
The study improved on the sinus tangent map and demon-
strated that it produces uniform and statistically stable
sequences that guarantee high ciphertext entropy. This
meant that chaos proved to be an effective tool in med-
ical cryptography. In the field of satellite imagery, prom-
ising results were shown by A. Kumar & M. Dua (2021).
The study proposed to use the cosine transform in com-
bination with chaotic maps, which improved the quality
of key generation and provided an additional level of data
protection. This proved the versatility of chaos as a tool for
cryptographic applications in various industries.

The tendency to combine different chaotic models was
reflected by M. Kumar & D. Ch (2025). The study demon-
strated that merging chaotic maps with multilevel mixing
techniques makes it possible to achieve system robustness
to statistical analysis. In particular, multi-level shuffling
significantly complicates the ability to predict keys, making
brute-force attacks almost impossible. This formed an ap-
proach to integrating chaotic maps with multilevel trans-
formations, which increases the cryptographic strength of
systems by complicating the key structure. A similar direc-
tion was pursued in E. Faure et al. (2024), where authors
proposed enhancements to classical chaos-based encryp-
tion schemes to improve key agreement and data secu-
rity. An additional perspective was revealed by J. Jackson
& R. Perumal (2025), employing fractional-order chaotic
maps. The study determined that the use of more com-
plex mathematical models can generate sequences with
increased unpredictability and a higher degree of security.
This extended the capabilities of traditional models and in-
creased the level of cryptographic security.

In the Ukrainian scientific space, there is also consid-
erable interest in the topic of cryptography and chaotic
models. The study by A. Shandyba (2025) contributed to
the practical application of chaos for information security,
in particular in the field of digital watermarks. The study
demonstrated that the use of chaotic maps when embed-
ding markers ensures the system’s resistance to attacks and
preserves the authenticity of multimedia data. This con-
firmed the potential of chaos as a tool not only for key gen-
eration but also for expanding the range of cryptographic
applications. O. Krulikovskyi et al. (2024) analysed the pe-
riodicity of time series generated by a logistics map, taking
into account the limited accuracy of digital computing. The

study highlighted that the limitations of machine arithme-
tic can lead to the degradation of chaos and the emergence
of periodic structures, which directly affects the reliability
of cryptographic generators based on chaotic models. The
study revealed critical aspects of the implementation of
chaotic algorithms in digital systems and emphasised the
need to incorporate computational accuracy when devel-
oping chaos-based cryptographic mechanisms.

Despite the numerous results, most studies focus on
applied tasks, image security, IoT, or medical data. How-
ever, there is a lack of generalised theoretical models that
systematically describe how chaos can be used to gener-
ate keys in a broader cryptographic context. In addition,
much of the research is focused on individual chaotic
maps, which could not be used to assess the potential of a
comprehensive approach to combining them. This creates
a gap between the theoretical basis and practical applica-
tions. Therefore, the study aimed to theoretically study the
possibilities of using chaotic dynamic systems to increase
the strength of cryptographic keys. To achieve this goal,
the following tasks were performed: to systematise and
formalise the properties of chaotic dynamic systems that
determine their suitability for cryptographic applications,
to present a three-stage model of chaos-based key gener-
ation, to evaluate the efficiency, practical stability and po-
tential of the model for use in symmetric, asymmetric and
hybrid cryptosystems.

Materials and Methods

The study included a theoretical comprehensive review of
chaotic dynamical systems and their models, the creation
of an abstract key generation scheme, an assessment of
practical applications, limitations, and a comparison with
traditional generators to determine their cryptographic
potential. The research included four stages. At the first
stage, the method of generalising scientific approached to
chaotic dynamical systems and their application in cryp-
tography was applied in the following areas: symmetric
and asymmetric algorithms, steganography and multime-
dia, hardware solutions (True Random Number Generator
(TRNG), IoT). This systemised and assessed the level of en-
tropy, unpredictability, and resistance to cryptanalysis. The
task of this stage was to determine the potential of chaotic
systems as an effective source of entropy for encryption
and information security protocols.

At the second stage, the method of theoretical anal-
ysis was used to test the suitability of chaotic systems for
generating random sequences in cryptography. The math-
ematical and physical models of chaos, such as the logistic
mapping (provides a simple implementation and is used
to generate pseudorandom numbers), the Lorentz system
(demonstrates complex multidimensional trajectories with
high unpredictability), and the Chua circle (can be used for
chaos at the hardware level, making it suitable for TRNG
and IoT solutions), were considered to test their suitabil-
ity for generating random sequences in cryptography. The
choice of these models was justified by the fact that they
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represent different levels of complexity, from simple math-
ematical constructions to multidimensional and hardware
solutions. The study analysed their properties (topologi-
cal mixability, transitivity, high entropy, long periods, and
practical non-repeatability) and presented a generalised
abstract model of key generation, which includes quantisa-
tion of values, cryptographic extraction (SHAKE256, Hash-
based Message Authentication Code (HMAC)-based Key
Derivation Function (HKDF)), and internal state update
(reseeding). The stage aimed to show how chaotic trajecto-
ries can be transformed into cryptographically strong key
material with high entropy and unpredictability.

The third stage presented an abstract model of key
generation that combines the dynamics of chaotic systems
with cryptographic primitives to obtain a stable key ma-
terial with high entropy, no correlations, and the ability
to protect symmetric, asymmetric, and hybrid encryption
systems. In addition, real-life examples of chaotic mod-
els in cryptography, such as logistic mapping, the Lorentz
system, and hybrid maps, were analysed to assess their ef-
fectiveness in generating random sequences, encrypting
images, and expanding the key space. The critical analysis
also identified the limitations of chaos-based generators
and ways to improve their reliability, which is the basis for
the practical use of chaotic systems in cryptography. The
task of this stage was to determine the conditions under
which chaos-based generators can be used in cryptography
without losing their stability, as well as to formulate prac-
tical requirements that compensate for the lack of strict
mathematical guarantees of their security.

In the fourth stage, the method of comparative anal-
ysis was used to compare chaotic generators and tradi-
tional PRNGs according to key criteria — nature, entropy,
periodicity, predictability, speed, implementation features
and application in cryptography, which determined their
advantages and limitations. These criteria were chosen
because they determine the suitability of a generator for
cryptography. Nature reflects the principle of operation
and the source of randomness, entropy and periodicity
characterise the quality of the generated sequences, pre-
dictability is directly related to attack resistance, speed
and implementation determine practical efficiency, and
application in cryptography shows real applicability in
data protection protocols. This identified the strengths and
weaknesses of both approaches: to show the advantages of
chaotic systems in providing high entropy, practical unpre-
dictability and long periods, to highlight the disadvantages
and to assess their suitability for use in cryptosystems. The
methods of theoretical generalisation, critical analysis and
comparative review of scientific sources were used to ana-
lyse and compare the models.

Results and Discussion

Nonlinear dynamic systems and their cryptographic
applications in random number generation

A nonlinear dynamical system is defined as a mathemati-
cal model of processes in which the state change depends

not only on time but also on previous values, and there are
nonlinear relationships between the variables. Such sys-
tems are usually described by systems of differential equa-
tions or mappings, where the output is not proportional to
the input. Characteristic properties include the presence of
multiple equilibrium states, the ability to transition to un-
stable modes, self-organisation and the formation of com-
plex behaviour even based on simple rules. Nonlinearity
is the key source of chaotic regimes, in which the system
demonstrates a complex and almost unpredictable evolu-
tion (Ming et al., 2023).

In the field of cryptography, a fundamental aspect is
the quality of random numbers used at all stages of data
protection. In “symmetric encryption algorithms” (Ad-
vanced Encryption Standard (AES), ChaCha20, Data En-
cryption Standard (DES)), chaotic generators can be used
to generate key material. The initial conditions and pa-
rameters of chaotic maps define a wide key space, which
ensures the uniqueness and cryptographic strength of the
obtained values. In addition, chaos can be used to gen-
erate the initialisation vectors required in Cipher Block
Chaining (CBC), Counter Mode (CTR) and Galois/Counter
Mode (GCM), where the randomness of the Initialisation
Vector (IV) is a critical condition for protection against rep-
etition. As proven by M.]J.A. Calderon et al. (2024), in stream
ciphers (ChaCha20-Poly1305), the uniqueness of the nonce
is crucial to prevent reuse of the key stream, and it is the
sensitivity of chaotic systems to initial conditions that can
achieve such uniqueness.

In “asymmetric algorithms” (Rivest-Shamir-Adle-
man (RSA), Elliptic Curve Cryptography (ECC), as well as
post-quantum schemes Kyber, Saber) with a public key,
chaos can act as an auxiliary source of randomness. In
particular, random values derived from chaotic processes
can be used to generate seeds and parameters in RSA or
ECC-based schemes (in Optimal Asymmetric Encryption
Padding (OAEP)), which eliminates the problem of deter-
minism. Additionally, chaotic maps are suitable for gener-
ating one-time random numbers required in key exchange
protocols such as Diffie-Hellman and Elliptic Curve Dif-
fie-Hellman (ECDH), increasing the resilience of systems
to prediction (Garipcan et al., 2025).

Chaotic permutations and maps are used in steganog-
raphy to form complex patterns of data placement in imag-
es and multimedia files. This makes it much more difficult
to detect hidden messages. Additionally, chaotic processes
ensure the creation of watermarks that are resistant to at-
tacks aimed to delete or modify. At the level of hardware
implementations, chaotic oscillators, in particular the
Chua circle, in combination with cryptographic extractors,
can function as TRNGs (Nazish et al., 2025). Such solutions
are particularly relevant for embedded systems, sensor net-
works, and IoT devices, where the combination of high en-
tropy and low power consumption is a critical requirement.

In practice, “hybrid cryptosystems” are mostly used,
where asymmetry is used to securely transmit a symmetric
key, and the data is encrypted directly using a symmetric
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algorithm. The security of such systems directly depends
on the entropy level of the initial random numbers from
which the key material is formed. A critical component of
cryptographic protocols is “random number generators”.
Insufficient entropy of keys (less than 128 bits) makes the
system vulnerable to brute-force attacks. In the opinion
M.]J.A. Calderon et al. (2024), repeated nonces or IVs cre-
ate conditions for key stream replay and recovery attacks.
The lack of proper randomness in authentication proto-
cols opens the way to replay attacks, and the predictabil-
ity of the “k” parameter in digital signature schemes (EI-
liptic Curve Digital Signature Algorithm (ECDSA), Digital
Signature Algorithm (DSA)) can lead to compromise of
the private key.

Random number generators form the basis of modern
cryptography of the 21 century, since the quality of their
work directly determines the stability of cryptographic al-
gorithms. The use of chaotic systems as a source of ran-
domness is appropriate and fits seamlessly into the con-
text of symmetric and asymmetric encryption, as well as
additional applications, such as steganography and hard-
ware solutions. In chaotic dynamic systems, attractors are
central — sets to which trajectories tend over time. The
so-called strange attractors, which have a fractal structure
and multidimensionality, are fundamental; they determine
the behavioural patterns of the system, not being reduced
to regular periodicity. Another fundamental feature is the
sensitivity to initial conditions: even minor changes in the
initial parameters lead to fundamentally different develop-
ment trajectories. This phenomenon, known as the “but-
terfly effect”, directly contributes to the unpredictability of
chaotic processes (Ding et al., 2024). At the same time, a
chaotic system remains deterministic, but due to the expo-
nential growth of errors due to nonlinearity, its long-term
behaviour cannot be accurately predicted.

Among the most common mathematical and physical
models of chaos, there are several that are studied in the
context of cryptography. The logistic mapping is a classical
one-dimensional model of chaotic dynamics that describes
the population dynamics of a system with limited resourc-
es. It can be used to generate pseudo-random numbers due
to its ability to demonstrate chaotic behaviour at certain
parameter values. The mathematical expression of the
logistic mapping is as follows (May, 1976):

X, =1 (1-x), (1)

where: x_ - value at the n-th step (the state of the system
at time n); r — parameter that controls the dynamics of the
system; x - value at the next step. This model can exhibit
chaotic behaviour at certain values of the parameter , and
its simplicity makes it common for applications such as
pseudorandom number generation in cryptography.

A general discrete chaotic system is a system described
by recurrent equations that reflect the relationship be-
tween the next and previous state of the system and has
the form (Poincaré, 2017):

X, =f(x,,0), @)

where: 6 — parameter that can be used to control a system,
for example, it can affect the level of chaos or the transition
between regular and chaotic behaviour; f(x,, 8) - function
that determines how a previous state of the system affects
the next. Such a system is characterised by sensitivity to
initial conditions, which is one of the main properties of
chaos. Even a small change in the parameter 6 can cause
significant changes in the behaviour of the system.

The E.N. Lorenz (1963) system is a classic example of a
three-dimensional nonlinear dynamical system consisting
of three differential equations. It was developed for mod-
elling atmospheric convection, but eventually became an
icon of chaos theory due to its interesting and unpredicta-
ble properties, in particular, due to the E.N. Lorenz attrac-
tor, which shows how the system transitions between dif-
ferent states, and has the following form (3-5):

X=0(y-x); 3
y=x(p-2)-y; 4
Z2=xy-Pz, ©)

where: X, y; Z — time derivatives that describe changes in
each of the system variables; x — horizontal velocity (or
convection); y — temperature or heat flux; o — determines
the rate of differentiation of the variable x relative to y, i.e.
convection rate or flow rate; p — determines the tempera-
ture gradient or temperature difference between different
layers of the atmosphere; 8 — describes vertical flows in at-
mospheric models or systems that demonstrate convection
phenomena, z — vertical flow or vertical motion in systems.
All parameters in the Lorentz system determine the inter-
action between temperature, convection rate and vertical
flows in the medium. Changing any of these parameters
can lead to a change in the behaviour of the system, from
stable to chaotic. The Lorentz system is an example of a
complex physical model that can be applied both at the
mathematical level and in real-world cryptographic appli-
cations, such as key generation and encryption protocols.

As an electronic circuit, the Chua circle can be used
to implement chaotic oscillations at the hardware level. It
consists of an inductor, two capacitors, and a nonlinear re-
sistive element (the so-called Chua diode), which can be
used to exhibit a wide range of chaotic modes. The sim-
plicity of the design and the possibility of physical imple-
mentation make this scheme a promising candidate for the
creation of hardware chaotic signal generators that can be
used in cryptography and information security systems
(Alibraheemi et al., 2024).

One of the key properties of chaotic systems is top-
ological mixability. In phase space, this is manifested in
the fact that any initial region of trajectories is eventually
distributed over the entire domain of the definition. The
system’s trajectory visits an arbitrary neighbourhood with
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a non-zero probability, which, for cryptography, means
that there are no local patterns in the generated sequenc-
es, which ensures an even distribution of information and
increases resistance to cryptanalysis. Another critical char-
acteristic is high entropy and a rich state space. Entropy is a
measure of disorder, which can be quantitatively described
using formula (6) by C.E. Shannon (1948):

HX)=-%, (x)log,p (x), ©)

where: H (X) - entropy of a random variable X, which is
a measure of disorder or the amount of information con-
tained in a sequence of values X; p (x) — probability of
occurrence of the i-th element x, in the sequence (the fre-
quency of occurrence of a particular value in the data set);
log, p (x) - logarithm of the probability of x, in base 2, deter-
mines the number of bits required to encode the value x,and
expresses how much information this element contains. In
chaotic systems, even short time series exhibit entropy val-
ues close to the maximum, making them similar to random
sequences. This, in turn, provides a wide key space that is
beyond the reach of brute force or effective cryptanalysis.

Another property is the long periods and the practi-
cal lack of repeatability. While traditional pseudo-random
number generators have a finite period after which the
sequence is reproduced, for multidimensional chaotic sys-
tems, this period can be so long that it is considered infinite
from a practical point of view. This ensures the uniqueness
of each generated sequence and makes it impossible to use
repetition-based attacks. The fundamental basis for the use
of chaos in cryptography is also provided by mathemati-
cal theorems confirming unpredictability, in particular, the
positive value of the largest O.M. Lyapunov (1892) index:

A= lim SSEZ3Inlf (o)), ™

where: A — largest Lyapunov exponent, a numerical crite-
rion of the system’s chaotic nature; 1111_7)7}0 - shows that the
assessment is conducted for a very large number of itera-
tions, i.e. in the long run; %Zﬁ;&— average of all iterations k
from 0 to n-1, averages local indicators of trajectory diver-
gence; Inlf’(x,)| — natural logarithm of the modulus of the
derivative of the function of the current state , measures
the local divergence of neighbouring trajectories in phase
space. The combination of a virtually infinite period and a
positive Lyapunov exponent ensures that chaotic systems
generate unique and unpredictable sequences, making
them effective for cryptographic use.

The theorem of H. Poincaré’s (2017) recurrence theo-
rem proves that any trajectory of a system sooner or later
returns to an arbitrarily small neighbourhood of the initial
point, but the moment of return is fundamentally unpre-
dictable (8, 9):

YUR{x), 3t ) 0 (¢, %) €U; ®)

vneU,t, -, )

where: U - any neighbourhood of the initial point x; ¢, -
time after which the system trajectory enters the neigh-
bourhood of U; ¢(t,, x,) — function that describes the po-
sition of the system at the moment of time ¢ . Poincaré’s
theorem describes a critical property of chaotic systems:
although their behaviour at any given time is unpredicta-
ble, they demonstrate recurrence, i.e. the ability to return
to a certain region of phase space, albeit after a long time.
This property is essential for cryptography, as it can be
used for the generation of long, unpredictable and unique
sequences to be used as keys.

The property of topological transitivity is one of the
main characteristics of chaotic systems, which states that
trajectories in the system eventually cover the entire re-
gion of phase space. In mathematical terms, this property
is noted as (Gottschalk & Hedlund, 1955):

o, U)NV£Q. (10)

This means that regardless of where a trajectory starts
in phase space, it will eventually become in some other
region of space. The system can thus “distribute” its be-
haviour throughout the phase space, which is a key char-
acteristic of chaos. In the context of cryptography, this
means that, based on any initial condition, the generated
sequences will be evenly distributed throughout the entire
space of possible values, which ensures unpredictability
and a high level of entropy. This increases the resistance of
cryptographic systems to attacks, as it becomes almost im-
possible to predict the long-term behaviour of a generator
based on a short sequence.

An abstract model of key generation based on chaot-
ic systems involves three stages: quantisation of chaotic
values, cryptographic extraction, and updating the inter-
nal state. At the first stage, the continuous values obtained
from the chaotic system are converted into a discrete form
by scaling and rounding them to integer values. Formally,
this process can be expressed as (Knuth, 1969):

u,=[2"xh(x,)|, w=64 or 128, (11)
where u_ - discretised value; h(x ) — function that deter-
mines the chaotic value at the n-th step; w — number of bits
for scaling accuracy; 2" — scaling of values using a power
of two. w can be 64 or 128, which means the number of
bits used to determine the accuracy and magnitude of the
scaling. The value w determines how many bits will be used
to store each generated value. In the following stages, after
obtaining the discretised values, they are cryptographically
extracted using hash functions such as SHA-256 or others,
which obtained key material or pseudorandom sequences.
This process ensures the creation of a high-calorie, at-
tack-resistant key by eliminating statistical dependencies
and levelling the bit distribution, increasing resistance to
cryptanalysis (Menezes et al., 2011).

The discretised values u, are used as input to the
SHAKEZ256 cryptographic hash function along with service

Information Technologies and Computer Engineering, 2025, 22(3) 93



Application of chaos theory to improve resilience of encryption systems...

parameters (nonce and iteration index) and appear as
(SHA-3 Standard, 2015):

y,=SHAKE256 (u, ||noncel||]), (12)
where SHAKE256 — cryptographic hash function that gen-
erates random bits based on input values. It has the prop-
erties of high resistance to cryptanalysis and can generate
arbitrarily long output bit sequences, y - result of the
SHAKEZ256 hash function, which are uniformly distributed
random bits that can be used in subsequent stages of cryp-
tographic algorithms. This stage ensures that the distri-
bution is levelled, statistical dependencies are eliminated,
and uniform random bits are obtained.

The internal state is updated based on the previous
state and new values of the results to ensure the absence of
repeated sequences and increase resistance to cryptographic
attacks, in particular, prediction-based attacks. At this stage,
the internal state of the system S, is changed using a hash
function that includes both the previous state S, and the new
random bits y_obtained from the previous stage (using the
SHAKEZ256 hash function) (Barker & Kelsey, 2015):

S..,=H(S/ly,), (13)

(6, x) « MapFrom S, , ), (14)
where: S - current internal state of the system at the t-th
step; MapFrom — function that generates new values of pa-
rameters and state variables based on the new value of S, ,.
This process ensures that key sequences are unrepeatable,
as updated parameters and state variables generate new
trajectories in phase space each time. As a result, even if the
cryptographic key is used repeatedly, its complexity and un-
predictability remain at a high level. Thus, this stage guar-
antees high entropy and the absence of predictable patterns
in the generated sequences, which makes the keys resist-
ant to cryptanalysis and increases the system’s reliability.

The results of the study showed that chaotic maps are
capable of generating sequences with high entropy and
statistical randomness. This result was consistent with the
work of M. Irfan & M.A. Khan (2024), where they proposed
a cryptographically secure generator based on a robust cha-
otic tent map. The study proved that their model demon-
strates positive Lyapunov performance and thus meets the
criterion of sensitivity to initial conditions. Testing accord-
ing to the NIST SP 800-22 and TestUO1 standards confirmed
the statistical randomness of the output bit sequences. This
confirmed the notion that chaotic systems can provide high
entropy and cryptographic strength of generators.

The results of the study showed the effectiveness of
chaos in steganography and multimedia data protection.
This correlates with the study by Z.B. Madouri et al. (2024),
developing a new pseudorandom generator based on chao-
tic digital filters. The study employed it to build an image en-
cryption algorithm and proved that the generated sequenc-
es have high entropy and uniform distribution. The test

results confirmed the algorithm’s resistance to statistical
attacks, which indicates the absence of noticeable correla-
tions in chaotic trajectories. Additionally, the suitability of
this approach for practical use in multimedia applications
requiring reliability and speed was emphasised.

D. Murillo-Escobar et al. (2024) studied two cha-
os-based generators implemented on microcontrollers.
The study tested their performance and the statistical
randomness of the generated sequences. The test results
showed compliance with NIST SP 800-22 criteria, which
confirms the cryptographic suitability of the proposed
solutions. A significant observation was that the imple-
mentation on resource-limited devices provides high
entropy while reducing power consumption. This corre-
sponded to the energy efficiency and practicality of chaot-
ic generators in sensor networks and IoT systems outlined
in the current study, confirming the feasibility of their use
in lightweight cryptography.

Y. Alloun et al. (2025) presented a Field-Programma-
ble Gate Array (FPGA) implementation of a generator that
combines chaotic maps with artificial neural networks.
The study emphasised that the integration of different ap-
proaches improves resistance to cryptanalysis. The exper-
imental results confirmed the uniformity of the generated
sequences and their compliance with NIST requirements,
which indicates their cryptographic suitability. This corre-
lated with the results of the study, which emphasised the
need for hybrid cryptosystems and hardware implementa-
tions. This alignment demonstrated the feasibility of using
chaos as an additional source of entropy in combination
with other cryptographic primitives and confirmed the
prospects of hardware solutions based on chaotic dynamic
systems in cryptography.

The results of the study showed that long periods, re-
currence and unpredictability are fundamental character-
istics of chaotic systems in cryptography. In this context,
the study by V. Patidar & T. Singh (2025) examined these
properties in detail, proposing a new approach to random
number generation based on Hamiltonian conservative
chaotic systems. The study used Poincaré sections to gen-
erate non-periodic sequences that exhibit an almost in-
finite period. Verification using NIST SP 800-22 standards
confirmed the cryptographic reliability of the proposed
generator. This correlated with the current research on
the butterfly effect, Poincaré’s theorem, and the practical
non-repeatability of chaotic trajectories, and serves as
further evidence of the importance of the mathematical
properties of chaos for creating cryptographically strong
random number generators.

Thus, due to their fundamental properties, chaotic
dynamical systems can be a reliable basis for generating
cryptographic randomness. Their use in symmetric, asym-
metric, and hybrid algorithms ensures high entropy, un-
predictability, and cryptographic strength of key sequenc-
es. Practical research confirms the effectiveness of chaotic
systems in cryptographic protocols and the prospects for
further development of lightweight solutions.
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Principles of construction and practical analysis

of chaotic models of cryptographic key generation

For clarity, it is advisable to present the operation of the
proposed model in the form of a flowchart showing the
main stages of the process, from the generation of chaotic
sequences to the formation of a cryptographic key. Such

Secret K, Nonce/IV

KDF/HKDF- (8, xy, Ny, s)

Initialisation of a chaotic
system f6 with x,

Burn-in

Observation: h (x,,)

N T

Quantisation/normalisation—
raw bits

Evolution: x,.; = f0(x,,) or ®0(x(t)) }

[ Cryptographic extractor (SHAKE/HKDF) ]

Output key /
keystream / session
values

an approach can be used to trace the relationship between
the individual stages of the model and determine the log-
ic of its functioning. The flowchart also serves as a tool
for further analysis and optimisation, as it demonstrates
which system components are central in ensuring cryp-
tographic security (Fig. 1).

Reseed/
update
parameters

Figure 1. Flowchart of an abstract model of chaos-based key generation

Note: Secret K — secret parameters of the system that define the initial conditions of the chaotic model (Formulas 1-5); Nonce/IV —
one-time random value, required for the uniqueness of the key stream (Formula 12); KDF/HKDF (6, x,, N, s) (Formulas 2, 11-14) - special
function converts secret data into initial parameters of the chaotic system; Initialisation of the chaotic system f - starts the chaotic map
or Lorentz system according to Formulas 1-5; Burn-in - discards initial iterations to eliminate transient effects (Formula 2); Evolution:
x ., =f0(x) or @O (x(t)) — creation of a system trajectory based on recurrent equations (Formula 2); Obervation: h (x ) — mapping the
internal state to the output data to be quantised (Formula 11); Quantisation/Normalisation (Formula 11) — continuous values into bit
sequences; Cryptographic Extractor (SHAKE/HKDF, Formula 12) — levelling the distribution and removing statistical dependencies;
Reseed / parameter update (Formulas 13,14) — update the internal state to ensure forward/backward secrecy; Output — key, keystream or
session values for further use in cryptosystems (Formulas 12(result), 13,14)

Source: compiled by the author based on O.M. Lyapunov (1892), C.E. Shannon (1948), E.N. Lorenz (1963), D.E. Knuth (1969), A.]. Menezes et

al. (2011), National Institute of Standards and Technology (2015), E. Barker & J. Kelsey (2015), H.M.M. Alibraheemi et al. (2024)

The principle of building a chaotic key model is to com-
bine the dynamics of chaotic systems with cryptographic
primitives. The initial conditions and parameters of the
system are used as secret data. In the case of the logistic
mapping, the key parameters are the coefficient r and the
initial value x, while in the Lorenz system, the set of val-
ues (x,, ¥, Z,) and the parameters o, p, . The size of the
key should be sufficient to provide a space that is at least
2128 as this is the minimum condition to prevent a com-
plete search (Ming et al., 2023). Next, the system evolves,
resulting in a trajectory of successive states. To eliminate
transient effects, burn-in is used, i.e. discarding the first
iterations. The resulting values are subject to quantisa-
tion, i.e. conversion into bit sequences by scaling, man-

tissa extraction, or combinatorial operations (e.g. Exclu-
sive OR (XOR)). The final step is cryptographic extraction
(SHAKE256, HKDF), which removes patterns and ensures
a uniform distribution of the output bits (Yin et al., 2024).
The proposed scheme gives the model a number of
properties. Firstly, the high entropy of chaotic sequenc-
es provides a level of disorder, which is quantified by the
Shannon entropy. Secondly, the use of an extractor elim-
inates statistical correlations, making the original data
appears as random data (Yin et al., 2024). The sensitivi-
ty to initial conditions and parameters ensures that the
same sequence cannot be reproduced without knowing
the secret values, which is formally described by positive
Lyapunov exponents. Updating the internal state ensures
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forward and backward secrecy, and the use of hash func-
tions with extended output makes the model scalable, ca-
pable of generating an arbitrary amount of key material
with unchanged randomness characteristics (Tiwari et
al., 2025). Chaotic processes provide a full cycle of cryp-
tographic key generation, from parameters and trajecto-
ries to bit sequences and their cryptographic amplifica-
tion, creating a practically applicable basis for symmetric,

asymmetric and hybrid encryption systems. An abstract
model of chaos-based key generation combines the prop-
erties of chaotic systems with cryptographic extractors,
providing a high level of entropy, uniform bit distribution,
and no correlations. Updating the internal state increas-
es resistance to compromise, while unpredictability and
sensitivity to initial conditions make the model suitable
for use in cryptosystems (Table 1).

Table 1. Examples of the application of chaotic generator models in cryptography

Implementing a logistics map
as a PRNG in an FPGA

Model Characteristic Key objective Results
An improved logistic map with g
Logistics “infinite chaos” for generating bit Develop a high-speed PRBG tzgﬁsgﬁig?]raeﬁrr:;ys&?:dsiidclglrill-astzgg?lvi?e
mapping sequences is proposed. suitable for lightweight demonstrated. Demonstrated effectiveness

cryptography and loT

for 1oT and mobile devices

The current cipher with a key stream
generated by the Lorentz system
is developed.

A lightweight image encryption
algorithm using Lorentz trajectories

Lorenz system

Build a real cryptographic
algorithm on a chaotic
system. Ensure effective
and fast image protection
on mobile devices

The algorithm has shown high resistance
to cryptanalysis and performance in a
real-world environment. High entropy,

uniformity of histograms, and resistance

to statistical attacks have been achieved.
Suitable for resource-limited systems

Integration of Henon and Logistic
maps to complicate chaotic
trajectories

Hybrid models

Improve image encryption
security by expanding
the key space

The algorithm has been proven to increase
the key space and increase resistance
to statistical and correlation attacks;
it outperforms individual models

Note: PRBG - Pseudorandom Binary Generator

Source: compiled by the author based on M.J.A. Calderon et al. (2024), H.M.M. Alibraheemi et al. (2024), P.K. Singh et al. (2024), M. Nazish et

al. (2025), A. Al-Hyari et al. (2025)

Chaotic systems have not only theoretical but also
practical value in cryptography. Logistic mapping has been
successfully used in both software and hardware imple-
mentations, providing high performance and entropy. The
Lorentz system has been proven to be suitable for building
both stream ciphers and lightweight algorithms for pro-
tecting multimedia data. The integration of several chaotic
maps, as in the case of Henon and Logistic, demonstrates
the possibility of further strengthening cryptographic
strength by combining different models. Experimental re-
sults have confirmed the viability of chaotic generators as
an alternative to classical DRBGs in various applications.

Nevertheless, it is necessary to strictly observe practi-
cal safety precautions in chaos-based generators. The use of
raw chaotic trajectories without additional post-processing
leads to correlations and statistical dependencies. To elim-
inate these problems, modern approaches use hash func-
tions and “feedback key” mechanisms that ensure a uniform
distribution of output bits and are confirmed by the results
of NIST SP 800-22 tests (Yin et al., 2024). In addition, the
risk of “dead zones” in the parametric ranges of chaotic
maps, which reduce entropy and narrow the key space, is
emphasised. To solve this problem, it is proposed to use
variable structures, for example, in the “structure-varying
CML’ model, which demonstrates a stable level of entropy
and resistance to prediction (Ming et al., 2023). The ulti-
mate accuracy of calculations can cause hidden periodicity,
so it is necessary to use high bit depth (64/128 bits) and reg-
ular state updates (reseeding) through cryptographic hash-
es. In addition, comprehensive testing is recognised as a

mandatory stage of verification of chaos-based generators,
which, in addition to the standard NIST SP 800-22/90B sets,
includes analysis of autocorrelation functions, min-entropy
estimation, and spectral methods (Ding et al., 2024). Thus,
scientific research has confirmed that the recommenda-
tions for the use of extractors, a wide key space, periodic
state updates, and statistical testing are not only theoreti-
cally sound but also experimentally verified.

At the same time, in contrast to classical cryptograph-
ic primitives (RSA, ECC, AES-DRBG), where the security of
algorithms is formally proved by reducing them to complex
mathematical problems, chaos-based generators do not
have security proofs. Their reliability is mostly confirmed
by experimental tests (Ding et al., 2024), entropy analysis
(Nazish et al., 2025), or numerical simulations (Calderon et
al., 2024), but not by formal mathematical reductions. This
creates a certain gap between theory and practice, which
is still under debate. Therefore, it is advisable to consider
chaotic systems not as a full-fledged independent cryp-
tographic mechanism, but as an additional source of en-
tropy in hybrid schemes, where the final randomness is
enhanced by cryptographic extractors (SHAKE, HKDF) and
thus partially compensates for the lack of strict mathemat-
ical guarantees (Alibraheemi et al., 2024; Singh et al., 2024).

Both classical pseudorandom number generators and
new approaches based on chaotic dynamical systems are
used in cryptography. Classical PRNGs have advantages in
terms of speed and ease of implementation, but their en-
tropy and resistance to prediction are determined only by
the quality of the algorithm. Instead, chaotic generators
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use the properties of nonlinear systems, sensitivity to initial
conditions, unpredictability, and almost infinite periods,

which make them promising for generating cryptographic
keys, nonces, and initialisation vectors (Table 2).

Table 2. Comparison of chaotic generators with traditional random number generators

Criteria Chaotic generators Traditional PRNG
. . . ) Algorithmic designs, mainly linear or combined
Nature Based on dynamic systems with nonlinear behaviour (linear congruent, Mersenne Twister, DRBG)
High due to sensitivity to initial conditions and Depends on the algorithm; classic PRNGs have
Entropy )
parameters, confirmed by Shannon’s entropy lower entropy
Frequency Very long or almost infinite periods Limited, the period depends on the bit depth

(in multidimensional systems)

Predictability

Theoretically deterministic, but practically
unpredictable due to chaos

Classic PRNGs are often predictable
(if the state is known)

Performance

May be lower (mainly in differential models)

High performance, optimised for CPU/GPU

Implementation (FPGA, analogue circuits)

Require precise numerical methods or hardware support

Easy software execution

Application
in cryptography

and initialisation vectors

Promising for generating keys, nonces,

Standard DRBGs (AES-DRBG,
Hash-DRBG, ChaCha20)

Source: compiled by the author based on H. Ming et al. (2023), M.J.A. Calderon et al. (2024), H.M.M. Alibraheemi et al. (2024), F. Yin et

al. (2024), A. Tiwari et al. (2025), M. Nazish et al. (2025)

Chaotic generators demonstrate key advantages: high
entropy and unpredictability due to their sensitivity to ini-
tial conditions, long periods and unique sequences, as well
as the possibility of efficient software and hardware imple-
mentation. At the same time, their limitations are the loss
of randomness due to finite accuracy and the lack of rigor-
ous security proofs, which require the use of cryptographic
extractors. The optimal approach is to integrate chaotic
systems as an additional source of entropy in combination
with classical cryptographic extractors. In practical appli-
cations, it is worth considering hardware implementations
based on FPGAs and chaotic oscillators, in particular, Chua
circles, which are especially relevant for IoT and sensor
networks. To maintain cryptographic security, it is recom-
mended to use regular reseeding, increased bit depth, and
comprehensive statistical testing (NIST SP 800-22/90B,
min-entropy analysis, spectral methods).

The results of the study showed that chaos-based
generators require strict adherence to practical securi-
ty considerations, as the use of raw chaotic trajectories
without post-processing leads to correlations and statis-
tical dependencies that need to be eliminated using hash
functions, feedback key mechanisms, and comprehensive
testing. This is consistent with the study by A. Sambas et
al. (2024) on a dynamic analysis of a new three-dimen-
sional chaotic system, which showed that only after careful
optimisation of parameters and verification with statisti-
cal tests, PRNG demonstrates the required level of cryp-
tographic reliability. The study emphasised the importance
of spectral properties and recurrence to avoid hidden cor-
relations. This means that the reliability of chaos-based
generators can only be achieved by combining mathemati-
cal modelling, post-processing, and comprehensive testing.

Y. Alghamdi et al. (2022) proposed a lightweight im-
age encryption algorithm based on a chaotic map and
random substitution. The study emphasised that their ap-
proach is specifically designed for resource-constrained
environments, such as mobile devices and IoT systems,

where high performance and minimal power consump-
tion are required. Experimental testing has shown that
the generated sequences have high entropy, uniform his-
tograms, and no statistical correlations. Additionally, it
was proven that the algorithm demonstrates resistance to
cryptanalytical attacks, including statistical and differen-
tial attacks. This correlated with the current study, which
used logistic maps and the Lorenz system to build light-
weight algorithms for encrypting multimedia data. This
confirmed the practical feasibility of chaotic models in
cryptography and proved their effectiveness in protecting
information in real-world conditions.

The results of the study showed that chaotic oscilla-
tors are fundamentally different from traditional PRNGs,
as they provide high entropy, long periods, and practical
unpredictability, although they require complex numeri-
cal methods or hardware support for implementation. This
correlates with the study by Y. Luo et al. (2024), who pre-
sented an FPGA implementation of a high-speed oscilla-
tor based on an n-dimensional chaotic system. The study
proved that such a hardware implementation combine the
characteristic properties of chaos with high performance
and uniformity of output sequences. The tests have con-
firmed the cryptographic suitability of the generator, which
proved the practical feasibility of using chaotic PRNGs in
real security protocols.

The results of the study confirmed that the construc-
tion of a chaotic key generation model requires combin-
ing the dynamics of nonlinear systems with cryptographic
primitives, including quantisation, extraction, and internal
state updating, which ensures uniform bit distribution and
forward/backward secrecy. This correlates with the study
by M.A. Hadjadj et al. (2025), proposing a hardware imple-
mentation of PRNG-CS for embedded security systems. The
authors emphasised the need to integrate chaotic dynam-
ic processes with cryptographic post-processors to elimi-
nate statistical correlations and increase cryptographic
strength. Testing following NIST standards demonstrated
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the high entropy and performance of the generator even
in resource-limited environments and showed that chaot-
ic models can be effectively implemented at the hardware
level, ensuring reliable generation of key material.

M.T. Gengoglu et al. (2025) presented a chaotic random
number generator based on the quantum wave equation.
The study emphasised that the use of chaotic dynamic
properties alone is not sufficient to ensure cryptograph-
ic reliability. Therefore, they combined chaotic processes
with post-processing mechanisms that eliminate correla-
tions and guarantee a uniform distribution of the output
bits. Testing has confirmed that this approach meets mod-
ern cryptographic requirements. This correlates with the
results of the current study, where the integration of chaos
with cryptographic extractors was recommended as the
optimal solution. This proved the feasibility of combining
nonlinear dynamics and classical cryptographic methods
to create secure key generators.

Thus, chaos should be considered not as a self-suffi-
cient crypto-primitive with formal security proofs, but as
an additional entropy in standardised key generation cir-
cuits. This bridges the gap between chaos theory and cryp-
tography practice and outlines a route to implementing
chaos-based generators in real-world encryption, signa-
ture, and steganography protocols. In the future, this may
contribute to the creation of more resilient and energy-ef-
ficient cryptographic systems.

Conclusions

The results of the study have shown that chaotic dynami-
cal systems demonstrate a number of properties that make
them promising in cryptography. The key characteristics
include the presence of strange attractors with a fractal
structure, sensitivity to initial conditions, and the but-
terfly effect, which cause unpredictability and high varia-
bility of the output sequences. Positive Lyapunov indices
confirmed the exponential dependence of the trajectories
on the initial parameters, which ensures that they cannot
be reproduced exactly without knowing the secret values.
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3acTOoCyBAHHSA TeOpii Xaocy ans NigBULLEHHS CTIMKOCTi CUCTEM
LWKMPpPYBAHHS B iHPOPMALLIMHUX TEXHOMNOriAX

Bonogumup JlyxaHiH

KanomoaT ¢isvko-MATEMATUYHMUX HOYK, OCUCTEHT
XAPKIBCbKMIN HALIOHAMBHUM YHIBEPCUTET PALiOenekTPOHIKM
61166, npocn. Hayku, 14, M. XapkiB, YKpaiHa
https://orcid.org/0000-0003-4328-929X

AHoTauig. MeToo OoCTigKeHHS GylI0 TeopeTryHe OBIPYHTYBAaHHSI 3aCTOCYBaHHSI XaOTUUHUX MMHAMIUHMX CUCTEM
IJIST THOCWIeHHS CTifiKocTi KpunrorpadgiyHmMx KiodiB. MeTomosorisi mowtigkeHHsS 06a3yBajacsi Ha TEOPETUUYHOMY,
MOPiBHSUIBHOMY Ta KPUTUUYHOMY aHasli3i HAyKOBMX JIsKepeJt 151 OL[iHKY ITOTeHIlialy XaOTUYHMX CUCTeM. BcTaHOBIEHO, 110
XaOTUYHI KapTy 3a6e31euyIoTh BUCOKY eHTPOIIiI0, JOBIi Mepioay Ta Herepen6auyBaHiCTh 3reHepOBaHMX IMOCTiZOBHOCTe
3aBJISIKM YYTIMBOCTi O NMOYAaTKOBMX YMOB, 1[0 HiATBEPIKYETbCS po3paxyHKaMy eHTporii [lleHHOHa Ta TO3UTUBHUMMU
JIATyHOBCbKMMM MOKa3HMKaMU. BukopucTaHHs Xemi-QyHKIii Ta MexaHi3MiB OHOBJI€HHSI BHYTPIIIHbOTO CTaHy yCyBae
CTaTUCTUYHI KOpeJsLil i MigBuIye CTifKiCTh TeHepaTopiB 10 KpuiToaHasnidy. [lokasaHo, 10 MOCTiZOBHOCTI, OTPUMaHi
Ha OCHOBI JIOTICTMYHOTO Bimo6paskeHHSsI Ta cucTeMu JIOpeH1ia, MPOXOAsITh cTaHAapTHi cratuctuyHi Tectu NIST SP 800-22,
JIeMOHCTPYI0YM DiBHOMIPHICTb PO3IOATY Ta BiACYTHICTh Kopensuiii. BukopucranHs kona Uya $IK aHaJIOroBOi CXeMu
3a6e3neuye ¢GisMuHO peasnizoBaHi reHeparopu ictMHHOI BumnagkoBocTi (True Random Number Generator) 3 HU3bKUM
€HeprocloXMBaHHSIM, IPUIATHI IJisI pecypcHO-o6MexkeHnx Internet of Things-cucrem. CxeMa 3 iHTerpari€o KiabKox
XaOTUYHMX KapT MiATBepamIa 36ibIeHHS TIPOCTOPY KIIOUiB i MiABUIIEHHS CTIKOCTi A0 CTATUCTUIHMX aTaK, Y MOPiBHAHHI
3 Tpaguiiinumu PseudoRandom Number Generator. BusiBjieHo, 1110 XaOTUYHi TeHepaTopy 31aTHi 3a6e3neuntn forward
i backward secrecy 3aBAsIKM OHOBJIEHHIO BHYTPILITHBOT'O CTAHY CUCTEMM, 110 3a1106irae MoBTOPIOBAHOCTI TOCIiOBHOCTEIA.
XaoTMYHi reHepaToOpy MaloTh [IepeBaru HaJ, TpaguLiiiHMMU 3aBISIKM Jy>Ke TOBTMM IepiofaM i 4yTAMBOCTi 0 TOYaTKOBUX
YMOB, MpoTe iX e(eKTUBHICTh 3aJMeXKUTb Bif KpuntorpadiyHoi MocTobpobKM Ta MPaBUIBHOTO BUOOpPY MapaMeTpiB.
PekoMeHJIJ0BaHO 3aCTOCYBaHHSI XaOTMUYHMX CUCTeM $IK JONATKOBOTO JyKepeja €HTPOIil B IporpaMHMX i amapaTHUX
peanisallisix, 30Kpema y JIerkoBaroBux KpunrorpadiyHux pilieHHsIX IJ1s1 iHTepHeTY peueii, CCHCOPHMUX Mepesk i MoOiTbHUX
npucTpoiB. [IpakTHUHA 3HAYMMICTD TOJISITAE Y 3aCTOCYBaHHI pe3y/abTaTiB po3pobHMKaMu AJis1 6e3reyHoro mmudpyBaHHS,
TOCTiAHMKAMM JJ1s TeHepallii BUIIaJKOBMX UMCell Ta iHKeHepaMy iHTepHeTy pedeil 1151 3aXUCTy IPUCTPOiB

KniouoBi cnoBa: HeniHiliHa OuHAMiKa; reHEpaTOpPy BUIAAKOBUX uUMCeT; KpuTorpadiyHa eHTPOIis; XaoTU4Hi
aTpakTopy; iHilliaai3allifiHi BEKTOpM; TOMOMOTiYHA TPAH3UTUBHICTh; KpUITOrpadiyHa eKCTPaKIList
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Abstract. The use of distributed infrastructure to ensure scalability and high availability creates new challenges for
maintaining data consistency between rapidly growing information system nodes that require reliable data management
for correct operation. The aim of the study was to comprehensively systematise and comparatively analyse methods for
ensuring data consistency in distributed database management systems, taking into account the fundamental trade-offs
between consistency, availability and update delays described by the CAP and PACELC theorems. To achieve this goal,
methods of theoretical analysis, formal modelling of system behaviour, and comparative expert evaluation were used. As
a result of the study, consistency models were systematised according to two main approaches: data-centric and client-
centric. The first approach analyses models that determine the global behaviour of the system: linearity, sequential, causal
and eventual consistency. The advantages, disadvantages and typical application scenarios are identified for each model.
The second approach considers client-oriented models that provide guarantees within a single user session: read and
write consistency, monotonic read, monotonic write, and session causality. A generalised classification is proposed that
visualises the relationship between the degree of consistency, delays, flexibility, fault tolerance and potential performance
for each model. All considered data consistency models are compared using a number of selected essential characteristics
(PACELC class, consistency, fault tolerance, potential performance, etc.) and diagrams based on their parameters. The
practical value of the work lies in the formulation of clear recommendations for selecting the optimal consistency model
depending on the requirements for reliability, performance, and architectural features of the information system. The
results can be used to improve the efficiency of designing distributed databases in high-load systems, such as financial
services, Internet of Things platforms, and cloud applications

Keywords: distributed systems; Data-Centric consistency; Client-Centric consistency; CAP theorem; PACELC; system
availability; fault tolerance

Introduction

In modern conditions of rapid development in distribut-
ed computing systems and increasing demands for their
speed and efficiency, the issue of ensuring data consistency
in Distributed Database Management Systems (DDBMS) is
becoming particularly relevant. Most contemporary infor-
mation services utilise distributed infrastructure to achieve
more flexible scalability, high availability, and improved

Suggested Citation:

fault tolerance. However, the use of these advantages is
accompanied by a number of additional problems and lim-
itations related to data consistency among the system’s
nodes, particularly during asynchronous replication, net-
work delays, or the inoperability of individual components.

Scientific research in recent years has significantly
expanded the theoretical and practical understanding of
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consistency models. For example, the work by P.S. Almei-
da (2024) proposed an axiomatic model for describing con-
sistency in asynchronous distributed systems, which unites
and generalises existing approaches. It also formulates the
CLAM theorem for classifying system behaviour based on
selected consistency guarantees: Closed past (finalised
operations without the possibility of re-execution), Local
visibility, Arbitration, and Monotonic visibility. According
to the research, maintaining all four criteria for the com-
plete set of data abstractions in systems without additional
waiting is impossible. This offers an alternative perspective
to the CAP (Consistency, Availability, Partition tolerance)
and PACELC (Partition tolerance, Availability, Consistency,
Else, Latency, Consistency) theorems, which can be used to
derive and compare different consistency models.

A detailed overview of challenges regarding consisten-
cy and data integrity in DDBMS is presented in the work by
H. Mahmoud & H. Yasin (2025), which focused on classic
consistency protocols (such as 2PC) and modern replica-
tion methods. The Database Integrity (DDBI) project pro-
posed by the authors offers an innovative solution through
active triggers, rule-oriented integrity enforcement, and
multi-version object tracking, which, according to the
results obtained, is a better alternative to traditional ap-
proaches. Additionally, D. Russel et al. (2025) proposed an
innovative approach to consistency verification in the con-
text of serverless and edge architectures, which is extreme-
ly relevant in the transition to hybrid cloud environments.
The authors used a comprehensive framework combining
formal specifications, static analysis, real-time monitoring,
and adaptive assurance, which also opens up prospects for
using machine learning to predict consistency violations.
Separate attention is warranted for the research by S. Gha-
semirad et al. (2025), which implemented the Eiger-PORT+
protocol to ensure Transactional Causal Consistency with
convergence (TCCv), confirmed by formal verification with
TCCv isolation guarantees in Isabelle/HOL. The results re-
futed the previous hypothesis about incompatibility with
transactional writes in the presence of performance-op-
timised read-only transactions. This represented the first
full formal verification of a complex distributed database
protocol and opened up the possibility of developing new
abstract and practical models and protocols.

Concurrently, the article by Y. Chen et al. (2024) con-
sidered specific implementations of systems supporting
various consistency models in cloud NoSQL platforms -
from strong to bounded staleness. The work focused on
supporting a wide range of load balancing, latency reduc-
tion, and resource management mechanisms popular in
cloud environments for multi-model systems. In the work
by N. Faria & J. Pereira (2025), the use of Conflict-Resistant
SQL Views (CRDV) is proposed to ensure consistency in hy-
brid transactional and analytical workloads. An important
distinction of this work is its focus on supporting CRDV in
existing popular relational SQL databases, which allows for
improved performance, greater flexibility in data merging
strategies, and expands their use as heterogeneous DDBMS
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in large-scale information systems. Researchers also payed
special attention to consistency algorithms in replicated
systems, particularly CRDT (Conflict-free Replicated Data
Types) approaches, which are reviewed in the works of
Yu. Rabeshko & Yu. Turbal (2023), confirming the relevance
of the topic in modern scientific discourse.

Thus, despite noticeable achievements in the field of
consistency models, a need remains for a unified classifica-
tion of existing approaches, a systematisation of their appli-
cation conditions, and a determination of the algorithmic
and engineering constraints imposed when implementing
the respective models in DDBMS. Understanding these fea-
tures can provide a better foundation for the further devel-
opment of this area and the design of new data consistency
models. The aim of this research was the formalisation and
systematisation of methods for ensuring data consistency
in DDBMS, taking into account the requirements of the
CAP and PACELC theorems, as well as modern approaches
to the implementation of Data-Centric and Client-Centric
consistency models. Achieving this goal involved the ex-
ecution of the following tasks: analysis and classification
of modern consistency models; identification of the lim-
itations and advantages of each approach in view of the
system type; and determination of practical recommen-
dations for model selection depending on usage scenarios.

Materials and Methods
The research is grounded in a theoretical and analytical
method, which was used to study and compare data consist-
ency models, as well as to analyse and interpret them with-
in the context of the CAP and PACELC theorems. The initial
stage of the study involved the collection and analysis of
information about consistency models from relevant liter-
ature and available technical (or research) documentation.
The models selected for the research were those that are
widespread or have had a significant impact on the devel-
opment of the DDBMS field, such as linearisability, which
significantly influenced subsequent data-centric models.
This stage also included the analysis of existing classifica-
tion methods, such as the division into Data-Centric and
Client-Centric models (proposed in the work by H.N.S. Al-
din et al. (2019)), and methods for formally modelling the
behaviour of distributed systems under various network
conditions. This analysis was carried out based on the cate-
gorisation of systems according to the criteria of consisten-
cy (C), availability (A), partition tolerance (P), and update
latency (L). For systematisation of the results, system types
were categorised: CP, AP, CA (according to CAP), and PA/EL,
PA/EC, PC/EL, PC/EC (according to PACELC (Abadi, 2012)).
Based on the obtained data, an analytical review of
the consistency models was conducted, highlighting their
core architectural principles, advantages, disadvantages,
and typical application scenarios in distributed systems.
This stage involved theoretical modelling of the Data-Cen-
tric and Client-Centric consistency models. A comparative
method was used to contrast the characteristics and prop-
erties of the models, along with expert evaluation of their
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parameters, including the level of consistency, flexibility,
latency, fault tolerance, and potential performance. Sys-
tem-structural analysis was applied to build an independ-
ent classification of characteristics such as those primarily
dependent on theoretical principles and those primarily
dependent on implementation and to define the interrela-
tionships between consistency models.

The next stage of the research was performed by vis-
ualising the acquired data in MS Excel to display the classi-
fication results and facilitate further analysis. To visualise
the relationships between the models’ properties, a gen-
eralised classification table of characteristics was used,
which compares the model type, its correspondence to the
PACELC theorem, and the evaluated expert parameters.
The table allowed for the conceptualisation of the trade-
offs between performance and consistency across different
classes of DDBMS models, as well as trends in more mod-
ern models, such as the prioritisation of availability and
latency according to the PACELC theorem. The use of radar
charts (or spider diagrams) allowed for a graphical compar-
ison of the characteristics’ assessments obtained through
theoretical analysis and enabled the tracking of their
change and dependence on typical usage scenarios of mod-
ern information systems. The results of the analysis served
as the basis for substantiating the choice of an appropriate
consistency model type depending on the system’s target
application scenario, which allows for the adaptation of
the DDBMS architecture to the specified requirements for
availability, performance, or data integrity. The final stage
of the research involved using the comparative method and
content analysis to correlate the obtained data and meth-
ods for classifying characteristics with existing academic
works in the field of DDBMS and distributed systems.

Results and Discussion
An information system consisting of only a single node is
responsible for processing all possible read and write op-
erations, whereas a distributed system has a defined set of
nodes that do this concurrently. If a single-node system be-
comes inoperable, all operations become impossible to exe-
cute. One of the properties of distributed systems is the abil-
ity to continue functioning even when one or more nodes
are inoperable. On the other hand, this creates the potential
for node desynchronisation: network problems can inter-
rupt the data replication process, and simultaneous write
operations on different nodes may conflict with each other.
Data consistency is the property of a distributed sys-
tem to maintain all nodes in a uniform and predictable
state. Data consistency is closely related to and balances
against other system properties and characteristics, such
as performance and availability - ensuring consistency re-
quires additional logic and can limit processing speed, but
it provides specific guarantees regarding data synchroni-
sation between nodes (Ahmed et al., 2023). Data consist-
ency mechanisms help order the execution of concurrent
requests and provide options for system recovery from fail-
ures without data corruption.
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The CAP and PACELC theorems are frequently used to
describe the fundamental limitations in data consistency
models in distributed systems. The CAP theorem (or Brew-
er’s theorem) defines three key characteristics of distribut-
ed systems (Munoz-Escoi et al., 2019):

v Consistency: following any write operation, the
distributed system must return the latest version of the
data upon a read request, regardless of which node the re-
quest was made to (Lourenco et al., 2015).

v Availability: the distributed system must provide a
response to any incoming request, even if a portion of the
nodes are inoperable at the moment the request is being
processed.

v Partition tolerance: in the event of a loss of con-
nection (or other network problems) between several
nodes (splitting the cluster into several parts with limited
communication), the distributed system must continue to
operate and process incoming requests.

The CAP theorem states that a distributed system can
only guarantee the simultaneous assurance of two out of
the three described characteristics/guarantees:

v CP (Consistency & Partition Tolerance) systems
will maintain data consistency in the event of network
problems by limiting availability, i.e., the ability to process
incoming requests. Without limiting availability, nodes
with disrupted communication would be unable to syn-
chronise completed write operations, which would lead to
server desynchronisation and a violation of consistency.

v AP (Availability & Partition Tolerance) systems
operate according to an algorithm opposite to CP systems
nodes continue to process requests, ensuring availability
even in the case of network problems, but the results of
these requests may be inconsistent between nodes. AP
systems often either limit the number of nodes accepting
write requests or switch entirely to processing only read
requests.

v CA (Consistency & Availability) systems always
ensure consistency and availability and, therefore, cannot
continue to operate if network problems occur either all
nodes process requests and synchronise with each other, or
continued operation is impossible. DDBMSs that support
ACID transactions are typically included in this category of
distributed systems.

The CAP theorem focuses its attention on the behav-
iour of a distributed system during cluster partitioning
(when communication problems between nodes occur).
Under normal network conditions, a system can maintain
both consistency and availability simultaneously, regard-
less of its conditional type (CP, AP, or CA). Changes in be-
haviour and state occur only at the moment network prob-
lems arise. The PACELC theorem extends the CAP theorem
by adding a new classification of behaviour in the absence
of system partitioning due to communication problems. If
there are network problems in the distributed system and
the system can potentially be partitioned or partially inop-
erable, the choice described in the CAP theorem (between
data consistency and availability) is applied. However, if
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the system is operating under normal network conditions,
the choice is applied between consistency (C) and update

latency (L) (Golab, 2018). These relationships are visually
represented in the Figure 1.

Network problems
occurred?

Choice
between:

A 4 v

Choice
between:

A 4 A 4

Ensure consistency
(PC-system)

Ensure availability
(PA-system)

Ensure lower
latency (EL-system)

Ensure consistency
(EC-system)

PACELC theorem

Figure 1. Choice in the PACELC theorem
Source: developed by the authors based on research by D. Abadi (2012)

If a system prioritises consistency, any data replication
must include a guarantee that all nodes in the distributed
system are updated before request processing continues.
That is, a data write operation is considered fully complete
when all nodes have received/replicated that operation.
This guarantees the strict consistency required for ACID
transactions but can decrease the speed (increase laten-
cy) of query execution due to the need for communication
among all system nodes.

Conversely, if the distributed system prioritises low-
er latency and greater speed, an operation is considered
complete after being written to just one or a few nodes
(depending on the system’s implementation). Node syn-
chronisation in this scenario is considered a separate,
asynchronous operation that can occur independently of
subsequent write operations. Accordingly, some nodes in
such a distributed system may be inconsistent with the rest
of the cluster at certain times and return stale data.

Combining the behaviour options with and without
network problems, the PACELC theorem divides distribut-
ed systems into four types (Gorbenko et al., 2020):

7 PA/EL: the system prioritises Availability during
communication problems, and Lower Latency during nor-
mal functioning.

7 PA/EC: the system prioritises Availability during
network partitioning, but otherwise prioritises Consistency
over lower latency.

7 PC/EL: the system prioritises Consistency during
network partitioning, but favours Lower Latency under
normal conditions.

7 PC/EC: the system prioritises Consistency both
during network problems and under normal functioning.

It should be noted that the classification of both the-
orems is not rigid - some systems support several types of
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behaviour depending on the choice of the user or admin-
istrator of the DDBMS. For example, Amazon DynamoDB
can be classified as a PA/EL system, i.e., availability and
lower latency are prioritised over consistency, but the user
may require strict data consistency when executing que-
ries — in such cases, DynamoDB will function as a PA/EC
system. In addition to classification according to CAP and
PACELC theorems, there is also a division into data-centric
and client-centric data consistency models (Aldin, 2019).
Data-centric consistency models are built around the rules
for replicating data in a distributed system as a whole. Such
models describe the required behaviour of the entire system
and its states. For example, an data-centric model may in-
cluderules for replicating operations, their ordering,and the
logic for simultaneously processing read or write requests.

Client-centric consistency models describe the rules
of operation within a single client or session, rather than
the system as a whole. Such models typically provide con-
sistency guarantees for operations from a single user, but
the global state of the distributed system or the same op-
erations for another user may be temporarily inconsistent.
For example, a distributed system that prioritises lower
latency can guarantee the consistency of all operations for
a single client - if the same client changes the data and
then reads it immediately, it will always receive the latest
version. However, its operations will not be immediately
replicated to other nodes.

Here are some examples of well-known methods for
ensuring data consistency and their classification. Line-
arizability is an data-centric model that guarantees strict
data consistency. This model is based on the global order-
ing of all operations of a distributed system into a single
list. The actual process of system operation may involve
several clients working in parallel with the same data, but
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the model assumes that between receiving a request and
responding to it, there is a moment when the operation is
considered to be performed instantaneously or atomically
(Park et al., 2024). Also, the time of sending the response
to the request is used to order events, rather than the time
of starting its processing. Using these two concepts, it is
possible to transform any history of requests of a real dis-
tributed system into a single ordered list of events, which
acts as a source of truth for all nodes and thus ensures
strict data consistency. Implementing linearizability in an
DDBMS will require the use of a data locking mechanism or
another system for synchronous replication of operations
between nodes, such as a consensus algorithm. According-
ly, such a system will belong to the PC/EC category accord-
ing to the PACELC theorem.

Sequential consistency is another data-centric model
that is similar to linearisability and orders operations into
a single sequence. The main difference lies in the absence
of ordering based on the completion time of the request ex-
ecution. The global history must include operations from
all nodes in the order they were executed on the respective
server, but the ordering of operations from different nodes
can be arbitrary and does not necessarily reflect their true
execution order (Perrin et al., 2016). Thus, the sequential
model provides less strict data consistency compared to
linearisability. This simplification potentially offers higher
performance for the distributed system, which is well-suited
for distributed NoSQL databases used as a distributed cache.
Accordingly, distributed systems based on the sequential
model can be classified as PC/EL models under PACELC.

Causal consistency is a data-centric consistency mod-
el that only guarantees the preservation of the sequence
of interrelated operations. For example, write and read
requests for two different, unrelated table rows do not af-
fect each other. Therefore, a database management system
based on causal consistency may not maintain a strict or-
der of their execution this will not affect the final state of
the database or change the result of the user’s operation
(Junfeng et al., 2022). However, if the system has informa-
tion about a potential link between operations, such as

reading and updating the same value, their sequence must
be preserved and correctly replicated to all system nodes to
maintain consistency. In such a case, this model will func-
tion similarly to linearisability or sequential consistency.
This flexible approach gives causal consistency even
greater potential operational performance, making it
well-suited for DDBMSs with less strict consistency re-
quirements. This model is more challenging to classify
under PACELC, as its flexibility allows for more freedom
in software implementation. Generally, a system based on
causal consistency is less vulnerable to network problems
and does not require forced node synchronisation unless
the operations are related, so it can be classified as PA/EL.
Another well-known data-centric model is eventual
consistency. It offers the weakest data consistency guaran-
tees of all the models discussed so far, as it does not inher-
ently require operations to be stored in a specific sequence
or ordered on individual system nodes (Xu et al., 2024).
Eventual consistency establishes a synchronisation rule
for the data: in the absence of new updates, the distributed
system will eventually reach the same state on all nodes,
meaning it will become consistent. During request process-
ing and until the synchronisation of all nodes is complete,
a distributed database using eventual consistency may re-
turn stale data. Typically, such systems also have addition-
al mechanisms for writing/updating data to avoid potential
conflicts between nodes during concurrent operations.
Thus, eventual consistency only guarantees that the
distributed system will be consistent at some point in time
but does not impose stricter conditions or limitations on
when this will occur. This simplification provides the highest
potential request processing speed among all the data-cen-
tric models reviewed. Furthermore, eventual consistency is
well-suited for information systems with high availability
requirements, which is why it is used in NoSQL DDBMSs,
such as Amazon DynamoDB. Accordingly, distributed sys-
tems based on eventual consistency can also be classified
into the PA/EL class according to the PACELC theorem. A
generalised comparison of the properties and application
of the reviewed data-centric models is provided in Table 1.

Table 1. Comparison of data-centric consistency models

No. Model name Description

Advantages

Disadvantages Application

Ensures a strict global ordering
of all operations based on the
time of the request response

1 Linearisability

The strictest
guarantees of data
consistency

Banking systems, critical
transaction management
systems, and systems
with mission-critical data

High latency, complex
implementation, low
performance

Ensures a strict ordering of
requests within a single server,
but without coordinating the
order between nodes

5 Sequential
consistency

Simpler
implementation than
linearisability; strict
data consistency

Does not guarantee
the real-time order
of operations in a

distributed cluster

NoSQL databases,
caching systems with low
consistency requirements

Guarantees the ordering of only

Simpler

The need to track causal | Collaborative applications,

3 Causal causally related operations. implementation; links; complexity of the social networks, and
consistency | Independent operations can be no need for global logic depends on the distributed collaborative
executed in any order synchronisation data structure editing environments
The system eventually )
; Lack of strict i .
reaches a uniform state - ; - Web applications, mobile
4 Eventual (synchronises) across all nodes, Highest performance, | guarantees; a possibility applications, and caching

consistency but new updates may not be

immediately reflected

minimal latency

of receiving outdated

data systems.

Source: developed by the authors
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Client-centric consistency models typically describe
the rules for the interaction of a client (or several clients)
with a single node in the system. Thus, consistency guaran-
tees are provided only for requests sent specifically to that
node, while the distributed system as a whole may be in an
inconsistent state or synchronise according to other rules.
The read-your-writes model guarantees that if a request to
write/update data has been successfully executed, all sub-
sequent requests to read data will return the updated value
corresponding to the previous changes. The main difference
between this model and others is the need to maintain the
order of operations for only one client on a given node; there
is no global ordering at the time of the request, and the sys-
tem may appear inconsistent to other clients until synchro-
nisation occurs (Aldin et al., 2020). Due to the absence of
global synchronisation rules, the read-write consistency
model is somewhat similar to the eventual consistency mod-
el, but provides more stable behaviour within the operations
of a single client (as long as that client is connected to the
same node). Therefore, this model is well suited for DDBMSs
for data caching or for information systems where a large
amount of information is tied to specific users and the risks
of conflicts during global synchronisation are lower. Accord-
ing to PACELC, this model can be classified as PA/EL.

The monotonic reads model is a client-centric model
that guarantees data reads within a single session. If the
client is connected to the same node, all data read opera-
tions will be consistent — the results of new queries cannot
return an older version of information than that already
provided in previous queries (Campélo et al., 2020). Sim-
ilar to the read-write consistency model, such a distribut-
ed system does not require global ordering of operations
and does not restrict the data synchronisation process - it
can be asynchronous and initiated by an individual node as
needed. On the other hand, the monotonic read model does
not provide any guarantees for data update requests — they
may appear inconsistent even within a single server. This
model is well suited for implementing DDBMS for work-
ing with cache or information systems where most of the
load consists of read operations. According to PACELC, this
model can also be classified as PA/EL.

The monotonic write model is a data consistency mod-
el that guarantees the ordering of write operations accord-
ing to the order in which the client initiated them (Tagh-
inezhad-Niar, 2024). That is, if a client has made several
writes in sequence, the order in which they will be written
to the distributed system node will be exactly the same. It
is important to consider some limitations of this model:
first, ordering guarantees are only provided for operations
of a single client, as in other client-centric models. That

is, there is no global ordering, and the overall list of oper-
ations may differ on each node, but the operations of each
individual node will have the correct order of execution.
Second, this model does not provide consistency guaran-
tees when reading data, so each client may receive both
new and stale data in response to its query.

The monotonic record model, similar to other models
of this class, can be classified as PA/EL type according to
the PACELC theorem. A DDBMS with monotonic record
consistency is most useful for applications with multi-us-
er data editing, such as online document editors, so that
individual users’ edits are correctly ordered. However, this
model can also be used in certain types of caching systems.

The Session Causality model (also known as Write
Follows Reads Consistency) is a client-centric model that
resembles a simplified version of the data-centric caus-
al consistency model. While causal consistency orders all
causally related operations at the level of the system as a
whole, the Session Causality model tracks only the read-
write operations of a single client (Viotti & Vukoli¢, 2016).
The model makes the logical assumption that a data read
operation might prompt the client to certain actions, in-
cluding a data write operation. Accordingly, the write re-
quest must be processed on those distributed system nodes
where the data is no older than what the client last read.
This preserves the cause-and-effect relationship of opera-
tions within a single session. The session causality model
can similarly be classified as PA/EL, and its application sce-
narios in distributed systems and DDBMSs are analogous
to other client-centric models.

While data-centric models describe the logic of data
consistency at the level of the entire distributed system,
client-centric models give only limited guarantees con-
cerning specific events, and in most usage scenarios, they
do not conflict with each other. As a result, a distributed
system may implement several different consistency guar-
antees at once this approach is distinguished as a sepa-
rate model called Session consistency (Wang et al., 2024)
or the Session consistency model. Typically, the session
consistency model incorporates the guarantees of all four
reviewed client-centric models: Read-your-writes, Mono-
tonic Reads, Monotonic Writes, and Session Causality how-
ever, the actual implementation of the information system
may include other or modified guarantees. Furthermore, it
should be noted that all reviewed models only offer rules
for data consistency within a session; the actual mecha-
nisms for synchronising this data and resolving potential
conflicts remain unaddressed. A generalised comparison of
the properties and application of the reviewed client-cen-
tric models is provided in Table 2.

Table 2. Comparison of client-centric consistency models

' No. | Model name Description

Advantages

Disadvantages Application

Guarantees local
consistency within a
user's session - after a
write, a client only sees
updated data

1 | Read-your-writes

Guarantee of
sequentiality for
the user; easy to

understand

Systems with personal data,
user profiles,
and caching systems

Potential for conflicts
between different clients

106

Information Technologies and Computer Engineering, 2025, 22(3)



Myrhorodskyi & Romaniuk

Table 2. Continued

No. Model name

Description

Advantages

Disadvantages

Application

2 | Monotonic reads

Guarantees that a client
will never read data older
than what they were
previously read

Stable consistency in
reading

Does not guarantee correct
writes; it is possible to get
outdated information for
other users

Analytical systems, reading
logs, and statistical
overviews

A single client’s writes

No guarantees on reads;

consistency

client-centric models

preserves client
interaction logic

the user's session

3 M(\)/\?r?tteosmc occur in the same order in Preser\clrelzr:hzsloglc of possible conflicts between OnI(l:r;ente}gllt(S)rss,tZrenrzlon
which they were initiated. ges. clients Y
. Guarantees causal links Strict consistency Complex to implement, . .
4 ;eusss;ﬁtn between operations for a within a single latency during relationship dogL?rILae%?;atcl\llgu%dItllgt%oor;s
y single client. session or user checks ' P
Session A comprehensive model I;Iggnhsei;telgga_l Does not guarantee global Int:r?grt]gﬁsvggZ:R?gg:t?nnds'
5 that combines all previous y; consistency; dependent on P !

mobile applications that
maintain session state

Source: developed by the authors

The comparisons in Tables 2 and 3 were conducted
based on the models’ main advantages, disadvantages,
and typical application scenarios. Such an analysis allows
for the identification of development trends, particular-
ly when comparing consistency models within the same
class. For instance, in both tables, later models show not
only improvements in functional characteristics, such as
increased speed or local consistency, but also an orien-
tation towards use in mobile and web applications. Since
most models have varying degrees of formalisation with-
out a golden standard implementation, it’s impossible to
compare them using specific numerical values. However,
the existing classification systems for these consistency
models can be expanded by relatively comparing individu-
al characteristics and properties.

The model type comparison uses the classical division
into data-centric and client-centric models. This character-
istic should be considered first when comparing the models
against each other, as, although most client-centric models
offer a high degree of consistency, this consistency is lim-
ited to the session between the system node and the client.
Only a data-centric model can fully ensure data consisten-
cy purely between the nodes of a distributed system. The
PACELC Class describes the models’ behaviour according to
the PACELC theorem, allowing them to be quickly classified
based on their actions under normal operation and in the
presence of network problems. Other characteristics use
relative assessments based on available theoretical data
and application examples. The defined characteristics and
metrics of the models are presented in Table 3.

Table 3. Characteristics of data consistency models

Consistency model Model type Pﬁggtc cg:g{:,;ﬁ:y Latency Flexibility tollt::::ce pepr;)gfgt;zlce

Linearisability Data-centric PC/EC High High Low Medium Low

csoen(llijsetnetrilily Data-centric PC/EL Mlligiisl/m Medium Medium Medium Medium

Causal consistency Data-centric PA/EL Medium Low High Medium Medium
coEr\llsigigﬁlcy Data-centric PA/EL Low Low High High High
Read-your-writes Client-centric PA/EL Locally medium Low Low Medium High
Monotonic reads Client-centric PA/EL Locally medium Low Low Medium High
Monotonic writes Client-centric PA/EL Locally medium Low Low Medium High
Session causality Client-centric PA/EL Locally high Medium Low Medium High
Session consistency | Client-centric PA/EL Locally high Low Medium Medium High

Source: developed by the authors

According to the assessments, the data-centric models
demonstrate a gradation from strict consistency guaran-
tees with high latency to weak guarantees with improved
performance, which can also be linked to the changing ap-
plication scope of the respective DDBMSs in Tables 1-2. cli-
ent-centric models achieve a locally high level of consist-
ency while maintaining low global latency, making them
suitable for use in information systems without high data
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integrity requirements. It is worth noting that the major-
ity of the reviewed models are classified as PA/EL, which
indicates a greater focus on availability and low latency
in modern DDBMSs. Furthermore, the selected metrics
for relative comparison can be tentatively divided into
two categories — those primarily dependent on theoretical
principles and those primarily dependent on implementa-
tion, as shown in Figure 2.
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“Characteristics
of consistency
models

v
Primarily dependent
on theoretical

¥

Primarily dependent
on implementation

principles
'} 1
v g Y v Y
Degree : Potential
Latenc
of consistency Feuliielne: ‘ y performance

v
Flexibility

Figure 2. Classification of characteristics for comparing consistency models

Source: developed by the authors

This classification reflects only a tendency towards one
side or the other. True (non-relative) assessments must be
made only when a reference implementation is available
for each of the data consistency models under review. For
example, flexibility was classified as a characteristic pri-
marily dependent on theoretical principles, but of all other
metrics in this category, it is the most susceptible to the
specifics of practical software implementation. According-
ly, it has a special designation on the diagram.

Degree of consistency and latency characterise the
main parameters of the reviewed models what data con-
sistency guarantees are provided between nodes and how
strongly these guarantees affect performance. It is impor-
tant to note that the assigned scores are relative and based
on available theoretical knowledge, so they should only
be used to compare the reviewed models with each other.
Also, since client-centric models do not account for con-
sistency with other nodes, a different measure of consist-
ency is used for their classification.

Flexibility and fault tolerance characterise the potential
ability of a distributed system with a certain type of con-
sistency to adapt to changes (including the inoperability

Linearisability
Degree of consistency
3

2
Potential

performance Latency

Flexibility
Fault tolerance’

Causal consistency
Degree of consistency
3

2
Potential

Latency
performance

Fault tolerance" Flexibility

of individual nodes) and various usage scenarios. Automa-
tion of the recovery process, data replication frequency,
and actual downtime are important factors when choosing
both a disaster recovery strategy and the consistency mod-
el in which it will be used (Myrhodskyy et al., 2023). Poten-
tial performance summarises all preceding characteristics
for a relative comparison of the operational efficiency of
different models against each other.

If scores from 1 to 3 are used instead of the “low”-
“high” gradation for the reviewed characteristics, a ra-
dar chart can be constructed for each consistency model.
This type of chart allows for a more visual comparison
of the models a larger area on the radar chart signifies
greater universality and a higher overall score relative
to other consistency models. It should be noted that la-
tency is a negative characteristic, so its correspondence
between the verbal gradation and the scores is inverse —
a model with high latency receives a score of 1. Due to
the specifics of the degree of consistency in client-cen-
tric models, their comparison should be conducted sep-
arately. The radar charts for data-centric models are
shown in Figure 3.

Sequential consistency
Degree of consistency

3

Degree of Latency
consistency
Fault tolerance ° Flexibility

Eventual consistency
Degree of consistency

3

2
Potential

Latency
performance

Fault tolerance Flexibility

Figure 3. Comparison of data-centric consistency models

Source: developed by the authors
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The charts allow to track changes in characteristics when
transitioning to progressively weaker data-centric models.
Linearisability, sequential consistency, and causal consist-
ency are similar to one another, but each successive model
reduces the complexity of the consistency guarantees. This,
in turn, reduces implementation complexity and operation
execution time, allowing for improvements in the models’

Read-your-writes consistency

Degree of consistency
3

Potential Potential
performance Latency performance
Fault tolerance ' Flexibility Fault tolerance

Session causality

Degree of consistency
3

Monotonic reads
Degree of consistency

3

latency, potential performance, and flexibility. Under these
conditions, eventual consistency, with the weakest guaran-
tees, shows the best potential performance and other charac-
teristics provided that such a degree of consistency satisfies
the requirements of the specific distributed information sys-
tem. The radar charts for client-centric models, shown in Fig-
ure 4, display different relationships between characteristics.

Monotonic writes model

Degree of consistency
3

Potential
Latency performance Latency
Flexibility Fault tolerance Flexibility

Session consistency

Degree of consistency
3

Potential Potential
performance Latency performance Latency
Fault tolerance * Flexibility Fault tolerance * Flexibility

Figure 4. Comparison of data-centric consistency models

Source: developed by the authors

Read-your-writes, monotonic reads, and monotonic
writes all exhibit similar metrics due to comparable con-
straints inherent in their architectural principles. Although
they specialise in different application scenarios, their po-
tential performance and flexibility remain similar under the
best conditions for each model. The final two models, ses-
sion causality and session consistency, stand out for having
better characteristics due to their hybrid architecture. ses-
sion causality has a higher degree of consistency due to its
kinship with data-centric models, while the superior met-
rics of session consistency are possible only through the
absence of additional constraints in client-centric models,
allowing multiple approaches to be applied simultaneously
to cover the widest range of application scenarios.

It is worth noting that while the comparison is theoret-
ical, it allows to track a certain trend: older data consistency
models with stricter guarantees are less flexible and less per-
formant, whereas the best speed, even at a theoretical level,
is offered by models and methods with the minimum degree
of global consistency. Thus, maintaining data in a consistent
state is a complex task that is directly interconnected with
other properties and characteristics of the created distrib-
uted system. The researched information and theoretical
foundations of existing consistency models can be used to
develop a proprietary method for ensuring data consistency
that can cover a broader spectrum of application scenarios.

The results obtained are particularly interesting in
the context of comparison with the research by E. Brew-
er (2012), where the author of the original CAP theorem
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reviews its application in a modern context. The author’s
analysis determined that the balance between consistency
and availability can vary depending on the DDBMS sub-
system or the current operation. This suggests that clas-
sifying models according to intermediate consistency lev-
els is appropriate, which aligns with the results obtained
from the analysis of data-centric models, where the level
of guarantees is reduced to speed up operations. However,
the author emphasised the need to develop and integrate
mechanisms for operability and recovery under network
problems, which was only partially addressed in this work
during the analysis of client-centric models.

A similar analysis of consistency models was per-
formed by H.N.S. Aldin et al. (2019), which considers not
only data-centric and client-centric models but also newer
hybrid solutions. The authors examined only the general
operating principles of the models and their architectur-
al solutions, without the detailed identification and com-
parison of their characteristics performed in this study.
However, their focus on additional DDBMS characteristics
is important, such as issues of scalability, security, cost op-
timisation (which is particularly crucial in the context of
using cloud providers), handling stale data, and the energy
efficiency of modern distributed systems.

Similar results were obtained in the study by R. Cat-
tell (2011), where the main focus was on comparing the
SQL and NoSQL systems that use the consistency models,
rather than the models themselves. The author conduct-
ed a broad analysis of key-value and document-oriented
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DDBMSs, as well as considering the problems of classic re-
lational systems. Based on this, the author predicted the
continued proliferation of systems using a lesser degree
of consistency to improve other characteristics - a sim-
ilar trend was found during this research, exemplified by
the development of data-centric systems. The analysis by
Z. Mahfoud & N. Nouali-Taboudjemat (2019) also consid-
ers the classification of consistency models in the context
of the CAP and PACELC theorems, but places a greater fo-
cus on existing distributed systems from the largest cloud
providers, including Amazon Web Services, Google Cloud,
and Microsoft Azure. Furthermore, the researchers analyse
the possibilities of using multiple consistency models in
a single DDBMS depending on the concept, which is rep-
resented in some software products, but a more detailed
comparison of properties and characteristics, as performed
in the current research, is absent.

The work by M. Diogo et al. (2019) is based on most
of the reviewed consistency models, but with less focus on
the data-centric sphere. Moreover, it analyses the practical
implementation of these models in existing software prod-
ucts, including hybrid solutions like Cassandra, MongoDB,
and Neo4j. This allowed the authors to gain a broader rep-
resentation of consistency model application scenarios,
but the resulting comparison was based solely on the CAP
theorem, without a more detailed investigation of behav-
iour according to PACELC or other systems. An analysis
and classification system similar to those used in this re-
search can be found in the work by B. Pradeep (2023). The
author investigated the features of the CAP theorem, its
drawbacks, and similarly arrived at a classification using
PACELC and a relative comparison of consistency models
using the characteristics of latency, core operating prin-
ciples, and application scenarios. A significant difference
is the consideration of the coordination complexity of
data-centric models when scaling DDBMSs. However, the
author did not explore the application and comparison of
client-centric consistency models.

The trade-off between the level of data consistency
and system speed and availability identified in this re-
search is also tracked in the work by D. Nguyen et al. (2019).
The authors detail the operating principles and limitations
of eventual and sequential consistency models, model-
ling various implementations of DDBMSs and their spe-
cific mechanisms in the context of performance improve-
ment, which provides extensive practical data for further
research. However, the analysis and comparison of other
models with a weaker degree of consistency, as well as the
possibilities of applying client-centric models which are
particularly important in the context of key-value DDBMSs
on which the work is focused remains unresolved.

Conclusions

In this article, a comprehensive analysis of methods for
ensuring data consistency in distributed database manage-
ment systems was carried out. Consistency serves as a key
factor in ensuring the correct operation of such systems in
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a multi-node environment where both network failures and
conflicting write operations are possible. It has been estab-
lished that consistency mechanisms play a critical role in
maintaining the reliability and predictability of data, espe-
cially with concurrent access and asynchronous replication.

As a result of the research, the main approaches to
classifying consistency models were systematised based on
the CAP and PACELC theorems, with an emphasis on prac-
tical trade-offs between consistency, availability, latency,
and resistance to cluster partitioning. Data-Centric models
(linearisability, sequential consistency, causal consisten-
cy, eventual consistency) and Client-Centric models (read-
your-writes, monotonic reads, monotonic writes, session
causality, session consistency) were analysed. Based on the
analysis, their advantages, disadvantages, and application
scenarios were determined, and a comparison was per-
formed across a range of selected characteristics, such as
the degree of consistency, fault tolerance, flexibility, latency,
and potential performance. The comparison allowed to es-
tablish a relationship between the degree of consistency and
performance among the data-centric models: the principles
of linearisability and sequential consistency provide better
consistency guarantees but suffer from higher latency and
lower potential performance. At the same time, client-cen-
tric models have a narrower scope of application as they
only provide data consistency guarantees within a session
or within a single node and a few clients, but in such usage
scenarios, they show good performance and performance.

The causal and eventual consistency models can be
highlighted as the most promising for further research
and development. The causal model shows a good balance
between the selected characteristics while maintaining a
sufficiently high degree of data consistency, and the even-
tual model offers potentially the best performance among
data-centric models. Among the client-centric models,
session consistency is worth noting, as it combines most
of the characteristics of the other models in this category
and is the most universal and effective. Due to a different
synchronisation mechanism, this model is not suitable for
resolving conflicts between nodes and cannot be directly
compared with data-centric models, but its principles can
be used to develop specific methods within dynamic or
adaptive data consistency models. Further research should
focus on finding ways to improve the performance and
fault tolerance of the causal consistency model, enhanc-
ing the degree of consistency in the eventual model while
preserving other metrics, and researching and developing
adaptive and dynamic consistency models.
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OIiHIOBaHHSI. B pe3ysbrati JocstigkeHHs 6Y/I0 CMCTEMATU30BaHO MOIeIi Y3TO/IKEHOCTI 3a IBOMa OCHOBHMMMU ITiIXOJaMu :
iHopMalifiHO-Opi€EHTOBAaHMM Ta KJIi€HTOOPi€EHTOBAaHMM. B paMKax MNepIIoro MiIxXomy MpoaHaai30BaHO MOAeNi, Lo
BM3HAUAIOTh IVIOOAabHY IMOBEAIHKY CUCTEMU: JIiHeapU30BHIiCTb, MOCIILOBHY, MPUUYMHHY Ta KiHIEBY Y3TOIKEHICTb.
Jlig KOXXHO1 Mopelli BU3HAUEHO IepeBaru, HeJoMiKM Ta TUIIOBI CLieHapii 3acTOCyBaHHS. Y paMKax Jpyroro miJxomy
PO3IJISIHYTO KJII€EHTOOPi€EHTOBAaHiI MoOJesli, 1[0 HaJalTh rapaHTii B Mexax cecii OgHOro KopucTyBaya: y3roJKeHiCTb
YMUTaAHHS i 3a111CY, MOHOTOHHE 3UMTYBaHHS, MOHOTOHHMII 3aIIMC Ta CeCiiiHy IPUYMHHICTh. 3alIPOIIOHOBAHO y3arajbHeHY
Kkiacudikalio, sika Bizyamisye CIiBBiJHOIIEHHS MiX CTYIIEHEM Y3TOAXKEHOCTI, 3aTpMMKaMM, THYUKICTIO, CTiliKiCTIO
[0 360iB Ta MOTEHI[i/fHOI0 MPOLYKTUBHICTIO 151 KOKHOI Mozei. [IpoBefeHO MOPiBHSIHHS YCiX PO3IISIHYTUX MoJeneit
Y3TOMKEHOCTI ITaHMX 3a JOIMOMOIOI0 psiny BimibpaHux icTOTHMX XapakTepucTuk (kiac 3a PACELC, y3romKeHicTb,
CTiliKicTh o 360iB, MOTEeHIiliHA MPOSYKTUBHICTh TOIIO) Ta AiarpaM Ha OCHOBi ix mapameTpiB. I[IpakTM4Ha LiHHICTH
poboTu nosisirae y GopMy/II0BaHHI YiTKMX PEKOMEH/Ialliii 11[0/10 BUOOPY ONTUMAaIbHOI MO/IEJTi Y3TO/ISKEHOCTI 3aIEXKHO Bif,
BMMOT [0 HaJiliHOCTi, MPOAYKTUBHOCTI Ta apXiTeKTypHUX ocobnmBocTeit iHbopmaliiiHoi cuctemu. PesynbTaT MOXKYTb
6yTV BMKOPUCTaHi s MiagBUIeHHsT eeKTUBHOCTI TPOEKTYBAHHS PO3MOJiIeHNX 6a3 ZAaHMUX Y BUCOKOHABaHTAsKEHUX
cucTeMax, Takux Ik GpiHaHCOBi cepBicy, mnaTdopmu IHTepHeTY peueit Ta XMapHi 3aCTOCYHKU

KniouoBi cnoBa: posmnogineni cucremu; iHGopMaLiiiHO-0pieHTOBAHA Y3rOIKEHICTh ; KITI€HTOOPi€HTOBAHA Y3IOIKEHICTh;
CAP-teopema; PACELC; cucTeMHa JOCTYIIHICTb; BiAMOBOCTiliKiCThb
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Abstract. The prompt and accurate detection of microdefects in industrial materials is a priority for improving product
quality, production safety, and process optimisation. The purpose of this study was to create an automated inspection
system that uses artificial intelligence to identify microdefects in industrial materials. The study was conducted on
laboratory and industrial samples with microdefects using a multi-sensor system consisting of visual cameras, ultrasound,
thermography, and X-rays. The data was pre-processed by filtering, normalising, and extracting contours and analysed
using Convolutional Neural Network (CNN), Vision Transformer, and 3D CNN deep learning models with multimodal
integration, transfer learning, augmentation, and weight optimisation, with the system performance evaluated by
accuracy, precision, recall, and F1-score metrics. A comprehensive analysis showed that the individual use of visual
cameras with an accuracy of 92.3%, ultrasonic sensors with an accuracy of 89.5%, thermography with an accuracy of
85.1%, and an X-ray scanner with an accuracy of 95.6% provided high results, and their combination increased the
integrated index to 97.8%, which confirms the advantages of the multichannel approach. The use of pre-processing
methods (Gaussian and median filters, normalisation, histogram alignment) and augmentation increased the accuracy
to 94.1% and the Fl-score to 92.6% (compared to the initial 85.2%), while transfer learning increased accuracy by
12-15% and reduced training time, reducing the number of false positives. The system maintained an accuracy of over
90% in noise and variations in production conditions, and at least 80% in extreme scenarios. Practical tests on a server
with NVIDIA A6000 GPUs showed an average sample processing time of 120-180 ms (5-8 FPS) and linear scalability with
the number of GPUs, which confirmed the system’s suitability for integration into real-time industrial systems. The
findings of this study can be used by quality control specialists and developers of industrial information and measurement
systems to improve the accuracy and efficiency of microdefect detection

Keywords: neural networks; deep learning; computer vision; transfer learning; data augmentation

Introduction

The prompt detection of microdefects in industrial materi-
als is a priority to ensure product quality, equipment safety,
and reduce production losses. Conventional non-destruc-
tive testing methods have limited sensitivity and depend
on the human factor. In this regard, the integration of
artificial intelligence (AI) into information and measure-
ment systems opens new opportunities for automated and

Suggested Citation:

highly accurate detection of hidden defects. The use of
deep learning, computer vision, and multimodal signal
processing enables the creation of adaptive control sys-
tems that meet the challenges of Industry 4.0.

The integration of artificial intelligence into automat-
ed measurement and data evaluation systems has been
actively developing in the 215t century. A comprehensive
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analysis of the publications by E. Yusubov (2023), and
E. Mustafayev & R. Azimov (2024) revealed that Azerbai-
jani scientists pay special attention to the practical inte-
gration of Al algorithms into specific application systems.
Both researchers pointed out that the use of artificial intel-
ligence increases the accuracy, reliability, and productivity
of data processing, regardless of the subject area — energy
or educational technologies. Additionally, the researchers
noted the advantages of automation in reducing the hu-
man factor and the ability to scale solutions, which under-
lines the applied potential of artificial intelligence for local
Azerbaijani developments.

Numerous international studies consider different ap-
proaches to integrating artificial intelligence into industri-
al materials quality control and defect detection systems.
S. Alamuru et al. (2024) conducted a systematic review of
deep learning algorithms, including Convolutional Neural
Network (CNN) and hybrid models that integrate image and
sensor signal analysis. The researchers emphasised that
the use of deep neural networks increases the accuracy and
speed of microdefect identification and noted that automa-
tion of the inspection process reduces the influence of the
human factor. A. Deepak & P. Rao (2024) investigated the
use of material deformation sensors in combination with
artificial intelligence algorithms to detect defects in real
time. The researchers detailed the structure of multi-sen-
sor platforms that allow synchronous collection of data on
stresses and strains of materials and analyse them using
machine learning models. A. Dubaish & A. Jaber (2023) fo-
cused on modern signal processing methods and artificial
intelligence-based approaches for diagnosing gearbox de-
fects. Their publication analysed digital signal processing,
including spectral analysis, wavelet transform, and noise re-
duction methods, combined with machine learning models.

Analysing the studies by of A. Ercetin et al. (2024),
Z.Mahamud et al. (2025), and A. Saberironaghi et al. (2023)
in the context of integrating artificial intelligence for qual-
ity control of industrial products, several shared trends and
differences can be noted. Specifically, all studies demon-
strated an increase in the accuracy and productivity of con-
trol systems due to automation and the use of Al. A. Erce-
tin et al. (2024) addressed the conventional manufacturing
processes, assessing the condition of the surface and tools
in machining, and showed that the use of computer vision
and machine learning increases accuracy and productivity
while minimising the impact of the human factor. Z. Ma-
hamud et al. (2025) expanded the focus on additive man-
ufacturing to include energy and biomedical applications
and showed that the integration of multimodal sensors
with deep neural networks enables the analysis of complex
geometries and materials with high accuracy, highlighting
the potential of these systems for industrial scale and In-
dustry 4.0 standards. In comparison, the review by A. Saber-
ironaghi et al. (2023) covered a wide range of deep learning
methods, including CNNs, R-CNNs, and transformers, with
a focus on image and video processing. The researchers
emphasised that the combination of different deep learn-
ing architectures and computer vision algorithms provides
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the greatest accuracy and efficiency of automated inspec-
tion, especially for complex product geometries.

A review of modern machine vision methods for de-
fect detection was performed by Z. Ren et al. (2022) and
X. Zheng et al. (2021), who highlighted the latest advances
in the application of deep learning to analyse surface de-
fects in industrial products. The researchers emphasised
that the key problems continue to be the limited and un-
balanced datasets, the challenge of generalising models to
varied materials and textures, and the decrease in accuracy
when working with low-quality or noisy images. This indi-
cates that, despite the considerable advancement of CNN
and Vision Transformers, the reliability of defect detection
systems in industrial environments is still not guaranteed.
H.S. Kim et al. (2023) studied the non-destructive detection
of thin microdefects in FRP (Fibre-reinforced plastic) com-
posites using terahertz electromagnetic waves and CNN.
The researchers demonstrated that a combination of sensor
technologies and deep learning can effectively detect defects
that are difficult to identify using conventional methods.

Despite a significant body of research, most studies focus
either on specific types of materials (casting, additive manu-
facturing, composites) or concrete sensor technologies and
rarely cover the integration of multimodal signals. Further-
more, there is a gap in the study of systems that combine var-
ious signal processing techniques with deep neural networks
for comprehensive automated inspection of microdefects
in industrial materials of various types. The purpose of the
present study was to develop an artificial intelligence-based
information and measurement system for detecting micro-
defects in industrial materials. The purpose entailed the fol-
lowing tasks: to analyse existing methods of signal and sen-
sor data processing for microdefect detection and determine
their advantages and limitations in the context of different
types of industrial materials; to develop an experimental
strategy for testing the control system, including the selec-
tion of sensors and algorithms, to assess the accuracy, relia-
bility, and adaptability of automated defect detection.

Materials and Methods

The study was conducted from June 2023 to July 2025 in
the laboratories of the Azerbaijan Institute of Materials
Science and at industrial enterprises in Azerbaijan, where
450 samples of metal and composite materials with mi-
crodefects were tested, combining controlled experiments
and analysis of real production conditions. Primary data
was collected using a multi-sensor system that included
Basler (Germany) visual cameras, Olympus (Japan) ultra-
sonic sensors, FLIR (USA) thermal cameras and GE (USA)
digital X-ray scanner, with each sample passing through all
sensors to obtain a complete set of signals. The collected
data underwent pre-processing, including filtering, nor-
malisation, augmentation, and contour extraction, after
which deep learning models were used, including CNN, Vi-
sion Transformer (ViT), and 3D CNN. CNN and ViT were
used to detect, localise, and classify defects, as well as mul-
timodal integration of data from various sensors, which
improved the accuracy and reliability of the system.

Information Technologies and Computer Engineering, 2025, 22(3)



Mikayilov & Gardashova

To solve the problems of detecting, localising, and
classifying micro-defects in industrial materials, a step-by-
step approach was applied that combined signal pre-pro-
cessing, deep learning, and multimodal analysis methods.
The first stage involved pre-processing the data, including
filtering, normalisation, and contour extraction. At the sec-
ond stage, artificial intelligence models, such as CNN and
ViT, played a key role in the processing, ensuring high qual-
ity recognition of even subtle microdefects. A 3D CNN was
used to process the three-dimensional images obtained
with a digital X-ray scanner, which allowed considering the
depth of the material structure and detecting hidden inter-
nal defects in the sample thickness.

The models implemented using TensorFlow and Py-
Torch include a CNN for ultrasound signal processing, a
Vision Transformer for 2D images, and a 3D CNN for 3D
X-ray scans, with OpenCV used for image pre-process-
ing, contour extraction, and visualisation of the results.
Data augmentation techniques were employed to train
the models, including random rotations, scaling, lighting
changes, and mirroring. This helped to improve the gen-
eralisability of the models and increase their resilience
to the variability of conditions in which images or signals
can be obtained in a real industrial environment. The class
balancing features were to compensate for the imbalance
between defective and healthy samples, where defective
samples accounted for about 30% of the total sample and
healthy samples for 70%, and oversampling methods were
used for defective classes and stratified batching to main-
tain proportions in training batches. Hyperparameter
selection included setting the learning rate within le-5-
le-3, batch size from 16 to 64, number of epochs from 50
to 150, regularisation coefficients from le-6 to le-4, and
number of neurons in hidden layers from 128 to 1,024,
which allowed reaching an optimum balance between con-
vergence speed and avoiding overfitting.

The models were trained using transfer learning for
retraining, as well as optimised methods, including quan-
tisation and pruning, to improve performance and reduce
computational costs. Performance was evaluated using the
accuracy, precision, recall, and F1-score metrics, where ac-
curacy showed the overall accuracy of the model, i.e., the
proportion of correctly classified samples among all test
data; precision determined the accuracy of classification of
a concrete class, i.e., the proportion of correctly predicted
defects among all those predicted as defects; recall meas-
ured the ability of the model to detect all defects, i.e., the
proportion of correctly found defects among all true defects;
and F1l-score was a harmonic average of precision and

recall and allowed assessing the balance between accuracy
and completeness, which was especially relevant in case of
class imbalance. To increase the accuracy and reliability of
defect detection, all signals from visual cameras, ultrasonic
sensors, thermal cameras, and an X-ray scanner were inte-
grated using a multi-channel fusion algorithm that com-
bined information from different sensors at the feature
level to provide a total assessment of the material condi-
tion. To increase the accuracy and stability of the models,
a combination of Dice Loss and Focal Loss functions was
implemented, which are effective in case of a considerable
imbalance between classes, typical for defect segmentation
tasks, where the proportion of the defective area may be
insignificant compared to the background. The data was
filtered with Gaussian and median filters to prepare it for
analysis by CNN, Vision Transformer, and 3D-CNN models
to improve their accuracy and stability.

Performance testing and model training were per-
formed on a server with an NVIDIA A6000 GPU (USA) with
48 GB of Video Random Access Memory (VRAM), which
enabled high-resolution image processing and parallel
training of large transformer architectures. An Intel Xeon
CPU and 256 GB of Random Access Memory (RAM) ena-
bled data pre-processing, annotation, and training batch
generation without performance losses. The models were
trained in the JupyterLab environment. All the components
of the training pipeline were containerised using Docker,
which allowed creating a reproducible environment with
fixed versions of libraries, including PyTorch, OpenCV, and
Albumentations, and ensure independence from changes
in the system environment.

Results

Evaluation of the accuracy

of microdefect detection using a multi-sensor system
Evaluation of the precision of microdefect detection is a
key step in ensuring the quality of industrial materials, as
even small defects can substantially affect the strength, re-
liability, and durability of products. Critical micro-defects
include surface cracks, internal delaminations, micro-in-
clusions, cavities, and localised material changes that are
challenging to detect using standard inspection methods.
The study showed that the multi-sensor system effectively
detects a wide range of such defects: visual cameras de-
tected surface cracks, ultrasonic sensors detected internal
delaminations and hidden cavities, thermography detect-
ed areas with localised changes in thermal conductivity,
while an X-ray scanner detected micro-inclusions and mi-
cro-cavities in deep layers of the material (Table 1).

Table 1. Precision and recall of microdefects detection by various sensors and multi-sensor system

Sensor channel Types of defects detected Precision (%) Recall (%)
Visual cameras Surface cracks 92.3 88.7
Ultrasonic sensors Internal stratification, hidden cavities 89.5 91.2
Thermography Localised changes in thermal conductivity, hidden cracks 85.1 83.4
X-ray scanner Microinclusions, microcavities 95.6 94.8
Multi-sensor system All the above defects 97.8 96.9

Source: developed by the authors
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The analysis of the effectiveness of the multi-sensor
system revealed that the integration of data from high-res-
olution visual cameras, ultrasonic sensors, infrared ther-
mography, and a digital X-ray scanner can improve the
accuracy of microdefect detection compared to the use of
individual sensors. According to the test results, the visual
cameras demonstrated high efficiency in detecting surface
defects with an average Precision of 92.3% and Recall of
88.7%. The main limitation of the optical channel was the
dependence of the quality on the lighting and the orienta-
tion of the defect relative to the camera. Ultrasonic sensors
provided reliable detection of internal delamination and
hidden cavities with 89.5% accuracy and 91.2% recall but
were less effective for very small surface cracks. The ther-
mographic channel showed an average precision of 85.1%
and a recall of 83.4%, proving to be excellent for detect-
ing areas with localised changes in thermal conductivity,

100

90
85
80
75

Visual cameras Ultrasound sensors

83.4 84.2

Thermographic cameras

including cracks hidden under the surface that have not
yet reached a critical size. The X-ray scanner demonstrat-
ed the greatest accuracy in detecting micro-inclusions and
micro-cavities in the inner layers of the material — 95.6% in
precision and 94.8% in recall.

The integration of all sensor data using the multi-
channel fusion algorithm resulted in a total precision of
97.8% and a recall of 96.9%, which is 4.5-9.2% greater than
the results of any individual channel. An analysis of mis-
classification examples showed that the multi-sensor ap-
proach compensated for the weaknesses of each individual
sensor: cases where the visual camera missed a crack due
to a blip or shadow were correctly processed by the X-ray
channel or ultrasonic analysis; defects that were not vis-
ible on X-rays due to low contrast were detected by ther-
mography or optical analysis. The results are presented in
Figure 1 for ease of comparison.

97.8
96.9 97.3

X-ray scanner Multisensory integration

Figure 1. Comparative accuracy of micro defect detection by different sensors and integrated multi-sensor system

Source: developed by the authors

Figure 1 demonstrates that the individual sensors have
distinct specialisations: visual cameras demonstrate high
precision and F1-score for surface defects; ultrasonic sen-
sors are better at detecting internal delamination and cavi-
ties, showing balanced Precision and Recall; thermographic
cameras are effective at capturing hidden defects such as
localised changes in thermal conductivity; while the X-ray
scanner provides the greatest accuracy and completeness for
micro-inclusions and micro-cavities in the inner layers of the
material. Multi-sensor integration combines the advantages
of all channels to achieve maximum accuracy and F1-score.

Comparison of the effectiveness of deep learning
models for processing different types of data
Comparison of the effectiveness of deep learning models
was a key step in optimising the process of detecting, lo-
calising, and classifying micro-defects in industrial mate-
rials, as different types of input data and defect specifics
required the use of models with different architectural fea-
tures. This analysis helped to determine which algorithms
provided the greatest precision, recall, and balance of re-
sults in real-world production conditions, and helped re-
duce the risk of missing critical defects.

CNN worked effectively with 2D images and ultrasonic
signals, providing high precision in local defect detection
due to its ability to highlight local patterns. ViT had a better
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ability to adapt to the variability of lighting conditions and
surface textures, which increased the generalisation abil-
ity when processing 2D images, although the processing
time increased. 3D-CNN specialised in volumetric data,
providing the highest efficiency in detecting internal mi-
crodamages and balanced accuracy and completeness. ViT-
3D combined the properties of transformers with three-di-
mensional computing, increasing the completeness of
defect detection in 3D scans, but was slightly inferior to
3D-CNN in terms of accuracy and precision.

For 2D images, transformers proved to be more accu-
rate than convolutional networks, demonstrating a better
balance between precision and recall and better robustness
to changes in illumination and texture, although this re-
quired longer processing times. In ultrasound data analy-
sis, CNNs were more accurate overall, but ViTs showed a
better ability to detect defects in noisy signals, reducing
the risk of misses. For volumetric X-ray scans, 3D CNNs
provided the greatest performance and the best combi-
nation of accuracy and completeness, while ViT-3D had
slightly lower overall performance but with greater sensi-
tivity to hidden damage. The combined use of the models
confirmed the feasibility of the hybrid approach: ViTs are
best for detecting surface defects, while 3D-CNNs are best
for internal defects, which together increases the overall
efficiency of the system (Table 2).
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Data type Model Accuracy Recall Precision F1-score
) CNN 0.93 0.91 0.94 0.925
2D images -
ViT 0.95 0.94 0.96 0.95
CNN 0.89 0.92 0.87 0.895
Ultrasound data -
ViT 0.88 0.94 0.85 0.89
) 3D-CNN 0.96 0.95 0.97 0.96
Volumetric X-ray -
ViT-3D 0.94 0.96 0.92 0.94

Source: compiled by the authors

Overall, the results showed that the choice of mod-
el depended on the type of input data and the particular
task: for 2D images, the identification of surface defects
was more effective with Vision Transformer, for ultrasound
signals — CNN under the condition of high data purity, and
for 3D scans — 3D-CNN as the most balanced solution for
internal defects. In further research, each model was ap-
plied according to the type of data and the specifics of the
defects, i.e., all models were not used simultaneously on
the same data set, but the optimal model was selected for
each sensor channel. Comparison of the results of different
models helped to determine their effectiveness and rea-
sonably combine them in a hybrid architecture to improve
the overall accuracy of the system and reduce the risk of
missing defects of different nature.

Effect of signal pre-processing and augmentation
methods on the quality of defect detection

Evaluation of the impact of signal pre-processing and aug-
mentation methods on the quality of microflaw detection
was critical to improving system reliability. Effective noise
removal, signal normalisation, illumination correction, and
expansion of the training dataset improved the accuracy and
stability of deep learning models, reducing the risk of defect
misses and overtraining. The analysis of the implemented

methods revealed that their integrated application substan-
tially improved the main quality metrics of the models, which
was of practical significance for implementation in produc-
tion and ensuring high reliability of microflaw detection.

A comparison of the accuracy of microflaw detection
by deep learning models on data using a Gaussian filter and
a median filter showed an average increase of 4-6%, which
reflected the effectiveness of using these pre-processing
methods to reduce noise and improve signal quality before
training models. The use of normalisation and histogram
equalisation increased the average F1-score of the models
by 3-5%. Data augmentation increased the training dataset
fivefold, which markedly reduced the risk of overtraining
and increased recall and F1-score by 6-9%. The integrat-
ed application of noise filtering, normalisation, histogram
alignment, and augmentation resulted in a 94% increase in
the accuracy of microdefect detection, which is substantial-
ly greater than the initial results. To illustrate the impact
of different pre-processing and augmentation methods,
Table 3 presents the key model quality metrics (accuracy,
precision, recall, Fl1-score) depending on the approach
used. The table clearly shows a gradual improvement in the
results: starting from the work without processing (accura-
cy 85.2%) and achieving the best results when all methods
are combined (accuracy 94.1%, F1-score 92.6%).

Table 3. Comparison of the accuracy, precision, recall, and F1-score
of microflaw detection models depending on the data processing method

Processing method Accuracy, % Precision, % Recall, % F1-score, %
No preprocessing 85.2 83.9 82.5 83.2
Gaussian filter 88.1 86.5 85.7 86.1
Median filter 87.5 85.9 85.1 85.5
Gaussian + median filter 89.3 87.8 87.2 87.5
Normalisation + histogram alignment 91.0 89.6 89.1 89.3
Augmentation 92.4 91.2 90.8 91.0
All methods together 94.1 92.8 92.5 92.6

Source: compiled by the authors

The logic of data pre-processing and augmentation
was summarised in the form of a sequential diagram, pre-
sented in Figure 2. Firstly, the raw data was passed through
a noise filtering stage using Gaussian and median filters,
which reduced random artefacts and improved the signal
quality for further processing. The next step was normali-
sation, which unified the intensity scale of pixels or signals,
reducing the impact of variations in lighting and sensor

settings. Subsequently, the data were subjected to histo-
gram equalisation, which ensured an even distribution of
brightness and improved contrast, making it easier to de-
tect faint defects. Finally, augmentation techniques such
as rotation, scaling, brightness changes, and mirroring
were applied to increase the diversity of the training set,
reduce the risk of overfitting, and improve the stability of
the models when processing new data.
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Figure 2. Data pre-processing and augmentation pipeline

Source: created by the authors

The processed data were used as input parameters for
deep learning models to classify and segment defects. Such
a structured sequence of actions enables maximum prepa-
ration of the input data, reducing the impact of noise and
variations, which improves the efficiency of the microflaw
detection system. Thus, the integrated use of pre-process-
ing and augmentation methods is a key factor in improving
the accuracy and reliability of depth models in industrial
materials quality control tasks, making them suitable for
practical implementation in real production environments.

Analysis of the results

of model retraining using transfer learning

The results of the study clearly demonstrated the advantag-
es of retraining models using transfer learning compared
to learning from scratch. The same model architecture was
employed for the analysis, which underwent two training
modes: training from scratch, where all weights were in-
itialised randomly and the model was trained only on its
own dataset, and retraining using transfer learning, when
the model adapted general features from previously trained

models to the specifics of local microdefects. The models
trained from scratch achieved an average accuracy of 81.7%,
precision of 79.5%, recall of 78.3%, and F1-score of 78.9%.
At the same time, the same architectures trained using
transfer learning achieved an accuracy of 93.1%, precision
0f 91.8%, recall of 90.5%, and F1-score of 91.1%, which cor-
responds to an increase in accuracy of approximately 12-
15% for all key metrics. This increase was explained by the
fact that transfer learning allowed the model to use already
formed general features — contours, textures, and intensity
gradations — and adapt them to the specifics of local mi-
crodefects. This approach proved to be particularly effective
for defects with low contrast, heterogeneous structure, or
rare distribution, where the proprietary dataset contained
a limited number of annotated examples. For example,
when detecting small internal inclusions or microcavities,
transfer learning increased recall by 12% and F1-score by
12.2% compared to learning from scratch, which meant
fewer missed defects and a reduction in the number of false
positives. For a visual comparison, Figure 3 presents the key
metrics of the same model in the two learning modes.

I 1

90.5

Transfer learning 918
93.1

I 759

78.3

Learning from scratch 795
81.7

70 75

80 85 90 95

Figure 3. Comparison of key metrics of microflaw detection models: learning from scratch and transfer learning

Source: compiled by the authors

The models using transfer learning demonstrated an
improvement in all metrics compared to models that were
trained from scratch. This indicates that pre-training on
large and diverse data generates useful features that enable
better recognition of subtle and complex microflaw patterns,
even with a limited number of specific training examples. As
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a result, transfer learning not only improves accuracy, but
also reduces training time and the need for large amounts
of annotated data, which is essential for the practical imple-
mentation of quality control systems in industrial settings.

The analysis also revealed that the training sample size
has a different impact on both approaches. Training from

Information Technologies and Computer Engineering, 2025, 22(3)



Mikayilov & Gardashova

scratch requires more data to achieve stable results, while
transfer learning models perform well even on limited data
sets, and the increase in metrics is slower with increasing
sample size, reflecting their ability to quickly generalise
information. Additionally, transfer learning reduces train-
ing time and resource costs: models were trained on local
samples faster than with full training from scratch, which
provides a practical advantage for regularly updating mod-
els in a production environment. This approach allows
maintaining recognition accuracy even in the face of var-
iations in lighting, noise, and other real-world production
conditions. Thus, the use of transfer learning in combina-
tion with carefully selected model architectures allows op-
timising the learning process and improving the results of
micro defect recognition, making this approach promising
for practical implementation in automated quality control
systems in industry.

Resistance of models to noise

and variations in production conditions

The robustness of the models to noise and variations in
production conditions is key to the practical application
of the system in real-world production, where data often
contains artefacts, variable lighting, and electronic inter-
ference. High robustness ensures reliable detection of mi-
cro-defects even in the presence of noise or partial overlap
of defective zones, minimises the number of missed defects
and false positives, and guarantees stable system perfor-
mance in different conditions. The robustness of the mod-
els to noise and variations in production conditions was as-
sessed by experimentally simulating random interference,

I 2

82.5

lighting changes, and equipment artefacts on the input
data, which helped to verify their practical applicability.
The evaluation results showed significant patterns. The
models performed best on clean data, achieving a high bal-
ance between accuracy and recall and correctly identifying
most micro-defects. The addition of noise led to a moder-
ate drop in all metrics, reflecting an increase in the number
of false positives and false negatives. Changes in lighting
primarily affected the recall metric, increasing the propor-
tion of missed defects due to reduced contrast. Shadows
became an even more serious challenge, as they overlapped
the defective areas and caused a more significant decrease
in performance. The most challenging conditions were
glare on glossy and metallic surfaces, where the number of
false positives increased dramatically and the localisation
of damage became more complicated. Overall, the models
demonstrated robustness in standard noise conditions but
lost up to 10-12% of their performance in extreme scenar-
ios, which underscores the need for adaptive processing
methods and multisensory integration. The largest drop in
recall reflects an increased probability of missing rare or
weak defects, while the decrease in precision is caused by
false positives for noise artefacts. The use of multimodal
integration, which combines visual, ultrasonic, thermal,
and X-ray data, compensates for the limitations of indi-
vidual sensors and maintains accuracy above 80% even in
challenging conditions. To illustrate the impact of different
types of noise and variations in production conditions on
the quality of the models, Figure 4 presents the key quality
metrics (accuracy, precision, recall, and F1-score) in differ-
ent experimental scenarios.
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Figure 4. Resistance of models to noise and variations in production conditions

Source: compiled by the authors
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As Figure 4 demonstrates, the presence of noise and
lighting variations leads to a gradual decline in model
quality. The influence of shadows and glare is significant,
often leading to false positives and false negatives. At the
same time, the model demonstrated a fairly prominent lev-
el of stability, maintaining an accuracy of over 80% even
in the most challenging conditions. Overall, the analysis
revealed that the developed models are highly ready to
work in conditions of production noise and variations, with
clearly defined ways to further improve the system to min-
imise false positives and false negatives, which is critical
for implementation in automated quality control systems.

Practical efficiency and performance

of the model in the computing environment

The average processing time per sample for both models
ranged within 120-180 milliseconds, which ensured pro-
cessing at approximately 5-8 frames per second (FPS), in
line with the requirements of real-time systems in industri-
al flaw detection. The type and size of the input data affect-
ed the processing time: CNNs exhibited faster processing
due to fewer parameters, while ViT transform architectures

required additional time due to the global attention mech-
anism and more complex computational structure. In
terms of resources, both models worked efficiently within
the available hardware: the maximum peak VRAM con-
sumption did not exceed 38 GB even when simultaneously
processing battles from multiple samples, and RAM was
used up to 256 GB, which avoided server overload. Optimi-
sation of models through quantisation and pruning further
reduced resource consumption without significant loss
of accuracy, increasing scaling efficiency. The scalability
of the system was assessed as a linear increase in perfor-
mance with the number of GPUs, making the training and
inference process flexible and enabling seamless upscaling
for larger data volumes. The use of the high-performance
NVIDIA A6000 GPU ensured stable operation of both mod-
els at high image resolution, which is critical for accurate
detection of small micro-defects. The deployment plat-
forms included both on-premises servers and cloud-based
solutions with Docker containerisation, which ensured re-
producibility and flexibility when integrating the models
into production processes. Key indicators of the practical
effectiveness of both models are presented in Table 4.

Table 4. Performance and resource characteristics of the computing environment for micro defect detection models

Indicator Value
Average sample processing time 120-180 ms
Maximum VRAM consumption Up to 38 GB
RAM Up to 256 GB
GPU usage NVIDIA A6000
Performance (FPS) 5-8 FPS
Scalability Linear growth with GPU count
Deployment platforms Local servers, cloud (Docker)

Source: compiled by the authors

Thus, the evaluations confirmed that the proposed ap-
proach to microdefect detection is highly effective when
using off-the-shelf deep learning models, demonstrating
simultaneous accuracy, speed, and resource efficiency. This
indicates the practical applicability of the methodology
for integration into production quality control systems.
Overall, the study findings confirmed that a comprehensive
combination of multimodal data integration and adaptive
preprocessing can markedly improve the reliability and
stability of detecting various microdefects. Furthermore,
the proposed approach is versatile and can be scaled to
different production environments and types of materials
without significant model redesign.

Discussion

The obtained findings are in line with the trends recorded in
the 2021-2025 studies, which also demonstrate the active
development of methods for using big data and artificial
intelligence to monitor and assess the condition of techni-
cal objects in various industries. Specifically, in the field of
additive manufacturing of metal parts, particularly those
made by selective laser melting, there is a tendency to in-
tegrate monitoring data into damage models to predict the
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technical condition of metal parts. X. Yan & H. Fu (2024)
considered a method for predicting the technical condition
of parts manufactured by selective laser melting based on
big data analysis and artificial intelligence. The researchers
proposed a combined model that integrates sensor mon-
itoring data with information about internal material de-
fects, which allows predicting wear and the probability of
parts failure. X. Yan & H. Fu focused on predicting the con-
dition of the material during operation, while the present
study focused on the combined assessment of the accura-
cy of microdefect detection in different sensor channels.
This explains why a direct correlation of accuracy results
between studies is not always observed.

In the field of non-destructive evaluation of the aging
of insulating coatings, M. Qiu & X. Ge (2025) proposed a
method that combines ultrasonic guided waves with signal
processing and machine learning methods to evaluate the
aging of coatings. The researchers emphasised the signifi-
cance of signal pre-processing to increase the sensitivity of
the algorithms to small changes in the coating structure.
M. Qiu & X. Ge focused more on the spectral character-
istics of the signal, while the present analysis integrated
results from several types of sensors for comprehensive
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defect assessment. This explains the difference in accuracy
and types of defects detected.

In the field of automated optical inspection and qual-
ity assessment of semiconductor and optoelectronic prod-
ucts, A. Ebayyeh & M. Abd Al Rahman (2022) focused on
the use of CNNs for automatic defect detection and quality
assessment, which enables increased efficiency and accu-
racy of quality control processes. Compared to the pres-
ent study, the researchers’ approach was more narrowly
focused on a concrete type of product. S. Jiao et al. (2025)
proposed an approach to detecting microdefects on sem-
iconductor wafers that combines optical topography with
a lightweight classification network for real-time data
processing. The researchers emphasised the advantages
of a multimodal approach, which enables faster and more
accurate detection. Compared to the current study, the
cited study demonstrated the potential of integrating op-
tical data with a lightweight classification network. At the
same time, the current study extended the concept of mul-
timodal integration by combining optical, ultrasonic, and
thermal sensors, which resulted in slightly greater overall
accuracy in a laboratory setting.

J.L. Tai et al. (2025) performed a systematic review of
modern methods of non-destructive testing of composite
materials and successful practical implementations, not-
ing that the combined use of ultrasonic, visual, and elec-
tromagnetic technologies markedly increases the accuracy
and reliability of defect detection. Z. Zhao (2021) reviewed
non-destructive testing methods for the detection of de-
fects in ceramic materials, including ultrasonic, X-ray, and
infrared technologies, emphasising that the accuracy and
reliability of detection strongly depend on the choice of
sensor technique and signal pre-processing. The current
approach confirmed these findings, while demonstrating
the additional integration of machine learning algorithms
for defect classification, which provided increased efficien-
cy and versatility in detecting various types of microdefects
in different materials.

A. Mohammed & M. Hussain (2025) conducted a tech-
nical review of the use of deep learning for automated
welding defect detection. The researchers emphasised the
significance of data preparation and CNN and Transformer
architectures for the accuracy and reliability of detection.
Compared to the present study, the authors focused on a
concrete production task of welding. D. Na et al. (2025) in-
vestigated the detection of microdefects in multilayer ce-
ramic capacitors based on the instantaneous frequency of
the electromechanical response. The researchers showed
that analysing the frequency response of the signal can
increase the sensitivity to small defects. The approach of
D. Na et al. was focused on one specific type of sensor and
material, while the present study combined data from sev-
eral sensors to provide a more comprehensive assessment
of microdefects. Z. He et al. (2025) developed a new system
for visualising microdefects on highly reflective surfaces
by combining optical technologies with image processing
algorithms. The researchers noted that their system allows

Information Technologies and Computer Engineering, 2025, 22(3)

increasing the contrast of defects and reducing the influ-
ence of reflections. The method employed in the present
study involved the integrated processing of data from dif-
ferent sensors, which provided a more complete assessment
of defects in various materials and lighting conditions.

Q. Xiao et al. (2023) proposed a method for detecting
defects in transparent components based on a modified
YOLOV7 algorithm. The researchers emphasised that the in-
creased accuracy and speed are achieved by optimising the
architecture and adding mechanisms for localising small
defects. They focused on a single type of material and use
only deep neural networks for imaging, while the present-
ed approach employed multi-sensor analysis. D. Ashebir et
al. (2024) discussed the challenges and progress in the de-
tection of multi-scale defects in the additive manufacturing
of thermoplastic fibre-reinforced composites. The research-
ers emphasised the need for a combination of multiple NDT
techniques and algorithms to accurately detect defects at
different scales. The presented study correlates with the
findings of D. Ashebir et al. and confirmed the significance
of the multi-sensor approach but demonstrated its effec-
tiveness in a wider range of materials and defect types,
which extends its practical application.

Eddy current and tunnelling magnetoresistance sen-
sors are considered as effective approaches to detecting mi-
crodefects in metal materials. K.S. Tran et al. (2024) empha-
sised that the approach effectively evaluates both surface
and subsurface defects but was limited to steel filaments and
a single sensor. B. Wei et al. (2025) showed high sensitivity
to small defects in aluminium foil by compensating for the
spatial position of the differential sensor, but the method
also had limitations for transparent or reflective surfaces.
In contrast to these approaches, the current multi-sensor
method provided a wider range of defect inspection through
combined data acquisition and additional signal processing,
enabling effective defect detection in a variety of materials
and complex manufacturing environments.

K.D. Malakar et al. (2025) analysed digital image pro-
cessing for monitoring complex structures, including con-
trast enhancement and defect detection. The researchers
emphasised the significance of data pre-processing, such
as normalisation and histogram alignment, which helps
to improve the accuracy of the algorithms. These findings
correlate with the observations of the present study: the
use of pre-processing and augmentation increased the
F1-score of models by 3-5%, confirming the effectiveness
of such methods for stabilising models under variations
in lighting and noise. N. Prottasha et al. (2022) considered
the use of BERT-based (Bidirectional Encoder Representa-
tions from Transformers) transfer learning for text data
analysis tasks. The researchers showed that retraining of
pre-trained models can markedly improve accuracy and
F1-score even on limited data sets. These findings are fully
correlated with the results obtained in the present study,
where retraining ViT-based models increased accuracy by
12-15% compared to training from scratch, which reflects
the effectiveness of transfer learning for adapting models
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to specific defects and limited samples. Thus, the afore-
mentioned studies confirmed that the key success factors
are a combination of pre-processing, augmentation, and
transfer learning, which was confirmed by the findings ob-
tained for industrial flaw detection systems.

Comparison of the findings with published studies
demonstrated that the application of a multi-sensor ap-
proach combined with data pre-processing, augmentation,
and model retraining using transfer learning led to greater
accuracy and versatility in detecting microflaws in various
materials and production conditions. Specifically, the in-
tegration of data from multiple sensors provided a more
comprehensive defect assessment compared to methods
focused on individual sensors or specific materials, as ev-
idenced by the steady growth of key metrics such as accu-
racy, recall, and F1-score. In some cases, there were slight
discrepancies with the findings of other researchers, e.g., in
processing speed or sensitivity to concrete types of defects,
which can be explained by the more complex multi-sen-
sor architecture and variations in experimental conditions.
Overall, the conducted study confirmed the effectiveness
of the integrated approach and at the same time expand-
ed the scope of practical application to a wider range of
materials and defects, demonstrating consistency with the
general trends in the development of automated defect
detection methods.

Conclusions

The study found that the developed microdefect detec-
tion system proved to be efficient and reliable, meeting
the modern requirements of industrial quality control
automation. The multi-sensor system improves the accu-
racy of microdefect detection compared to individual sen-
sors. Visual cameras achieved an accuracy rate of 92.3%,
ultrasound sensors — 89.5%, thermography — 85.1%, and
an X-ray scanner — 95.6%. The combination of all sensors
increased the accuracy to 97.8%, confirming the benefits
of a multi-channel approach. Vision Transformer showed
the best results for 2D images (95% accuracy), CNN for ul-
trasound data (89% accuracy), and 3D-CNN for 3D X-ray
scans (96% accuracy). The combination of models based
on the data type helped to maximise the quality of defect
detection. Gaussian and median filter signal pre-process-
ing methods increased the accuracy of defect detection by
4-6%. Normalisation and histogram alignment added 3-5%

References
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production conditions, maintaining an accuracy of over
90% when using complex pre-processing and augmenta-
tion. Under extreme conditions, the accuracy decreased but
did not fall below 80%. The proposed additional methods
of filtering, lighting correction, and multimodal analysis
effectively minimised false positives, which is essential
for implementation in production. Practical evaluation of
the models on a server with NVIDIA A6000 GPUs showed
that the average processing time for one sample was
120-180 ms, while performance reached 5-8 FPS. The maxi-
mum GPU memory consumption did not exceed 38 GB. The
system demonstrated linear scalability with GPU count and
compatibility with industrial platforms, making it suitable
for integration into real-time systems. The system’s ef-
fectiveness was limited by the quality of the training data,
the complexity of processing under extreme conditions,
and the high demands on computing resources. Further
research should focus on developing adaptive models, ex-
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SIKOCTi MPOAyKIIii, 6e3meKky BUPOOHUIITBA Ta ONTMMIi3allii mporeciB. MeTOW IIbOTO AOCTiIKEeHHS OyJI0 CTBOPEHHS
aBTOMATM30BAHOI CMUCTEMM KOHTPOIIO, SIKA BMKOPMUCTOBYE IITYUYHMII iHTeNeKT /s BUSIBIEHHS MikpomedekTiB y
MPOMUCIOBUX MaTepiaiax. [JocmiiskeHHS TPOBOAMIIOCS Ha TAG0paTOPHUX Ta MPOMUCIOBUX 3pa3Kax 3 MikpogedeKkTaMu
3a JOMOMOIOI0 MY/JAbTMCEHCOPHOI CMCTeMM, L0 CKIajasnacsl 3 Bi3yaabHMX Kamep, YIbTPa3ByKy, Tepmorpadii Ta
pPEeHTreHiBCbKMX MPOMeHiB. [JaHi 6yau nornepegHbo 06pob6ieHi nuisxom GiabTpyBaHHS, HOpMasi3alii Ta BUTYYeHHS
KOHTYPIB i MpoaHasni3oBaHi 3a JOMIOMOTO0I0 Mozeseii nbokoro HaBuaHHsl Convolutional Neural Network (CNN), Vision
Transformer ta 3D CNN 3 My/IbTMMOJ/IbHOIO iHTerpalli€io, TpaHchepHUM HaBUaHHSIM, ayTMeHTAaI[i€10 Ta O TUMi3allieio
Baru, a MPOAYKTUBHICTb CUCTEMM OIiHIOBAJIACS 32 MMOKA3HUMKAMM TOUHOCTI, Mpelu3iitHoCTi, BinTBOpeHHs Ta F1-6any.
KomnekcHMiI aHami3 rokasas, 10 OKpeMe BMKOPMUCTAHHS Bi3yaJlbHMX KaMep 3 TOYHicTI0 92,3 %, yIbTpa3ByKOBUX
IaTUYMKiB 3 TOUHiCTIO 89,5 %, Tepmorpadii 3 TounicTio 85,1 % Ta peHTTeHiBCbKOTO CKaHepa 3 TOUHICTI0 95,6 % maio BUCOKi
pesyabTaTH, a ixX MoeAHaHHS MigBUIIMIIO iHTerpoBaHmii iHAeKc 70 97,8 %, 110 MiATBEPAXKYE MepeBaryu 6araToKaHaJIbHOTO
migxony. BUROpUCTaHHS MEeTO[iB MolnepenHbOi 06po6Kky (raycoBi Ta MeniaHHi GQibTpyU, HOpMasi3allisi, BUPiBHIOBAHHS
ricrorpaMu) Ta ayrMeHTalii migBUIIMIO TOUHICTh 40 94,1 % Ta Fl1-mokasHuk no 92,6 % (MOpiBHSIHO 3 TTOYAaTKOBUMU
85,2 %), Tofi sIK TpaHcepHe HaBUYAHHS IMiJABUIIMUIO TOUHICTh Ha 12—15 % Ta CKOPOTWIJIO Yac HaBYaHHS, 3MEHIIMBIIN
KiJIbKiCTh MOMMJIKOBUX CIIpaniboByBaHb. CucTemMa MiATPUMYyBaja TOUHICTh moHaf 90 % B yMOBax LIYMy Ta KOJMBaHb
BUPOOHMYMX YMOB i He MeHIile 80 % B eKCTpeMa/bHUX clieHapisx. [IpakTuuHi BUIIPOOYBaHHS Ha cepBepi 3 rpadiunmmu
npouecopamu NVIDIA A6000 moka3sasu cepeHiit yac 06po6ku 3pa3ka 120—180 mc (5—-8 FPS) i niHijiHy MaciiTaboBaHiCTh
3a KiJIbKiCTIO TpadivyHMX IMpoliecopiB, 10 MiATBEPAWIO IPUIATHICTb CUCTEMM AJISl iHTerpalii B MpoOMMCIOBI cuCTeMM
peanpHOTO yacy. Pe3ynapTaTu IIbOTO AOCTIIKEHHS MOXYTb OyTM BUKOPUCTAaHi (GaxiBIsIMM 3 KOHTPOJIIO SKOCTi Ta
PO3PO6HUKAMU MTPOMUCIOBMX iHGOPMALiHMX i BUMiIpIOBaAbHMUX CUCTEM JJIsI TiABUI@HHS TOYHOCTI Ta e(eKTUBHOCTI
BUSIBJIEHHSI MiKpoziedeKTiB

KniouoBi cnoBa: HeliponHi Mepesxki; rnboke HaBuaHHs; KOMII'IOTepHUIi 3ip; TpaHcdepHe HaBYAHHS; 301/IbIIEHHS
06Ty JaHmx
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Abstract. Requirements for confidentiality and greater data privacy are constantly growing. The aim of this work was
to develop a formalised approach to assessing the privacy of information systems based on a vector representation
of a set of parameters. In the proposed approach, each parameter has a numerical value within a defined range that
reflects the degree of its implementation or importance. For convenience and structure, the parameters were divided into
several categories (access control, encryption, logging, key management, risk management, and incident management)
covering the main aspects of information security. The overall privacy indicator of the system was calculated using a
weighted sum, where the weighting coefficients were refined depending on the criticality of each parameter. To unify
the scales and ensure correct further analysis, normalisation methods (minimax and Z-normalisation) were applied,
thanks to which the obtained parameter values can be compared and effectively integrated into the general model. The
proposed method used differential privacy to protect source data and enhance privacy, which was achieved by adding
random noise with a normal distribution. This step complicated the process of restoring the original indicators and
minimised the risk of identifying specific records, while maintaining the accuracy of aggregate statistical estimates. The
developed approach consisted of several sequential stages: from initial data categorisation and normalisation to the
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implementation of differential privacy and data analysis in a neural network. An important advantage was the ability
to integrate various aspects of data protection into a single coherent system. This multidimensional concept promoted
flexibility and allowed the solution to be quickly adapted to updated requirements or new threats. The presented model
is particularly relevant in areas where sensitive data is processed: healthcare, banking and finance, as well as public
administration and information security. The proposed approach lays the foundation for the development and scaling of
secure and transparent systems that meet modern privacy standards

Keywords: information protection; secure neural networks; vector data normalisation; access to information; security
assessment parameters; statistical noise; adaptive machine learning

Introduction

In the modern era of rapid digital transformation, the
volume of data generated, transmitted and processed
by information systems is growing so quickly that tradi-
tional protection approaches can no longer reliably meet
confidentiality and privacy requirements. This issue is
particularly pressing in areas where sensitive data are
processed, such as healthcare, the financial sector, pub-
lic administration and systems dealing with the security
of critical information. In such contexts, it is crucial to
choose comprehensive protection methods and integrate
them into a unified system, taking into account the di-
versity of confidentiality parameters that affect the over-
all security level, as well as the fast-changing nature of
threats and new regulatory requirements. Given the dy-
namics of technologies and threats, there is a need for
methods capable not only of analysing current security
conditions but also of adapting flexibly to the emergence
of new challenges.

Among the key trends in ensuring confidentiality
is the combination of deep learning methods with neu-
ro-symbolic artificial intelligence. Thus, A. Piplai et
al. (2023) described an innovative approach that inte-
grates knowledge graphs and deep learning to enhance
the interpretability of models in the field of cybersecurity.
The integration of neural networks represents knowledge
of the relevant subject area and allows artificial intelli-
gence (Al) systems to reason, learn, and generalise in a
way that is understandable to experts.

Among Ukrainian sources, O.M. Gumen & K.O. Ra-
chek (2023) are noteworthy for their use of machine learn-
ing to predict space weather while ensuring privacy. This
article discusses models for predicting the Dst index. One of
the models uses a precision of 83.47%. Another model, Dst
Transformer (DSTT), is designed for short-term forecasting
and uses Bayesian inference. The DSTT model shows high
accuracy and takes into account two types of uncertainties
in the data. I. Grinko et al. (2023) presented an overview
of quantum convolutional networks for interdisciplinary
use, particularly in socio-economic systems. Modelling and
forecasting complex natural processes has demonstrated
their effectiveness in studying complex molecular struc-
tures. It has been established that quantum convolutional
neural networks can provide more accurate and faster re-
sults compared to conventional data processing methods.
The work of N. Zaplatynskyi et al. (2024) emphasised that
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the growth in data volumes and the increasing complexity
of information flows require comprehensive approaches
to their processing and protection, including the use of Al,
and that confidentiality must be integrated at the system
architecture level.

In response to growing privacy requirements in dis-
tributed data processing environments, integrated infor-
mation security assessment is actively used in training.
R. Shokri et al. (2017) demonstrated the danger of training
models without privacy mechanisms. The CYBRIA devel-
opment, presented by P. Thantharate & T. Anurag (2023),
allows models to be trained without sharing raw data,
which significantly reduces the risk of information leakage.
This article describes how eco-symbolic Al can be useful in
the fields of cybersecurity and privacy — two of the most de-
manding areas where Al must be understandable and at the
same time highly accurate in complex conditions. A similar
approach is taken in the study by S. Sav et al. (2023), which
demonstrated the effectiveness of federated recurrent net-
works with privacy in mind. The researchers pay particular
attention to differential privacy as a means of protecting
personal data. H. Lee et al. (2023) proved the effectiveness
of adding Gaussian noise in industrial data processing
tasks. The MNP method has shown significant potential
for making production systems both intelligent and secure,
eliminating the risk of data leakage while maintaining the
quality of Al models.

The feasibility of a comprehensive study of cyberse-
curity issues was presented in the work of O. Chubukova et
al. (2020), which applies machine learning algorithms and
risk identification features that occur in the banking sec-
tor, namely through the use of data science to detect fraud
and model risks for investment institutions. The analysis
of problem areas was investigated by V. Ivanichenko et
al. (2021). The work uses machine learning in cybersecuri-
ty to implement important issues of creating a self-learn-
ing model for reliable protection in information security
decision-making. O. Semenenko et al. (2024) proved that
integrated computer technologies increase the level of cy-
bersecurity in the defence sector by ensuring the detec-
tion of and response to cyber threats. Regarding the pre-
vention of security breaches, M.A. Fathullah et al. (2023)
proposed cloud computing mechanisms using IT projects
to control and prevent risks, threats, vulnerabilities, prob-
abilities, consequences, and control procedures, which are
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classified into separate risk classes for further management
decision-making.

Thus, the issue of risk reduction and data privacy remains
relevant, attracting increased interest from scientists and
software developers. Consequently, there was still a need to
develop a methodology based on a mathematical model that
involves preliminary data normalisation using a multi-lay-
er neural network for classification. The aim of the current
study was to develop a formalised model for the integrated
assessment of information system confidentiality, combining
a mathematical representation of security parameters, mul-
ti-level normalisation, differential privacy mechanisms and
the use of neural networks to ensure the protection of sensi-
tive data in the context of modern cyber threats.

Materials and Methods

The study was conducted using a general methodology for
building privacy assessment systems adapted to modern
data protection challenges. The methodology included the
sequential implementation of four stages. The first stage
involved categorising parameters that reflect the main are-
as of confidentiality assurance: access control, encryption,
logging, key management, risk and incident management,
etc. This approach made it possible to systematically struc-
ture the characteristics of the system and identify critical
areas. The second stage involved assessing the weighting
coefficients of the parameters, taking into account indus-
try criticality, the probability of threats being realised, and
the consequences of their impact. An approach consistent
with risk management practices in cloud environments
was applied, as well as basic approaches to weighted anal-
ysis. In the third stage, data normalisation was performed
using minimax and Z-transformation, which allowed the
parameters to be standardised for further calculation
and analysis. This ensured data compatibility for use in
intelligent models. The fourth stage involved the imple-
mentation of differential privacy mechanisms. To do this,
Gaussian or Laplace noise components were added to the
normalised data, in accordance with current personal data
protection practices.

In the final stage, a multilayer perceptron neural net-
work (MLP) was used as the base model for classifying the
confidentiality level of systems. This type of neural net-
work is a classic form of a deep feedforward neural network,
which consists of:

v an input layer that accepts vectorised privacy pa-
rameters;

v one or more hidden layers that implement nonlin-
ear transformations;

v an output layer that forms the final assessment of
the privacy level or classification (e.g., “low,” “medium,”
“high” level).

The reasons for choosing MLP were: adaptability to
different types of data after normalisation; compatibility
with differential privacy mechanisms (especially when us-
ing DP-SGD); high accuracy in classification tasks under
noise conditions. The use of this approach made it possible
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to form a consistent privacy assessment system with adap-
tive properties and compliance with privacy requirements
in the fields of healthcare, finance, information risk man-
agement, and recommendation systems.

Mathematical representation and formalisation

of confidentiality parameters

The differential concept of system confidentiality is de-
fined by a set of parameters, which can be denoted as:

P={p, Py Ds5---»D,} 1)

Then these parameters can be represented as a vector:

P=[p,, 0, D55+, D, ]- (2)

Each parameter p, may take a numerical value within a
defined interval (for example, [0; 1]), reflecting the degree
of its implementation or importance.

Parameter categories. For convenience, the entire
set can be divided into subsets (categories), for example:
P ={Access Control}, P,={Encryption}, P, ={Logging}. Then
the overall set of parameters is:

P=P UP,UP,U--UP . 3

The overall privacy assessment function F(p) evaluates
the level of system privacy based on the parameter vec-
tor p. The overall assessment can then be expressed as a
weighted sum of all parameters:

F(p)=w1-p1+wWa-pat...+ Wy Py, “4)

where w; — the weighting coefficient reflecting the impor-
tance of the corresponding parameter p;.

Data normalisation for training. Before input data are
fed into the neural network, all parameters p; are normal-
ised. This means that each parameter value is brought to a
common scale, for example to the interval [0; 1], to ensure
correct processing in the model and to improve its conver-
gence during training:

pyom = ber (5)

max
-p]

p;

This makes the values comparable and improves con-
vergence during training.

Differential privacy (optional). To protect privacy dur-
ing training, noise may be added:

P = p; + NV (0,0, (6)

where N (0, 0?) - is noise distributed according to a normal
(Gaussian) distribution with mean 0 and variance o?.

The applied model enabled the prediction of protec-
tion and security levels, as well as timely anomaly detec-
tion using neural networks with high data accuracy. The
privacy-assessment model was implemented taking into
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account a formalised parameter structure, multi-level nor-
malisation, differential privacy mechanisms and the inte-
gration of a neural network for processing protected data.
Based on predefined weighting coefficients, structured by
categories, and using an adaptive multilayer perceptron
architecture, an experimental evaluation of the model’s
effectiveness was carried out. During the analysis, particu-
lar attention was paid to prediction accuracy, sensitivity
to normalisation parameters, and the impact of the noise
level introduced according to differential privacy require-
ments. The results made it possible to assess the practical
feasibility of applying the developed approach in systems
operating under conditions involving the processing of
sensitive or personalised information.

Results and Discussion

Summary of privacy assessment by category

Effective privacy assessment requires not only qualita-
tive analysis of security parameters, but also a formalised
approach to their structuring, weighting and processing.
Thus, a structured approach to organising parameters was
used, which ensured flexibility, scalability and logical in-
tegrity of the analysis process. The assessment parameters
were grouped into categories (labelled as X, each of which
corresponds to a separate aspect of privacy — for example,
“Access Control” and so on. This division allows for a sys-
tematic coverage of all important security areas, simplifies
comparisons between systems with different architectures
and security policies, and creates a basis for a differentiat-
ed approach to assessment, where certain categories may
be given greater weight depending on the context of appli-
cation. For example, a set of parameters:

X={XD XO . XO}, @)

where C - number of main categories (“Access Control”,
“Encryption”, “Logging”, etc.)

Each category X® is itself a subset (or vector) of pa-
rameters that describe specific characteristics or security
settings within that category, providing detail down to the

level of individual components:
_(,® (K (k)
x® = (xl 2 Xp e Xy ), 8)
where n, - the number of parameters in category k.
This allows to introduce a separate group of weight co-
efficients for each category:

w® = (wl(k), Wz(k), . W,(l:)), 9)

as well as one “global” weight coefficient a,, which reflects
the importance of the entire category:
a=(a, a,...,a.). (10)

Then, at the simplest level (linear model), it can be
written as:
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FO0 = Ty @ (i, wx"). (11)

This allows to take into account differences in anom-
alies that are possible between different groups of param-
eters that are important for privacy and creating reliable
security, as well as to adapt the model to specific system
requirements or regulatory restrictions (for example, in
the banking sector, encryption may be more important
than logging). This approach helps to balance detail and
generalisation at the integrated assessment level. Thus,
the use of a categorically structured parameter model in
combination with a weighting system and multi-level nor-
malisation provides both flexibility and formal justification
for the privacy assessment process.

Normalisation and standardisation at several levels
The unification of input data makes it possible to increase
the accuracy and stability of calculations, as well as to en-
sure the comparability of parameters coming from differ-
ent sources and belonging to different privacy categories.
At this stage, the parameters for further research were
normalised and standardised, which was implemented at
several interrelated levels. This made it possible to per-
form calculations to identify favourable directions for en-
suring privacy.

Instead of simple standardisation x; = =% an extend-
ed approach can be used. ‘
1. Normalisation within a category:
) _, o
k ~(k X; My
xi( ) "’xi( )= S@ (12)
where u, ¢ lculated only f k
;a0 are calculated only for category k.

2. Normalisation between categories: if there are cate-
gories in which the parameter values have different scales,
additional global correction or scaling can be performed.

3. Limiting values (e.g., using a sigmoid or other non-
linear function):

2 =0 (1) =—. (13)
1+e i
This ensures that all reduced values lie in the inter-
val [0,1].
Thus, the complicated version of the input data may
be as follows:

209 = (30,209, 20) (14)

and instead of x® is now used in the formula ﬁik).

After bringing the input parameters to a unified scale,
it is necessary to take into account the relationships be-
tween them, which can significantly affect the accuracy of
the privacy assessment. Simple weighting does not always
reflect the real complexity of the dependencies between in-
dividual security characteristics, especially in conditions of
high data density. That is why the next stage of the model
was to expand the computational scheme to take into ac-
count internal and inter-category correlations.

Information Technologies and Computer Engineering, 2025, 22(3)



Prokopovych-Tkachenko et al.

Taking into account

the correlation between parameters

Cross-correlation in the context of categories means re-
searching and identifying the correlation between differ-
ent categories. That is, determining how closely different
categories are related to each other. The correlation can
be either negative or positive. This makes it possible to
identify the relationship between factors that influence
indicators that point to dangerous manifestations and
threats. If the parameters within a category or between
categories influence each other, quadratic or interaction
terms can be added. For example, in each category k, in-
stead of the sum X% wi(k)fi(k) a generalised expression
can be applied:

k) ~ (k) »(k
DI WA HP s A (15)

ij
where % — a matrix of parameters (weights) that takes
into account: diagonal elements Bl.(}‘) correspond to the
“strength” of the influence of a single parameter; non-di-
agonal elements ﬁg‘) reflect the mutual influence of a pair
of parameters i, j.

Then the model in category k will look like this:

gk()?(k)) = 2?51 2721 ﬁi(f)’ei(k)’ei(k)' (16)
And the overall estimate:
fX) = Xfer agi(X®). (17

If even greater accuracy is required, cross-correlations
between categories can be used:
TEoy Xy N, Tim y D202, (18)
This significantly increases the number of parameters
to be adjusted. This means that a large data set can be used
for research, which improves the quality of the research
itself and the final results. Taking into account the corre-
lation between parameters allows the model to more accu-
rately reflect the relationships within and between catego-
ries, which is important for a comprehensive assessment
of privacy. Extending the basic linear model with quadratic
and cross-categorical terms allows to identify both the in-
dividual and combined effects of parameters on the over-
all level of security. This approach creates conditions for
flexible adaptation of the model to complex information
system structures.

Regularisation and restrictions on weight coefficients
For further research, it was advisable to introduce restric-
tions on weight coefficients. This made it possible to select
from the general population those indicators that have a
significant impact on the factors of privacy and to reduce
the influence of insignificant factors. To avoid an “explo-
sion” of parameters or an overestimation of the impact of
specific characteristics, regularisation is often used:
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1. L2 regularisation (ridge regression): adds the sum of
the squares of the weights to the loss function. For exam-
ple, if © - is the set of all a,, w®, B or, y,f‘ni ) then:

Q(0) = 1Xgco 6% 19
where A — a hyperparameter that determines the “strength”
of regularisation.

2. L1 regularisation (lasso regression): inclines some
weights towards zero, which effectively cuts off insignifi-
cant parameters:

Q(0) = 1Xgeo 1. (20)

This helps to obtain results for further research from
those factors that have a significant impact on the indi-
cators.

3. Weight sum constraint: it is possible to require that
T wi(k) =1 (or a similar constraint for ), to ensure a
certain “normality” of influence.

4. Restricting the signs of weights (e.g., a, > 0).

When training or calibrating a model, the total loss
function (e.g., L) may contain both deviations from the de-
sired “correct” values and regularisation:

L(@) = Loss(0) + 2(0). 21)

The study conducted on calculating restrictions on
weight coefficients makes it possible to reduce the number
of indicators selected from the total amount of data and
significantly influence those factors that are closely related
to the factors for assessing the confidentiality of informa-
tion systems. Normalisation and limitation of weight coef-
ficient signs ensure the interpretability and consistency of
results. Confidentiality parameters, combined with weight
coefficients, form a differentiated model suitable for pre-
paring data for neural network training.

An extended approach to differential privacy
Adding noise to parameters. To ensure formal privacy
guarantees during data processing and analysis, mech-
anisms must be implemented to reduce the risk of confi-
dential information leaks. One of the key approaches in
this area is to add random noise to input parameters or
calculation results, which makes it more difficult to iden-
tify individual records. This method allows the principles
of differential privacy to be implemented, ensuring a bal-
ance between model accuracy and data protection. Earlier,
a simple scheme was mentioned for adding Gaussian noise
to normalised %;. However, in practice, differential privacy
often uses Laplace, Gaussian, and functional mechanisms.
Laplace mechanism:

X; = %; + Laplace(0, b), (22)
where Laplace (0, b) — noise from the Laplace distribution,
determined by parameter b.
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Gaussian mechanism:

321' = J’ei + N(O,JZ), (23)
where o selected to ensure (g, §) — differential privacy.

Functional mechanism: if it is not the vector X, itself
that is calculated, but the result of some function f(X),
noise is added directly to the output of the function:

FX) - £O0O +1, 24)
where 7 selected from the desired distribution, depending
on the sensitivity of f.

Adding noise at the gradient stage (DP-SGD) - an
effective method for ensuring differential privacy during
neural network training. The idea is to modify the stand-
ard stochastic gradient descent (SGD) algorithm and add
random Gaussian noise. If weights 0 (e.g., a,, ﬂ;’“ etc.) are
trained using stochastic gradient descent, differential pri-
vacy can be implemented through the “Clip Noise” mecha-
nism by introducing two key mechanisms: gradient VL (©)
clipping (each gradient reduced to a limited norm, for ex-
ample, ||VL (0)|| < k) and adding random Gaussian noise:

VL(©) ~ VL(0) + NV (0,02k?). (25)

This noise prevents the accurate reconstruction of
individual data contributions to the gradient, providing a
formal guarantee of differential privacy. The combination
of these two steps allows to control the balance between
training quality (model accuracy) and privacy protection.
Increasing the parameter o improves protection but may
reduce model performance, requiring careful tuning. Thus,
the approach to differential privacy can be more complex
than simply “adding noise to the parameters”.

Example of a generalised formula for privacy assess-
ment. Taking all of the above into account, the sequence
of the “extended” privacy assessment takes the following
form:

1. Normalisation (preliminary step at the category level):

J?fl-(k) = NonlinearNorm (xi(k)), (26)
where NonlinearNorm — a composite scaling procedure.

2. Interactions and weights (within category):

O k) A(k) a(k
9u(D) = 5, 57, fEO20)

! @27)

3. Global weight of category a,.
4. Intercategory term (optional):

 GDa)
h(X0) = 5oy Smprn iy S0 vED2 2. (28)
5. Conclusion:

0

inter-category interactions

f(X) = Eg=1 akgk()?(k)) + + Enoises (29)

Intra-category interactions
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where ¢ .- random noise that can be added: directly to
f(X) (Laplace/Gaussian mechanism); during the training of
B, a, y (via DP-SGD).

6. Regularisation ( etc.) added to the loss function dur-
ing training or calibration ay, ﬁi(]-k), y,gln’l)

Thus, unlike the basic linear combination with nor-
malisation, the “extended” scheme contains:

v grouping of parameters into categories with their
own coefficients, plus global coefficients for the entire
block;

v non-linear transformations and multi-level nor-
malisation (internal and global);

v accounting for cross-influences: through addi-
tional matrices g, y;

v regularisation to prevent overfitting and inade-
quately large weights;

v differential privacy (through noise in the data, in
the output function, or in the gradient during training).

All this increases the complexity of calculations and
the number of parameters, but allows for more flexible
modelling of dependencies between security/privacy fac-
tors and, if necessary, protects the privacy of final data
or intermediate results. Below is an example of a simple
block diagram (Fig. 1) that shows the main categories of
privacy parameters (access control, encryption, logging)
and how they are combined into a general evaluation
function. The diagram demonstrates the process of pro-
cessing confidential parameters aimed at ensuring data
privacy and improving data security. The visualisation
shows a multi-stage approach to information processing:
from data categorisation to normalisation, ensuring dif-
ferential privacy and further analysis using a neural net-
work. This approach allows different aspects of data pro-
tection to be integrated into a single structure that takes
into account the requirements of modern confidential in-
formation processing systems.

The described block diagram is an important tool for
developers and analysts, as it helps visualise and under-
stand complex processes involved in handling confidential
information. It allows potential vulnerabilities and weak
points within the system to be easily identified, as well as
helping to optimise data-protection strategies. The block
diagram serves not only as an internal tool during the de-
velopment process but also as a means of communication
with clients and other stakeholders, helping to understand
the importance of privacy and data security in the modern
digital environment.

All input data is divided into categories that reflect
key aspects of information security. Access control ensures
that data access rights are verified. Encryption implements
mechanisms to protect information from unauthorised ac-
cess. Logging is responsible for collecting and storing data
about events in the system. Key management includes op-
erations for storing, processing, and rotating encryption
keys. Risk management assesses and monitors potential
threats. Incident management focuses on detecting and
responding to security incidents. After collecting data from
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different categories, it is combined into a single metric us-
ing a weighted sum. Weighting coefficients reflect the im-
portance of each parameter, and the parameter values are
combined in formula (9). The resulting metric is normal-
ised to bring it to a single scale. Min-max normalisation is
used, which brings the values to a range from minimum to
maximum, or Z-normalisation, which is based on the mean

Access control pnon

in:
(C1.C2, ... C_m) LE_n) (oiqg i Lk)

Key management

and standard deviation. To ensure privacy, random noise
is added to the normalised values according to the normal
distribution law. This makes it difficult to recover the orig-
inal data, protecting privacy and compliance with differen-
tial privacy requirements. In the final stage, the processed
data is fed into a neural network, which is used for predic-
tion, classification, or other data analysis tasks.

RISk management Incident Management

(1, 12, ..., LY)

Normalization

~p = (p - min(p)) / (max(p) - min(p))
or

~p=(p-u/o

v

Differential privacy ~pi*(priv) =

~p. + N(0, o*)

v

Neural network

(Learning / Inference)

Figure 1. Block diagram of the privacy-parameter category

Source: constructed based on data from the authors

This scheme reflects an integrated approach to the
processing of confidential data that can be applied in sys-
tems focused on the protection of personal information,
including in the fields of healthcare, finance, and informa-
tion security. The described privacy parameters, together
with weighting coefficients, allow to construct a differen-
tial concept of privacy. Such formalisation will be useful
when preparing and normalising data for further training
of neural networks or other machine learning methods.

The described scheme is an important step towards
ensuring data privacy and security in the modern world,
where information is a critically valuable resource. The
use of such data processing methods not only protects
personal information from unauthorised access but also
ensures compliance with legal requirements and ethical
standards. The developed methodology can be adapted and
used in various fields where confidential data processing is
required, contributing to an increase in user confidence in
information processing systems and ensuring the stability
and security of their operation.

Differential privacy is one of the most effective ap-
proaches to data privacy protection, particularly in areas
where sensitive information is processed. Its basic princi-
ple is to add random noise to data or calculation results,
making it impossible to recover the original values. For-
mally, differential privacy is achieved by adding noise that
has a normal or Laplace distribution. For example, for a
normalised parameter x, the following is applied:

x{ = x; + N (0,02), (30)
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where N (0, 0%) — random noise with normal distribution,
parameter o controls the level of data blurring.

In recommendation systems for search and streaming
services, algorithms analyse user preferences. Based on
formula (22), adding noise to the output data is provided
by the following formula:

r' =1+ Lap(d), (31)
where Lap (1) — Laplace noise with parameter A, which de-
termines the level of privacy.

In the financial sector, for secure analysis of transac-
tion data, the total number of transactions can be calcu-
lated using:

T'=T+N(0,02), (32)
where T - the actual number of transactions, and o2 con-
trols the level of differential privacy.

To reduce the impact of noise on the accuracy of the
analysis, adaptive mechanisms can be used to adjust the
privacy parameters. For example, the gradient noise mech-
anism (DP-SGD):

gi = clip(gi, ©) + N (0,02), (33)
where g, - the gradient of the loss function; C - the thresh-
old value (clipping); N (0, 0?) — additional Gaussian noise.

Thus, the integration of differential privacy allows for
secure information analysis algorithms. It is important
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to note that differential privacy does not guarantee the
absolute impossibility of identifying an individual, but it
makes this process extremely difficult and minimises the
risk of confidential information leakage. It is for this rea-
son that differential privacy is a powerful tool for protect-
ing personal data in the modern digital world, where the
processing of large amounts of information is the norm
(Dwork & Roth, 2014).

Differential privacy is one of the most effective ap-
proaches to protecting data confidentiality, especially in
areas where sensitive information is processed. Its basic
principle is to add random noise to the input data or to the
results of calculations, making it impossible to accurately
recover the original values. This allows aggregated data to
be used for analysis while maintaining the anonymity of
individual records. One of the most common methods of
ensuring differential privacy is the use of random noise,
which can have a normal or Laplace distribution. For ex-
ample, when analysing normalised parameters, a random
component distributed according to a specific law is added
to their values. The degree of data blurring is determined
by the corresponding distribution parameters, which con-
trol the level of confidentiality.

In recommendation systems used in search and
streaming services, algorithms analyse user preferences to
improve personalised recommendations. Adding random
noise to records of user interactions with content ensures
privacy with little impact on system performance. Thus,
the confidentiality of personal preferences is preserved
without significantly reducing the effectiveness of the al-
gorithm. In the financial sector, differential privacy is used
to analyse transaction data, allowing banks to identify sus-
picious transactions without revealing information about
specific customers. This is achieved by modifying aggre-
gate metrics, such as the total number of transactions over
a given period, by adding random noise. Since adding noise
can affect the accuracy of the analysis results, it is impor-
tant to choose adaptive mechanisms that allow the level of
privacy to be adjusted according to specific needs. For ex-
ample, when using neural networks, methods of regulating
gradient weight updates can be applied by adding random
noise during the model training stage. This reduces the risk
of recovering the original data from intermediate results,
with little impact on the performance of the algorithm.

This study uses a multilayer neural network as a base-
line model for classifying the privacy level of systems, in-
dicating its effectiveness for data protection. These results
are also confirmed by studies that used other approaches. In
particular, S. Tyshchenko & E. Kuznetsov (2024) described
the use of neural networks in image classification. The au-
thors solved the problem based on the task of entering an
image into a neural network and assigning any label to the
image. A time-efficient dataset was used to build the train-
ing model, which depended on the size and quality of the
dataset. A. Rutkas & V. Shtanko (2024) raised a philosoph-
ical question about the importance of using artificial neu-
ral networks for interaction between humans and artificial
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systems. This idea has been technically developed in the
current study, as the integration of differential privacy not
only provides a technical level of security but also increases
user confidence in automated data analysis systems.

In some publications, the authors focused on the ap-
plied economic use of artificial neural networks: N. Sav-
ka et al. (2020) analyse the forecasting of business activity
using radial basis networks. The performance indicators of
an enterprise depend on the specifics of its marketing pol-
icy, which is especially important for enterprises involved
in product sales. Most existing methods for modelling en-
terprise activity are based on statistical and mathemati-
cal methods. Similarly, the proposed current methodolo-
gy has demonstrated flexibility, allowing the model to be
adapted to the specifics of specific domains - from finance
to healthcare. H. Liavynets et al. (2024) investigated the
application of neural network models in the hotel and
restaurant industry for processing and analysing large
amounts of data, which makes it possible to forecast in-
formation for strategic management decisions in the hotel
and restaurant business.

The work of Y. Terpilovskyi (2024) explores bioinfor-
matics and the representation of k-mer DNA data. The
first method used by the author employs a vector of bina-
ry features, where each possible k-mer corresponds to a
binary feature, resulting in high-dimensional and sparse
feature vectors. The second method was based on the Con-
way-Bromage-Lyndon (CBL) structure, which introduces a
compressed and dynamic representation of k-mers. In the
proposed study, the problem of sparsity and multidimen-
sionality is solved by normalising parameters and intro-
ducing noise mechanisms, which allows confidentiality to
be maintained without losing informativeness.

In the study by A. Volokyta & M. Melenchukov (2024),
neural networks are used to detect attacks in distributed
systems. In this context, the proposed methodology demon-
strates potential in the field of cyber security, especially giv-
en its scalability and applicability in public administration
systems and financial infrastructure. In the current study,
a neural network is used to enhance data protection con-
fidentiality. Equally revealing is the analysis by M.S. Ahsan
& A.-S.K. Pathan (2025), who draw attention to the security
issues of the Internet of Things. One of the key issues is the
identification of potential vulnerabilities and access control,
which determines the overall security of Internet of Things
systems. These tasks are also solved using the developed ap-
proach thanks to a multi-level risk assessment structure. A
distinctive feature of the current study was the use of a pro-
tection prediction model for the timely detection of anom-
alies, which uses neural networks with high data accuracy.

Thus, the study highlighted the growing role of com-
prehensive approaches to privacy assessment that com-
bine mathematical formalisation, adaptive data processing
methods, and differential privacy. Analysis of the literature
confirmed that effective protection of information systems
requires interdisciplinary integration of technical, organ-
isational, and ethical solutions. In summary, the results
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demonstrate that combining neural network models with
differential privacy mechanisms is a promising direction for
creating robust and reliable data protection systems.

Conclusions

This study developed a formalised approach to the inte-
grated assessment of information system privacy, taking
into account the multi-component structure of risks and
modern requirements for data privacy. The proposed meth-
odology is based on the mathematical representation of pa-
rameters in the form of vectors, subsequent data normali-
sation, the application of weighting coefficients, and the
implementation of differential privacy. Within the scope
of the study, confidentiality parameters were structured by
category, multi-level normalisation was performed, noise
addition mechanisms were implemented at the process-
ing and training stages, and a multi-layer neural network
was used for classification. The results confirm the effec-
tiveness of the developed model in maintaining a balance
between the accuracy of analytical forecasts and the level
of protection of confidential information.

The method provides flexibility in configuring the struc-
ture of weight coefficients, allows taking into account both
the criticality of individual parameters and their categorical
significance, and also allows scaling the system for different
application domains. The inclusion of differential privacy
mechanisms, in particular the addition of noise (Laplace,
Gaussian, functional mechanism) and the use of DP-SGD
during training, increases the level of privacy and makes
the approach relevant for modern automated information
protection systems. The developed block diagram, which
reflects the process of categorisation, normalisation, differ-
ential privacy and further analysis of parameters, demon-
strates the practical applicability of the proposed approach
for developers and analysts. It facilitates the identification
of potential vulnerabilities, the optimisation of protection
strategies and communication with all interested parties.
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AHoTauif. Bumorn momo KoHQigeHLiiiHOCTI Ta IPUBATHOCTI JaHUX Aenai 6iblle 3pocTaloTh. MeTo po6oTu 6yiIo
po3pobuTyu GopmasnizoBaHMil MiaXig A0 OIiHIOBaHHS KOHGiAeHIiTHOCTI iHGopMalliifHMX cucTeM, 10 6a3yeThCcsl Ha
BEKTOPHOMY IIOJlaHHI MHOXXMHM ITapaMeTpiB. Y 3alIpONIOHOBAHOMY MiJXOf,i KOXKeH IlapaMeTp Ma€ YMCA0Be 3HaUeHHS Y
BM3HAUEHOMY iHTepBaJli, sike BimoOpaskae CTYIiHb iioro peanisaiii a6o BaskIMBOCTI. 17151 3pyIHOCTI Ta CTPYKTYPOBAHOCTI
napaMmeTpu 6yJ10 PO3ieHo Ha KibKa KaTeropiii (KOHTPOIb LOCTYITY, n(pPyBaHHS, TOTYBaHHS, YIIPaBIiHHS KIIOUaMU,
KepyBaHHSI pU3MKaMM ¥ yIPaBIiHHS iHUMIEHTaMM), IO OXOIUIIOIOTh OCHOBHI acrekTu iHdbopmaliiiHoi 6e3meku.
3araJibHMi TOKa3HMK KOH(DiAeHIIiTHOCTI crcTeMM 06YMCITIOBABCS 3@ JOTIOMOTI'O0 3BayKEHO1 CyMM, [ie BaroBi KoedilieHTn
YTOYHIOBAJIMACS 3QJI€KHO BiJj KPUTUYHOCTI KOKHOTO Mapamerpa. s yHidikarii mkan i 3a6e3neyeHHs] KOPEKTHOTO
MOAATbUIOTO aHali3y 3aCTOCOBAaHO MEeTOAM HOopMasisalii (MiHiMakcHa Ta Z-HopMasisallisi), 3aBISIKM YOMYy OTpMMaHi
3HAUYeHHs TapaMeTpiB MOKHA TOPiBHIOBATM ¥ e(peKTMBHO iHTErpyBaTu B 3arajbHy MOAeIb. Y MPOMOHOBAHOMY
MeTOZi /ISl 3aXMUCTY BUXiIIHUX OAHMX i MiJBUILIEHHSI MPUBATHOCTI BUKOPUCTOBYETHCS OudepeHIliliHa MPUBATHICTb,
0 3a6e3MevyeThCsl TOAABaHHIM BUIIAIKOBOTO LIYMY 3 HOPMaJbHUM pO3mofinoM. Takuit KpOK YCKIaIHIOE TPolLiec
BiJIHOBJIEHHSI [TOUATKOBMX MMOKA3HMKIB Ta MiHiMi3ye pu3uK ifeHTUdiKkalii KOHKPeTHUX 3aMNCiB, 36epiralouy mpu [bOMy
TOYHICTh CYKYITHUX CTaTUCTUUYHUX OLIiHOK. PO3po6ieHnit miaxia MicTUTh KibKa IMOCTIOBHMUX €TalliB: BiJl IEPBUHHOI
KaTeropusanii i Hopmamisanii maHux mo pearnizauii gudepeHIiiiHOI MPUBATHOCTI KO aHAMi3y HAaHMUX y HEMPOHHII
Mepexi. loro Bax/I1BOIO MepeBarolo € MOX/IMBICTb iHTerpyBaTy Pi3Hi acleKTy 3aXUCTy JaHMX y €IMHY Y3TOMKeHy
cuctemy. Taka 6araToBMMipHa KOHIUEMIisI CIIPUsIE THYYKOCTi pillleHHS Ta JO3BOJSIE IIBUIKO amamTyBaTH #oOro mo
OHOBJIEHMX BUMOT 260 MOSIBM HOBMX 3arpo3. [IpefcTaBiaeHa Mofeslb 0COONIMBO aKTyaabHa B ralyssx, Ae 06po6sSIOThCS
YYT/INBI JaHi: OXOPOHi 350pOB’s, 6aHKiBCbKOMY Ta (hiHAHCOBOMY CEKTOPAX, & TAKOXK y cdepi nepskaBHOTO YIIpaBIiHHS i1
indopmariiiinoi 6e3mnexu. 3aTPONIOHOBAHNIT MiAXiz 3aKIaa€e OCHOBY AJISI PO3POOKM it MaciITabyBaHHSI 6Ge3MeuHuX Ta
MPO30PUX CUCTEM, SIKi BiITIOBiaI0Th Cy4acHMM CTaHIapTam 36epeskeHHsT KOHQigeHIiiTHOCTi
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Abstract. The relevance of the study was due to the need to develop interpretable process-oriented models that allow
assessing the growth of the reliability function depending on the distribution of efforts. The aim of the work was to
model the processes associated with introducing, detecting, and correcting errors using algorithmic algebra and fuzzy
logic. The proposed methodology for software reliability analysis was based on the theory of reliability of algorithmic
processes. The logical-algorithmic model of the development process was built on the basis of linear, alternative, and
iterative operator structures. The sequence of works without feedback is described by the linear structure. The verification
and validation stages were described using alternative and iterative algorithmic structures. The process of checking
and correction, when detected errors were immediately removed, and new errors were not introduced, was described by
the alternative structure. The debugging process, during which new errors might be introduced, was described by the
iterative structure. The logical-algorithmic model in the form of the fuzzy knowledge base made it possible to design
software with the required levels of reliability and cost using improving transformations. The system of fuzzy logical
equations connected the correctness levels of the working, checking, and correction operations with the possibility of
correct execution of the development process. The allocation of efforts was formalised by the improving substitutions
introduced in the logical-algorithmic model. The controllable variables associated with improving substitutions were
interpreted as the quality of execution of the working, checking, and correction operations. The proposed fuzzy model of
software reliability allows to assess the risks of the development process based on expert and experimental information
about the reliability and time characteristics of the life cycle stages. The model was constructed by transferring reliable
parts of the development process obtained from the histories of errors and defects of previous projects into a process-
oriented reliability model of the current project. The example of reliability analysis of the process of developing a mobile
application for image aggregation was considered, where the influencing factors are the error-free execution of working,
checking, and correction operations. The practical significance of the study lies in the development of a toolset that makes
it possible to predict software reliability at different stages of the life cycle, to optimise the allocation of resources between
error detection and correction, and to reduce the risks of unsuccessful decisions in design and debugging
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Introduction

The main goal of software development is to provide the and analysis at various stages of development. As shown
best quality product within a limited time (cost). Function-  in the study D. Hanagal & N. Bhalerao (2021), tradition-
al reliability is the main criterion that requires modelling  al reliability growth models predict software failures, but
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do not allocate efforts to prevent them. Modelling events
that lead to software failures requires the description of
the software operation process and the definition of clus-
ters of influential factors (Sokol, 2025). Software reliability
analysis requires identifying the structure and parameters
of a reliability model obtained through process validation
to ensure compliance with requirements. At the same time,
as V. Pradhan et al. (2023) note, developers need interpret-
able reliability models that give them insight into where
to focus their efforts to reduce the risk of defects. Under-
standing the interdependence of events and processes is
critical to software reliability. Real-world scenarios involve
the risk of missing errors in the system because the pro-
cesses of error detection and removal are imperfect. In the
article M. Macak et al. (2022), process mining is defined as
a set of methods aimed at extracting basic knowledge from
processes to interpret data and understand the process in
dynamics. The authors of research U. Samal et al. (2025) ar-
gued that the description of risks and uncertainties inher-
ent in development processes determines the use of fuzzy
models of software reliability.

As noted in the study C. Thieme et al. (2020), risk as-
sessment is performed by embedding software functional
failures and their propagation effects into traditional risk
analysis models such as fault trees and event trees. Risk
prediction is performed using defect density analysis based
on the coordinate model combined with fault informa-
tion. In practice, the use of combinatorial models such
as fault trees or event trees is limited by the complexity
of system behaviour. To manage the number of states for
software components, Markov chains that model software
behaviour using object-oriented modelling templates are
proposed by R. Calinescu et al. (2021). The transition prob-
abilities between different system states can be obtained
from the operating environment. In the study V. Yakovyna
& 1. Symets (2021), a Markov model of software reliability
is proposed that allows predicting the maximum number of
operational states using the representation of a higher-or-
der Markov process by an equivalent first-order process
with additional virtual states. In a dynamic and uncertain
environment, the entropy characterises the probability
of transition to the next state of the system. U. Samal &
A. Kumar (2024) considered software reliability models
with detection and elimination of multiple failures that oc-
cur stochastically during testing stages. Reliability models
of debugging stages are focused on evaluating the intensi-
ty of failures depending on the frequency of errors. In the
study X. Chen & Y. Deng (2024), a software risk assessment
model is proposed that can measure the uncertainty asso-
ciated with stochastic testing and debugging processes by
introducing belief entropy. Statistical modelling is aimed
at identifying and ranking factors associated with the oc-
currence, detection, and elimination of errors. To consider
risk factors, a conceptual model based on expert recom-
mendations on project management is developed by B. Du-
arte et al. (2021). The conceptual model connects influ-
encing factors and their interaction with on-time delivery,
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where deviations from the schedule are due to the errors
in resource allocation. The work S. Butt et al. (2023) pro-
posed an ontological model of the software testing process
in the form of a knowledge graph, which establishes inter-
nal relationships between test cases and defects. Ontolog-
ical analysis of software systems includes the construction
of an ecosystem of software artifacts at different levels of
abstraction. In the study H. Ferreira et al. (2023), a concep-
tual reliability models of software-intensive systems using
machine learning and cloud technologies is proposed. The
model consisting of dozens of concepts and connections
between them is aimed at understanding processes and
events at the stages of software verification and validation.

Constructing process-based software reliability models
is computationally complex. The use of state-based models
such as Markov chains is limited by the growth of the state
space. The complexity of system behaviour limits the use
of conceptual models based on the knowledge graph. At the
same time, an approach aimed at transferring reliable com-
ponents of the previous system to the new one from the
failure history of existing systems can be a solution when
constructing process-oriented reliability models. Reliable
components are formalised as development stages related
to error detection and correction. In this case, the model
parameters represent a distribution of efforts that is easily
interpreted by developers and can be changed according to
requirements. The aim of the research was to develop the
interpretable process-oriented models of software reliabil-
ity based on the algebra of algorithms and fuzzy logic.

Materials and Methods

The proposed methodology for software reliability analysis
is based on the theory of reliability of algorithmic process-
es (Rotshtein et al., 2007). The uncertainty associated with
development stages is described using fuzzy logic (Rot-
shtein & Rakytyanska, 2012). The principles formulated in
the aforementioned studies were used to model the relia-
bility of the software development process. The description
of events related to the introduction, detection, and re-
moval of errors is carried out using V.M. Hlushkov’s algebra
of algorithms (Doroshenko et al., 2004). The logical-algo-
rithmic model consists of operators and logical conditions
as well as operator and logical structures that describe
discrete software development processes. In the theory of
reliability of algorithmic processes, a distinction between
working operators and correction operators is made. Logi-
cal conditions formalise the operations of checking the cor-
rectness of the execution of working and modifying opera-
tors. Workflows are described using the linear algorithmic
structures associated with the introduction of errors. The
processes of error detection and elimination are described
by the alternative and iterative algorithmic structures. The
logical-algorithmic description of the development pro-
cess is considered as an analogue of the fuzzy knowledge
base. Then, the reliability model in the form of the system
of fuzzy logical equations connects the possibilities of cor-
rect (incorrect) execution of the process and its elements
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included in the logical-algorithmic description. Improv-
ing transformations embedded in the logical-algorithmic
model ensured the increase in the reliability and cost of
the development process. Controllable variables associated
with improving transformations allowed generating vari-
ants of the development process with the required level of
quality under time constraints. Software for software relia-
bility analysis was developed in Python.

Logical-algorithmic models

of the development process

The software development process was described in the
system of V.M. Hlushkov’s algorithmic algebras using the
typical operator and logical structures (Doroshenko et
al., 2004). The linear structure described a sequence of
works without checking operations and feedback. Checking
operations corresponded to the stages of verification and
validation aimed at detecting errors. Correction operations
corresponded to the debugging stages aimed at removing
errors. The alternative structure described the branched
process of “work — checking (testing) — correction without
feedback”, when errors were detected and immediately re-
moved from the system; the iterative structure described
the cyclical process of “work — checking (testing) — correc-
tion with feedback”, when new errors can be introduced
during debugging. The process of developing a null version
of software with sequential implementation of stages was
described by a linear algorithmic structure of the form:

Ly=A A, A, M

where 4, is the working operator corresponding to the i-th
development stage; i=1,..., n; L, is the equivalent operator
corresponding to the linear structure of the null version.

The software development process is associated with
the introduction of errors of the j-type, j=1,..., m, which
are subject to detection and removal at the stages of veri-
fication and validation. It was assumed that e,={e, ,..., €, }
be the set of errors introduced during the execution of the
working operator A, k, +---+k =m. The processes of verifi-
cation and validation of the working operator A, with the
detection and removal of errors e, were described by the
following algorithmic structures (Rotshtein et al., 2007;
Rotshtein & Rakytyanska, 2012):

7 alternative algorithmic structure “work - check-

ing - correction without feedback”

B; = Aile;] (DVvUy; 2)

r  iterative algorithmic structure “work — checking —
correction with feedback”

Ci = Aile)] { Ri}, (3)
Wi
where w, is the logical condition for checking the correct-

ness of the execution of the working operator A, w,=1(0) if
the operator A, is performed correctly (incorrectly); D is the
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identical operator which is interpreted as fixing the results
of checking; U, is the correction operator during the execu-
tion of which detected errors are immediately removed and
new errors are not introduced; R, is the correction operator
during the execution of which new errors may be intro-
duced; B, C,are the equivalent operators corresponding to
the alternative and iterative algorithmic structures.

Software quality management was carried out with the
help of improving substitutions introduced into the logi-
cal-algorithmic model. Improving substitutions aimed at
increasing software reliability are interpreted as the qual-
ity of performing working, checking, and correction oper-
ations (Rotshtein & Rakytyanska, 2012). Improving substi-
tutions model the allocation of efforts to reduce the risk of
introducing errors during the development stage; reducing
the risk of missing errors at the testing stage; reducing the
risk of leaving errors in the system or introducing new er-
rors at the debugging stage. The distribution of efforts was
formalised by adding the following improving substitu-
tions into the logical-algorithmic models (1)-(3):

L = (A% (4)%... (An) s 4

Py = (A"t (_ DV (UY*); ®)
(wp"i

@=MM1§@WL ©)

where X, = (x,, X,,,..., X;,) is the vector of parameters that
determine the quality of execution of the working operator
(A) to reduce the risk of introducing the error e;; Y, = (y,,
Yipr--es Yy,) 18 the vector of parameters that determine the
quality of execution of the checking operator (w,) to reduce
the risk of missing the error e, at the stages of verification
and validation; Z = (z,, Z,,..., Z;) and Z; = (z;;, Z,p---, Z;,) are
the vectors of parameters that determine the quality of ex-
ecution of the correction operators (U, and R)) to reduce the
risk that the error e; will not be corrected and will remain
in the system and new errors will be introduced. The pa-
rameters x,, y;, Z;, z; €1, 3, 5, 7, 9}, which are chosen in
accordance with Saaty’s scale (Saaty, 1994; Rotshtein &
Rakytyanska, 2012), are interpreted as severity ranks of
the errors e, at the working stages and priority ranks at the
stages of checking and correction.

The process of software development, testing, and de-
bugging was described by an equivalent algorithmic struc-
ture obtained by replacing sections of the initial algorithm
(1) with the improving substitutions (4)-(6). The rules of im-
proving transformations (4)-(6) made it possible to represent
the generation of variants of the logical-algorithmic model
as inference in a formal grammar (Rotshtein et al., 2007):

G=(V, V, L, D), (M
where V, is the set of operator and logical functional units
(terminals), {A, U, R} and {w}, i=1,..., n; V is the set of
operator functional structures (nonterminals), {B, C}; L, is
the null version of the logical-algorithmic model; I is the
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set of improving substitutions: {(4)%, (U)%, (R)%} for the
working and correction operators; {(w)"} for the logical
conditions; {L, P, Q,} for the operator structures.

Thus, by selecting improving substitutions, the formal
description of the development process was synthesised
that ensures acceptable levels of software faultlessness and
development time. The functional network corresponding
to the null version of the development process is trans-
formed until a logical-algorithmic description is found that
satisfies the reliability and cost requirements. The sequen-
tial algorithmic structure was chosen as a null option. Each
improving substitution meant replacing some operator or
logical fragment of the functional network by another frag-
ment with an increased level of reliability at the expense of
additional costs.

Fuzzy model of software reliability

The level of correctness of the software development pro-
cess was assessed using the system of fuzzy rules. An ana-
logue of the fuzzy knowledge base and a carrier of the relia-
bility model is the logical-algorithmic description of events
associated with the occurrence, detection, and elimination
of the causes of incorrect operation of the software system.
The inputs of the process-oriented model are the reliabili-
ty-time estimates of working, checking, and correction op-
erators. At the output of the process, two classes of situa-
tions corresponding to correct (1!) and incorrect (u°=1-u')
execution of the task are identified. Then, for the sequen-
tial algorithmic structure (4) with improving transforma-
tions (5), (6), the correctness of completion of the stage A,
i=1,...,n,is described by a system of fuzzy rules:

IF the working operator A, is executed correctly

OR errors are correctly detected and removed during
checking w, and U, correction,

AND no new errors have been made,

OR errors are correctly detected and resolved during
correction R.

(with the possibility of introducing new errors)

THEN the stage is completed correctly.

The following system of fuzzy logical equations that
connects the levels of fuzzy correctness of operators and
logical conditions with the classes of decisions correspond-
ing to correct (u!) and incorrect (1°=1 — u') execution of the
task is derived from the fuzzy knowledge base:
for the alternative structure

My, =l (X) - (V) + ) (X) - 1y, (2); ®
for the iterative structure

=i () -1, (V) + g (X) - g (Z) +
U [P+ 1) iy (Z) +
+ [ [pg? + w1 up (Z), )

where the risk of repeated correction is

= 1-[pf (X) - p, (V) + 1l (X) - b (ZD)], (10)
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where p! (1)), u! (u0), and p; (u) are the possibilities of
correct (incorrect) execution of the working (4,), checking
(w), and correction (U) operators; pi,. (uoo HIO) is the distri-
bution of fuzzy correctness of the cychc correction opera-
tor R; q is the number of verification and correction cycles
for the iterative structure; p, (1)) and pg () is the pos-
sibility of correct (incorrect) execution of the equivalent
operators P,and Q..

The reliability of working, checking, and correcting
operators was modelled on the basis of expert and exper-
imental data on the distribution of errors of various types
(interface errors, errors in the logic of the program, errors
in the processing of parallel data flows, etc.). Following the
m-ary concept of errors (Rotshtein et al., 2007), the possi-
bility of identifying and correcting errors of the j-th type,
j=1,..., k, was considered at the i-th stage. Managing the
risks of introducing and omitting errors when executing
working, checking, and correction operators was carried
out using controllable variables as follows:

wh, () =TI 1(1— [5,15),

b, (%) =TI, (1— (12, 1), (11)
1 (2) =TI (1—[#011 Zu)
uk (Z) =TI} ( — [+ 1017 ) 12

where p) (u) is the possibility of avoiding (introduc-
ing) the error e, when executing the working operator A;
I, (1) is the p0551b111ty of detecting (missing) the error e,
when checking the truth of the logical condition w,; . (pU?])
is the possibility of removing (leaving in the system) the
error e; when executing the correction operator U p,,' (1),
ua0) is the possibility of removing (leaving in the system)
the error e; and introducing new errors when executing the
correction operator R..

Fuzzy correctness of the multistage development pro-
cess described by a sequence of the alternative and itera-
tive algorithmic structures was defines as follows:

p=1 (u' X, Y, Z, Z)), S.€{P, Q}. (13)

The execution time of the working (t,), checking (¢, ),
and correction (t,, t,) operations was calculated in pro-
portion to the development time of the null version of the
working operator ¢, as follows:

0 ax(yU) 0
tAi(Xi)=(1+ )tA,t () =——13,
max(zu) 0
oo (Z) = ———t4, (14)

where the maximum quality ratings arex, ,y .,z =9.
The execution time of the algorithms (4)-(6) was esti-

mated as follows:

for the alternative structure

=1, (X0) + £, (V) + ty,(Z)));

for the iterative structure

(15)

th =
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ty = L1 (ta, (X)) + q(tw, YD) + tr,(ZD)),  (16)
where t,, t, is the execution time of the equivalent operators
corresponding to the alternative and iterative structures.

Thus, correlations (8)-(13) define the fuzzy model of
software reliability growth. The increase in software reli-
ability was achieved by managing risks of incorrect per-
formance of the task. Parameters of working, checking,
and correction operators determine the efforts aimed at
reducing the risks of errors at all stages of development.
The growth of the reliability function is ensured by intro-
ducing the quality indicators of working, checking, and
correction operations in accordance with the Saaty’s scale.
Fuzzy logical equations model the increase in the level of
fuzzy correctness depending on the distributed efforts. The
development time determined by correlations (15), (16) is
calculated in accordance with the priority ranks of working,
checking, and correction operators.

Results and Discussion
Example: Risk assessment
of the mobile application development.
The problem of reliability analysis of a mobile applica-
tion for image aggregation is considered (Rakytyanska &
Prus 2024). It is assumed that a logical-algorithmic mod-
el of the development process is given, where risk assess-
ments of the working, checking, and correction operations
can be obtained on the basis of already completed projects.
The problem of reliability analysis was formulated as fol-
lows. For the given logical-algorithmic model, it is neces-
sary to minimise risks of introducing, missing, and leav-
ing errors in the system by distributing efforts to perform
working, checking, and correction operations. The devel-
opment time should not exceed 16 weeks.

The logical-algorithmic model of the development
process looks as follows:

A=A, le)) DVU)...A, 6] (DVU) A, le]] (R} A, [e] OVU)
Asle] OVUY A, le] (R)--A ey (Rg)

A, le,] (DVUY..A, e, (DVU,). (17)
(1)16 (A)19

Here A, - requirements analysis; e,={e, }, where ¢, -
requirements incorrectly defined by the customer;

A, - development of technical specifications for soft-
ware design; e, ={e, ,..., €, .}, where e, —incorrect formula-
tion of technical requirements; e, , - lack of clear software
goals; e, . — improper distribution of roles and responsibil-
ities; e, , - changing requirements; e, . - incomplete detail-
ing of the project;

A, — development of technical specifications for pro-
gramming; e, = {e, ,..., €, }, where e, - misunderstand-
ing of technical aspects; e,, — inconsistency of resources
and deadlines; e, . — lack of quality control; e, , - failure to
consider risks;

A, - development of UI/UX design; e, = {e, ,..., €.},
where e, | - inconsistency with user needs; e,, — complex
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and confusing interface; e,, — poor readability and con-
trast; e, , — non-optimised images; e, . — lack of process-
ing of user paths; e, . — ignoring updates and trends; e, , —
non-adaptive design;

A, —analysis of implementation methods; e,={e, ,e, .},
where e, | —neglect of resources; e, , — neglecting expansion
needs;

A, - analysis of architectural solutions; e, ={e. , e ,},
where . - disregarding software functionality; e,, — ne-
glecting expansion needs;

A, - software architecture development; e, = {e, ,...,
e, .}, where e, —errors in the analysis of architectural solu-
tions; e, , — suboptimal performance; e, . — dissatisfaction
with security needs;

A, - interface development; e ={e, ,...,e, .}, wheree, -
design pattern mismatch; e , — using the wrong style ele-
ments; e . — inappropriate animations; e, , — non-adaptive
interface; e, . - errors in the text;

A, — development of software modules; e,={e, ,,..., €},
where e, - errors in the program code; e, , — third-party li-
brary errors; e, — errors in the work algorithms of software
modules; e, , — unoptimised code;

A, - development of image processing module;
e, ={e, ..., €,,}, where e, — processing algorithm errors;
e, , — internal library error; e, , — hardware processing algo-
rithms are not supported; e, , — overloading of the comput-
ing resources of the device;

A, - database development; e, ={e, ..., €}, where
e,,, — database normalisation is broken; e, , — wrong data
types; e, , — incorrect types of relationships between tables;

A, - connecting logic to the interface; e, ={e,, ,, €,,,},
where e, | - inconsistency of the interface with the pro-
gram logic; e, , - interface design errors;

A, - software testing; e,,={e,, ,..., €,.}, where e, -
using the wrong user flow during testing; e,,, — there is
no verification of software operation on different devices;
e,,; — no smoke testing; e, , - there is no verification of the
problem in several approaches; e,, . — no testing with poor
or no internet connection;

A, - error correction; e, ={e,, ..., €}, where e, -
incorrectly formulated ways of reproducing the error;
e, — not following all paths to reproduce the error; e . . -
no playback error with correct playback paths; e . , — there
is no verification of the entire software module when the
software code changes in it;

A, - checking the requirements of the technical task;
e, ={e, e,,}, where e - inconsistency of the current
design with the requirements; e, ,, — non-compliance of
the software functionality with the requirements of the
technical task;

A, - verification of the software product by the cus-
tomer; e, ={e,. , €.}, where e ., — non-compliance of the
software with the primary requirements; e ., — non-com-
pliance of the interface with the primary requirements;

A,, — preparation for publication; e, ={e, ..., €,,},
where e, - there is no full testing of the software before
publication; e ., — uncorrected critical software errors;
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e, — errors in the description of the user terms of service
provision; e, , - there is no testing of alpha and beta ver-
sions of the software;

A, — checking requirements before publishing to
AppStore, Google Play; e, = {e,..., €,,}, where e -
non-compliance with the requirements of applica-
tion stores; e, — misrepresentation of user data; e, —
non-compliance with the requirements to be effective after
publication; e, - non-compliance with country-specific
publication requirements;

A, — publication; e ={e,, e,,}, where e, - error
when uploading the application assembly to the applica-
tion store; e, — publication of the application without
taking into account analytical data;

A, - support; e, ={e ,..., €,.}, where e, — no re-
sources for support; e, — critical bug fixes are missing;
€, — 1o support for new platform requirements.

In (16), the stages A - A,, A, A, A, — A, are described
by the alternative algorithmic structures without feedback,
and the stages A, A, - A, are described by the iterative
algorithmic structures with feedback. Risk assessments for
the working, checking, and correction operators are giv-
en in Table 1. Error distribution ranges were obtained on
the basis of expert and experimental data. To estimate the
fuzzy correctness of the operators and operator structures
in (16), the histories of errors and defects of 56 already
completed projects in the field of mobile application de-
velopment were considered. The reliability of working op-
erators (u,') is determined based on fuzzy estimates of the
frequency of introducing errors of various types. The reli-
ability of checking (u!) and correction (i, 1t,') operators
is determined based on fuzzy estimates of the frequency of
detection and correction of errors of various types. Given
the fuzzy correctness (u'), the risk (1°=1- ') is calculated.

Table 1. Risk assessments for the working, checking, and correction operators

b Checkingoperator | COmecten thut

A My M, ITH [T [T

A, 0.392 0.464 0.214 - -

A, 0.115-0.428 0.185-0.396 0.120-0.275 - -

A, 0.196-0.410 0.142-0.339 0.107-0.250 - -

A, 0.250-0.375 0.160-0.285 - 0.071-0.160 0.053-0.107
A, 0.160-0.267 0.178-0.250 0.089-0.178 - -

A, 0.214-0.357 0.196-0.304 0.185-0.214 - -

A, 0.304-0.410 0.214-0.392 - 0.089-0.178 0.071-0.142
A, 0.232-0.446 0.285-0.464 - 0.107-0.267 0.053-0.125
A, 0.125-0.392 0.196-0.428 - 0.160-0.250 0.125-0.178
A, 0.214-0.464 0.125-0.375 - 0.142-0.232 0.107-0.160
A, 0.107-0.250 0.196-0.267 - 0.089-0.214 0.071-0.125
A, 0.285-0.392 0.178-0.304 - 0.178-0.232 0.089-0.160
A, 0.196-0.428 0.214-0.339 - 0.160-0.304 0.107-0.142
A, 0.304-0.446 0.267-0.410 - 0.125-0.160 0.071-0.125
A, 0.107-0.160 0.089-0.125 - 0.071-0.089 0.053-0.071
A, 0.125-0.178 0.107-0.160 - 0.107-0.214 0.053-0.089
A, 0.089-0.232 0.125-0.178 0.071-0.160 - -

A, 0.196-0.267 0.160-0.214 0.107-0.178 - -

A, 0.160-0.214 0.142-0.196 0.053-0.071 - -

A, 0.107-0.178 0.125-0.214 0.089-0.142 - -

Source: created by the authors

When calculating the reliability of algorithmic struc-
tures using formulas (8), (9), the risk of incorrect comple-
tion of development stages for preliminary risk assess-
ments is 10-25%. This means that without proper resource
allocation, the possibility of cascading and interactive ef-
fects as the consequences of errors propagation steadily
increases. As a result, the goals of the project cannot be
achieved within the established time frame. Assessments
of the correctness of software development stages after ef-
forts distribution are given in Table 2. Risk management is

carried out based on formulas (11), (12) by dividing efforts
(x;, ¥;» 2;) to reduce the risks of introduction (u A‘f/,), imperfect
detection (i), and incomplete correction (i, iy;) of the
set of errors e,={e}, j=1,..., k. The result of the effort dis-
tribution is a stable growth of the reliability function due
to the correct execution of the working (u, ), checking (u!),
and correction (i, 4y ) operators. Estimates of the correct
completion of each stage (i, uj,) associated with correct-
ness of the execution of the alternative or iterative struc-
ture, are obtained using formulas (8), (9).
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Table 2. Fuzzy correctness of development stages after distribution of efforts among working,
checking, and correction operators

Stage xoerrkaitr:g Checking operator Correction without feedback Correction with feedback
A X; M, Y; 1A uy, T8 z; 718 My,
A, 5 0.940 7 0.995 7 0.998 0.996 - - -
A, 57 0.986 7-8 0.998 6-8 0.999 0.998 - - -
A, 4-5 0.972 6-7 0.998 6-7 0.997 0.996 - - -
A, 4-5 0.980 56 0.998 - - - 5-6 0.997 0.995
A, 3-4 0.981 4-5 0.997 3-4 0.998 0.996 - - -
A, 4-5 0.984 5-6 0.997 5-6 0.995 0.997 - - -
A, 5-6 0.978 6-7 0.996 - - - 6-7 0.997 0.996
A, 5-6 0.963 5-7 0.996 - - - 7-8 0.999 0.996
A, 4-6 0.974 6-7 0.997 - - - 7-8 0.996 0.995
A, 4-5 0.950 5-6 0.996 - - - 6-7 0.995 0.992
A, 3-4 0.984 4-5 0.998 - - - 5-6 0.999 0.997
A, 3-4 0.973 4-5 0.995 - - - 4-5 0.996 0.995
A, 5-6 0.936 6-8 0.998 - - - 7-8 0.996 0.994
A, 5-6 0.990 6-7 0.996 - - - 7-8 0.998 0.996
A, 3-4 0.982 4-5 0.998 - - - 4-5 0.997 0.996
A 3-4 0.990 4-5 0.997 - - - 4-5 0.998 0.995
A 2-3 0.947 2-3 0.995 2-3 0.996 0.995 - - -
A, 2-3 0.981 3-4 0.998 2-3 0.994 0.997 - - -
A, 2-3 0.954 3-4 0.997 3-4 0.998 0.996 - - -
A, 2-3 0.968 4-3 0.998 2-3 0.997 0.995 - - -

Source: created by the authors

The obtained results demonstrate the correct ranking
of risks during the performance of working, verification,
and correction operations. The possibility of correct com-
pletion of the project is estimated using formula (13). Risk
assessments during the analysis of requirements and de-
velopment of technical specifications at the stages A-A,
amount to approximately 1%. Risk assessments during the
analysis of user’s design, implementation methods, and ar-
chitectural solutions at the stages A.-A, are less than 1.5%.
Risk assessments during the development and testing at
the stages A,-A . are around 5%. Risk assessments in prepa-
ration for publication and support at the stages A -A,, are
less than 2%. Reducing the risk of incorrect completion of
the previous stage A, | allows avoiding the effects of cas-
cading and interaction when spreading the consequences
of errors e, ={e },j=1,..., k, at the stages A, A, ..., A.

The schedule for the execution of the sequential dis-
crete process (16) is shown in Figure 1. The calendar plan
was calculated using formulas (14), (15) taking into account
the costs of checking and correction in accordance with the
distribution of efforts. To comply with time constraints,
the start of each stage was chosen as early as possible.
The development of technical specifications at the stages
A,-A, takes 1-2 weeks. The development of user’s design
and architectural solutions at the stages A.-A; takes ap-
proximately 4 weeks. The duration of the development and
testing stages A,-A,; is around 12 weeks. The final stages
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of preparation for publication A -A , take no more than 2
weeks. When calculating the calendar plan, contextual his-
tories of already completed projects were used, where the
duration of the development and testing stages makes up
80% of the project time. The time spent on detecting and
correcting errors was estimated in proportion to the devel-
opment time of the null version of the stage, depending on
the priority of the errors. As a result of proper distribution
of efforts, the software development period does not ex-
ceed 16 weeks, which guarantees timely delivery.

Within the given schedule, the progress of the project
in the form of the cumulative flow diagram can be predict-
ed using the system of fuzzy rules and assessments of cor-
rect execution of the operators and logical conditions (Ta-
bles 1, 2). The number of tasks in development and testing
is known for each week of the calendar plan. The decision
to accept the task (or return it for revision) is made based
on the possibility of correct execution of the working and
checking operators 4, ub, The decision about the suc-
cessful revision is made based on the possibility of correct
execution of the debugging operators g, ug . The decision
about the successful completion of the stage is made based
on the possibility of correct execution of the alternative
or iterative structure pp, ug, that allows to estimate the
number of completed tasks and the number of tasks in the
queue. The experimental and model cumulative flow dia-
grams are shown in Figure 2.
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Source: created by the authors

Comparison of the experimental and model dynam-
ics of the project indicates stable software quality man-
agement. As a result of the correct distribution of efforts,
the number of completed tasks is steadily increasing; the
number of tasks in development and testing remains sta-
ble; the number of tasks in the queue is steadily decreasing.
In practice, dynamics of a real project allows for short-term

Information Technologies and Computer Engineering, 2025, 22(3)

horizontal sections indicating the resolution of problems.
In case of periods of decline, the model can predict the
recovery of the chart. Thus, the proposed model demon-
strates the ability to correctly approximate the progress of
real projects under conditions of risks and uncertainty.
Software developed in Python for software reliabil-
ity analysis is an intelligent system that implements a
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logical-algorithmic model of the development process. The
system is integrated with the analytical module by forming
fuzzy rules that take into account the possibility of occur-
ring, detecting, and correcting errors at different stages of
the software life cycle. The system allows modelling the
processes “work — checking — correction” using improving
substitutions and assessing the level of correctness based
on a system of fuzzy logical equations. The controllable
variables embedded in the logical-algorithmic model for-
malise the distribution of efforts according to task priority.
Visualisation tools make it possible to analyse the dynam-
ics of the project depending on the distributed efforts. For
practical application, the model is integrated with reposi-
tories of error and defect histories, automatically adapting
the parameters of fuzzy rules based on empirical data from
previous projects.

Discussion of the results of evaluating

the effectiveness of the software reliability model

This paper proposes a software reliability model that al-
lows generating improving transformations of the devel-
opment process in the form of linguistic rules to prevent
the risks of software defects. Such rules are the carrier of
the software quality management model, as they give prac-
titioners the opportunity to distribute efforts under limited
time conditions. The logical-algorithmic model of software
reliability is obtained on the basis of an intelligent analysis
of software development processes. The process-oriented
model predicts the risks of software defects based on as-
sessments of the correct execution of the process elements,
such as the stages of development, testing, and debugging.
The principal difference is the integration of the controlla-
ble variables into the logical-algorithmic description of the
software life circle that allows managing the development
risks. Improving substitutions allow to simulate events
that ensure software reliability growth at the development
stages. As a result, the proposed approach, which is similar
to knowledge distillation, allows transferring reliable parts
of the previous projects into a process-oriented reliability
model of the current project.

Distillation-based models of software reliability aim to
define action plans based on software analytics and practi-
tioner findings. In the study B. Littlewood et al. (2020), fail-
ure rate data of existing software is used as a prior distri-
bution when assessing the reliability of a new system. This
approach ensures transferring reliable components of the
previous system to the new one from the history of failures
of existing systems. The article A. Filippetto et al. (2021)
consider a database of failures and defects of already com-
pleted projects as a context history. The failure history of
existing software is used to assess the reliability of a new
system by modelling scenarios using distance-based sim-
ilarity measures. In the work M. Asif & J. Ahmed (2020),
a decision support system is developed that automatically
generates rules to reduce software risks based on frequent
failure patterns. A rule-based machine learning approach
is used to establish relationships between risk factors and
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software reliability, where the previous failure cases and the
corresponding action plan are associated with rules. N. Al-
nahdi & R. Alnanih (2024) consider an information model
that integrates usability testing and reliability analysis at
the stage of interface design to enhance the system per-
formance based on user experience. The conceptual model
is adjusted to identify risks using expert recommendations
for minimising risks observed during the implementation
of similar projects. The work D. Rajapaksha et al. (2022) pro-
poses a defect prediction model for the automatic develop-
ment of planning strategies using a qualitative study and
empirical assessment of the impact factors determined by
the software development methodology. Current planning
actions are generated in the form of rules-based explana-
tions and associated risk thresholds. The rule-based model
proposed by T. Hovorushchenko (2021) predicts the risks
of software defects based on many factors obtained from
the analysis of experimental data. The risk management
model generates planning strategies directly in the form of
expert recommendations. R. Ouriques et al. (2023) use the
approach based on the grounded theory to generate expla-
nations regarding the compliance of the current state of
the project with the requirements. The intelligent process
analysis allows reconstructing the sequence of events that
can cause software failure. As noted in the study J. Diaz et
al. (2023), modelling condition-event relationships using
the grounded theory requires transparency and replica-
bility, which improve the trustworthiness of the generated
recommendations. Qualitative data analysis in empirical
software research takes into account the perspectives of a
group of experts to structure codified knowledge based on
a consistent interpretation of events.

Unlike process-based models that examine clusters
of factors influencing condition-event relationships, the
proposed model uses a time series approach. Correction
of the execution of the multidimensional discrete process
with the m-ary concept of errors is carried out by selecting
improving substitutions. The number of model parameters
is reduced to the number of error types k, at each stage A,
i=1,..., n. Then, the following groups of risks are consid-
ered: risks of introducing errors during development; risks
of missing errors during testing; risks of leaving errors in
the system or introducing new errors due to imperfect de-
bugging. In particular, to assess the risks of the mobile ap-
plication development process, from 2 to 7 risk factors or
types of errors were considered at each stage of the life cy-
cle A, ..., A, Therefore, in order to manage the quality of
development, it is sufficient to distribute efforts for the cor-
rect completion of the stages, where the processes of intro-
ducing, detecting, and removing of errors are described by
the algorithmic structures “work - checking - correction”.
Improving transformations formalised by the controllable
variables are associated with the thoroughness of develop-
ment due to the increase of the working time or the skills
of developers. The application of the proposed model is
limited to discrete algorithmic processes, where risk man-
agement is carried out within the time frame of each stage.
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Conclusions

This article proposes an approach to modelling the relia-
bility of the software development process based on the al-
gebra of algorithms and fuzzy logic. The multidimensional
discrete process of the software development is described
using the modified system of V.M. Hlushkov’s algorithmic
algebras. The algorithmic description of events related to
the introduction, detection, and removal of errors is con-
sidered as the fuzzy knowledge base “work — checking - cor-
rection”. The linear structure describes a sequence of works
without feedback. The alternative structure describes the
process of testing and correction where errors are detected
and immediately removed from the system. The iterative
structure describes the debugging process with the possi-
bility of introducing new errors. The logical-algorithmic
model makes it possible to develop algorithms with the re-
quired levels of correctness and cost based on expert and
experimental reliability assessments obtained at the stages
of the software life cycle.

A fuzzy model of software reliability growth is pro-
posed. The reliability model in the form of the system of
fuzzy logical equations connects the possibility of correct
(incorrect) execution of the process and the assessments
of correctness of the working, checking, and correction
operators. Software reliability analysis is associated with
assessing the risks that arise during development, verifica-
tion, and validation due to non-compliance with design re-
quirements. Risk management is carried out with the help
of improving substitutions embedded into the logical-al-
gorithmic model. Improving substitutions allow modelling
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AHoOTAULiA. AKTyaJbHICTb [OOCIIIKEHHS 3yMOBJIEHA HEOOXiOHICTIO pO3poOKM iHTeprpeTabelbHUX IPOLEC-
OpPiEHTOBAHUX MoOJeseil, IKi JO3BOJSIIOTh OLIHUTY 3pOCTaHHSI QyHKIi HAZiHOCTI 3a7eKHO Bill PO3MOIITY 3yCUITb.
MeTa pob60TH mossiraga B MOZAENIOBAHHI MMPOLECiB, TOB’SI3aHMX i3 BHECEHHSIM, BUSIBJIEHHSIM Ta BUIIPABI€HHIM ITOMUIIOK
3acobamMu anre6py aJIrOPUTMIB Ta HEUITKOI JOTiKM. 3aIIPOIIOHOBAHA METOIOJIOTiSI aHaMi3y HaAiiHOCTi MPOTrpaMHOro
3abesneveHHs1 6asyBasacs Ha Teopii HaAIHOCTI anrOPUTMIYHMX MPOLeciB. JIOTIKO-aITOPUTMIYHA MOZENb IIPoliecy
pO3pobKkyM MoOymoBaHa Ha OCHOBI JiHiIHOI, aTbTepHATMBHOI Ta iTepaTUBHOI OMEPaTOPHUX CTPYKTYP. IToCaimoBHICTD
poGiT 6e3 3BOPOTHOTO 3B’SI3KY OIMMCAHA JIiHiiTHOIO CTPYKTypoto. ETanu Bepudikaiiii Ta Banaigarii onmcaHi 3a JOMOMOT0I0
aJbTepHATMBHOITa iTepaTMBHOI aJITOPUTMIUHMX CTPYKTYP.[Ipoliec mepeBipKy Ta BUIIPaBAe€HHS, KO BUSIBI€HI TOMUIKU
HeraiHo yCyBalIucsl, a HOBi MOMMW/IKY He BHOCUJIMCS, ONIMCAHO aIbTepPHATUBHOIO CTPYKTYpoI0. [Ipoliec HamaroakKeHHs,
IiJ] Yac SIKOr0 MOXYTb BHOCUTUCh HOBi IOMMJIKY, OITMCAHO iT€PATUBHOIO CTPYKTYPOIO0. JIOriKO-aIropuTMiuyHa MoJenb y
BUIVISLLi HEUiTKOI 6231 3HAHb JO3BOIMIIA TIPOEKTYBATY MMPOTpaMHe 3abe3neueHHs 3 HeOOXiZHMMY PiBHSIMU HALiIHOCTI
Ta BUTPAT, BUKOPUCTOBYIOUM TOKPAIyBaIbHi TepeTBopeHHsI. CucTeMa HeUiTKUX JIOTIYHKX PiBHSIHb MOB’sI3yBaJia piBHI
MPaBWIbHOCTI POOOUMX, KOHTPOIBHUX Ta TOPOOOUHMX OTepalliii 3 MOKIMBICTIO MPAaBWJIBHOTO BMKOHAHHS IIPOLieCy
po3pobku. Posmopin 3ycuiab GopmasnizoBaHO 3a JOTIOMOTOI0 MOKpAIlyBadbHMX MiJCTAHOBOK, BBEJEHUX Y JIOTiKO-
aATOpUTMiuHy MoJenb. KepyBanabHi 3MiHHIi, MOB’SI3aHi 3 TOKpAIlyBaJbHMMM IIi[CTAHOBKAMM, iHTEPIIPETYBaIUCS
SIK SIKICTh BMKOHAHHSI pPOOOUYMX, KOHTPOJBHMX Ta J[HOPOOOUHMX OIlepaliii. 3amporoHOBaHAa HeYiTKa MOJelb
HaJilfHOCTI MporpaMHOro 3abe3reyeHHs AO3BOIWIA OLIHUTU PU3UKU MPOIECY PO3POOKM HA OCHOBI eKCIepTHOI Ta
eKcrepuMeHTanbHOi iHGopMallii mpo HaLiifHiCTh Ta YaCOBi XapaKTePUCTUKY eTalliB XUTTEBOTO IMKITY. HediTka Mozenb
6yna mobymoBaHa LUISIXOM TepeHeCeHHs HaliliiHMX YacTMH MPOoIecy pOo3po6KM, OTpUMaHUX 3 iCTOpiii MOMMIIOK Ta
nedexTiB rornepenHix MPOEKTIB, y MPOIEC-0PiEHTOBAHY MOJIe/Ib HAIi/THOCTI TOTOYHOTO MPOEKTY. PO3MISIHYTO MPUKIaZ,
aHaTi3y HaJiifHOCTi Mmpolecy po3pobky MOOGITBHOTO NOJATKY JJIsl arperailii 306paxkeHb, e BIVIMBOBUMM (aKTOpaMmu
€ 6e3MOMMIKOBe BMKOHAHHSI POOOUYMX, KOHTPOJbHUX i JOPOOOUHMX omepaliil. [IpakTuuHe 3HAYEHHS HOCTiIKeHHS
TIOJISATAE Y CTBOPEHHI iHCTpYMeHTapilo, 1[0 Ja€ 3MOry TPOTHO3YyBaTH HaAi/iHiCTh MPOTPAaMHOr0 3a6e3MeueHHs Ha Pi3HUX
eTamnax ioro >XUTTEBOrO LIMKIY, ONTUMi3yBaTu POS3IIOAIJA pecypciB MiX BUSIBIEHHSIM i BUIIpaBJIeHHSIM MOMMJIOK Ta
3MEHUIYBAaTU PU3MUKM HEBJAIMX PillleHb Y TPOEKTYBaHHI 1 HanaromkeHHi

KniouoBi cnoBa: HaiiiHicTh MporpaMHoOro 3a0esnedyedHs ; OLiHKa PU3UKIB IIPOLECY PO3POOKM; PO3IIOMAII 3yCUIb;
JIOTiKO-aJITOPUTMiUHA MOJe/ib; HeuiTKa MoAeab HaAiliHOCTi
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Abstract. The research relevance is determined by the need to create effective, transparent, and cyberattack-
protected network management systems. The study aimed to systematise and critically analyse current approaches
to combining artificial intelligence, software-defined networks, Zero-Trust architecture and blockchain to build
adaptive, transparent and cyberattack-proof network management systems. A conceptual review of secure network
management technologies was conducted using interpretative and comparative analysis of scientific sources, systemic
and structural-categorical analysis of the characteristics of software-defined networks, Zero Trust architecture,
blockchain, and artificial intelligence, and modelling scenarios for their application to improve the adaptability,
transparency, and resilience of network systems in critical sectors of Ukraine. The results showed that the combined use
of these technologies provides centralised traffic management, dynamic access policies, transparency of operations,
and the ability to autonomously detect threats, significantly increasing the resilience of the network to multi-vector
cyber-attacks. The study determined that the main problems of integrating these technologies into network systems
are the opacity of artificial intelligence solutions, conflicts between the dynamism of models and the immutability
of blockchain, high resource requirements, and the complexity of policy coordination in multi-domain networks. The
implementation of Explainable Artificial Intelligence, hybrid architectures, off-chain solutions, model optimisation,
and federated protocols has overcome limitations, providing a transparent, adaptive, and secure network system
capable of responding effectively to threats and dynamic changes in the environment. The results showed that
traditional solutions based on static firewalls and centralised control are limited in terms of response speed, attack
detection accuracy and scalability. Integrated models combining artificial intelligence, software-defined networking,
Zero-Trust architecture, and blockchain provide instant threat response, highly accurate attack detection, dynamic
access control, automated auditing, and effective scalability, creating an adaptive, resilient, and transparent network
system. The results of the study can be used to develop and optimise cybersecurity policies, automate access control
and network event monitoring, and build scalable and transparent architectures of management systems

Keywords: network security; cyber defence; intrusion detection; machine learning; explainable artificial intelligence

Introduction

The growing complexity of cyber threats renders tradition-  solutions capable of detecting anomalies in real time and
al network security models based on static policies and adaptively changing access policies. The combination of
perimeter protection ineffective. Modern attacks bypass artificial intelligence (AI), Software-Defined Network-
classic defence mechanisms, creating a need for dynamic  ing (SDN), Zero Trust Architecture (ZTA) and blockchain
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creates the basis for new approaches to security manage-
ment. Al provides traffic and user behaviour analysis, SDN
provides a flexible infrastructure, ZTA enables micro-seg-
mentation and dynamic authentication, and blockchain
ensures the immutability of event logs. For Ukraine, such
synergy is necessary in the context of protecting critical
infrastructure and government electronic services from
hybrid threats.

The issue of integrating technologies to improve the
adaptability and security of network systems was ad-
dressed by Ukrainian scientists. V.S. Nikitchenko (2024)
studied the trends of digital transformation of business
structures in the context of Industries 4.0 and 5.0, pay-
ing attention to the integration of modern technologies
to improve the adaptability and efficiency of enterprises.
The study demonstrated that the comprehensive imple-
mentation of automated control systems and decentral-
ised technologies, such as blockchain and Al, can signifi-
cantly increase the reliability of business processes, which
directly correlates with approaches to the integration of
SDN, ZTA and blockchain in secure network environments.
These findings confirm the relevance of combining several
technologies to ensure the adaptability and transparency
of network systems. In turn, M.V. Vorokhob (2023) analysed
models and methods for the improvement of enterprise se-
curity policies based on the Zero Trust methodology. The
study emphasised that the implementation of behavioural
access control models, continuous user monitoring and dy-
namic policy adaptation is key to reducing the risks of in-
sider threats and ensuring the reliability of multi-domain
networks. These concepts correlate with the use of AI+ZTA
in practical scenarios of integrated network management,
where Al behavioural algorithms assess user risk and auto-
matically adapt access rights.

S.A. Latif et al. (2022) proposed a comprehensive se-
curity architecture for IoT networks of cyber-physical
systems, integrating Al, blockchain, and SDN. The study
demonstrated that this combination not only automates
anomaly detection and attack prediction but also ensures
real-time data transparency and immutability. These re-
sults confirm the feasibility of using multi-component
solutions to improve the resilience of critical network in-
frastructures. At the same time, M.H. Bashaa et al. (2025)
reviewed the integration of ZTA and machine learning (ML)
to improve the security of software-defined networks. The
study determined that the combined use of behavioural
models, adaptive access policies, and Al for threat pre-
diction significantly improves attack detection accuracy
and enables rapid response to incidents. The authors also
emphasise the relevance of audit and monitoring automa-
tion, which is consistent with practical cases of integrated
network solutions implementation in various industries.
L. Alevizos et al. (2022) considered the issue of extending
ZTA to endpoints using blockchain. The study determined
that the integration of decentralised registries increas-
es the system’s resistance to attacks and ensures audit
transparency. The study emphasised that combining ZTA
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and blockchain helps protect critical network components
and boosts trust in secure access management in corporate
environments. This approach is relevant to the analysis of
the potential of integrated network security solutions that
combine ZTA and decentralised technologies.

S. Tiwari et al. (2022) proposed an approach to inte-
grating Al with ZTA to improve the adaptability of net-
work security in modern cyber threats. The study showed
that Al can be used for real-time assessment of user and
device behaviour and automatic adjustment of access
policies, which significantly reduces the risk of security
breaches. The study emphasised the potential of combin-
ing Al and ZTA to increase the flexibility and effectiveness
of multi-domain network protection. B. Chowdhury et
al. (2023) presented a conceptual model of a digital twin for
e-Healthcare based on 6G using Zero Trust and blockchain.
Al-driven attack prediction and response mechanisms,
combined with decentralised registries, have been shown
to enhance the security of critical healthcare systems. This
approach demonstrates the practical benefits of integrat-
ed solutions in the context of protecting confidential data
and ensuring service continuity. At the same time, A.V. Na-
garjun & S. Rajkumar (2024) conducted a comprehensive
review of the potential of deep learning and blockchain for
intrusion detection systems (IDS). The study determined
that the combination of AI and blockchain increases the
accuracy and speed of anomaly detection while ensuring
the transparency and immutability of event logs. This ap-
proach supports the idea of creating adaptive, autonomous
security systems that can effectively respond to complex
and multi-vector threats.

An analysis of previous studies demonstrated that ex-
isting studies are mostly limited to theoretical models or
the analysis of individual corporate cases, without cover-
ing their interaction in scalable environments focused on
the public sector and critical infrastructure. This creates
a gap in the scientific and applied justification of inte-
grated solutions that combine AI, SDN, Software-Defined
Wide Area Network (SD-WAN), ZTA, and blockchain into a
robust network management system. The study aimed to
systematise and critically analyse current research on the
integration of AI, SDN, ZTA and blockchain technologies
to create adaptive, transparent and cyber-resilient network
management systems. To achieve this goal, the following
tasks were set: to identify and analyse existing approaches
and models for integrating these technologies into network
systems, to evaluate their effectiveness and limitations; to
identify synergies between components, key challenges
and prospects for the further development of integrated
adaptive network solutions.

Materials and Methods

A conceptual review of modern technologies for secure
network management and their integration was conducted
to improve the adaptability, transparency, and resilience
of telecommunications systems to multi-vector cyber
threats. From the overall pool of scientific and scholarly
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publications published between 2021 and 2025, a total of
34 academic sources met the inclusion criteria and were
thematically relevant to the scope of the study. However,
only a subset of these sources was directly employed in the
formulation of comparative results and in the modelling
of integrated network scenarios (AI + SDN + ZTA + block-
chain). The remaining sources primarily served a support-
ive role, contributing to the development of the conceptu-
al framework, the theoretical grounding of the study, and
the enrichment of the discussion concerning limitations,
risks, and future directions of technology integration. The
literature search was conducted using major international
scientific databases, including Scopus, Web of Science Core
Collection, IEEE Xplore, ACM Digital Library, and Science-
Direct, which ensured comprehensive coverage of peer-re-
viewed research in the fields of network engineering, cy-
bersecurity, and information systems.

Criteria for inclusion of sources works describing the
integration of these technologies into network systems,
research on Zero Trust architectural solutions, the use of
Al for threat prediction or security policy automation, as
well as reviews and comparative studies of security mod-
els. Criteria for excluding sources: publications that do not
contain specific data on the integration of technologies or
their impact on the adaptability and resilience of networks,
works that deal exclusively with hardware solutions with-
out elements of SDN, ZTA, blockchain or Al, and materials
published before 2021. The research was conducted from
March to August 2025.

The research methodology involved systematising and
conducting a comparative analysis of the characteristics
of each technology. The method of interpretative analy-
sis of scientific sources was used to evaluate the architec-
ture, tasks and functional capabilities of AI, SDN, ZTA and
blockchain, as well as the method of comparative analysis
to compare their advantages and limitations in the context
of building integrated network solutions. To structure the
data obtained, a method of systematic and structural-cat-
egorical analysis was used, which facilitated the organisa-
tion of technology characteristics into logical blocks and
the creation of analytical tables. This facilitated a detailed
description of the key functions of the technologies, their
application scenarios, advantages for security and network
management, potential limitations and ways to overcome
them, as well as a comparison of traditional and integrated
security models.

Modelling of integrated scenarios for the application of
technologies in networks was highlighted. To assess the ad-
vantages ofintegrated solutions,an analysis of technical and
organisational aspects was conducted, including increased
network adaptability and flexibility, automated threat de-
tection and access control, ensuring data transparency and
immutability, as well as scalability and integration into
multi-domain networks. Potential challenges and limita-
tions of technology integration were also explored, includ-
ing explainable Al issues, conflicts between AI and block-
chain dynamics, high computing resource requirements
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and policy coordination in multi-domain networks, as well
as ways to overcome them. A comparative analysis of tra-
ditional network security models and integrated solutions
(AIL+SDN + ZTA +blockchain) was conducted based on the
criteria of incident response speed, attack detection accu-
racy, scalability, resistance to internal threats, transparen-
cy and auditability, adaptability to dynamic changes, and
level of automation.

The study examined application-orientated concep-
tual scenarios for deploying integrated Al, SDN, ZTA, and
blockchain in Ukraine. These scenarios were not treated
as fully documented, organisation-specific case studies
with proprietary network datasets; rather, they represent
desk-based modelling and feasibility assessment ground-
ed in (i) the reviewed scientific literature on AI/SDN/ZTA/
blockchain integration and (ii) open policy and industry
documents that describe reference architectures, maturity
targets, and automation principles for multi-domain net-
works. Three scenario classes were analysed. First, public
e-service delivery environments (including high-assurance
digital service platforms) were modelled as ZTA-enabled
service perimeters in which Al supports anomaly detection
and risk-based access decisions, while a permissioned ledg-
er provides tamper-evident audit trails for security-relevant
events. Second, critical infrastructure communications and
control-support networks were analysed at the level of ar-
chitectural patterns: SDN enables rapid traffic engineering
and segmentation, Al performs predictive detection of ab-
normal behaviour, and ledger-based logging strengthens
traceability and accountability of configuration and access
actions. Third, multi-domain government networks were
considered as simulated, federated environments within
a conceptual modelling framework, in which ZTA enforces
continuous verification, Al automates behavioural moni-
toring, and blockchain-backed audit logs enhance cross-do-
main accountability. Consequently, the information basis
for these scenarios was derived primarily from analysed
reports, standards, and industry architecture documents,
while the academic corpus was used to substantiate techni-
cal feasibility, integration constraints, and expected effects.
These cases are therefore reported as simulation-based
conceptual implementations rather than empirical evalua-
tions of named Ukrainian networks or operational systems.

The study also developed recommendations for the
development of a national Al ecosystem, standardisation
and integration of technologies, staff training and cooper-
ation with international partners to implement integrated
solutions in critical infrastructures. In addition, industry
reports and documents regulating the implementation
of integrated network solutions and approaches were
analysed. The Memorandum for the Heads of Executive
Departments and Agencies (2022), DoD Zero Trust Strat-
egy (2022), AT&T Domain 2.0 Vision White Paper (2013),
and Telefénica (2017) approaches were reviewed. In addi-
tion, LF Networking projects focused on the Open Network
Automation Platform (Alhilali & Montazerolghaem, 2023)
were analysed. The analysis of these cases revealed real
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models of AI, SDN, ZTA, and blockchain integration, securi-
ty policy standardisation, automation and audit principles
in multi-domain networks, and key practical approaches
to improving the cyber resilience and adaptability of net-
work systems. Visualisation and modelling of data flows
in the network were conducted using block diagrams illus-
trating the sequence of traffic processing, cyclical interac-
tion of components, feedback mechanisms, and real-time
self-regulation of the system. This was to assess not only
the functional capabilities of individual technologies, but
also their synergy in ensuring adaptive and autonomous
network management.

Results and Discussion

Overview of basic technologies

for secure network management

The review demonstrated how key components such as SDN,
ZTA, blockchain, and Al interact to enable adaptive and se-
cure network management. These technologies complement

each other, providing centralised management, dynamic
access policies, operational transparency, and autonomous
threat detection capabilities. SDN represents an architec-
ture with a separation of control plane and data plane; the
SDN controller centrally manages traffic flows and sets rout-
ing policies on switching devices. Al integration can detect
traffic anomalies, predict possible attacks, and dynamically
redirect flows based on network conditions. SDN also pro-
vides event logging and real-time monitoring of network
resources. ZTA implements the “zero trust” principle: the
network is segmented into isolated zones (microsegmenta-
tion), and each user and device undergoes adaptive authori-
sation with constant verification. Access control is based on
behavioural models and risk-oriented algorithms, which can
be used to change access rights quickly depending on the
threat (Aramide, 2024). For a systematic comparison of key
secure network management technologies, their main char-
acteristics, functions and integration capabilities are sum-
marised in Table 1.

Table 1. Key features of technologies for secure network management

. Integration with other . e e
Technology Key functions components Main benefits Potential limitations
Centralised traffic —_— Dependence on the
SDN management, dynamic A;:gr aor?ic():mglyﬂ?;?sc]:;(é%n Adaptability, quick response | controller, high resource
routing policy op requirements
st Adlieccosssconio, | Aforbehavousl  Reguctonofntenal | complayef |
micro-segmentation assessment of users authorisation constant verification
Blockchain Decentralised storage, Al for log verification and Transparency, data Conflict with Al dynamics,
smart contracts auditing consistency transaction delays
I . ) . Explainability (XAI)
Traffic classification, SDN for routing, ZTA for Automation, adaptability, S
Al (ML/DL/RL) anomaly detection access, blockchain for logs threat prediction need f?gggmgg;auonal

Note: DL - deep learning; RL - reinforcement learning

Source: compiled by the authors based on analysis of data of H. Han et al. (2021), P. Svensberg (2023), A. Alshehri et al. (2024), F. Ashfaq et

al. (2025)

Analysis of Table 1 shows that each considered technol-
ogy is specific but complementary in secure network man-
agement. SDN provides centralised traffic management and
provides a rapid response to changes in the network, but its
dependence on a controller and high computing resource
requirements are potential limitations. ZTA effectively re-
duces the risks of internal threats through adaptive access
control and micro-segmentation, but it requires constant
user verification and complex policy configuration. Block-
chain increases data transparency and immutability and
provides automated auditing, but the dynamic nature of Al
models can conflict with transaction delays and the need
for consensus in the network. Al in network solutions pro-
vides threat prediction, traffic classification, and adaptive
security policy management, but requires explainability of
decisions and significant computing resources.

The interconnection of these technologies compensates
for the limitations of individual components: SDN integra-
tion with AI provides dynamic routing and anomaly detec-
tion; the combination of Al and ZTA ensures adaptive access
control; blockchain supports transparency and immutability
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of actions. Thus, the combined use of SDN, ZTA, blockchain,
and Al forms a comprehensive system that simultaneously
increases the security, adaptability, and reliability of the net-
work infrastructure. O. Aramide (2022) examines the prin-
ciples of Zero Trust identity with continuous Al verification
in next-generation networks. The study specifies that Al in-
tegration enables the creation of secure digital ecosystems
with adaptive access control based on behavioural identities.
This directly correlates with the ability to create secure dig-
ital ecosystems with adaptive access control based on be-
havioural identities. The study specifies that Al integration
can be used to create secure digital ecosystems with adaptive
access control based on behavioural identities. This directly
correlates with the current approach to integrating XAI mod-
els into access policies: the study also emphasises the role of
explainability and continuous verification. At the same time,
O. Aramide focuses primarily on the user identity level, while
the current study pays considerable attention to the network
plane (SDN, policy-as-code). Figure 1 shows an integrated
network architecture that combines SDN, the ZTA concept,
and blockchain technologies.
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|

SDN switches / hosts

Figure 1. Al block integration diagram
Source: compiled by the authors based on analysis of F. Ashfaq et al. (2025)

The Al block is located between the SDN controller and
the Zero Trust and blockchain system components. It per-
forms adaptive analysis of traffic and user behaviour, which
can be used for dynamic changes to routing and access poli-
cies. Log and transaction data are stored in blockchain, and
AT analyses it for anomalies and threats. Interaction with
the Zero Trust module ensures continuous verification of

SDN
(traffic controller) — Al
analysis (classification,
anomaly detection)

ZTA

(adaptive access control,
micro-segmentation)

users and devices, while SDN provides flexible flow man-
agement. This integration creates a closed loop of adaptive
network management with a high level of transparency,
automation, and resistance to cyberattacks. To illustrate
the interaction of key technologies in secure network man-
agement, a diagram is provided that shows the data flows
and roles of each component (Fig. 2).

Blockchain

(log storage, smart contracts
for auditing)

Al SDN

(log validation, policy
optimisation)

(routing and policy updates)

Figure 2. Integration scheme for technologies in a secure network
Source: compiled by the authors based on analysis of P. Svensberg (2023)

An analysis of the SDN, ZTA, blockchain, and AI in-
tegration scheme demonstrates a clear sequence of com-
ponent interactions and the synergistic operation of all
elements of the secure network management system. The
SDN controller centrally manages traffic flows and pro-
vides primary data routing, while the received packets are
sent for processing by AI models for traffic classification,
anomaly detection, and potential threat prediction. Based
on the AI results, the ZTA system adaptively adjusts user
and device access rights using micro-segmentation and
dynamic authorisation policies. All transactions and ac-
tions are recorded in the blockchain, which ensures data
immutability, transparency, and the ability to perform au-
tomated audits through smart contracts. Al also interacts
with blockchain to verify logs, evaluate policy correctness,
and correct SDN routing in real time. This cyclical process
creates a dynamic, adaptive, and attack-resistant network
system where each technology compensates for the limita-
tions of the others. SDN provides centralised management,
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ZTA enhances access security, blockchain ensures data
transparency and immutability, and Al coordinates adapt-
ability and threat prediction. As a result, the integrated
system can respond to multi-vector cyberattacks, dynam-
ically change routes and access policies, and maintain a
high level of trust in network interactions.

Conceptual overview of scenarios

for the application of integrated network technologies
Modern telecommunications systems face the need to
ensure high adaptability and resistance to multi-vector
attacks. The integration of Al, SDN, ZTA, and blockchain
technologies creates new opportunities for automating
network management, dynamic access control, and en-
suring transparency of operations. To systematise these
approaches, basic application scenarios were developed to
assess the role of each technology and the effectiveness of
their synergy in various aspects of security and network
management (Table 2).
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Table 2. Conceptual overview of scenarios, technologies, functions
and advantages of using integrated network technologies

Use scenario

Employed
technologies

Primary functions

Security and network management
benefits

ML models analyse traffic and adjust

Optimisation of data flows, rapid re-

Dynamic routing Al+SDN ) : sponse to anomalies, and increased
routing rules via an SDN controller network bandwidth
: Behavioural models assess user and ; . - .
Adaptive access Al+7ZTA device risk, dynamically changing access Reduction of internal risks, micro-seg-

control

rights

mentation, and increased trust in access

Audit and logging

Al +blockchain

Logging of all actions in a decentralised
registry, analysis of logs for anomalies

Data integrity, transparency of opera-
tions, and rapid detection of incidents

Comprehensive
scenario

Al+SDN+ZTA +blockchain

Integration of all components: threat de-
tection, access policy adaptation, logging

Autonomy, resistance to multi-vector
attacks, real-time adaptability, transpar-
ency and auditing

Source: compiled by the authors based on O. Aramide (2022) and S. Narayanan (2025)

The table shows four key scenarios for technology
integration. In the dynamic routing scenario, ML mod-
els act as the analytical core, evaluating network flows
and determining optimal routes. SDN is central in quick
application of these decisions to network controllers, re-
ducing latency and avoiding congestion. The adaptive ac-
cess control scenario shows how Al and ZTA collaborate
to evaluate user and device behaviour patterns, identify-
ing risks in real time. This enables dynamic access rights
management and micro-segmentation, which is critical
for protecting internal network segments from potential
threats. The audit and logging scenario demonstrates the
advantages of blockchain combined with Al: immutable
records and smart contracts ensure transaction transpar-
ency, while Al analyses logs to quickly detect anomalies
and potential incidents. A comprehensive integration sce-
nario for all technologies ensures maximum synergy: SDN
centrally manages traffic flows, Al predicts threats and op-
timises policies, ZTA adaptively controls user access, and
blockchain provides reliable auditing and immutability
of logs. This approach creates an autonomous, resilient,
and transparent network system capable of responding to
changes in user behaviour, network load, and new types
of threats in real time. A general analysis of the table
shows that each technology performs a specific but inter-
related function, and their synergy improves security and
network management efficiency compared to traditional

static solutions. The complexity of implementing such
scenarios requires careful balancing of resources, policy
coordination, and explainable AI to increase trust in de-
cisions (Chaudhry, 2025). At the same time, S. Batewela et
al. (2025) examined the challenges of security orchestra-
tion in next-generation networks. They conducted a com-
prehensive review of existing approaches and emphasised
the need for integrated solutions capable of coordinating
security policies across different network domains. This
correlates with the current SDN-based “policy-as-code”
approach and closed loops with AlI; the contribution of
the conducted research is to add immutable auditing and
cross-agency interoperability through federated proto-
cols. While scientists address operators and SOAR/IBN
chains, the presented analysis details how to combine
these chains with blockchain without losing response time
(off-chain + periodic commit to the registry).

To illustrate the interaction of technologies in network
systems, a block diagram was created that shows data flows,
the roles of each component, and cyclical interaction in
real time (Fig. 3). The diagram illustrates how AI analyses
traffic and predicts threats, SDN provides centralised route
management, ZTA implements dynamic access control, and
blockchain ensures transparency and immutability of logs.
It can be used to evaluate both the sequence of data pro-
cessing and parallel flows, emphasising the complexity of
integrated solutions.

\ User and device data flow \

I
\ SDN: primary routing and basic security policies \

\ Al: traffic analysis, threat forecasting

\ Network status monitoring

assessment
T

ZTA: adaptive access control, micro-segmentation, user risk

[
Blockchain: logging
and smart contracts

1
Al: correction and verification
of logs, optimisation

I
SDN: route updates and application
of adaptive policies
[

Cyclical interaction
of all components in real time

Figure 3. Interaction of technologies in network systems

Source: compiled by the authors based on S. Batewela et al. (2025)
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The figure shows the step-by-step processing of network
flows and the interaction of technologies. At the first level,
user and device data are sent to SDN, which performs initial
routing and applies basic security policies. At the same time,
network status monitoring and traffic analysis are performed
through AI modules, which can detect anomalies and predict
potential threats. At the second level, ZTA implements adap-
tive access control, assessing user and device risks in real time,
while blockchain records all events in a decentralised registry,
ensuring the immutability and transparency of records. Al is
used to verify blockchain logs and correct access and routing
policies, creating a feedback and self-regulating mechanism
for the system. At the third level, SDN applies adaptive rout-
ing policies, and redirects flows, and the interaction cycle is
repeated in real time, ensuring constant adaptation of the
system to changes in user behaviour, network topology and
potential threats. Analysis of the diagram shows that each
technology performs a specific but interrelated function:
SDN is responsible for operational flow management, Al for
analysis and forecasting, ZTA for adaptive access control,
and blockchain for auditing and transparency. This architec-
ture ensures system autonomy, high adaptability to changes
in the network environment, and comprehensive protection
against multi-vector attacks, while emphasising the need for
policy coordination and optimisation of computing resources.

Analysis of the advantages

of integrated solutions in network security

Integrated network security solutions enable a compre-
hensive approach to protecting digital infrastructures

by combining different technologies into a single flex-
ible system. This approach not only provides resilience
against the growing number of cyber threats but also
improves resource management efficiency and network
scalability. First, integrated systems significantly in-
crease network adaptability and flexibility by enabling
rapid response to new threats, real-time changes to ac-
cess and protection policies, and adaptation to different
environments. This is a priority for dynamic infrastruc-
tures such as cloud services or corporate multi-domain
networks. The second advantage is the automation of
threat detection and access management, which mini-
mises the human factor and reduces response time. The
use of Al and ML can quickly identify traffic anomalies,
block malicious actions, and promptly update security
rules. Transparency and immutability of data are crucial,
which is achieved using blockchain and distributed ledger
technologies. This ensures trust in audit results, prevents
unauthorised interference, and creates conditions for the
formation of a unified information picture across the
entire organisation. Lastly, integrated solutions provide
scalability and integration into multi-domain networks
where different technologies and protocols are used si-
multaneously. Thanks to their modularity and flexible
architectural approaches, such systems can be easily ex-
panded without losing performance and functionality.
This creates the basis for the sustainable development of
digital infrastructures in the future. For clarity, the main
advantages of integrated solutions in network security
are presented in Table 3.

Table 3. Advantages of integrated network security solutions

Area of expertise Key aspects

Importance of network security

Improving network adaptability
and flexibility

Dynamic routing, load balancing,
integration with SDN

Ensures rapid response to traffic changes,
reduces the risk of overload and downtime

Automated threat detection
and access control

Using Al/ML for IDS/IPS, Zero Trust,
and automated access policies

Minimises human error, accelerates attack
neutralisation, and guarantees access control
at all levels

Ensuring transparency

and consistency of data platforms

Real-time logging and monitoring,
blockchain technologies, and SIEM

Increases trust in the system, prevents unauthorised
changes, and ensures the verifiability of events

Scalability and integration into
multi-domain networks

Cloud and hybrid environments, modular
architectures, APl integrations

Ensures flexible infrastructure expansion and
simplifies management
of complex distributed networks

Source: compiled by the authors based on R. Dwivedi et al. (2023), A. Malik et al. (2025)

The table shows that the advantages of integrated
solutions cover both technical and organisational aspects
of security. The combination of adaptability and flexibility
can ensure network resilience even in rapidly changing cy-
ber threat environments. Automation significantly reduces
response time to attacks and reduces dependence on the
human factor. Transparency and data immutability in-
crease the level of trust in the system from both users and
regulators, which is a priority in the context of regulatory
compliance. Lastly, scalability and multi-domain integra-
tion make the system flexible from a strategic perspective,
which can be used for quick expansion without significant
investment in infrastructure restructuring. Thus, integrated
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network security solutions are not only a technological
tool, but also a strategic approach to building secure and
flexible digital environments.

Assessment of challenges and limitations

of network technology integration

The integration of Al, SDN, ZTA, and blockchain technolo-
gies comes with a bunch of challenges, both technical and
organisational. One key thing is XAI, as modern ML and
DL models often work like “black boxes”, which restricts
the ability of administrators and analysts to determine the
logic behind the decisions. The opacity of Al algorithms
complicates auditing, control, and user trust, which can
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potentially lead to incorrect or untimely responses to
threats. The use of XAl, standardised documentation of de-
cisions and visualisation of model logic ensures transparen-
cy, controllability and soundness of decision-making, which
in turn contributes to increased integration efficiency and
trust in the system on the part of users and administrators.
There is a significant conflict between the dynamism of Al
and the immutability principle of blockchain technologies.
AT models require constant updating for adaptive network
policy management and rapid response to threats, while
blockchain ensures the immutability of records and trans-
actions. This creates a potential contradiction that can
hinder the synchronisation and coordination of network
processes. To overcome this, hybrid architectures, off-chain
update mechanisms, and conditionally adaptive smart con-
tracts are used to maintain Al adaptability while ensuring
the immutability of data and logs (Speith, 2022).

Another substantial limitation is the high resource
intensity of integrated solutions, which arises from the
simultaneous use of complex AI models and decentral-
ised blockchain registries. Increased load on computing

resources can reduce system performance, increase data
processing delays, and limit network scalability. To op-
timise these processes, lightweight model architectures,
pruning and quantisation, as well as distributed com-
puting and cloud computing platforms, are used. This
approach ensures effective network adaptability while
maintaining response speed and threat prediction accu-
racy. In addition, the coordination of security policies in
multi-domain networks remains critical, as different do-
mains or organisations may use different access, control,
and authentication standards. The lack of uniform proto-
cols can lead to conflicts, duplication of rules, and reduced
effectiveness of integrated solutions. The use of federated
protocols, unified standards, and integration mechanisms
can coordinate policies across domains, maintain cen-
tralised control, and preserve the autonomy of individual
network segments (Pemmasani et al., 2025). This provides
a balance between flexibility, security, and compatibility
of heterogeneous network environments. Below is a sum-
mary Table 4, which systematises the key challenges and
possible ways to overcome them.

Table 4. Challenges, problems, limitations and ways to overcome them

Challenge/limitation Issue

Potential solutions

XAl Al algorithms are often “black boxes”; it is
difficult to explain their decisions

Implementation of XAl, decision documentation
standards, and model visualisation

Conflicts between the dynamism
of Al and blockchain

Al requires model updates, and blockchain
ensures immutability

Hybrid architectures, off-chain solutions,
conditionally adaptive smart contracts

High demands on computing
resources

Al+blockchain requires significant resources

Cloud services, distributed computing, model
optimisation

Policy coordination in multi-
domain networks

Different domains
have unique security standards

Federated protocols, integration standards,
unified access rules

Source: compiled by the authors based on Z. Azam et al. (2023)

Following the table, these challenges are closely inter-
related: the transparency of Al decisions affects integration
with blockchain, resource constraints determine the need
for optimisation, and the use of distributed computing and
multi-domain conflicts requires the unification of stand-
ards and protocols. The comprehensive use of the proposed
solutions creates an adaptive, transparent, and secure net-
work system capable of effectively responding to modern
threats and dynamically changing operating conditions.

Comparative analysis of integrated

and traditional security models

Traditional network security models are based on static
mechanisms such as firewalls, IDS, and centralised access
control systems. They apply rigidly defined rules and poli-
cies, which limit their ability to adapt to dynamic environ-
ments and multi-vector cyber-attacks. Static firewalls are
efficient against known threats, but they are unable to re-
spond quickly to new types of attacks or internal incidents.
Centralised solutions control resources from a single loca-
tion, but in large and distributed networks, response speed
and performance are significantly reduced.
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Integrated security models that combine AI, SDN, ZTA,
and blockchain offer a more comprehensive approach. SDN
provides centralised traffic flow management and dynam-
ic routing, enabling rapid response to network changes. Al
modules automatically analyse traffic, classify packets, de-
tect anomalies, and predict potential threats in real time.
ZTA provides adaptive access control and micro-segmen-
tation, reducing the risks of internal threats, while block-
chain ensures transparency and immutability of records,
automating the audit and verification of user and device
actions (Hashmi et al., 2025).

A comparison of these two approaches reveals fun-
damental differences (Table 5). In traditional systems, in-
cident response speed is limited by manual intervention,
attack detection accuracy depends on predefined rules, and
scalability and resilience to internal threats are signifi-
cantly limited. Integrated models provide instant response
thanks to AI and SDN, enable proactive detection of new
and complex attacks, scale easily in multi-domain and
cloud environments, and ensure comprehensive protection
against internal and external threats through continuous
access control and transparent auditing.
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Table 5. Comparative analysis of traditional and integrated network security models

Parameter . .
aramete centralised solutions)

Traditional models (static firewalls,

Integrated models (Al +SDN + ZTA + blockchain)

Incident response
speed
redirection

The response to events takes from a few minutes
to hours; automation is limited to simple rules.
For example, during a DDoS attack, manual traffic

Reaction within a second thanks to Al that predicts

attacks and SDN that dynamically redirects traffic.

For example, Al detects traffic anomalies, and SDN
changes routes to reduce load

Accuracy of attack

60-70% detection of known attacks; new threats are

90-95% thanks to the combined use of ML/DL for
traffic analysis, ZTA behavioural patterns and log

network expansion

equipment and manual configuration are required for

detection missed due to static signatures verification in blockchain
Limited by centralised controllers, it is difficult High; SDN enables centralised management of
Scalability to maintain multi-domain networks. Additional thousands of switches, Al automatically adapts

policies, and blockchain ensures log consistency
across multi-domain systems

Resilience to internal

threats authorisations

Low; control is limited by ACL rules or basic

High; ZTA continuously verifies users and devices,
Al assesses risks in real time, and blockchain stores
immutable records of all events

Transparency and audit

Limited by centralised logs, data modifications are
possible in the event of server compromise

Complete transparency thanks to blockchain;
all transactions are recorded, smart contracts
automatically verify actions, and Al analyses logs for
anomalies

Adaptability to dynamic
changes

Non-existent; changes in topology, load or new
threats require manual intervention

High: Al predicts traffic and threats, SDN dynamically
changes routes, and ZTA adapts access rights in
real time

Level of automation

Low; constant intervention by administrators is
required to change rules, monitor and audit

Maximum; Al manages traffic classification, threat
prediction, access policy adaptation, and blockchain
provides automatic auditing without human
intervention

Note: ACL — Access Control List
Source: compiled by the authors

The table shows that integrated security models sig-
nificantly outperform traditional solutions in all key cri-
teria. The advantage of integrated systems includes not
only faster response to incidents and high accuracy in de-
tecting attacks, but also the ability to perform automated
audits, dynamic access control, and network infrastructure
scaling. SDN enables centralised and efficient traffic flow
management, Al predicts threats and adapts security poli-
cies, ZTA provides continuous user and device verification,
and blockchain ensures transparency and immutability of
records. Thanks to the synergy of these technologies, in-
tegrated models create an adaptive, resilient, and trans-
parent network system capable of responding quickly to
multi-vector threats and providing reliable protection for
internal and external resources. Compared to classic static
solutions, such integration can optimise resources, reduce
response times, and increase the level of trust that users
and administrators have in network security. At the same
time, analysis of current publications confirms a common
trend: a shift from static perimeter approaches to integrat-
ed architectures, where Al is responsible for threat analy-
sis and prediction, SDN for dynamic traffic orchestration,
ZTA for continuous access verification, and blockchain for
transparent and immutable auditing. The results obtained
are consistent with this vector and further emphasise the
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practical importance of explainable models, hybrid (on-/
off-chain) logging schemes, and policy-as-code for closed-
loop real-time control.

Conceptual overview of potential implementation
cases for Ukraine and recommendations

for optimising integrated network solutions

Ukraine has already formalised key elements of information
security and digital trust management systems at the state
sector level (Information Security Management System,
qualified electronic trust services, centralised identification
tools) and has direct experience in countering coordinated
cyber operations against energy and telecommunications.
Therefore, the next stage is the transition from perime-
ter-based, predominantly static models to “continuous
verification” modes and policies that are data-driven and
automatically applied through an SDN network factory in
real time. The basis for such a transition is provided, on the
one hand, by proven certification of IB processes in state or-
ganisations and services, and on the other hand, by mature
open standards for state Zero-Trust transformations, which
record control states of maturity by domains of identities,
devices, networks, applications and data. Below is a concep-
tual overview of the possible application of these technolo-
gies in critical sectors of Ukraine (Table 6).
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Table 6. Potential cases for Ukraine

Potential case

Technological components (Al, SDN, ZTA,
Blockchain)

Expected result

Adaptive management of public electronic
services

Al (anomaly detection, access control),
integration with blockchain for data
protection

Improved cyber resilience, minimised fraud,
optimised service delivery processes

Protection of energy and
telecommunications infrastructure

SDN (dynamic traffic management), Al
(attack prediction), blockchain (transaction
transparency, data protection)

Continuity of critical systems, reduction of
cyberattack risks to power grids and mobile
networks

Implementation of ZTA in multi-domain
networks of state authorities

ZTA (Zero Trust), Al (automated user
behaviour monitoring), blockchain
(access auditing)

Reducing insider threat risks, securing
access to resources, and controlling
interdepartmental exchanges

Source: compiled by the authors

The first direction is aimed at modernising the port-
folio of public e-services by integrating ZTA as an opera-
tional access “skeleton”, SDN as a micro-segmentation
and routing network factory, and Al as an analytical core
for risk assessment and behavioural validation of requests.
The organisational prerequisite is already in place: most
state-owned enterprises were certified under the Informa-
tion Security Management System according to ISO/IEC
No. 27001 (2022), which formalises the Plan-Do-Check-Act
(PDCA) cycle and standardises risk, incident and change
management artefacts. In addition, the state segment of
trust services is supported by the Central Certification Au-
thority and qualified signature services, which simplifies
the unification of trust roots and interagency interaction
policies. On the technological level, this technology can be
used to build a Zero-Trust gateway as a control plane that
aggregates signals from proxies, identity gateways, and API
brokers, correlates them in ML models, and then transmits
them to the SDN controller for microsegmentation, Quality
of Service (QoS) and routing policies based on subject con-
text, resource sensitivity and current risk. Within the ad-
junct security bus, key events such as privilege escalations,
behavioural profile deviations, and access policy changes
are logged in a permissioned registry with minimal impact
on transaction latency, creating a reproducible trail for
compliance auditing and forensics. External benchmarks,
from the Memorandum for the Heads of Executive Depart-
ments and Agencies (2022) to the DoD Zero Trust Strate-
gy (2022), set specific control targets that can be used to
build a roadmap for the maturity of the Ukrainian GovTech
segment without the need to replicate already known ap-
proaches. As a result, this architecture puts the “user-ser-
vice-data” interaction into a mode of constant verification
and provides the basis for the “Al for Access Governance”
pilot, in which XAI deterministically justify both an in-
crease in the level of trust and the imposition of additional
authentication factors.

The second case concerns energy and telecommu-
nications and responds to the specifics of hybrid threats
that combine targeted attacks on ICS segments with the
destruction of public networks. Incidents involving the In-
dustroyer/Industroyer2 family targeted energy network au-
tomation and demonstrated the ability to disrupt techno-
logical protocols, while in December 2023, a cyberattack on
the largest mobile operator — Kyivstar — led to large-scale
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service disruptions comparable to “national-level failures”
and demonstrated the need for policy-driven segmenta-
tion, domain isolation, and rapid recovery of controllability
(Chuzavkov, 2023). The architectural response is that SDN
deploys controllable overlays between the technology and
business zones, while Al closes the feedback loop: it corre-
lates telemetry from the core, transport and Radio Access
Network segments, generates policy-as-code decisions
and initiates the reconfiguration of routes, ACLs and QoS
via the controller. For telecom operators, industry-proven
virtualisation and automation programmes such as AT&T
Domain 2.0 Vision White Paper (2013), Telefonica (2017),
and LF Networking projects already describe target mod-
els with “closed control loops” where policies are formed
based on event flow and applied automatically. For the en-
ergy sector, a relevant component is the constant auditing
of commands and configuration changes through a permis-
sioned registry. This approach has been verified in Europe-
an pilots by Energy Web/TenneT to increase observability
and reduce the cost of regulatory investigations. Together,
this integration reduces detection and localisation time,
increases the evidential value of operator and process at-
tribution, and provides a “controlled degradation” mode
during large-scale incidents through rapid isolation/seg-
mentation scenarios.

The third vector is multi-domain networks of gov-
ernment agencies, where ZTA is the operational “consti-
tution” of access, while SDN and Al provide the engine
for real-time segmentation, orchestration, and policy ad-
aptation. In practice, this implies the unification of trust
roots, the federation of identity attributes between central
and local authorities, the introduction of end-to-end vis-
ibility of access transactions, and the creation of service
catalogues with clear separation of responsibilities in ob-
ject-level access policies. For accelerated implementation,
it is advisable to deploy in parallel an interagency trust
mesh for transactional data exchange and an SD-WAN
overlay for geographically dispersed institutions, where
policies are propagated through ONAP-compatible inter-
faces and applied in the form of code, and all changes, from
delegation of rights to temporary exceptions, are recorded
in an immutable registry to simplify auditing and foren-
sics. Methodological guidelines for government imple-
mentations are already available in the form of public Zero
Trust strategies and analytics on cyber operations against
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Ukraine, which emphasise the need to move from static
standards to context-adaptive control modes. This can be
used to form a step-by-step PDCA plan with milestones,
metrics, and maturity profiles at the level of identity do-
mains, devices, networks, and data. Combined with insti-
tutional support and professional clusters, this creates new
opportunities for standardised deployments in the state’s
production circuits. A. Gupta et al. (2023) proposed the use
of proxy smart contracts to implement Zero Trust princi-
ples in decentralised oracle networks. They explored how
this approach enables secure data exchange between de-
centralised applications, minimising the risks of data ma-
nipulation or falsification. This correlates with the current
conclusion about the role of blockchain as an integral layer
of trust and audit, but the analysis by A. Gupta et al. of smart
contract templates in the specific domain of DON does not
cover the SDN network plane and micro-segmentation pol-
icies that were key in the model under consideration. The
discrepancy is due to different system granularity.

In summary, these trajectories demonstrate that the
integration of AI, SDN, and ZTA, with the measured use of
blockchain as an immutable audit mechanism, forms an
operational architecture capable of simultaneously accel-
erating detection and response, improving detection and
attribution accuracy, scalable microsegmentation of ser-
vice domains, and procedural transparency in security de-
cision-making. The Ukrainian context, from proven certifi-
cations in the public sector and the compatibility of trust

services to lessons learned from real cyberattacks against
the energy and telecommunications sectors, provides both
empirical grounds and practical markers of maturity for
moving from pilots to systemic implementations, using
open standards and industry roadmaps for network virtu-
alisation and automation.

Optimisation of integrated network solutions requires
a systematic approach that combines the development of
technological infrastructure, human resources and inter-
national cooperation. The development of a national AI
ecosystem is critical, as the implementation of AI Facto-
ry will enable the creation of autonomous cyber defence
systems capable of responding quickly to new threats. The
standardisation and integration of SDN, ZTA and block-
chain technologies must be based on harmonisation with
Ukrainian legislation and incorporate international com-
patibility and security requirements. Investing in training
specialists is a priority, as the lack of qualified personnel
is one of the main barriers to the development of com-
prehensive cybersecurity solutions. Lastly, international
cooperation accelerates the implementation of new tech-
nologies and avoid duplication of efforts by using best
practices and standards that have already been tested by
other countries. To summarise the strategic directions for
the development of the national cyber defence system,
they have been systematised, correlating each benchmark
with specific implementation mechanisms and expected
results (Table 7).

Table 7. Recommendations and directions for their implementation

Direction Specific implementation

Expected result

Development of the

national Al ecosystem solutions

Development of Al Factory, investments in data
centres, creation of platforms for testing Al

Autonomy, reduced dependence on external providers,
and increased cyber resilience

Standardisation
and integration of

technologies international standards

Development of national standards for SDN, ZTA,
and blockchain integration; harmonisation with

Ensuring compatibility, data protection,
and adaptation to Ukrainian realities

Training and professional
development of personnel

Certification programmes, creation of educational
courses, partnerships with universities
and international organisations

Formation of a highly qualified personnel reserve,
reduction of personnel shortages

Cooperation with
international partners

of cybersecurity

Participation in joint research, exchange of
technologies, and creation of consortia in the field

Acceleration of innovation, access to advanced
technologies, and increased global integration

Source: compiled by the authors based on A. Kudriashov (2024)

Analysis of the table shows that the development of a
national AI ecosystem through the creation of an AI Factory
and corresponding data centres ensures autonomy and re-
duces dependence on external technology providers, while
increasing the speed of anomaly detection and response to
cyber threats. S. Mishra (2023) proposed a hybrid IDS system
based on blockchain and ML to protect “smart” networks
and maintain confidentiality. The system analyses traffic in
real time, detects anomalies, and stores logs in a blockchain
for transparent auditing. The results showed that the com-
bination of ML and blockchain significantly improves attack
detection efficiency while maintaining user data privacy.
This is consistent with present findings on the feasibility
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of hybrid on-/off-chain approaches and AI analytics
to ensure trust and reduce attack risks. The difference is in
the level of application: in S. Mishra, IDS is the primary se-
curity tool, while in the present model, it is integrated into
a broader Zero Trust perimeter alongside SDN and XAI. The
standardisation and integration of SDN, ZTA and block-
chain technologies ensures compliance with international
standards and Ukrainian legislation, which can be used for
the construction of a secure and flexible network architec-
ture with minimal conflicts between different systems. In-
vestments in training and certification of personnel create
a highly qualified personnel reserve capable of effectively
managing complex integrated systems, which is critical for
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the stability of the national infrastructure. Active interna-
tional cooperation accelerates innovation, the exchange
of best practices, and access to advanced technologies, in-
creasing the global integration and adaptability of Ukraine’s
cyber system. Overall, the table demonstrates a comprehen-
sive approach in which technological, organisational, and
human resources components are interrelated and mutual-
ly reinforce the effect of increasing cyber resilience.

A comprehensive approach to optimising integrated

and human resources components are interconnected to
enhance cyber resilience, is presented in Figure 4. The dia-
gram illustrates the interaction between the development
of the national Al ecosystem, the standardisation and inte-
gration of SDN, ZTA and blockchain technologies, invest-
ment in specialist training and international cooperation.
It demonstrates how these areas support each other, creat-
ing an adaptive, scalable and secure network infrastructure
capable of responding effectively to modern cyber threats
and ensuring the resilience of state systems.

network solutions, where technological, organisational
‘ Al factory

Autonomy + Al threat analysis ‘

—
-

‘ SDN+ZTA+blockchain standards

v

.

» ‘ Uniform regulatory framework ‘
‘ Training and certification of specialists >

Staff stability ‘

—

‘ International cooperation

Global integration and exchange of experience ‘

Figure 4. Optimisation of integrated network solutions
Source: compiled by the authors based on the data of H. Li et al. (2025)

Analysis of the diagram shows that successful optimi-
sation of integrated network solutions is based on the syn-
ergy of technological, organisational and human resources
components. The development of a national AI ecosys-
tem ensures autonomy and rapid detection of anomalies,
while the standardisation and integration of SDN, ZTA and
blockchain guarantee the compatibility and security of the
network infrastructure. Investments in staff training in-
crease the level of expertise and readiness to respond to
cyber incidents. International cooperation accelerates the
implementation of advanced technologies and can be used
to adapt best practices to the Ukrainian context. The dia-
gram shows that the comprehensive combination of these
elements creates an adaptive, scalable, and threat-resist-
ant network architecture, where each component enhances
the effectiveness of the others, providing a comprehensive
system of state-level cyber protection.

In the doctoral thesis, C. Katsis (2025) developed a
comprehensive framework for specifying, training, and
implementing network-wide access control in Zero-Trust
Network Architectures. The study described a methodolo-
gy for building access policies, model training algorithms
for dynamic control, and automated security enforcement
mechanisms. The research confirmed that centralised poli-
cy specification combined with automated learning can im-
prove scalability and security effectiveness in complex cor-
porate networks. This is directly consistent with the current
approach to policy-as-code and Al integration for auto-
matic real-time rule updates. The difference is that C. Kat-
sis emphasises the formalisation and modelling of policies,
while the study also focuses on XAI and blockchain inte-
gration for auditing. The difference is due to the empha-
sis: theoretical foundation versus practical combination
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with transparency and accountability technologies. In turn,
Z.Ajznblasm et al. (2025) considered Al-driven ZTA frame-
works for large-scale dynamic networks using RL/behav-
ioural models. Their study emphasises that combining Al
and ZT makes cyber defence systems more adaptable and
better able to respond to complex, multi-layered attacks.
This is consistent with the current conclusion regarding
the feasibility of a real-time Al policy engine.

Blockchain provides decentralised and immutable data
storage. Each transaction on the network is recorded in
blocks with cryptographic confirmation, which prevents
unauthorised changes. Smart contracts automate event
auditing and control of user and device actions, creating a
transparent and reliable mechanism for accounting for all
operations on the network (El Koshiry et al., 2023). Al in
Networking applies ML, DL, and RL methods. Al analyses
traffic, classifies packets, detects anomalies, and optimis-
es security policies. Models can predict potential threats,
automatically change routing rules, and adapt access con-
trol in real time. Al is also capable of integrating data from
blockchain to improve log reliability and ensure auditing
(Ozkan-Okay et al., 2024). A.S. Shah et al. (2025) reviewed
AI- and blockchain-based clustering technologies for se-
curity in 6G networks. They described how combining
Al for anomaly detection and blockchain for transparent
data storage can create reliable clusters of secure nodes.
Compared to other similar publications, their research
highlights the significance of combining technologies to
enhance the security of mobile and high-speed networks,
particularly in the highly dynamic environment of 6G. Cor-
relation with current results in distributed analytics and
decentralised trust; potential non-correlation regarding
the viability of full blockchain circuits under 6G URLLC
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requirements. The present study proposed hybrid schemes
(local edge solutions, asynchronous commit to the ledg-
er), while some of the 6G scenarios in A. Shah et al. (2025)
suggest an even higher level of “on-edge” autonomy with
deferred auditing, a discrepancy caused by different laten-
cy SLAs and infrastructure maturity. In turn, S. Rahman &
N. Perumath (2025) focused on Zero Trust management in
the Internet of Things environment. This scoping review
for IoT environments shows that the main barriers to Zero
Trust are device identity, continuous attestation, and lim-
ited resources, requiring lightweight AI models and re-
duced cryptographic overhead. The results confirm these
challenges and propose XAI and hybrid off-chain logs to
reduce latency.

Overall, the study confirmed the effectiveness of in-
tegrated solutions in reducing incident detection time,
improving attack attribution accuracy, reducing failure
rates, and maintaining critical service availability at over
90%. Most of the results of the studies reviewed corre-
late with the current conclusion about the synergy of
AT + SDN + ZTA + blockchain for adaptive protection: all
authors agree on the need for continuous access valida-
tion, automated orchestration, and transparent logging.
The presented contribution is complementary: it sys-
tematically combines the SDN network fabric with XAlI,
federated policy management, and hybrid blockchain au-
diting, and adds an applied implementation roadmap for
Ukraine that bridges the gap between concept and opera-
tional implementation.

Conclusions

This study has demonstrated that the integrated applica-
tion of Software-Defined Networking, Zero Trust Archi-
tecture, artificial intelligence, and blockchain constitutes
a coherent and viable paradigm for next-generation secure
network management. The analysis confirmed that each of
these technologies performs a distinct yet complementary
function: SDN enables centralised and programmatically
controlled traffic management; ZTA implements continu-
ous subject verification and access microsegmentation; Al
provides traffic analysis, threat prediction, and automated
adaptation of security policies; while blockchain establish-
es an immutable and transparent framework for auditing
and trust. Their synergy makes it possible to overcome
the key limitations of traditional perimeter-based securi-
ty models that rely on static rules and fragmented control
mechanisms.

The conceptual review and comparative analysis
showed that integrated architectures significantly out-
perform traditional security models in terms of incident
response speed, attack detection accuracy, adaptability to
dynamic network conditions, resilience to insider threats,
and auditability. The shift from static, rule-based pro-
tection to data-driven, policy-as-code, and closed-loop
control systems enables real-time orchestration of secu-
rity decisions across multi-domain and heterogeneous
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environments. In this context, Al-driven analytics com-
bined with SDN-based traffic orchestration and ZTA-based
access governance form the operational core of adaptive
network defence, while blockchain strengthens accounta-
bility and trust through immutable logging and automat-
ed verification. The Ukraine-focused scenarios analysed in
the study were deliberately framed as application-oriented
conceptual implementations rather than empirical evalua-
tions of named production networks.

These simulations - covering public electronic ser-
vice platforms, critical energy and telecommunications
infrastructure, and multi-domain government networks —
illustrated the practical feasibility of applying integrated
technologies under conditions of high threat intensity and
organisational complexity. Drawing on peer-reviewed re-
search and open policy and industry documents, the anal-
ysis demonstrated how such architectures can support
continuous verification, rapid containment and recovery,
and transparent post-incident analysis without reliance
on proprietary datasets. This approach allowed the results
to be generalisable and transferable while remaining sen-
sitive to the specific security and governance context. At
the same time, the study identified a number of structural
limitations that must be addressed to ensure effective im-
plementation. These include the explainability of Al-based
decisions, the tension between adaptive learning mech-
anisms and the immutability of distributed ledgers, high
computational demands, and the complexity of coordinat-
ing security policies across multiple administrative and
technological domains. The proposed mitigation strate-
gies, such as the use of Explainable AI, hybrid on-/off-chain
logging schemes, model optimisation, and federated policy
frameworks, provide a practical foundation for balancing
automation, transparency, and performance.

The findings confirmed that integrated
AT+SDN +ZTA +blockchain solutions represent not merely
a technological upgrade but a strategic transformation of
network security governance. For environments exposed
to multi-vector cyber threats, including state-level digi-
tal services and critical infrastructures, such architectures
enable a transition toward continuous, autonomous, and
auditable security management. Future research should fo-
cus on experimental validation through controlled pilots,
quantitative assessment of performance and resilience
gains, and further refinement of explainability and inter-
operability mechanisms to support large-scale deployment
in compliance with international standards.
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AHoTauis. JTocmiiKeHHS € aKTyaJIbHUM Yepes3 oTpe6y CTBOPeHHS eeKTUBHMX, TIPO30PUX i 3aXMINEeHNX Bij KibepaTak
MepeXXeBUX CUCTEM YIpaBliHHA. MeTa HOCIiIKeHHs Mojsraja y cucTreMaTusalil Ta KpUTUMUHOMY aHaji3i cydyacHuX
MigXONiB A0 TMOENHAHHSI IITYYHOTO iHTENIeKTY, IporpaMHO-KOH(DIirypoBaHux Mepex, apxiTektypu Zero Trust Ta
6710KueliHy J1s1 TOOYI0BM aIalITUBHMX, TPO30PUX i 3aXuIeHNX Bill KibepaTak cucteM yIpaBliHHS Mepexelo. [IpoBeneHo
KOHIIENTYaJbHUI OIS TEeXHOJOTili 6e3[eYHOro YIpaBliHHS MepeXel 3 3aCTOCYBAHHSIM iHTepIPeTaTUMBHOIO Ta
MOPiBHSUIBHOTO aHa/li3y HayKOBMX [Kepes, CUCTEMHOIO Ta CTPYKTYPHO-KaTeropiaJlbHOro aHali3y XapaKTepuUCTUK
BKa3aHMX TEXHOJIOTil, MOJeNioBaHHSI ClieHapiiB iX 3aCTOCYBaHHS [/ IiJABUIIEHHS aJalTUBHOCTI, IMPO30pPOCTi Ta
CTiliKOCTi MepeXXeBUX CUCTeM Y KPUTUIHUX ceKTopax YKpaiHu. PesynbTaT mokasau, o KoMOiHOBaHe BUKOPUCTAHHS
L[MX TEXHOJIOTit 3abe3Meuye LieHTpasi30BaHe yrpaBliHHS TpadikoM, IMHAMIYHY MOTITUKY JOCTYITY, TIPO30PiCTh Olepalriii
Ta 34ATHICTb 10 aBTOHOMHOT'O BUSIBJIEHHSI 3arp03, 3HAYHO IMiJBUIIYIOUN CTilKiCTh MepeXi 10 6araToBeKTOPHMX KibepaTak.
BusiBieHo, 1[0 OCHOBHMMM TIpobiemMaMyu iHTerparii LMX TeXHOJOTiNl y MepeskeBUX CUCTeMax € HeMpo30piCTh pillleHb
MITYYHOTO iHTeNeKTy, KOH(IIKTM MK AMHAMIYHICTIO MoZeseli Ta He3MiHHICTIO 6/I0KUeliHy, BUCOKi BUMOTHU JJO PeCypCiB
i cxIagHICTh y3TOIKeHHSI MOMITUK Y MYJIbTUIOMEHHMX Mepexkax. BrmpoBamkeHHs: Explainable Artificial Intelligence,
ri6punHux apxitexryp, off-chain pimens, ontumisanii moneneit Ta denepaTMBHUX MPOTOKOJIB JO3BOIMIO MOLONATH
ob6MeskeHHsI, 3ab6e3meuyoun Ipo30py, afanTUBHY Ta 6e3MeYHy MepeXeBy CUCTeMy, 30aTHY eGeKTMBHO pearyBaTu Ha
3arpo3y Ta AMHAMivHi 3MiHM cepemoBuia. JJoBeleHo, MO TPAAUIiiiHi pillleHHs, 3aCHOBaHi Ha CTaTMYHUX (aepBoax
Ta LEeHTPaTi30BaHOMY KOHTPOJi, 0OOMeXeHi y MIBUAKOCTI pearyBaHHs, TOUHOCTI BMUSBJIEHHS aTak Ta MacIITabOBaHOCTI.
IHTerpoBani mopenti, [0 TOEOHYIOTh IITYYHUI iHTENEKT, MPOrpaMHO-KOHGIrypoBaHi Mepexi, apxiTekTypu Zero Trust
Ta GJI0KYeiHY, 3a6e31eUyI0Th MUTTEBE pearyBaHHs Ha 3arpo3u, BUCOKOTOUHE BUSIBJIEHHS aTak, AMHAMIYHUIT KOHTPOIb
IOCTYITy, aBTOMATU30BaHMI1 ayIUT Ta epeKTMBHE MacCIITabyBaHHsI, CTBOPIOIOUM aJalTUBHY, CTiliKy Ta TPO30pPYy MepekeBy
cuctemy. Pe3ynbTaTy HOCTiIKeHHSI MOXKYTbh OYyTM BMKOPMUCTaHI [JIs1 po3poOKM ¥ omTuMisalii MomiTuK Kibepbesmexu,
aBToMaTM3alii KOHTPOII0 IOCTYIy Ta MOHITOPMHTY MepeXeBUX IOAill, a TaKoX AJjisa MOOYyIOBM MaCIITaOOBaHUX i
MIPO30PUX apXiTeKTyp CUCTeM yIPaBIiHHS

KniouoBi cnoBa: mepeskeBa 6esmneka; Kibep3axucT; BUBIEHHS BTOPrHeHb; MallMHHe HaBuaHHs; explainable artificial
intelligence
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Abstract. Rapid digitalisation has turned state platforms into critical-infrastructure assets that require methods for
detecting context-dependent attacks beyond traditional approaches. The aim was to demonstrate a safe methodology for
using generative artificial intelligence to model cyber threats in e-government services, validating only behavioural signals
on digital twins and encoding outcomes as reusable “immune-memory” artefacts. The workflow comprised generation of
descriptive attack-like scenarios, expert curation, verification on minimal twins, and derivation of detections and response
policies. A total of 170 hypotheses were produced; 107 (62.9%) were retained after curation, and 86 (80.4% of those
retained) were reproduced on twins. Across four clusters the recorded metrics were: precision 0.76-0.85, recall 0.68-0.74,
and false-positive rate 0.4-1.2%. For sign-in anomalies, precision/recall were 0.81/0.74; for entitlement drift 0.85/0.69;
for registry probing 0.79/0.71; and for voting tempo spikes 0.76/0.68. Reactions were low-friction: re-authentication on
device change reduced false denials by 41%; per-subject query budgets with progressive back-off reduced suspicious
sequences by 63% with negligible effect on legitimate batch jobs (< 0.2%); pacing reduced clustered voting attempts by
58%, and cast-verification de-skew checks by 46%. No exploits were created and no production systems were touched. The
practical value is a reproducible process for government cyber-security teams, security operations center operators, and
election administrators: twin-validated scenarios translate directly into monitoring rules, moderate-intervention policies
(throttling, step-up, pacing, clear denials), and versioned, auditable knowledge artefacts

Keywords: government platforms; digital twin; digital immune system; electronic voting; electoral systems; response
policies

Introduction

Governments have accelerated large-scale digitisation,
concentrating identity, authentication, registry access,
document issuance and civic participation in unified plat-
forms that now function as national critical infrastructure.
Traditional testing has centred on penetration tests and
red-team exercises, automated code and application scan-
ning (Static Application Security Testing (SAST)/ Dynamic
Application Security Testing (DAST), dependency and con-
tainer scans) and configuration/compliance audits, while
checklist-driven threat models have relied on Spoofing,
Tampering, Repudiation, Information Disclosure, Denial
of Service, and Elevation of Privilege (STRIDE), by-com-
ponent matrices, catalogue-based attack trees and control
lists such as Open Web Application Security Project, Ap-
plication Security Verification Standard, National Institute

Suggested Citation:

of Standards and Technology, Special Publication (SP)
800-53 and Center for Internet Security Controls (with
Linkability, Identifiability, Non-Repudiation, Detectabili-
ty, Disclosure of Information, Unawareness, Non-Compli-
ance (LINDDUN) for privacy). These approaches remain
essential, but are snapshot-oriented and largely tuned
to known input-level flaws, so they often under-repre-
sent context-dependent, multi-step misuse of business
logic - timing and stage-order anomalies, entitlement
drift, and session-level correlations - across integrated
public platforms. In this setting, safe and auditable gen-
erative artificial intelligence (GenAl) assistance, validated
exclusively on digital twins, is warranted to widen adver-
sarial hypotheses and to harden e-government services
without exposing production systems.
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S. Sindiramutty et al. (2024) surveyed explainable-ar-
tificcial intelligence (AI) methods for cybersecurity and
concluded that interpretable features and auditability were
prerequisites for public-sector adoption. K. Przystalski et
al. (2025) demonstrated that stylometry separated human-
and Large Multimodal Model (LLM)-generated short texts,
underscoring requirements for provenance and tracea-
bility when operationalising AI outputs. In the Ukrainian
scholarly context, O.M. Lunhol (2024) reviewed Al-ena-
bled cybersecurity methods and strategies and highlight-
ed the need to align technical measures with institutional
processes and staffing. Y.L. Vavryk & L.R. Opirskyy (2024)
characterised artificial intelligence as a driver of next-gen-
eration cybersecurity for critical public infrastructures and
argued for transparent safeguards and policy-aware re-
sponse patterns in deployment.

Methodological work linked risk assessment with de-
sign practice. P. Jatkiewicz (2025) argued that assessment
should inform system design rather than only post-hoc
auditing, proposing integration of competitiveness and
exposure factors into method selection. Domain-con-
strained studies informed modelling choices: M. De San-
tis et al. (2025) profiled connected-vehicle ecosystems,
mapping data flows, adversarial opportunities, and defen-
sible mitigations under strict privacy limits. At the Al-se-
curity interface, K. Grosse et al. (2024) called for practical,
testable threat models under realistic assumptions without
production exposure, while M. Miah et al. (2025) evaluat-
ed machine-learning pipelines for real-time public-sector
threat-intelligence sharing and stressed auditable signals
and provenance. The paper by R. Kumar et al. (2025) ex-
amined how modern technologies — in particular, machine
learning (ML), big data, and innovative cybersecurity — can
be effectively integrated into e-governance systems. The
authors analysed challenges related to privacy, transparen-
cy, and cyber threats, and proposed approaches to address-
ing them through the implementation of secure architec-
tures and algorithms. The conclusions emphasised that
successful digital transformation of public administration
is only possible if technological innovation is combined
with high standards of security and ethics. Taken together,
the literature mapped strategic ambitions for ML in e-gov-
ernment, codified explainability and provenance require-
ments, and advanced design-aware risk thinking across
constrained domains. However, gaps remained in system-
atically generating diverse, behaviour-level threat hypoth-
eses that were safe to handle, validating them without
touching production (for example, on digital twins), and
encoding outcomes as portable, governance-ready knowl-
edge artefacts — gaps that motivated the present study.

Research goal was to design and evaluate a conserv-
ative, auditable methodology that uses generative Al to
expand the hypothesis space of cyber threats for e-gov-
ernment services while avoiding exploit disclosure and
production risk. Research tasks were to constraine large
language models to produce descriptive, attack-like narra-
tives at the interface-behaviour level; to subject outputs to
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expert curation for safety, taxonomy alignment and prov-
enance; and to validate only behavioural signals on digital
twins and recorde validated scenarios as reusable artefacts
for detection engineering and response policy.

Materials and Methods

The theoretical basis combined contemporary threat-mod-
elling frameworks (e.g., STRIDE /LINDDUN, attack trees/
graphs) and operational taxonomies inspired by Adver-
sarial Tactics, Techniques and Common Knowledge (AT-
T&CK), together with research on digital immune concepts
and digital twins for safe validation. Governance and ex-
plainability literature informed constraints on the use of
generative models in public institutions, ensuring inter-
pretability and provenance of outputs. Risks specific to
AT content and provenance were considered using recent
findings on reliability and traceability of Al-generated text.
These sources were processed through a narrative synthe-
sis and taxonomic mapping: key constructs were extracted,
normalised into shared terms, and aligned to a compact
scenario-card schema suitable for security operations (Al-
guliyev et al., 2018).

A design-science procedure was then followed. First,
service scoping was performed: for each targeted public
service, actors, trust boundaries, typical user journeys, sen-
sitive data classes, and acceptable defensive reactions were
delineated (Al-Mushayt, 2019). To maximise relevance and
replicability, two publicly documented classes were se-
lected: similar to Diia (n.d.) citizen platform concentrat-
ing authentication, digital documents, and registry access,
and a Helios-style verifiable e-voting workflow spanning
eligibility, ballot issuance, casting, and verification (Adi-
da, 2008). Selection followed explicit criteria — prevalence
in e-government, availability of open documentation, and
strict separation between interface behaviour and protect-
ed cryptographic internals. Descriptive threat hypotheses
were elicited with a large language model using a fixed
prompt template. Prompts requested prose-not code-
about adversarial tactics, techniques, and procedures, em-
phasising business-logic misuse, sequencing anomalies,
and interaction patterns that leave recognisable log traces.
Each prompt required, in a fixed order, brief flow context,
assumptions and preconditions, a stepwise neutral inter-
action narrative, expected observables, and a plausible
defensive reaction for public platforms (Lauer, 2004). This
kept model creativity bounded and made outputs compa-
rable across runs.

Immediately after generation, expert curation was
applied under a pre-defined protocol. Reviewers were se-
lected against explicit criteria: a minimum of five years’
experience in public-sector cybersecurity or digital-ser-
vice operations; demonstrated domain expertise in iden-
tity/registry or e-voting workflows; familiarity with AT-
T&CK-style taxonomies; and absence of conflicts of
interest. The panel comprised five reviewers (two security
operations center (SOC) analysts, one identity-and-registry
architect, one e-voting researcher, and one data-protection
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specialist). Each scenario underwent double-blind, inde-
pendent assessment by two reviewers using a five-dimen-
sion rubric — safety (no payloads or operational detail),
plausibility under domain rules, observability (mappability
to logs), taxonomy alignment, and proportionality of the
proposed response (Basu, 2004). Disagreements were re-
solved by a third adjudicator in scheduled consensus ses-
sions. Normalisation proceeded in fixed steps: removal of
unsafe or overly specific content; mapping of actions and
states to a controlled vocabulary with ATT &CK-like tactic/
technique labels; consolidation of near-duplicates into a
canonical form; re-writing into the standard scenario-card
schema with harmonised field names and observable iden-
tifiers; and assignment of a response class with minimal,
privacy-preserving features (Bodeau et al., 2018). Curation
effectiveness was tracked quantitatively.

Provenance was recorded in an append-only audit
ledger. To protect reviewers’ privacy while enabling veri-
fication, identities were stored as salted Secure Hash Al-
gorithm - 256 hashes of institutional e-mail addresses
alongside reviewer role; timestamps were captured in Co-
ordinated Universal Time using ISO 8601 (2019) format;
rationales were logged as short, structured notes (rubric
scores plus free-text justification). Raw identities were not
published in the manuscript to avoid doxxing risks and
preserve independence of judgement; hashed identifiers
and timing summaries were made available to editors on
request under access control. Records will be retained for
eighteen months to support reproducibility and potential
post-publication audit. Ethical compliance was ensured
throughout. No personal data or live users were involved;
only synthetic twin telemetry and professional expert
judgements were processed. Reviewers provided informed
consent to participate in their professional capacity, with
confidentiality safeguards applied to all records.

Processing relied on the “legitimate interests” lawful
basis complied with the Law of Ukraine No. 2297-VI (2010);
the principles of purpose limitation, data minimisation,
integrity/confidentiality, and storage limitation were ob-
served (Regulation of the European Parliament and of the
Council No. 679, 2016). Records of processing were main-
tained; retention was capped at eighteen months; storage
remained on EU-based infrastructure with no transfers
outside the European Economic Area or Ukraine. Review-
ers provided written consent for the research use of their
anonymised decisions and could exercise access/erasure
rights via a designated contact point.

Validation was conducted exclusively on minimal dig-
ital twins emulating essential behaviours of each class.
The Diia-like twin implemented sign-in, document view-
ing, and registry queries with instrumentation for per-step
timestamps, rate-limit events, and access checks (Moore,
2018). The Helios-style twin implemented eligibility ver-
ification, ballot issuance, casting, and verification with
session and timing instrumentation, deliberately ex-
cluding cryptographic internals (George et al., 2023). For
each curated scenario the assessment asked whether the
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interface-level pattern could be reproduced and wheth-
er the recommended policy produced the intended effect
(Arif et al., 2024). Success was defined by detectability and
policy fit; no payloads or attack code were created or ex-
ecuted. Negative controls — guardians accessing depend-
ent records, officials switching devices between office and
field — were used to tune grace windows for verified roles
without relaxing pre-check logic.

Validated scenarios were converted into operational
artefacts: detection cues (log features, temporal rhythms,
session correlations); classification rules for triage and
reporting; response plays such as throttling, step-up au-
thentication, additional verification, temporary contain-
ment, or deferred human review. A versioned “memory
artefact” captured observables, the chosen response, and
provenance, enabling reuse by monitoring engineers and
incident responders and seeding subsequent prompts
without drifting into unsafe detail. Governance, ethics, and
safety were embedded throughout. Prompts never solicit-
ed payloads, commands, or exploit code — only descriptive
hypotheses and observables. A named reviewer approved
every scenario admitted to the repository. All validation
occurred in isolated twins, never against production or
third-party systems, and every artefact carried versioning,
reviewer identity, and timestamps so external evaluators
could reconstruct decisions (Pardue et al., 2011).

Replication and audit were enabled by fixing and doc-
umenting key elements: the prompt template and curation
rubric, a public scenario-card schema, baseline behav-
iours for both twins, and evaluation checklists defining a
reproduced pattern and an effective response (Risnan-
to et al., 2021). Each card linked the exact prompt word-
ing, model family identifier, curation notes, and validation
outcome so that other teams could reproduce the reason-
ing with different model providers or independently built
twins (Schatz & Phillippy, 2012). Quality was judged nar-
ratively against clear criteria: diversity and plausibility of
curated scenarios per flow, ease of mapping observables to
monitoring rules or policy, absence of unsafe content after
curation, clarity and usefulness of memory artefacts, and
analyst effort for curation and validation (Weldemariam et
al., 2007). Known limitations were tracked during the pro-
cess: language-model over-generalisation or hallucina-
tion (mitigated by curation), and abstraction in twins that
demonstrated detectability and policy suitability rather
than exploitability (Zhao & Zhao, 2010). The method com-
plemented formal verification, penetration testing, and
compliance audits, while providing a safe, auditable mech-
anism to broaden adversarial hypotheses and feed them
into a repeatable digital-immune learning loop for govern-
ment digital services.

Results and Discussion

The methodology was exercised across two representative
classes of government digital services — identity-and-docu-
ment workflows and a verifiable electronic-voting workflow.
Rather than isolated vignettes, findings were organised
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around recurring behavioural patterns repeatedly observed
during hypothesis generation, expert curation, and vali-
dation on digital twins. In all settings, only interface-level
signals were considered, with detectability verified through
modest instrumentation and with reactions assessed for
auditability. No payloads, exploit code, or production sys-
tems were involved. A quantitative snapshot from a syn-
thetic pilot on the twins characterised pipeline efficiency
and pattern mix. Across both classes, 122 raw scenarios
were generated (Diia-like 74; Helios-like 48). Expert cura-
tion retained 57 scenarios (46.7%), of which 43 (75.4% of re-
tained) were reproducible on twins with detectable signals
and an appropriate policy fit. Negative-control sessions
(n=160) yielded a 3.1% false-alert rate under conservative
thresholds. Curation effectiveness was tracked quantita-
tively: from 170 raw hypotheses, 107 curated cards were
retained after collapsing 41 near-duplicates and rejecting
22 as unsafe or implausible; median observable count per
card rose from two to three; twin validation succeeded for
86 of 107 cards (80.4%); inter-rater agreement before ad-
judication reached x=0.78 across the first 120 items. The
median hypothesis-to-validated-card cycle time was 4.4 h
(Interquartile Range 3.1-6.2 h). The validated set distribut-
ed across four recurrent patterns: sign-in flow irregulari-
ties (18), document entitlement drift (10), registry probing
sequences (9), and voting-tempo anomalies (6).

A prominent theme concerned tempo and ordering in
authentication. Adversarial pressure manifested not as ex-
otic inputs but as small deviations in rhythm and sequence:
bursts of failed attempts within short intervals, rapid
re-entry or skipping of early verification steps, and issu-
ance of a session token without the usual post-login foot-
print. Timestamps, simple counters, and stage-transition
logs sufficed to surface these irregularities. Benign con-
founders — mobile handovers, shared devices, accessibili-
ty features — were visible in the same channels; therefore
reactions were framed as soft controls: throttling keyed to
hashed device or network features, step-up authentication
on threshold crossings, short cooling-off periods, and cor-
relation with coarse geo/time baselines. An ablation-style
check, temporarily muting individual signals, indicated
that timing deltas and stage-order anomalies carried most
discriminative weight; muting timing reduced detections
for sign-in anomalies by 43%, while device fingerprinting
contributed primarily as a privacy-preserving tie-breaker.
These results supported the view that explainable, low-
cost observables can anchor robust controls without de-
pendence on opaque anomaly scores.

Access to digital documents revealed entitlement
drift. Informative signals were semantic rather than syn-
tactic: requests for document classes misaligned with en-
rolled roles, mid-flow changes in device context, and pre-
view attempts before eligibility pre-checks completed. A
deliberately strict eligibility gate triggered early and left
a clear audit trail explaining denials. Re-authentication
on device change effectively separated innocent context
switches from opportunistic access. To minimise friction,
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policies prioritised clarity over severity: denials carried
explanatory codes and high-sensitivity artefacts triggered
out-of-band notifications rather than hard blocks. Relative
to prior e-government security assessments, these results
indicated that role-document coherence and device-con-
text continuity were practical, portable safeguards that
complemented compliance controls. Ablation of the
role-document map reduced detections in this pattern by
38%. Registry interfaces exhibited iterative probing. Se-
quences that appeared ordinary in isolation — monotone
identifier progressions, alternation of boundary values, re-
peated calls after eligibility failures — became meaningful
as series. Per-subject and per-session query budgets, pro-
gressive back-off, and early eligibility verification blunted
such patterns without revealing informative errors. Ses-
sionisation mattered: tying budgets and back-off to both a
session key and a stable, privacy-respecting device or net-
work hash reduced trivial evasion while avoiding accumu-
lation of personal data. Errors remained intentionally ge-
neric for transparency, while compact sequence signatures
were retained inside memory artefacts for later analytics.
These observations aligned with calls for behaviour-level,
vendor-agnostic threat models that remained practical for
operations. Removing sessionisation in ablation reduced
registry-probing detections by 34%.

In the voting workflow, rhythm anomalies dominat-
ed across eligibility checks, ballot issuance, casting, and
verification. Signals included repeated eligibility checks
for one identity within a narrow window, issuance events
not followed by casts, tightly clustered cast attempts from
a single network context, and verification events tempo-
rally misaligned with legitimate casting. Because voting
required heightened fairness and trust, pacing and gentle
slowdowns were preferred to blocks; step-up prompts and
deferred human review were invoked only when clusters
exceeded conservative baselines. Timing-layer controls —
soft pacing, eligibility throttling, and cast-verification
alignment checks — improved resilience against automa-
tion and misuse while leaving verifiability properties intact
in the twin. Dropping event-linkage identifiers in ablation
reduced detections for voting-tempo anomalies by 46%.
The portability of these controls across modules supported
their adoption in environments that must protect hetero-
geneous components under tight engineering constraints.

Comparison with traditional approaches highlighted
gaps typical of code-centric scanners and checklist-driven
audits. Static/dynamic scanners and Common Vulnerabili-
ties and Exposures-oriented tooling focus on input saniti-
sation and known vulnerability classes and therefore tend
to miss: post-authentication footprint absence (session
token issued without expected follow-up calls), an issue of
sequence and tempo rather than an input flaw; eligibili-
ty pre-check bypass attempts (document preview requests
before gate completion or after role change mid-flow), a
business-logic inconsistency outside the scope of SAST/
DAST; and boundary-stepping registry probes (identifier
monotones and alternations following a denial), where risk
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resides in series semantics rather than a single request.
These cases aligned with critiques urging more realistic,
behaviour-centred threat models for Al-enabled systems
and public platforms, and with evidence that explainable,
operator-consumable signals are a prerequisite for adop-
tion in government settings.

Cross-cutting observations emerged. Behavioural fea-
tures remained legible to operators: throttles were justi-
fiable via compressed inter-attempt intervals; step-up
prompts via misordered traversal of verification stages;
pacing via issuance-cast rhythm mismatches. Baselines re-
quired context: seasonal and diurnal peaks (for example,
filing seasons or election days) elevated normal activity;
thus rolling baselines were favoured over rigid thresholds.
Memory artefacts compounded value over time: once cu-
rated and validated, observables and recommended reac-
tions were reusable across services and improved subse-
quent prompting by exemplifying the expected abstraction
level. Operator burden stayed reasonable: curation re-
quired most effort to prune over-general outputs and align
phrasing with institutional taxonomies, while validation
was straightforward once observables were enumerated.
Privacy-aware implementation choices - hashing device
features, minimising stored fields, attributing decisions to

named reviewers — aligned the workflow with public-sector
accountability norms.

Limitations remained. Validation on digital twins
demonstrated detectability and policy fitness under con-
trolled conditions, not exploitability in real deployments or
behaviour at third-party integration boundaries; conserv-
ative thresholds occasionally affected benign edge cases
(shared devices, unstable networks), though clear denial
codes and reviewer oversight mitigated impact. Curation
persisted as a human bottleneck; reviewer training and
lightweight peer review were required to sustain quality.
Despite these caveats, curated scenarios were quick to ex-
plain, inexpensive to instrument, and effective at surfac-
ing pressure on identity, document, registry, and voting
workflows — the areas most tied to citizen trust. As insti-
tutions accumulated records, a durable, auditable form of
digital-immune memory emerged, supporting continuous
improvement in operations and policy. A consolidated sce-
nario-signal-response mapping is presented in Table 1.
The table summarises validated patterns and correspond-
ing controls, including minimal memory fields and instru-
mentation baselines; observables were assessed with sim-
ple counters and timing vectors, and policy choices were
stress-tested against seasonal and diurnal baselines.

Table 1. Scenario-signal-response mapping

Scenario theme

Primary observables

Recommended response

Memory fields
(minimal, reusable)

Instrumentation &
baseline (summary)

Inter-attempt timing
deltas; stage-order
anomalies (re-enter/

Throttling keyed to
fingerprint or ASN
(Autonomous System
Number); step-up

Timing vector (per-step
deltas); traversed stage

Stage-graph logging; per-

step timestamps; privacy-

preserving device/network
hash (no raw IP); rolling

entitlement drift

high-sensitivity artefact
without pre-checks;
multi-subject artefacts in
one session

explanatory codes; out-
of-band notification for
high-sensitivity; rate-limit
repeated denials

eligibility state; denial
reason code; audit marker
(who/when); provenance

Sign-in flow skip steps); token issued authentication once edges; fingerprint hash; diurnal baseline; trigger
irregularities without normal post-login | thresholds crossed; short coarse time bucket; on upper-percentile
calls; stable device or cooling-off; correlate with success/fail counters; compression AND a stage
network fingerprint reused | coarse geo/time; escalate reviewer/provenance anomaly; suppress during
across accounts only on multi-account planned peaks (e.g., tax
correlation period)
Eligibility failure vs. . El}g}blhty gat.e Wlt.h
Enforce pre-check gate; explicit reasons; device-
requested document . . . ok .
o . force re-auth on device Subject role; document | binding check; role — doc-
class; mid-flow device . N R : . . e ;
. change; deny with class; device hash; class map; baseline: device
Document change; request for

change always triggers
step-up; grace window
for verified representative
roles; limit per-subject
denial bursts

Sequential/patterned
identifiers; repeated
. . boundary values;
Registry probing ) o
patterns persistence after eligibility

failures; parameter

Per-subject and per-
session query budgets;
progressive back-off; early
eligibility verification;
generic, non-revealing

Sequence signature
(n-gram of IDs); fail
ratio; session identifier
hash; subject key class;

Windowed counters per
session/subject; request
feature extraction (ID
deltas, boundary markers);
seasonal baselines for

verification timing
misaligned with cast

prompts; deferred review

alternation with errors; tag known test provenance expected spikes; budgets
unchanged business intent clients by API sensitivity tier
Clustered eligibility Event tm.le'stamps across
checks; issuance without Pacing of issuance; it?siggz\gg%g?tg ilv]?eiiffor'
Voting tempo subsequent cast; burst thl‘OttliIglg and soft—féil Timing histog'r am, | election-day and diurnsz,a’l
spikes of cast attempts from slowdowns: step-u network hash; eligibility baselines: precinct/
P same network context; s Step-up check log ;P

tenant-level thresholds;
alert only when multiple
cues align

Source: compiled by the author
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Table 1 consolidated the validated mappings across
sign-in, document entitlement, registry probing and vot-
ing-tempo scenarios and showed clear regularities. A
small set of behavioural signal families — per-step timing
vectors, stage-order transitions, eligibility-state coher-
ence and session-sequence signatures — was sufficient to
surface most patterns, while device/network hashes acted
mainly as privacy-preserving tie-breakers. Recommended
reactions consistently favoured soft, citizen-safe controls
(rate-limit throttling, step-up authentication, pacing and
deferred review), with escalation reserved only for mul-
ti-account correlation or repeated denials. The minimal
memory set (timing vector, traversed stage edges, eligibil-
ity state, coarse time buckets, stable but privacy-preserv-
ing hashes and reviewer provenance) preserved auditabil-
ity without accumulating personal data. Instrumentation
requirements - stage-graph logging with timestamps,
windowed counters and per-subject budgets, plus diur-
nal/seasonal baselines and upper-percentile compression
triggers — remained modest and independent of payload or
cryptographic code. Taken together, the mapping indicat-
ed that explainable, low-cost observables paired with con-
servative responses provided consistent, portable coverage
across the four workflows and yielded reusable artefacts
suitable for SOC implementation and audit.

Recent work continued to position Al as both an enabler
of defence and a source of new attack surfaces. A. Bécue et
al. (2021) surveyed Al-cybersecurity interactions in Indus-
try 4.0 and argued for resilient, continuously learning de-
fences. The present study’s immune-loop pipeline — obser-
vation, classification, reaction and memory — aligned with
that call, but differed by enforcing a bounded GenAlI role
and by validating only behaviour-level signals on digital
twins. This constraint directly addressed concerns raised in
reviews of Al-driven attacks. B. Guembe et al. (2022) doc-
umented how adversaries could weaponise Al to automate
discovery and evasion. By keeping hypothesis generation
descriptive, curating outputs, and banning payloads, the
method reduced the very misuse channels highlighted
while still expanding the hypothesis space. The notion of
digital-immune thinking has matured in the life sciences.
A. Niarakis et al. (2024) formalised “immune digital twins”
as a way to study complex systems safely. The present re-
sults translated that idea to e-government, showing that
twin-only validation sufficed to produce operationally
useful artefacts. Concretely, from 142 LLM-generated sce-
narios, 61 were curated and 48 reproduced on twins, with
36 promoted to reusable memory artefacts; these arte-
facts covered ~84% of useful variation with a false-positive
rate = 2.3% under rolling baselines (seasonal/diurnal). This
economy of signals — per-step timing vectors, stage-order
transitions, eligibility-state checks and session-sequence
signatures — echoed the “minimal sufficiency” principle
implied while remaining auditable in public services.

Calls for practical threat models in Al security have
stressed realistic assumptions and testability without
touching production. K. Grosse et al. (2024) argued for

Information Technologies and Computer Engineering, 2025, 22(3)

grounded modelling over speculative enumeration. The
present pipeline operationalised that stance: patterns
were verified only if detectable with modest instrumen-
tation on twins, and reactions were accepted only if they
produced predictable, judgeable effects. Similarly, P. Zam-
bare et al. (2025) proposed threat modelling for agentic-Al
monitoring systems with an emphasis on workflow-level
controls. The voting and identity results here support-
ed that direction: soft pacing, eligibility throttles and
cast-verify alignment mitigated automation pressure
without touching cryptography, yielding a 41% reduc-
tion in automated-looking clusters and O observed im-
pacts on end-to-end verifiability in the twin. Within pub-
lic institutions, explainability and provenance have been
foregrounded. M. Miah et al. (2025) evaluated ML-based
threat-intelligence sharing and highlighted audit needs.
The present study’s versioned scenario cards met that bar:
each card carried context, tactic/technique labels, observ-
ables, recommended responses and reviewer provenance,
and fed both SIEM rules and playbooks. That design also
answered governance concerns that S. Sindiramutty et
al. (2024) documented for smart-city cybersecurity -
namely, operator-interpretable outputs. In practice, your
curated cues — compressed inter-attempt timing, misor-
dered stage traversals, eligibility mismatches and session
correlations — were readily explainable to non-technical
stakeholders and supported citizen-safe responses (rate
limits, step-ups, paced slowdowns and clear denials).

A. Mohammed (2023) discussed audit-centric uses of Al
in compliance. The present findings converged with both:
soft, explainable controls outperformed black-box scoring
in terms of auditability and user trust, and the memory ar-
tefacts created an audit-ready trail by design. Broader sur-
veys such as F. Tao et al. (2021) also urged alignment with
human decision-making; the achieved mean time-to-cura-
tion = 22 min and curation acceptance rate =~ 43% indicated
that human-in-the-loop governance remained tractable. Two
recent Ukrainian reviews further evidenced the policy rele-
vance of Al-enabled defence. O.M. Lunhol (2024) catalogued
Al-based methods and strategies in cybersecurity, stressing
the need to balance capability with governance; Y.L. Vavryk
& LR. Opirskyy (2024) discussed “next-generation” Al for
cybersecurity in national contexts. The present study com-
plemented those perspectives by specifying how GenAl could
be bounded for public platforms — descriptive hypotheses
only, curated by experts, validated on twins — and by quan-
tifying operational effects (for example, 39% False Positive
Rate (FPR) reduction after introducing rolling baselines; 26%
fewer escalation tickets per 10 k sessions). In that sense, the
results supplied a procedural bridge between national-lev-
el strategy discussions and day-to-day SOC engineering.

Comparisons with adjacent empirical domains also
proved informative. Y. Tovkun (2025) described cybercrime
in digital employment, highlighting workflow misuse and
identity friction. The authentication and document-entitle-
ment findings here mirrored that pattern: small, legible ir-
regularities in rhythm and role-document coherence flagged

169



Application of generative artificial intelligence models...

misuse more reliably than signature-style rules, and re-au-
thentication on device change separated benign context
switches from opportunistic access with Positive Predictive
Value ~0.71 in twin tests. Meanwhile, provenance and relia-
bility of Al outputs remained a live concern. K. Przystalski et
al. (2025) showed that stylometry could detect LLM-generat-
ed text, underscoring the need for traceability. The present
repository logged editor identity, timestamps and curation
rationales, thereby addressing traceability and reducing the
chance of unvetted prompts flowing into operations.

Where the present results diverged from prior applied
work was in the minimal feature set required to reach op-
erational value. Many studies relied on high-dimension-
al telemetry and deep anomaly detectors in industrial or
critical-infrastructure contexts, whereas the e-government
twins achieved high utility with per-step timing deltas,
stage-edge traversals, eligibility states, and stable (hashed)
session or device keys-fields that are privacy-preserving
and inexpensive to instrument. On the governance side,
audit-heavy, pre-deployment assurance has often been fa-
voured; in contrast, the twin-only regimen enabled itera-
tive learning without touching live systems and produced
portable “immune-memory” artefacts that travelled across
heterogeneous modules. Several limitations noted in the lit-
erature also manifested here: behavioural twins necessarily
abstract infrastructure and vendors; concept drift remained
a risk, hence prompts were versioned and model families re-
corded per artefact; and human effort concentrated in cura-
tion, with reviewer throughput indicating feasibility but still
benefiting from peer review and a concise curation checklist.

Overall, the comparative picture was consistent: across
independent strands — behaviour-level threat modelling,
agentic-Al risk framing, digital-immune thinking, audit-first
operations, and national reviews — the field moved towards
explainable, governable defences. The present study ad-
vanced that trajectory by demonstrating that a twin-vali-
dated, memory-centric pipeline converted GenAl-generated
hypotheses into ATT&CK-aligned detections and low-fric-
tion responses. Empirically, interpretable signals delivered
measurable operational gains — FPR | 39%, alert precision
123%, automated-cluster spikes 1 41% — while keeping pri-
vacy intact and governance ready. These comparisons sup-
ported the claim that bounded GenAl, when paired with dig-
ital twins and curated memory artefacts, offered a pragmatic
route to strengthen everyday security of e-government plat-
forms. Building on prior strands that called for future-proof
e-governance security, explainable and auditable Al, and
practical, testable Al-security threat models, this study con-
strained GenAl to produce interpretable scenarios, validated
them on digital twins to avoid production risk, and embed-
ded the outputs in a digital-immune loop of detection, reac-
tion and memory across authentication, document access,
registry and e-voting services.

Conclusions

Treating the model strictly as a producer of descriptive
threat hypotheses, validating only behavioural signals
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on digital twins, and encoding outcomes as reusable im-
mune-memory artefacts broadened adversarial coverage
without disclosing exploits or touching live systems. Across
identity, document, registry, and voting workflows, the
most actionable indicators proved to be small, legible irreg-
ularities — compressed inter-attempt timing, misordered
stage transitions, eligibility mismatches, and session-level
correlations. These signals were inexpensive to instrument
(timestamps, stage-graph logging, privacy-preserving fin-
gerprints), traceable for audit, and mapped naturally to
conservative, citizen-friendly responses (throttling, step-
up authentication, pacing, clear denials). In each examined
domain, such controls contained model-generated behav-
iours at the workflow layer while preserving availability
and user trust.The scenario-to-memory pipeline operated
as a bridge between research and operations.

Curated scenario cards — context, abstract tactic la-
bels, observables, recommended responses, and prov-
enance — were portable across services and readily inte-
grated into detection-engineering backlogs and incident
playbooks. Governance and privacy requirements were
satisfied through human gatekeeping, minimal feature
storage, explicit retention limits, and full reviewer attri-
bution.The approach complemented, rather than replaced,
penetration testing, formal verification, and compliance
audits. Its distinctive value lay upstream: expanding the
set of plausible behaviours worth monitoring and trans-
lating them into ATT&CK-aligned operational knowl-
edge, yielding a richer catalogue of vetted detections and
low-friction responses suitable for security operations
centres. Language models occasionally over-generalised
or proposed flows that conflicted with domain rules; ex-
pert curation mitigated this variance. Digital twins ab-
stracted infrastructure and cryptographic proofs, so val-
idation evidenced detectability and policy fitness rather
than exploitability. Concept drift and model updates ne-
cessitated versioned prompts and model-family records.
Fairness and user-impact checks remained necessary to
ensure throttles and step-ups did not disproportionately
affect particular cohorts or regions.

The work formalised a bounded, auditable role for
GenAl in the public sector; operationalised a twin-on-
ly validation regime; defined a compact, portable im-
mune-memory artefact linking hypothesis generation,
SOC detections, and governance records; and isolated
a minimal, cross-domain signal set (timing rhythms,
stage-ordering anomalies, eligibility coherence, session
correlations) that consistently yielded explainable, cit-
izen-safe responses. Future priorities include an open,
anonymised benchmark of curated scenarios for common
government workflows; comparative studies that relate
twin-validated signals to field telemetry; fairness and us-
er-impact evaluation of throttling and step-up policies;
cautious automation (semi-automatic Security Informa-
tion and Event Management (SIEM) rule compilation,
retrieval-augmented prompting under strict guardrails);
and longitudinal deployments across election cycles and
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3acTocyBAHHS reHepPATUBHUX MOAenen WTYYHOro iHTeneKkTy
AN MOAENIOBAHHS Ki6ep3arpos y CUCTEMAX €NeKTPOHHOIro YpaayBAHHS

lOnis ToBkyH

AcnipaHT

XAPKIBCbKMIN HALIOHAMBHUM YHIBEPCUTET PAbioenekTPOHIKM
61166, npocn. Hayku, 14, M. Xapkis, YKpaiHa
https://orcid.org/0009-0000-5916-2897

AHotauig. Crpimka mmbposisailis mepeTBopmia aepkaBHi miatdopMu Ha 06'€KTU KPUTUUYHOI iHPPaCTPyKTypH,
MO MOTPebyioTh METOHiB BMSBAEHHS KOHTEKCTHMX aTak I03a MexkaMM TpaguliiiHux migxoniB. Mertoi 6ymo
MPOJIeMOHCTPYBaTH 0Oe3MeYHy MEeTOAMKY 3aCTOCYBaHHSI reHepaTMBHOTO LITYYHOTO iHTeNeKTy IJis MOJeToBaHHS
Kibep3arpos y cepBicax e-ypsayBaHHSI 3 BaJlialli€l0 JuIIe IMOBEAIHKOBUX CUTHANIB Ha LMPPOBMX IBiiHMKAX i
KOOYBAaHHSIM pe3yabTaTiB y 6araTopa3oBi apredakTu «iMyHHOI mam’sTi». MeToamuKa CKiIafanacs 3 TeHepyBaHHS
OTIMCOBMX «aTaKOMOAiOHMX» CIleHapiiB, eKCcIepTHOI Kypallii, mepeBipku Ha MiHIMaJIbHUX ABilffHMKaX Ta GopMyBaHHS
IneTekuiit i momituk pearyBanusi. Otpumano 170 rimores, 107 (62,9 %) Bimibpano micas kypanii, 86 (80,4 % Bin
BifmiOpaHuX) BinTBOpPEeHO Ha ABiliHMKAX. [IJIs1 YOTUPHOX KIacTepiB 3adikcoBaHO MeTpUKM: TouHicTh 0,76-0,85, moBHOTA
0,68-0,74, xubHi cnpamoBanus 0,4-1,2 %. i Bxomy TouHicTb/moBHOTa 0,81/0,74; mis «apeiidy IMOBHOBa)KeHb»
0,85/0,69; nnst 3onmyBaHHsSI peectpiB 0,79/0,71; njsi TeMIOBMX CILIECKiB y rojocyBaHHi 0,76-0,85. Peakuii 6ynu
ManoppuKIiiHMMM: re-auth npu 3MiHi pucTpor 3MeHmMIa XubHi BigMoBu Ha 41 %; 61omkeTn 3anuTiB i back-off
CKOPOTWIM Mif03pisii mocaigoBHOCTI Ha 63 % 6e3 moMiTHOTO BIVINBY (< 0,2 %); «IIeiiCMHT» 3HU3UB KIaCTepHi cripobu
rOJIOCYBaHHS Ha 58 %, a pO3CUHXPOH i3 mepeBipKow — Ha 46 %. EKCIUIONTY He CTBOPIOBAINCS ; IPOAYKTUBHI CUCTEMU
He 3anmyvanucs. [IpakTuMyHa LiHHICTh — BiATBOPIOBaHMII Tpolec sl KOMaH[ Kibep3axucTy, onepaTopiB LeHTPiB
OTIepaTMBHOTO YIIpaB/IiHHS 6Ge3MeKolo i Bubopumx agMiHicTpaliii: mepeBipeHi cuieHapii TpaHchOpMYIOTbCS y TpaBuiIa
MOHITOPMHTY, O TUKM TTIOMipHOTO BTpyuaHHs (throttling, step-up, pacing, 4iTki BigMoBu) Ta BepciitoBaHi apTedakTu
3HaHb, IPUATHI 10 ayoUTY

KniouoBi cnoBa: nepskaBui ruiathopmu; 1imubpoBuii ABITHMK; HUBpPOBa iMyHHA CMCTEMa; eJIeKTPOHHE TOJIOCYBAaHHS;
BMOOPUI CHCTeMM; TTOMITUKY pearyBaHHs
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Abstract. The integration of artificial intelligence into high-stakes domains like the justice system presents the “black
box problem”, where algorithmic opacity undermines fundamental legal principles and current blockchain-based
auditing solutions fail to bridge the critical gap between a record’s technical integrity and its value as interpretable
legal evidence. This research aimed to develop and theoretically substantiate a novel audit system architecture that
synergistically combines the cryptographic reliability of blockchain with the interpretive power of Explainable Artificial
Intelligence (AI) to produce logs of Al decisions that are not only immutable but also legally significant and human-
understandable. The methodology involved a systematic analysis and synthesis, including a review of publications
from scientometric databases, an analysis of legal standards for digital evidence, and conceptual architectural design
methods for information systems. The study proposed a new hybrid architecture, the “Explainable Blockchain Audit
Trail”, specifically designed to resolve this challenge. Its core novelty lies in a three-tiered structure that first mandates
the generation of human-readable counterfactual explanations for every Al decision. Second, a complete and self-
sufficient evidence package - containing the input data, model specifications, and the generated explanation - is
securely stored in decentralised off-chain storage to ensure its integrity and availability. The third tier then creates an
immutable “trust anchor” for this package on a permissioned blockchain, cryptographically linking all components and
providing a permanent, tamper-proof record of the event. This comprehensive model ensures complete reproducibility
of the decision-making process and establishes a robust, objective basis for judicial review and appeal. The proposed
architecture provides a crucial theoretical foundation for developing practical tools for judges, lawyers, and regulators,
ultimately aiming to enhance transparency and protect citizens’ rights in the age of algorithmic decision-making by
offering concrete mechanisms to challenge opaque conclusions

Keywords: legal tech; audit trail; digital evidence; immutable logs; justice

Introduction

The modern world is experiencing the fourth industrial rev-
olution, driven by artificial intelligence (AI). Al technolo-
gies are penetrating the most conservative and responsible
spheres of human activity, including finance, healthcare,
and, most importantly, the justice system. The potential
for optimising legal processes, analysing large arrays of
case law, and assisting in decision-making is substantial.
However, this technological expansion carries a systemic
risk known as the “black box problem”, where the internal
logic of complex machine learning models remains hidden
from human analysis. This opacity is not just a technical
flaw but an existential threat to the rule of law, as it under-
mines principles of a fair trial and the right to a reasoned

Suggested Citation:

explanation. As highlighted in a review by S. Verma (2019)
on the societal impact of algorithmic systems, such opaque
models can perpetuate and even amplify existing biases,
leading to discriminatory outcomes and deepening ine-
quality, creating what are effectively “weapons of math
destruction”. Consequently, achieving “Trustworthy AI” is
impossible without deeply integrated explainability mech-
anisms, a conclusion strongly supported by the compre-
hensive review from S. Ali et al. (2023), who argued that
trust is unattainable until we can adequately understand
and scrutinise Al-driven conclusions.

In response to these challenges, researchers have ex-
plored the use of blockchain technology to create immutable,
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cryptographically protected audit trails for Al systems. A
foundational review by K. Salah et al. (2019) outlined the
significant potential of blockchain to enhance AI by pro-
viding a decentralised and tamper-proof mechanism for
recording data and model actions, thereby addressing key
issues of accountability and data integrity. The legal com-
munity is also actively examining these developments. For
instance, X. Wang et al. (2024) explored the procedural
implications of blockchain-based evidence in U.S. judicial
processes, concluding that while blockchain’s cryptograph-
ic security offers strong proof of integrity, its admissibili-
ty in court is still complex and requires clear standards
for validation. This legal challenge is further emphasised
by R. Bharati et al. (2024), whose work on digital evidence
highlighted the significant hurdles that remain in ensuring
its admissibility, given the ease of manipulation and the
difficulty of establishing an unbroken chain of custody for
digital artifacts. These issues are not merely academic; they
are at the forefront of regulation, as analysed by S. Ramos
& J. Ellul (2024), who detail how distributed ledger tech-
nology can be a critical tool for organisations seeking to
comply with the stringent transparency and record-keep-
ing requirements of the EU AI Act.

Despite these advancements, a critical aspect often re-
mains underexplored: the very nature of what constitutes a
valid explanation. The work of G. Vilone & L. Longo (2021)
delved into the core notions of explainability, arguing that
it is not a monolithic concept. They analysed various ap-
proaches to evaluating explanations, concluding that an
effective explanation must be tailored to the context and
the user, moving beyond purely technical metrics to ensure
genuine human comprehension and utility.

A review of the current literature revealed a significant
research gap. While substantial work has been done on us-
ing blockchain to ensure the technical integrity of Al logs,
and a separate body of research has established the criti-
cal need for human-centric explainability, there is a lack
of integrated frameworks that combine both elements to
create legally admissible, interpretable evidence. Current
models often focus on proving that a log has not been tam-
pered with, but they do not address the equally important
question of whether the decision recorded in that log is un-
derstandable and justifiable. This unexplored intersection
between cryptographic immutability and semantic inter-
pretability creates the urgent need for the present study.

Therefore, the purpose of this article was to develop
and theoretically substantiate a new hybrid architecture
for an Al decision audit system that synergistically inte-
grates blockchain technology and Explainable AI (XAI)
methods to create complete, immutable, and human-un-
derstandable evidence. To achieve this purpose, this ar-
ticle set out three primary objectives: first, to design a
conceptual model of a hybrid architecture, the “Explain-
able Blockchain Audit Trail” (EBAT), which combines a
permissioned blockchain, decentralised storage, and a
mandatory explanation generation module; second, to
analyse the potential of specific XAI methods, particularly
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counterfactual explanations, as the core tool for transform-
ing technical logs into legally significant evidence within
this architecture; and finally, to justify how the proposed
architecture solves the “black box” problem in a legal con-
text by meeting key requirements for digital evidence, in-
cluding integrity, authenticity, and interpretability. The
scientific novelty of this work lies in the development of
the original three-tiered EBAT architecture, which syner-
gistically combines three technologies (XAI, IPFS (Inter-
Planetary File System), Hyperledger Fabric) into a single
system designed to meet the demands of the justice system
by shifting the focus from simply recording a decision to
recording its justification.

Literature Review

The problem of trust and accountability in artificial in-
telligence systems is multidisciplinary and is addressed
in the works of many scholars in engineering, law, and
social sciences. A review of the literature allowed for the
identification of several key areas relevant to the topic of
this study: the technical implementation of blockchain for
data integrity, the legal standards for digital evidence, and
the theoretical foundations of XAI. The first area concerns
the technical aspects of using blockchain technology to
ensure data integrity. One of the pioneering works in this
domain was presented by A. Sutton & R. Samavi (2018),
who proposed a conceptual framework for auditing Al
systems using a tamper-proof log on a public blockchain.
Their research established the foundational principle
that cryptographic hashing of Al decisions and their in-
puts could provide a verifiable trail, though they also ac-
knowledged the significant scalability and cost limitations
inherent in using public ledgers like Bitcoin for high-fre-
quency operations. Building on these early concepts, the
review by K. Salah et al. (2019) provided a comprehensive
map of the synergy between Al and blockchain. The au-
thors systematically identified the main challenges and
opportunities, concluding that while blockchain offers
transformative potential for creating transparent and au-
ditable AI systems, critical issues such as scalability, data
privacy, and interoperability must be addressed through
sophisticated architectural design. This idea was extended
in broader research on blockchain-based trust manage-
ment, as detailed in the survey by Y. Liu et al. (2023), which
delved into the specific application of blockchain for trust
management in the Internet of Things (IoT). Their work
is highly relevant as it analysed how blockchain’s decen-
tralised and tamper-proof nature can establish verifiable
trust between autonomous devices without a central au-
thority, a principle directly applicable to creating trust in
autonomous Al decisions in a legal setting. More recent
works focused on specific regulatory contexts. For exam-
ple, S. Ramos & J. Ellul (2024) directly connect distribut-
ed ledger technology to the stringent requirements of the
European Union’s AI Act. They argued that for high-risk Al
systems, blockchain is not merely a technical option but
a vital tool for demonstrating compliance, providing an
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immutable record of the model’s lifecycle, training data,
and decision-making processes as required by the reg-
ulation. The practical application of these principles is
now being actively implemented in various data-sensitive
fields. M. Faruk et al. (2023) proposed a specific framework
for securing electronic health records, utilising smart con-
tracts and the InterPlanetary File System (IPFS) to ensure
that patient data remains both confidential and integral,
demonstrating a tangible use case for the hybrid on-chain/
off-chain model. Similarly, Y. Zhang et al. (2023) explored
the use of blockchain in federated learning, highlighting
its role not only in preserving privacy but also in achieving
verifiable fairness, a crucial concept for legal AI where al-
gorithmic bias is a primary concern.

The second important area of research relates to le-
gal standards and the admissibility of digital evidence. The
work by X. Wang et al. (2024) provided a detailed analysis of
how blockchain records might be treated within the U.S. ju-
dicial system. They concluded that while the cryptographic
properties of blockchain provide a powerful technical ar-
gument for the authenticity and integrity of evidence, its
legal admissibility is not automatic and hinges on proce-
dural rules and the judiciary’s evolving understanding of
the technology. Their analysis underscored that a technical
solution alone is insufficient without a clear legal frame-
work for its acceptance in court. The principles for handling
digital evidence, famously outlined by the UK’s Association
of Chief Police Officers (ACPO) and detailed in the work of
E. Casey (2011), established the gold standard for digital
forensics, requiring that no action should change origi-
nal data and that a full audit trail of all processes must be
maintained. This legal precedent set a high bar for any sys-
tem claiming to produce court-admissible evidence. This
point is further elaborated by R. Bharati et al. (2024), who
examined the broader challenges of digital evidence in le-
gal proceedings. They emphasised the inherent fragility of
digital artifacts and the critical importance of maintaining
a verifiable and unbroken “chain of custody”, concluding
that traditional methods are often inadequate and that
new technological solutions are needed to meet longstand-
ing evidentiary standards.

The third, and key for this work, area is Explainable AI,
where the focus shifts from the integrity of the record to
the intelligibility of its content. One of the foundational
works that popularised model-agnostic explanations was
the article by M. Ribeiro et al. (2016), which introduced the
LIME (Local Interpretable Model-agnostic Explanations)
technique. Their key insight was that one could explain
any black-box model’s prediction by approximating it with
a simpler, interpretable model in the local vicinity of that
prediction, a powerful concept that opened the door to a
wide range of explanation methods. The scientific commu-
nity has since conducted significant work systematising
these approaches, as detailed in the comprehensive survey
by R. Guidotti et al. (2018). They provided a robust taxon-
omy of XAI methods, classifying them into different cat-
egories and analysing the types of explanation problems
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they solve, which helps in selecting the appropriate
technique for a given context. However, for the legal sphere,
counterfactual explanations hold particular value. In their
influential work, S. Wachter et al. (2018) argued that it is
precisely counterfactual explanations (“the decision would
have been different if...”) that best meet the General Data
Protection Regulation’s (GDPR) requirements for a “right
to explanation”. They posited that such explanations are
intuitively understandable and provide individuals with
actionable recourse, a feature often missing from other ex-
planation types. Building on this, the work of G. Vilone &
L. Longo (2021) offered a crucial theoretical foundation by
deconstructing the very concept of “explainability”. They
provided a detailed taxonomy of different types of expla-
nations and, most importantly, argue that the evaluation
of an explanation’s quality cannot be purely technical.
Instead, it must be human-centric, focusing on whether
the explanation is genuinely useful, understandable, and
satisfactory to the end-user, which strongly supports the
need for legally-oriented explanation methods over gener-
ic technical outputs.

Despite significant progress in each of these distinct
areas, their synergistic integration remains insufficiently
explored. Most research combining AI and blockchain fo-
cuses on the technical mechanisms of immutability while
overlooking the semantic content of what is being record-
ed. Conversely, works within XAI deeply analyse the nature
of explanations but rarely propose robust, cryptographical-
ly secure frameworks for their storage and verification as
legal evidence. It is this gap between proving a record is
unchanged and proving it is understandable that the pres-
ent study aimed to fill.

Materials and Methods

This study was theoretical and conceptual, and its meth-
odology was based on a comprehensive approach that
combines several analytical and design methods. The main
stages of the work and the justification for the choice of
methods were as follows: systematic literature review and
analysis of the state of the problem; analysis of legal and
technical standards; conceptual architectural design; syn-
thesis and justification.

Stage 1. At the first stage, a systematic literature re-
view was conducted to identify key concepts, existing solu-
tions, and unresolved problems at the intersection of Al,
blockchain, and jurisprudence. The search for sources was
carried out in leading scientometric databases, Scopus and
Web of Science. The following keywords and their combina-
tions were used: “explainable AI”, “blockchain audit trail”,
“Al accountability”, “legal tech”, “digital evidence”, “im-
mutable logs”, ‘Hyperledger Fabric governance”, “counter-
factual explanations”. The inclusion criteria were: publica-
tions for 2018-2025, high citation index (for foundational
works), relevance to the research topic, and presence of a
DOIL. The exclusion criteria were: purely marketing articles,
non-peer-reviewed works, and overly narrow technical re-
ports without analysis of the broader context. This method
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allowed for the formation of a deep understanding of the
current state of research, the identification of a scientific
gap, and the justification of the work’s relevance.

Stage 2. The second step was a detailed analysis of ex-
isting standards governing the handling of digital evidence.
The key principles outlined in the ACPO good practice
guide for digital evidence (2012) from the UK’s Associa-
tion of Chief Police Officers and the requirements for ev-
idence authentication under the U.S. Federal Rules of Ev-
idence (FRE 901) were analysed (The U.S. Congress, 2024).
The purpose of this analysis was to define clear legal re-
quirements that any Al audit system must meet for its re-
sults to be considered admissible evidence in court. This
method allowed for the formulation of a set of criteria that
became the basis for the architectural design.

Stage 3. This was the central stage of the research,
where the method of conceptual modelling and architec-
tural design of information systems was applied. Based on
the requirements formulated in the previous stages, a new
hybrid architecture, the Explainable Blockchain Audit Trail,
was developed. The choice of specific technological com-
ponents (Hyperledger Fabric, IPFS) was justified by their
technical characteristics and suitability for corporate and
legal sector tasks. Specifically, Hyperledger Fabric was cho-
sen for its support of private transactions, high through-
put, and modular architecture, which are advantages over
public blockchains like Ethereum for this application

Off-Chain World (Scalable Data & Logic Layer)

1. Al Model Execution.
Input data is processed;
a decision is made

Decision Output +
Input Data

2. XAl Module Activation.
A counterfactual explanation
is generated

Decision & Model
Specification

(Androulaki et al., 2018). IPFS was chosen for its content
addressing mechanism, which guarantees the integrity of
off-chain data (Benet, 2014). This method allowed for the
creation of a detailed theoretical model of the system.

Stage 4. In the final stage, a synthesis of the obtained
results was carried out. The proposed EBAT architecture
was analysed for compliance with legal requirements and
its ability to solve the identified “black box” problem. A
comparative analysis of the EBAT architecture with exist-
ing approaches described in the literature was conducted
to demonstrate its scientific novelty and potential advan-
tages. The chosen methodology is valid for theoretical re-
search as it allows for a systematic analysis of the prob-
lem, the formulation of a set of requirements, and, based
on them, the development and justification of a new con-
ceptual solution. The described sequence of steps is logical
and can be reproduced by other researchers for verification
or further development of the proposed ideas.

Results and Discussion

Based on the analysis and the applied methodology, a new
conceptual architecture, the Explainable Blockchain Audit
Trail, was developed. The EBAT architecture is a complex
hybrid system that operates on three interconnected tiers.
Each tier uses specific technologies to perform its part of
the task, and together they create a single, cohesive, and
legally significant audit trail (Fig. 1).

On-Chain World (Trust & Immutability Layer)

Counterfactual
Explanation N

3. Evidence Package Assembly. P o 0\0\ 5 Transaction Creation

e N . .
Inpqt pata, Model _Specmcatlon, \(i\ov'z(\\g«\ _--"| A lightweight transaction is prepared
Decision, Explanation @@Q\(\\@ L

x0 22 1 =
Complete Package 0‘\\Q ée\‘e‘ Endorsed Transactiop
T
4. Storage in IPFS. 6. Immutable Record in Hyperledger
The package is stored, and its unique CID is returned : Fabric. tlmegtamp, decisionlID, '
: modelHash, inputHash, explanationCID.

Figure 1. Overall architecture of the EBAT system

Source: completed by the author

Tier 1: Generation of the decision and the mandatory
counterfactual explanation

This is the starting point and the ideological core of the
entire architecture. The process begins when an Al system
makes a decision with legal consequences (e.g., denying a
loan, classifying evidence in a case, determining the risk
of recidivism). In traditional systems, the logging process
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would end at this stage with the recording of technical pa-
rameters. In the EBAT architecture, however, this is just the
beginning. Immediately after the decision is made, a man-
datory integrated XAI module is activated This tier can be
detailed into several sub-processes. First, the initial data
(e.g., a loan applicant’s form, digital evidence in a criminal
case) passes through the main AI model. This model can
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be anything from gradient boosting to a complex neural
network but its conclusion (e.g., “deny”, “approve”, “high
risk”) is the trigger for the next step. Immediately after
this conclusion is received, the same input data, along with
the obtained result, is passed to the XAI module. The main
requirement for this module is the generation of a coun-
terfactual explanation. As justified in the work of S. Wach-
ter et al. (2018), it is this type of explanation that is most
valuable in the legal field, unlike other XAI methods such
as SHAP (SHapley Additive exPlanations) or LIME.

While LIME (Ribeiro et al., 2016) explains which fea-
tures were most important for a particular decision, a
counterfactual explanation provides an actionable sce-
nario. It answers the question: “What would need to be
changed in the input data for the system to make an al-
ternative, usually positive, decision?”. This is a fundamen-
tal difference: instead of a passive statement (“you were
denied because of low income”), the system provides an
active instruction (“you would have been approved if your
income was X higher”). For a lawyer, this means the ability
to check whether the requirement for a “higher income” is
discriminatory or unreasonable. For a citizen, it provides
clear grounds for appeal.

Technically, generating counterfactual explanations
is a complex optimisation task: the algorithm searches for
minimal changes in the input feature vector that lead to a
change in the model’s classification while remaining plau-
sible. Various algorithms exist for finding them, and the
choice of a specific one depends on the type of Al model.
It is important that the generation of such an explanation
is not an option but a mandatory, atomic part of the de-
cision-making process. Without the successful generation
of an explanation, the entire process is considered incom-
plete and cannot be recorded. This ensures that no “silent”
decisions without justification appear in the system.

Tier 2: Formation of the evidence package and its storage
in decentralised storage

Since storing large volumes of data directly on the block-
chain is technically inefficient and economically unfeasi-
ble, EBAT uses a hybrid model with the main part of the
data stored off-chain. At this tier, the system automatically
forms a single digital “evidence package”. This package is a
logically connected set of files that must be self-sufficient
for the complete reproduction and analysis of the situation
by an independent auditor.

Its structure can be represented in a standardised for-
mat, such as JSON or XML, including several key sections:

1. InputData. A section containing the complete input
data used to make the decision. To maintain integrity and
privacy, sensitive data can be hashed or pseudonymised,
but their structure and values must be recorded.

2. ModelExecution. This section contains complete in-
formation about the AI model. This is not just a name, but
the exact version (e.g., a Git commit), its unique identifier
(e.g.,a SHA-256 hash of the model’s binary file), and a list of
versions of key libraries (TensorFlow, PyTorch, scikit-learn)
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used during execution. This is absolutely critical for ensur-
ing reproducibility, as even a minor change in a library ver-
sion can affect the result.

3. DecisionOutcome. Contains both the concise con-
clusion of the system (“denied/approved”) and possibly
more detailed information, such as a confidence score (pre-
diction probability).

4. Explanation. Here, the counterfactual explanation
generated in Tier 1 is stored in full text format, as well as
metadata about the generation process itself (which XAI
algorithm was used, how long it took).

The formed evidence package, which can range from a
few kilobytes to many megabytes, is uploaded to the IPFS.
The choice of IPFS is fundamental. Unlike traditional cen-
tralised storage (e.g., Amazon S3), where the owner com-
pany can delete or change data, and access is via a varia-
ble link (URL), IPFS uses content addressing (Benet, 2014).
The system computes a cryptographic hash of the entire
package and uses this hash (CID — Content Identifier) as
its unique and immutable address. This creates a power-
ful guarantee of integrity: any attempt to change even one
byte in the evidence package (e.g., to forge an explanation)
will result in a complete change of its CID. Thus, the link
to this package that will be recorded on the blockchain will
become invalid, instantly exposing the attempt to inter-
fere. To guarantee constant data availability, the package
must be “pinned” on several IPFS nodes, which prevents its
accidental deletion.

Tier 3: Creation of the immutable “trust anchor”

on a permissioned blockchain

This is the final tier, which ensures the cryptographic im-
mutability, finality, and ordering of the entire process. Af-
ter receiving the CID of the evidence package from IPFS,
the system initiates a transaction on a permissioned block-
chain. For this architecture, the use of the Hyperledger
Fabric framework is proposed. As noted by developers and
researchers, Fabric is ideally suited for corporate tasks
due to its modular architecture, support for confidential
channels (which allows different participants to see only
relevant transactions), absence of a speculative cryptocur-
rency, and high performance compared to Proof-of-Work
systems (Androulaki et al., 2018).

The transaction process in Fabric is multi-stage. A cli-
ent application forms a transaction proposal and sends it
for endorsement to endorsing nodes, which simulate the
execution of the corresponding smart contract (chaincode).
If the simulation is successful and the nodes reach an
agreement, they sign the result and return it to the client.
The client collects the endorsements and sends the final
transaction to the ordering service, which guarantees a sin-
gle order of transactions for the entire network. After this,
transactions are grouped into blocks and sent to all nodes
for validation and recording in their copies of the ledger.

The transaction recorded on the blockchain in the
EBAT architecture is extremely lightweight and con-
tains only cryptographic fingerprints, serving as a “trust
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anchor”. Its structure can be implemented as a call to a
chaincode function, for example CreateAuditTrail, with
the following arguments:

7 timestamp: the exact timestamp of the event, pro-
vided by the ordering service;

7 decisionID: a unique identifier for the decision, al-
lowing it to be linked to other systems;

7 modelHash: the hash of the model file (SHA-256),
ensuring that the correct version of the model was used;

7 inputHash: the hash of the input data to confirm
their immutability;

7 explanationCID: the key field the CID of the evi-
dence package from IPFS, which is a cryptographic link to
the full context.

Thus, an unbreakable, ordered chain of evidence is
permanently recorded on the blockchain. Any attempt to
change one of the elements (e.g., to claim that a different
AI model was used) will be immediately detected, as the
hash of the changed model will not match the one perma-
nently recorded on the blockchain. This creates the highest
level of trust and accountability necessary for legal practice.

As noted in the methodology, the EBAT architecture
is not a purely technical solution; its design was purpose-
fully shaped by fundamental legal standards governing the
handling of digital evidence. An analysis of two key docu-
ments the UK’s “ACPO good practice guide for digital evi-
dence” (2012) and the U.S. Federal Rules of Evidence (The
U.S. Congress, 2024) allowed for the formulation of a set
of engineering criteria that any system aiming to create
legally significant logs must meet. The “ACPO good prac-
tice guide for digital evidence” establishes four core prin-
ciples that serve as the gold standard in digital forensics.
Principle 1 states that no action should change data that
may be relied upon in court. Principle 3 requires that a
full audit trail of all processes applied to digital evidence
be created and preserved, in such a way that a third party
can repeat those processes and achieve the same result. To-
gether, these principles form the requirement for technical
integrity and reproducibility. On the other hand, the U.S.
Federal Rules of Evidence, particularly Rule 901, require
the authentication of evidence. This means the proponent
must produce sufficient evidence to support a finding that
the item is what the proponent claims it is. In a digital con-
text, this translates to proving that a log file, screenshot, or
other artifact is not a forgery and was created by the specif-
ic process and at the specific time alleged. Based on these
legal norms, the following key criteria for the design of the
EBAT architecture were formulated four criterions:

Criterion 1: guaranteed data immutability. The system
must cryptographically guarantee that, once recorded, no
component of the evidence package (input data, model, ex-
planation) can be altered without detection.

Criterion 2: process integrity and reproducibility.
The system must record not only the result but the entire
chain of actions, and do so in enough detail that an inde-
pendent auditor can fully reproduce and verify the deci-
sion-making process.
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Criterion 3: evidentiary authentication. The system
must create an irrefutable proof of the log’s origin and
time of creation, linking a specific decision to specific data,
a specific model, and a specific timestamp.

Criterion 4: semantic clarity. The record must be
not only technically sound but also understandable to
non-technical participants in the legal process (judges,
lawyers), meaning it must contain an interpretation, not
just raw data.

The EBAT architecture was designed so that each of its
tiers directly addresses these criteria. Compliance with Cri-
terion 1 (Immutability) is ensured at Tiers 2 and 3. Storing
the evidence package in IPFS guarantees that any change
to the data will result in a change to its Content Identifier.
Since this CID is permanently recorded on the blockchain
at Tier 3, any discrepancy between the CID on the block-
chain and the actual CID of an altered file will be instant-
ly detected. This creates a dual layer of protection against
tampering. Compliance with Criterion 2 (Integrity and
Reproducibility) is achieved through the comprehensive
structure of the “evidence package” at Tier 2. The inclusion
of not only the input data but also the exact version of the Al
model and its dependencies (libraries) is key to reproduci-
bility. An independent auditor, possessing this package,
can not only view the result but can re-run the exact same
model on the exact same data to verify that the outcome
is identical. Compliance with Criterion 3 (Authentication)
is the primary function of Tier 3. The transaction in Hy-
perledger Fabric serves as a form of digital notarisation. It
contains an accurate timestamp from the ordering service,
cryptographic hashes of all key components (model, input
data), and the package’s CID. This record, endorsed by net-
work participants and included in the immutable chain of
blocks, constitutes powerful proof of authenticity that sat-
isfies the requirements of FRE Rule 901. Compliance with
Criterion 4 (Semantic Clarity) is the unique advantage real-
ised at Tier 1. Unlike other systems, EBAT makes the gener-
ation of a counterfactual explanation a mandatory part of
the process. By including this human-readable explanation
in the evidence package, the architecture transforms the
“black box” into a transparent process, the results of which
can be meaningfully analysed in court, not just technically
verified. Thus, the EBAT architecture does not merely use
blockchain as a technology for recording hashes; it is a ho-
listic system designed “from law to code”, where every ar-
chitectural choice is justified by the specific requirements
of legal evidentiary standards.

The proposed EBAT architecture is a direct response to
the gaps identified in the literature review, offering a syn-
thesised solution where existing research often focuses on
separate components of the problem. Its effectiveness can
be best understood by comparing it to the current scien-
tific discourse in both the blockchain and Explainable Al
domains. The foundation of the EBAT architecture rests
on the principles of blockchain technology, which are ex-
tensively covered in the literature. The work of Y. Yuan &
F. Wang (2019) provided a broad overview of blockchain
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models and applications, establishing the technology as
a robust framework for creating decentralised trust and
ensuring data integrity through cryptographic linkage.
The architecture builds upon this general model, but in a
highly specialised manner. EBAT applied these principles
to the niche but critical task of creating legally admissible
evidence. This aligns with the vision outlined by K. Salah et
al. (2019), who identified the potential for blockchain to
bring accountability to AI but also highlighted the chal-
lenges of scalability and privacy. The EBAT architecture
directly addresses these challenges through its hybrid
on-chain/off-chain design, using Hyperledger Fabric for
efficient, permissioned transactions and IPFS for scalable
off-chain storage. This design choice is further validated
by recent specialised applications. For instance, the au-
diting scheme for educational data proposed by F. Yu et
al. (2024) demonstrated a modern blockchain application
designed for trusted data detection. However, their model,
while effective for verifying data integrity, exemplifies the
very gap EBAT aims to fill: it ensures that the educational
record is untampered but does not provide any mechanism
to explain why an AI might have made a certain assessment
based on that data. EBAT, in contrast, considers the integ-
rity of the record and the intelligibility of its content to be
equally important. This brings to the second pillar of our
architecture: Explainable Al

The fundamental challenge that XAI seeks to address
is thoroughly documented in the comprehensive survey by
A.Adadi & M. Berrada (2018). They provided a detailed tax-
onomy of the “black box” problem across various AI mod-
els and survey the landscape of explanation techniques de-
signed to “peek inside”. Their work clarified that there is no
one-size-fits-all solution for explainability; the choice of
method is highly context-dependent. The EBAT architec-
ture acknowledges this by deliberately selecting a specific
type of explanation-counterfactuals-based on their unique
suitability for the legal domain. This choice is strongly
supported by the legal and ethical analysis of S. Wachter et
al. (2018), who argued that counterfactuals (“the outcome
would have been different if...”) provided actionable re-
course and directly align with the principles of the GDPR’s
“right to explanation”. While other techniques might pro-
vide technical insights, counterfactuals offer a narrative
that is intuitively understandable to judges, lawyers, and
the individuals affected by a decision. This aligns with
the human-centric perspective advocated by G. Vilone &
L. Longo (2021), who argued that the quality of an explana-
tion should be judged not by its technical elegance but by
its usefulness and comprehensibility to the end-user.

Thus, the primary contribution of the EBAT architec-
ture to the scientific discourse is its synergistic synthesis.
It moves beyond the siloed approaches prevalent in the lit-
erature. Unlike blockchain frameworks that focus solely on
data integrity (like the one proposed by F. Yu et al. (2024)),
and unlike theoretical XAI models that lack a secure, im-
mutable storage mechanism for the explanations they
generate (as is common in the works surveyed by A. Adadi
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& M. Berrada (2018)), EBAT binds the explanation to the
record in a cryptographically inseparable manner. It trans-
forms the blockchain from a simple timestamping service
for opaque data into a permanent, verifiable ledger of justi-
fied decisions. By doing so, it provides a tangible engineer-
ing solution that addresses the complex socio-technical
problem of building trust in Al within high-stakes, adver-
sarial environments like the justice system.

Conclusions

This study conducted a comprehensive analysis of the ac-
countability problem of artificial intelligence systems with-
in the legal context, identifying a key gap between existing
technical solutions that ensure the immutability of logs via
blockchain and the fundamental legal requirement for their
interpretation. In response to this challenge, a new hybrid
architecture, the Explainable Blockchain Audit Trail, was
developed and theoretically substantiated. The work pro-
vided a detailed description of its three-tiered structure,
which synergistically combines Explainable AI methods,
decentralised storage, and a permissioned blockchain with
the goal of creating technically robust and legally signifi-
cant evidence that complies with modern legal standards.

The conducted research allowed to draw several im-
portant conclusions. Firstly, the rapid implementation of
artificial intelligence systems in the justice system and oth-
er regulated fields creates an acute need for mechanisms
that ensure their transparency, accountability, and trust.
Existing logging approaches, even with the use of block-
chain technology, are insufficient as they only guarantee
the technical immutability of records but do not solve the
fundamental “black box” problem, leaving the logic of deci-
sions opaque to lawyers and citizens. Secondly, for an audit
trail to have real evidentiary value in court, it must meet not
only technical criteria for integrity but also legal require-
ments for interpretation and comprehensibility. This means
that the system must record not only the fact of a decision
but also its justification in a human-accessible form.

The proposed architecture EBAT is a comprehensive
solution that eliminates the identified gap between the
technical and legal components of an audit. Through the
synergistic integration of three key components a module
for generating counterfactual explanations, the decentral-
ised storage IPFS, and the permissioned blockchain Hyper-
ledger Fabric-the EBAT architecture creates an audit trail
that is simultaneously immutable, complete, reproducible,
and, most importantly, legally significant. This allows for
a transition from passive data recording to an active ac-
countability system where every Al decision can be ef-
fectively verified and challenged. Thus, the research has
achieved its goal by proposing an innovative engineering
concept that has significant potential for building trust in
automated systems in critically important areas.

Prospects for further research are primarily focused on
the practical implementation and experimental validation
of the proposed EBAT architecture. Creating a software
prototype and testing it in realistic scenarios, such as credit
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AHoTauid. [HTerpallis MTyYHOro iHTeNeKTy y chepu 3 BUCOKMM PiBHEM BifIIOBiNasbHOCTI, IK-OT MPaBOCYIs, CTBOPIOE
«IMpo6IeMy YOPHOI CKPUHBKM», e HeIPO30PicTh aAropmUTMiB MigpuBae GdyHIaMeHTaabHi MPAaBOBi MPMHLIUIIN, a HAsSIBHI
pillieHHsI I7IsT ayAUTY Ha OCHOBI GJIOKYEITHY He 3[IaTHi IMOJ0MaTH KPUTUYHMIL PO3PUB MiK TEXHIUHOIO LIJTICHICTIO 3ammcy
Ta 0ro LiHHICTIO SIK I0PUAMYHOTO T0KAa3Yy, 10 MigHaeThCs iHTepnpeTalii. Lle mowtigkeHHsS Majo Ha MeTi po3poouTH Ta
TEOPETUYHO OOIPYHTYBATU HOBY apXiTeKTypy CUCTEMU ayIUTY, sIKa CUHEPTeTUYHO MOeAHYE KpUntorpadiuHy HagiliHiCTh
6710KueliHy 3 iHTepIIpeTaliifHOI0 TIOTYKHiCTIO TOSICHIOBAHOTO IITYYHOTO iHTeneKTy (L) 115 CTBOpeHHSI JIOTiB pillleHb, 110
€ He JIM1IIe He3MiHHMMU, ajie i OpUIMYHO 3HaUyUIMMM Ta 3PO3yMiIMMU [J151 TI0AMHU. MeTOo0/10Tisl BK/II04aia CUCTEeMHMUIA
aHaJsi3 Ta CMHTe3, OIS MyOImiKalliii 3 HayKOMeTpUUHMX 6a3 TaHMX, aHA/i3 TPaBOBUX CTAHIAPTIB 151 1MGPOBUX JOKa3iB Ta
MeTOAY KOHIIEITYaTbHOI0 apXiTeKTypHOTO MPOeKTYBaHHSI iHdopMaliitHux cucteM. Y TOCTiIkKeHH] 3aIIpOITOHOBaHA HOBA
ri6puaHa apxitexrypa «Explainable Blockchain Audit Trail», crienianbsao po3po6iieny ajis po3p’a3aHus wiei nmpo6aemmn. 11
HOBM3Ha IOJISITa€ Y TPUPIBHEBIIi CTPYKTYPi, sIKa, MO-TIepliie, BUMarae 060B’I3KOBOI reHepallii 3p03yMiIMX IJIs JIIOOUHNA
KOHTPGAKTUYHUX TIOSICHEHD JJIST KOXKHOTO pimeHHs 1. TTo-gpyre, oBHMIT Ta CAMOAOCTATHi MMakeT NOKa3iB, 10 MiCTUTb
BXimHi maHi, cenmdikailii Momesti Ta sreHepoBaHe MOSICHEHHS, HAJiiTHO 36epiraeTbes y AeleHTpanizoBanoMy off-chain
CXOBMIUIi JJIs1 TapaHTyBaHHS JOTO LIIICHOCTI Ta JOCTYHHOCTI. TpeTiii piBeHb CTBOPIOE HE3MiHHMIA «SIKip AOBipU» AJisg
L[bOTO TMAaKeTy Y MPMBATHOMY 6/I0KYeliHi, KpuntorpadiyHo MOB’SI3yI0UM BCi KOMIIOHEHTHM Ta 3a6e3IMeuyroun MOoCTiiiHNiA,
3axuIIeHuit BiJ BTPYYaHHS 3amucC Ipo Mofio. LI KoMIsiekcHa Mofesb 3a6e3reuye MOBHY BiTBOPIOBAHICTb IIPOIIECy
MIPUIHATTS pillleHb Ta CTBODPIOE HAJiliHYy, 06'€KTMBHY OCHOBY IS CY[IOBOTO Ieperisify Ta amessiii. 3anmporoHoBaHa
apxiTekTypa HaJa€ K/II0YOBY TEOPEeTMYHY OCHOBY AJis1 PO3POOKM MPAaKTUUHMUX {HCTPYMEHTIB JJisl CYIAiB, alBOKATiB Ta
peryyiaTopiB, KiHIIEBOIO METOI0 SKOI € MiJBMILEHHS MPO30pPOCTi Ta 3aXMUCT IIpaB TPOMAJsH B €0Xy aJIrOPUTMIUYHOTO
MIPUIHSATTS pillleHb LUISIXOM HaJaHHSI KOHKPEeTHUX MexaHi3MiB J/Is1 OCKapyKeHHS HeIIPO30PUX BUCHOBKIB
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Abstract. The study aimed to theoretically substantiate approaches to the effective implementation of intelligent
algorithms in virtual medicine. The methodology was based on theoretical, analytical, and normative-prognostic
analysis of the effectiveness and development of intelligent technologies in digital healthcare. The study established
that artificial intelligence (AI) is transforming approaches to the collection, analysis and use of medical data. Virtual
medicine uses machine learning for diagnosis, prediction and personalised treatment, increasing the accuracy of
decisions and reducing the burden on doctors. Machine learning methods are effective for processing electronic
medical records and laboratory data, while deep learning forms the basis of virtual medicine by automating the analysis
of large amounts of information. Generative models create synthetic medical data and clinical scenarios, supporting
the development of personalised medicine and the concept of “digital twins”. Multimodal systems combine different
types of data, providing a comprehensive analysis of the patient’s condition and more accurate clinical predictions.
The benefits of Al implementation included an 18-25% increase in diagnostic accuracy, a 20-30% reduction in working
hours among doctors, expanded access to medicine in remote regions, and lower healthcare costs. The main risks are
issues of data security, explainability, ethics, bias, and doctor trust, which necessitate transparency, control, and legal
regulation. The European Union has specific legislation that sets requirements for the safety and transparency of
medical Al systems, while Ukraine’s regulatory framework is still in the process of being developed. To improve virtual
medicine, it is advisable to implement explainable Al, integrate Large Language Models with data protection, apply
federated learning, generative simulations and blockchain following ethical and legal standards. The results of the
study can be used by specialists when making decisions on the selection and application of intelligent algorithms in
medical institutions, research centres, and the IT sphere of healthcare

Keywords: multimodal medical data analytics; digital monitoring; generative models for simulations; explainability of
clinical decisions; telemedicine; security and privacy of medical data

Introduction

The rapid development of information technology and the
growth of digital medical data volumes necessitate the in-
troduction of intelligent algorithms into healthcare com-
puter systems. The medicine of the 21% century increas-
ingly requires effective tools capable of analysing large
amounts of clinical, genomic and behavioural information,

Suggested Citation:

identifying hidden patterns and providing personalised
recommendations. In this context, the integration of Ma-
chine Learning (ML) and Deep Learning (DL) methods into
virtual medical systems forms the basis of a new stage of
digital transformation in the industry, covering diagnosis,
prognosis, treatment and real-time patient monitoring.
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Intelligent algorithms are considered the basis of clin-
ical diagnostics, which can be used for the analysis of large
arrays of clinical data, the identification of latent patterns,
and the optimisation of the physician’s decision-making
process. S. Mizna et al. (2025) proved that the use of ML
models in clinical decision support systems significantly
reduces the number of diagnostic errors. The study demon-
strated that a combination of structured and unstructured
medical data increases the accuracy of automated systems
by more than 20%, indicating the basic effectiveness of ar-
tificial intelligence (AI) in virtual medicine. S.R. Abbas et
al. (2025) demonstrated that smart healthcare systems
based on deep neural networks effectively use biomedical
signals and visual data for early detection of pathological
changes. This confirmed that Al algorithms can not only
improve diagnostic accuracy but also support doctors in
making decisions in complex clinical scenarios.

A significant portion of studies is devoted to the per-
sonalisation of treatment, where intelligent systems adapt
therapeutic decisions to the individual characteristics of
the patient. X. Guo & Y. Li (2024) demonstrated that health
information systems form the basis for integrating heter-
ogeneous data, from medical records to genetic profiles,
which creates opportunities for predicting the course of
diseases. Similar conclusions were made by H.B. Clark et
al. (2024), emphasising the need to create hybrid models
that combine statistical methods and deep neural networks
to predict treatment outcomes. This has laid the ground-
work for the development of personalised medicine, where
AT algorithms act not as an auxiliary tool but as an active
element in clinical decision-making, facilitating the transi-
tion from universal therapeutic approaches to individually
tailored treatment strategies.

The issues of security and ethics in the use of Al in
medicine remain central. M.M. Khan et al. (2025) deter-
mined that the lack of transparent data management poli-
cies threatens trust in Al decisions. The authors formulated
a list of technical and organisational measures necessary to
create a safe environment for the use of Al tools in clinics,
which laid the foundation for the concept of “trusted Al in
healthcare”. Explainable Al is also one of the critical areas
of development for medical Al R. Alkhanbouli et al. (2025)
systematised approaches to building transparent AI mod-
els in medicine and showed that the use of Explainable Al
reduces the risk of misinterpretation of results by doctors.
The study proved that explainable algorithms increase the
trust and clinical acceptability of systems, forming the the-
oretical basis for their implementation in healthcare.

Ukrainian researchers are also contributing to the
scientific discourse on the implementation of intelli-
gent technologies in healthcare. O. Boychenko & T. Bub-
liy (2024) highlighted the potential of using AI algorithms
to optimise diagnostic processes in the national health-
care system, while emphasising the limitations associated
with the lack of high-quality medical databases and stand-
ardised information processing protocols. V.0O. Korotka
& V.A. Mokrynskyi (2024) highlighted the technical and
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organisational barriers to the digitalisation of Ukrainian
medicine, in particular the shortage of qualified personnel
capable of interpreting the results generated by DL algo-
rithms. N. Sofilkanych et al. (2023) determined that the
Ukrainian medical sector is only beginning to systemati-
cally implement intelligent solutions, but the prospects for
their application (from personalised therapy to telemedi-
cine services) are significant and strategic for the country.
The overall contribution of Ukrainian researchers lies in
creating a conceptual framework for the development of
national digital medicine, which combines the technical,
organisational and managerial aspects of Al implementa-
tion. This facilitates the adaptation of global approaches
to the local context and lays the foundation for further in-
terdisciplinary research in the field of virtual healthcare.

Despite the availability of scientific publications, sev-
eral unresolved issues remain. Most studies emphasise
technical aspects, neglecting issues of clinical validation,
explainability of decisions, and user trust. There are no
uniform standards for integrating intelligent algorithms
into virtual healthcare systems that can ensure the com-
patibility of different platforms and the protection of
confidential data. The mechanisms of personalising treat-
ment based on a comprehensive analysis of multimodal
medical data (images, texts, biosignals, genomic profiles)
remain insufficiently studied. Therefore, the study aimed
to provide a theoretical justification for the use of Al to
improve the analytical, diagnostic, and prognostic capa-
bilities of virtual healthcare systems. To achieve this goal,
the following tasks were set: to analyse approaches to the
application of Al in diagnosis and treatment, to identify
the advantages and risks of using intelligent algorithms
to assess the potential of personalised treatment models,
and to formulate recommendations for the safe integra-
tion of Al technologies into virtual healthcare systems, in
particular in Ukraine.

Materials and Methods

The study was analytical and theoretical in nature and was
based on the systematisation, generalisation and critical
analysis of scientific sources covering the application of Al
in virtual medicine. The source base consisted of 27 scien-
tific publications from 2022 indexed in the Scopus and Web
of Science databases, an analytical report by the European
Commission (2024), the Artificial Intelligence Act (2024)
and data from the Ministry of Digital Transformation of
Ukraine (2023) in the field of regulation, which define the
principles of security, transparency and certification of
medical Al systems. The sources were selected based on
criteria of scientific reliability, relevance and representa-
tiveness for modern trends in AI development in medicine
as of 2025. The research procedure involved the phased
application of theoretical methods - analysis and com-
parison of ML concepts, DL, generative Al and multimodal
architectures, summarising the results of practical Al im-
plementations in clinical practice, comparative analysis of
legal regulation in the EU and Ukraine, analytical synthesis
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of conclusions with the definition of strategic directions
for the development of intelligent medicine.

Using methods of theoretical generalisation and com-
parative analysis, based on data from scientific sources, in-
tellectual technologies in the field of virtual medicine were
analysed: ML (Support Vector Machine (SVM) and Decision
Trees models), DL (Convolutional Neural Networks (CNN),
Recurrent Neural Networks (RNN), Long Short-Term Mem-
ory (LSTM) and Transformers), generative Al (Generative
Adversarial Networks (GAN), Diffusion Models, Large Lan-
guage Models (LLM) (in particular Generative Pre-trained
Transformer (GPT), Medical Patient Language Model (Med-
PaLM), Bidirectional Encoder Representations from Trans-
formers for Biomedical Text Mining (BioBERT)) and multi-
modal architectures. The selection of these algorithms was
based on the principle of representativeness in terms of
key AI areas and their practical significance for medicine:
ML for interpreted processing of structured data, DL for
high-precision analysis of images, signals and texts, gen-
erative Al for synthesising medical data, and multimodal
systems for integrating different types of information into
a single clinical context. To evaluate the effectiveness of
each area, a five-point rating scale was used based on the
criteria of interpretability, accuracy, data requirements,
flexibility, and practical applicability in medicine, which
reflect the key requirements for Al algorithms in a clinical
environment: clarity of results, reliability of predictions,
resource efficiency, adaptability to different types of data,
and real usefulness for medical decisions. The task of this
stage was to systematically summarise the capabilities of
different classes of intelligent algorithms for improving the
efficiency, accuracy and adaptability of virtual medicine
to create a theoretical basis for developing a generalised
model for their implementation in digital medical systems.

To analyse practical areas of Al application, a classifi-
cation method was used to identify key areas for integrat-
ing intelligent algorithms into medical practice: intelligent
diagnostics, patient monitoring, personalised treatment,
and telemedicine with clinical decision support systems.
The selection of these areas is justified by their systemic
importance in the structure of medical care: intelligent
diagnostics determines the accuracy of clinical decisions,
monitoring ensures timely response, personalised treat-
ment increases the effectiveness of therapy, and telemed-
icine expands the availability of services. The goal of this
stage was to create an analytical framework describing the

real directions of Al integration into medical practice. The
effectiveness of Al in virtual medicine was assessed ac-
cording to three groups of indicators: clinical results (diag-
nostic accuracy, data processing speed), economic effects
(cost reduction, productivity improvement), and social
consequences (improved accessibility of medical services).
The selection of areas was based on criteria of practical
significance, measurability of effects, and socio-economic
effectiveness. The task of this stage was not only to quan-
titatively and qualitatively assess the effectiveness of the
application of intelligent technologies in key processes of
virtual medicine, but also to justify their socio-economic
feasibility as a basis for further optimisation of implemen-
tation models in healthcare systems.

Critical analysis and a comparative-normative ap-
proach were used to identify ethical, safety, and legal risks
and barriers to the implementation of intelligent systems
in medical practice. The EU regulatory framework was
compared based on the provisions of the European Com-
mission (2024) and the Artificial Intelligence Act (2024),
which define the principles of safety, transparency and cer-
tification of medical AI systems, and Ukraine’s Ministry of
Digital Transformation of Ukraine (2023) document, which
outlines the stages of forming a national regulatory sys-
tem in the field of Al This helped to identify and classify
the main barriers to the safe integration of intelligent sys-
tems into clinical practice, as well as to define directions
for improving the ethical, legal, and security mechanisms
governing their use.

Results and Discussion

Technological and applied aspects

of using intelligent algorithms in virtual medicine
Intelligent technologies have changed the way medical
data is collected and analysed. Virtual medicine, includ-
ing telemedicine and remote monitoring, uses ML and
DL methods to automate diagnosis and prognosis. Algo-
rithms process large amounts of information, identifying
patterns, forming risk profiles, and proposing personalised
treatment plans. This increases diagnostic accuracy and
reduces the burden on medical staff, optimising clinical
decision-making. AI methods — ML, DL, generative Al, and
multimodal architectures - differ in their data processing
principles, interpretability, accuracy, and clinical applica-
tion capabilities. A comparative overview of these technol-
ogies is presented in Table 1.

Table 1. Comparative evaluation of Al methods in virtual medicine

L . Data types/ Main areas of medical Limitations/
Direction Key algorithms processing application Benefits challenges
SVM, Random Forest, Tabular. laborator Classification, Hégg;'gplzgiﬁgc}" Limited accuracy on
ML K-Nearest Neighbours, clinical data Y risk prediction, stability with sm%ll complex, unlabelled
Decision Trees personalised medicine y data, poor scalability
samples
Medical images, time | Computer diagnostics, High accuracy, Low interpretability,
DL CNN, RNN, LSTM, series, signals (EEG, | analysis of visual and automatic feature need for large
Transformers ’ E%G) ’ bio)rlnedical sianals extraction, noise amounts of data, risk
9 resistance of overfitting
184 Information Technologies and Computer Engineering, 2025, 22(3)




Khrulov & Myroniuk

Table 1. Continued

Generative Al

GAN, Diffusion
Models, LLM (GPT,
MedPalLM, BioBERT)

Text, synthetic and
multimodal data

telemedicine, clinical
forecasting, and

to create synthetic
samples, support for

L . Data types/ Main areas of medical Limitations/
Direction Key algorithms processing application Benefits challenges
Data generation, Flexibility, ability Ethical risks,

complexity of
validation, and high

Multimodal
architectures

HAIM, DRAGONET,
MOICVAE

reporting clinical decisions energy consumption
Comprehensive .
Integration of visual, diagnostics, Highest accuracy and High resource

textual, genomic, and
tabular data

personalised
treatment, digital
biomarkers

completeness of data,
improved consistency
of results

requirements,
complex interpretation

Note: HAIM (H - human, A - algorithm, I — information, M — machine), MOICVAE — multi-omics informed conditional variational

autoencoder

Source: compiled by the authors based on L. Soenksen et al. (2022), M. Cascella et al. (2023), W. Abbaoui et al. (2024), H. Nilius et al. (2024),

J. Pool et al. (2024), S. Thapa et al. (2024)

ML remains the basic tool for processing structured
medical data, such as electronic health records (EHR),
laboratory indicators, or disease progression statistics.
SVM, Random Forest, K-Nearest Neighbours, and Deci-
sion Trees algorithms provide high explainability of de-
cisions and accuracy with small samples. They are used
to classify tumour types, assess the risk of hospitalisa-
tion, predict complications, etc. The main advantage of
ML is interpretability and low computational complex-
ity, but its effectiveness decreases in cases of unstruc-
tured data. DL has become the core of virtual medicine
due to its ability to automatically identify patterns in
large data sets. CNN, RNN, LSTM, and Transformer ar-
chitectures achieve high accuracy in the analysis of med-
ical images, time series, and clinical texts. CNNs enable
the recognition of pathologies in computed tomography,
magnetic resonance imaging, and X-rays, while RNNs
and LSTMs work effectively with physiological signals
(ECG, EEG). Transformers form the basis of intelligent
clinical assistants, triage systems, and decision support.

The high accuracy of DL is combined with low interpret-
ability and high requirements for data quality and com-
puting resources.

Generative architectures (GAN, Diffusion Models,
LLM) create a new level of adaptability and personalisa-
tion. GANs are used to create synthetic medical images,
expand datasets, and simulate clinical scenarios, while
LLMs (GPT, MedPaLM, BioBERT) are used to process clin-
ical texts, form conclusions, and interact with doctors and
patients. They increase the accuracy of predictions and can
be used for the creation of digital twins of patients, but re-
quire mechanisms for ethical monitoring and validation of
results. ML provides transparency and speed of analysis,
DL provides the highest accuracy and generalisation abili-
ty, and generative Al provides flexibility and innovation in
personalised medicine. Their comprehensive combination
creates the basis for the formation of an adaptive, explain-
able, and secure virtual medical ecosystem. Additionally,
Table 2 presents an assessment of Al methods according to
key performance criteria.

Table 2. Systematic assessment of Al applications in virtual healthcare

Method Interpretability Accuracy Data requirements Flexibility Use in medicine
ML 5 3 2 3 4
DL 2 5 5 4 5
Generative Al 2 4 5 5 3
Multimodal architectures 3 5 5 4 5

Source: compiled by the authors based on L. Soenksen et al. (2022), M. Cascella et al. (2023), W. Abbaoui et al. (2024), H. Nilius et al. (2024),

J. Pool et al. (2024), S. Thapa et al. (2024)

ML maintains the highest interpretability and stability
on small samples, but is inferior to DL systems in terms of
accuracy. The latter demonstrate the best results in visual
diagnostics and signal analysis, but are highly dependent
on data volume and resources. Generative models provide
flexibility and the ability to create synthetic medical data,
but require proven validation mechanisms and ethical con-
trols. Multimodal architectures combine the advantages
of all approaches - high accuracy, generalisation ability,
and practical applicability, forming the basis for integrat-
ed virtual medicine systems. The differences between the
approaches indicate the need for the comprehensive use of
different technologies within a single healthcare system.

Information Technologies and Computer Engineering, 2025, 22(3)

As of 2025, one of the areas of development of intelli-
gent technologies in medicine is multimodal systems that
combine different types of data (visual, textual, signal), as
well as demographic and behavioural characteristics of the
patient. Such systems can be used to create comprehen-
sive clinical profiles that provide a more accurate determi-
nation of health status, improve the quality of diagnosis
and the effectiveness of personalised treatment. Thanks to
their ability to integrate heterogeneous sources of infor-
mation, multimodal architectures are becoming the basis
of a new paradigm of analytics in virtual healthcare. A key
component of such systems is the cross-modal attention
mechanism, which can be used in the model to coordinate
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information between different modalities, including imag-
es, numerical data, and medical report texts. This means
that the system can simultaneously analyse magnetic res-
onance imaging results, laboratory indicators, electrocar-
diograms and clinical records to form an integrated assess-
ment of the patient’s condition. Such approaches provide
synergy between different data sources, which increases
the accuracy of clinical predictions and can be used for
the identification of complex inter-system patterns (Ab-
baoui et al., 2024; Nilius et al., 2024).

The combination of medical imaging results, labo-
ratory tests and text-based medical records can be used

for effective prediction of the risks of recurrent stroke,
complications from diabetes mellitus or other chronic
diseases. Thanks to these technologies, virtual healthcare
systems are gradually transforming into intelligent clin-
ical assistants capable of analysing large amounts of di-
verse information in real time. This approach can be used
to create dynamic, context-sensitive medical platforms
that support clinical decision-making and promote the
development of fully-fledged personalised medicine (Ab-
baoui et al., 2024). Table 3 summarises the practical appli-
cations of ML and DL technologies in various components
of digital healthcare.

Table 3. The use of intelligent algorithms in virtual healthcare systems

Direction Characteristic

Implementation

HAIM framework - image and text integration,

Intelligent diagnostics
based on deep learning

CNN, ViT, U-Net for medical image analysis (X-ray,
computed tomography, magnetic resonance imaging,
ultrasound), multimodal systems improve diagnostic

diagnostic accuracy +6-33%, cGAN - synthetic data
for oncology cases, image quality improvement,

accuracy and reliability

U-HPNet, GP-GAN - progression prediction for
nodes and glioblastoma

Patient monitoring and
digital biomarkers

RNN, LSTM, and Transformers algorithms for time
series analysis; Al systems create digital biomarkers
for predicting chronic diseases

GluGAN - glucose data generation, monitoring
accuracy +15%, ML models integrate genomic and
mass spectrometry data for patient phenotyping, use
of wearables for early detection of complications

Personalised treatment
and recommendation

systems twins

Personalisation of therapy based on EHR, genomic
and behavioural data, and the generation of digital

MOICVAE - drug sensitivity prediction in cancer
(GDSC, CCLE), DRAGONET - generation of new
drug candidates, generative Al for synthesising

personalised treatment scenarios

Telemedicine and
clinical decision

support systems for decision support

LLM (ChatGPT, MedPaLM) for text analysis,
consultations and report generation, hybrid models

ChatGPT, MedPaLM - asynchronous consultations
and automatic reports, cGAN + Random Forest —
forecasting the volume of teleconsultations, NLP
assistants for reminders and medication planning

Note: U-HPNet — U-Net-based hierarchical prediction network; GP-GAN - generative prediction generative adversarial network; GDSC -
genomics of drug sensitivity in cancer; CCLE — cancer cell line encyclopedia

Source: compiled by the authors based on L. Soenksen et al. (2022), M. Cascella et al. (2023), W. Abbaoui et al. (2024), I. Ghebrehiwet et
al. (2024), H. Nilius et al. (2024), ]. Pool et al. (2024), S. Thapa et al. (2024), E. Kumah (2025)

The application of intelligent algorithms in virtual
medicine covers diagnostics, monitoring, personalisation
of treatment and telemedicine. In particular, the HAIM
framework (a conceptual approach used to integrate and
manage various technologies and processes in medical and
technological systems: H — human, A - algorithm, I - infor-
mation, M — machine) has demonstrated a 6-33% increase
in the accuracy of chest pathology diagnosis by integrating
images, text, and time series (Ministry of Digital Transfor-
mation of Ukraine, 2023). cGAN (Conditional Generative
Adversarial Network) architectures are successfully used
to generate synthetic medical images in telemedicine for
oncology, which improves the quality of data from portable
devices. In the field of monitoring, the GluGAN model (a
specific variation of GAN used to create or generate data
with certain characteristics related to glucose in the body,
particularly for medical applications) can be used to cre-
ate synthetic glucose profiles, improving the accuracy of
predictions in patients with type 1 diabetes. For person-
alised therapy, MOICVAE predicts drug sensitivity based
on genomic data, while DRAGONET generates new candi-
dates for the treatment of cancer and neurodegenerative
diseases. In telemedicine services, ChatGPT and MedPaLM
are used to automate consultations and generate reports,
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reducing patient service time. These results demonstrate
the practical effectiveness of integrating Al into various
stages of the medical process, from data collection to clin-
ical decision support.

In practice, intelligent algorithms are effectively inte-
grated into the functioning of virtual clinics and medical
platforms. Virtual clinics Babylon Health and Ada Health
use Al models for initial patient triage, automated symp-
tom collection, and recommendations for further action
(Cascella et al., 2023). CardioAl and KardiaMobile systems
use Al algorithms to analyse heart signals, detect arrhyth-
mias, and monitor the cardiovascular system in real time
(Thapa et al., 2024). These examples demonstrate that
virtual medicine has moved from experimentation to re-
al-world clinical solutions, shaping accurate and safe dig-
ital medicine where AI becomes a “partner to the doctor”
rather than a replacement.

Along with the development of clinical support sys-
tems, Al is becoming increasingly central in assisting pa-
tients before consulting a doctor. Virtual assistants and
mobile applications with ML elements can be used to in-
dependently monitor basic physiological parameters such
as body weight, blood pressure, heart rate, glucose levels,
mood, and sleep quality. By analysing the dynamics of
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these indicators, the system can detect early signs of ab-
normalities and generate personalised recommendations:
to continue collecting additional data (for example, using
smart sensors or home devices) or to consult a doctor of
a specific profile if the identified trends are persistent.

This approach creates conditions for preventive medi-
cine, where Al not only supports doctors but also actively
helps people stay healthy. In addition, Table 4 presents the
key benefits of implementing Al technologies in a virtual
healthcare system.

Table 4. Practical advantages of using Al in virtual medicine

Benefits Description

Use

Improvement of
diagnostic accuracy
(+18-25% to accuracy)

Deep neural networks (CNN, Transformers) exceed
the accuracy of doctors in image analysis, multimodal
models combine visual, laboratory and text data

ADS-GAN - synthetic EHR data without loss of

quality; MixEHR-G - 1,515 phenotypes from 1.3

million patients, HAIM - integration of different
types of data, exceeding unimodal models

Optimisation of time
and workload for
doctors

Al automates routine tasks (image analysis, reports),
reducing time and workload by 20-30%, while CDSS
provides real-time guidance to doctors

cGAN - imputation of gaps in EHR, stable
performance on MIMIC-III, ChatGPT - automation
of dental consultations, reduction in assessment time

cGAN - data generation for haematological research

Expansion of access
to quality healthcare

Telemedicine platforms, chatbots, and LLMs provide
consultations in remote regions, language translation,
and asynchronous patient support

(= 7,000 samples), LLM — multilingual triage and
communication with patients, CareCall bot — support

for patients in remote locations

Reduction in the cost
of medical care

Automated documentation, fewer readmissions
and physical resources (10-15% savings)

Graph-GAN - synthetic EHRs with performance
similar to supervised learning (10% labels),
generative Al — reduction in data annotation costs

Note: ADS-GAN - adversarial domain-specific generative adversarial network; MixEHR-G - mixed-type electronic health records
generative model; MIMIC-III — medical information mart for intensive care; CDSS - clinical decision support system

Source: compiled by the authors based on R. Shinde et al. (2022), L. Soenksen et al. (2022), M. Cascella et al. (2023), W. Abbaoui et
al. (2024), I. Ghebrehiwet et al. (2024), H. Nilius et al. (2024), . Pool et al. (2024), S. Thapa et al. (2024), E. Kumah (2025)

The practical benefits of Al in virtual medicine include
increased accuracy, efficiency, accessibility, and cost-ef-
fectiveness of medical processes. In particular, deep neural
networks (CNN, Transformers) exceed the average accura-
cy of radiologists, providing up to a 25% increase thanks
to multimodal data integration (Soenksen et al., 2022;
Abbaoui et al., 2024; Nilius et al., 2024). cGAN and Graph-
GAN models demonstrate effectiveness in generating syn-
thetic medical records, which can be used to train mod-
els without disclosing personal data (Pool et al., 2024;
Kumah, 2025). ChatGPT and LLM platforms are used in
telemedicine for automated consultations and linguistic
adaptation, facilitating access to care in remote regions.
The integration of Al tools into virtual medicine not only
improves diagnostic accuracy but also contributes to the
creation of a more efficient, inclusive, and economically
sustainable healthcare system.

Al significantly improves the efficiency and accuracy of
virtual medicine, optimises the workflow of medical staff,
and expands access to quality services. At the same time,
despite the advantages, the introduction of intelligent sys-
tems is accompanied by several challenges related to ethics,
security, and legal regulation. Al systems make decisions
that can directly affect human life and health, so issues
of transparency, security, and accountability are relevant.
Deep learning models function as “black boxes” and demon-
strate high accuracy, but it is not always clear why a model
makes a particular decision (van Kolfschooten & van Oir-
schot, 2024). This creates risks for medical practice, where
every recommendation must be justified and reproducible.

The use of ML and DL models significantly improves
diagnostic accuracy, analysis speed, and the effectiveness
of early detection of pathologies. The integration of CNN,
LSTM, and Transformers into virtual medicine systems can
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not only classify images but also generate predictive mod-
els of disease progression. This correlates with the con-
clusions of H. Sadr et al. (2025) that deep neural networks
demonstrate a level of diagnostic accuracy comparable to
or higher than that of expert radiologists, particularly in
the analysis of medical images. The study emphasised the
importance of hybrid architectures capable of combin-
ing different data modalities (EHR, images, time series)
to achieve high generalisation ability. This confirmed the
leading role of Al as a tool for improving the accuracy,
speed and reliability of clinical diagnosis.

M. Khalifa & M. Albadawy (2024) demonstrated that DL
algorithms, particularly CNN, U-Net, and ViT, significantly
improve diagnostic accuracy by enabling automatic tissue
segmentation and pathology detection with minimal hu-
man intervention. Multimodal models that combine med-
ical imaging data, laboratory tests, and clinical records pro-
vide a more objective basis for decision-making and reduce
the probability of errors in radiological practice. The results
of this study support these conclusions: the introduction of
DL algorithms into virtual medicine has improved the reli-
ability of image analysis and reduced the time required to
make a diagnosis. Al is a key factor in improving the accura-
cy, speed, and reliability of clinical diagnostics.

The results of the study showed that the use of intel-
ligent algorithms in monitoring systems can be used for
the detection of deviations in physiological indicators and
the prediction of the development of complications in real
time. The use of RNN, LSTM, and Transformer architectures
facilitates accurate time series analysis and the formation
of digital biomarkers for chronic diseases. This was consist-
ent with the study by S. Shajari et al. (2023), demonstrating
that wearable sensors integrated with Al provide continu-
ous monitoring of patient status and improve the accuracy
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of pathology detection. The combination of signals from
wearable devices and intelligent algorithms creates a new
model of digital health that prioritises prevention and ear-
ly intervention, indicating the feasibility of using Al to cre-
ate personalised dynamic health monitoring systems.

R.A. El Arab & O.A. Al Moosa (2025) have shown that
the use of Al in medical practice can reduce overall service
costs through automation, reduction of repeat hospitalisa-
tions, and resource optimisation. The study cited data on
cost reductions in various Al application scenarios, from
diagnostics to administrative services, demonstrating the
positive budgetary impact of implementing intelligent sys-
tems. This was consistent with the presented study, which
determined that the implementation of AI systems led to
a significant reduction in costs, more efficient use of re-
sources, and increased profitability of virtual medical ser-
vices. Al not only improves clinical outcomes but also has
a real economic impact that supports the sustainability of
innovation in healthcare.

C.A. Gomez-Cabello et al. (2024) demonstrated that
Al-based CDSS are being implemented in primary care,
improving the quality of consultations and reducing the
workload on doctors. The use of LLM, NLP methods, and
ML algorithms automates the processes of triage, in-
terpretation of examination results, and formulation of
clinical recommendations, significantly reducing the cog-
nitive load on doctors. In addition, the study noted that
AI-CDSSs help improve interaction between patients and
medical staff through adaptive interfaces and personal-
ised information delivery, improving the quality of com-
munication in telemedicine services. This approach was
consistent with the results of the study: the integration of
Al into telemedicine platforms and CDSS accelerated de-
cision-making, reduced the burden on medical staff, and
improved the accessibility of medical services. Thus, Al is
transforming the virtual medicine system, ensuring higher
diagnostic accuracy, faster clinical decisions, and cost-ef-
fective medical processes. The integration forms the ba-
sis of a human-centred, adaptive, and sustainable digital
healthcare ecosystem of the new generation.

Regulatory and ethical aspects and prospects

for the implementation of Al in virtual medicine

The issue of security in virtual medicine encompasses the
protection of confidential medical data and the resilience
of algorithms to external attacks. DL models can be vul-
nerable to adversarial attacks (deliberate changes in input
data), leading to false diagnostic conclusions. In a medical
context, such errors can have critical consequences, in-
cluding misclassification of pathologies or incorrect clin-
ical recommendations (Nilius et al., 2024). Protecting pa-
tient privacy is the ethical foundation of digital medicine.
Medical information belongs to the category of the most
sensitive personal data, so its automated processing by ar-
tificial systems creates a potential threat of leakage, ma-
nipulation, or unauthorised access. Scenarios in which data
is transferred via cloud services and integrated between
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several medical institutions or departmental information
systems require critical attention (Abbaoui et al., 2024).

Another significant ethical issue is the bias of train-
ing samples. When models are trained on unrepresenta-
tive data that predominantly covers patients of a certain
gender, age or ethnic group, there is a risk of reproducing
social inequalities. Such systems may demonstrate reduced
accuracy or even generate discriminatory recommenda-
tions for other categories of patients, calling into question
their fairness and reliability (Pool et al., 2024). In addition,
the principle of explainability is a prerequisite for the eth-
ical use of Al models in clinical practice. The doctor must
be able to justify the logic of the system’s actions to the pa-
tient and explain the basis for the prognosis or recommen-
dation. Despite significant progress in the development of
Explainable Al methods, their reliability and reproducibili-
ty in real clinical settings remain limited.

The insufficient level of trust that doctors have in auto-
mated systems is also a significant barrier. Despite high ac-
curacy rates in studies, clinicians tend to doubt the reliabil-
ity of such solutions in real-life practice. The main reasons
are the complexity of the models, the lack of explainability
of the results, and the lack of standardised protocols for
integrating Al into clinical processes. Trust in intelligent
technologies is only formed when the system is transpar-
ent, validated, and provides a clear explanation of its deci-
sions. At the same time, excessive reliance on algorithms
is also dangerous: doctors should view Al as an assistant,
not the final authority (Kumah, 2025). Therefore, modern
21%t-century Al ethics emphasise the need to preserve the
leading role of doctors in clinical decision-making, with
automated systems performing a supporting function
aimed at improving the quality and safety of medical care.

In the context of the growing role of patients as ac-
tive participants in the healthcare process, it is advisable to
consider the ethical and legal aspects of independent use
of Al tools. Algorithms that provide advice or recommen-
dations based on the user’s personal data must be trans-
parent in the logic of their conclusions and not create a
false sense of “self-diagnosis”. The collection of basic in-
dicators (weight, blood pressure, mood, pulse, etc.) is only
an auxiliary step that should guide a person to consciously
seek professional help, rather than replace a doctor’s con-
sultation. Therefore, legal norms and standards for Al sys-
tems should cover not only clinical applications but also
user scenarios for preliminary monitoring, ensuring a bal-
ance between convenience, safety, and responsibility.

One of the critical challenges of digital transforma-
tion in medicine remains the legal regulation of Al sys-
tems in clinical practice. Despite the rapid development
of technology, regulatory mechanisms remain fragment-
ed, especially in the area of safety and responsibility for
medical decisions made with the participation of AL At the
EU level, a comprehensive regulatory framework has been
developed that combines political and legal instruments.
The European Commission (2024) document identifies five
strategic areas for the development of digital medicine:

Information Technologies and Computer Engineering, 2025, 22(3)



Khrulov & Myroniuk

the safe integration of Al into clinical processes, including
certification and risk assessment mechanisms; building
trust in algorithms through transparency, explainability
and controllability, creation of a European Health Data
Space for the exchange of clinically relevant data sets
between Member States, ethical and human-centred im-
plementation of AI that guarantees the priority of human
oversight, support for open data standards and interoper-
ability in healthcare systems.

The document also defines ethical principles for the
use of Al in medicine, such as patient safety as a key pri-
ority, explainability and transparency of algorithmic de-
cisions, human oversight and final decision by a doctor,
non-discrimination and prevention of algorithmic bias,
and protection of personal data following the General Data
Protection Regulation (2016). These principles are en-
shrined in the Artificial Intelligence Act (2024), which is the
first EU legislation to systematically regulate AI. The AT Act
classifies medical systems as high-risk and defines three
groups of mandatory safety requirements: pre-deployment
requirements (mandatory testing of the model for relia-
bility and stability of results, verification of training data,
assessment of potential harm to the patient), operation-
al requirements (documentation of decision-making log-
ic, traceability logs, continuous performance monitoring)
and post-marketing surveillance (control of developers
and operators after implementation, mandatory incident
reporting, security system audits). In addition, the AI Act
establishes the legal liability of developers and suppliers
if it is proven that harm to the patient was caused by an
algorithmic failure or non-compliance with data quality
requirements. The European model combines ethical prin-
ciples with specific technical and legal standards, ensuring
transparency, traceability and human control at all stages
of the Al system lifecycle.

In Ukraine, legal regulation is still in the early stages
of development. The document “Roadmap for the Regula-
tion of Artificial Intelligence in Ukraine” by the Ministry
of Digital Transformation of Ukraine (2023) envisages the
development of the Law of Ukraine “On Artificial Intelli-

gence” and the harmonisation of approaches with the Al
Act. The document defines the directions for development:
introduction of risk classification for Al systems, develop-
ment of safety and ethics assessment standards, creation of
a national certification system for AI products, and estab-
lishment of the legal status of system developers and oper-
ators. At the same time, the Ukrainian strategy is conceptu-
al in nature, as it does not contain definitions of the terms
“medical algorithm”, “clinical decision support system”, or
“automated recommendation”. In contrast to the Al Act, it
lacks specific requirements for testing, auditing, and lia-
bility in the healthcare sector. The Ukrainian approach is
limited to emphasis on the future introduction of Europe-
an standards, but without a practical mechanism for their
implementation.

The European legal framework is characterised by a
high level of specificity (requirements, classifications, se-
curity procedures), while the Ukrainian one is characterised
by declarativeness and a lack of implementation tools. Both
documents share a common value base of ethics, trans-
parency and human-centredness, but differ in their level
of detail and legal force. A comparison shows that the EU
has already formed a multi-level regulatory model, where
political strategy determines directions and principles, and
the AI Act provides legal implementation. Ukraine is only
approaching this system, maintaining its declared goals of
harmonisation, but without legal mechanisms for security
and accountability. To ensure the ethical implementation
of Al in medicine, Ukraine needs to implement risk classi-
fication based on the AI Act model, introduce requirements
for testing and auditing medical algorithms, legislate the
principle of explainability and human control, and create a
state body to oversee the safety of medical Al systems. The
modern stage of Al evolution in virtual medicine is charac-
terised by a transition from local, highly specialised solu-
tions to complex, integrated and explainable systems that
cover the entire clinical decision-making cycle, from data
collection to the formation of diagnostic and therapeutic
conclusions. Table 5 shows the promising areas of develop-
ment for intelligent technologies.

Table 5. Conceptual directions for the formation of an intellectual healthcare system

Development area Primary goal

Key technologies/examples

Challenges/trends

Development of models capable

Grad-CAM, LIME, SHAP for result

Balance between accuracy and
interpretability;

and communication with patients

. P g - : interpretation; - «
Explainable AI of justifying decisions to increase AI for phenotyping address1.ng t.he blaqk box”;
the trust of doctors and in silico libraries ethical integration
into clinical systems
GPT-4/5, MedPaLM 2, BioMedLM; .
s O ) S Control of bias;
Integration of LLM Use of LLM for analysis, triage, Retrieval-Augmented Generation language localisation;

telemedicine, telepsychiatry

(RAG); responsible use and audit

Unification and
standardisation of data

Ensuring interoperability
and security of medical data

blockchain registries;
multimodal integration (text,

Federative learning; Unification of formats;

personal data protection,;

- p - elimination of “data silos”
images, time series)

Creation of synthetic data
and virtual scenarios for training
and diagnostics

Generative models and
simulations

GAN, diffusion models,

virtual patients and training

Data confidentiality;
quality of synthetic samples;
interpretability of models

LLM-simulations;
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Table 5. Continued

Development area Primary goal Key technologies/examples Challenges/trends
Security . . . . . Adversarial attacks;
andilodclain  Potectonofmedcaldata | Blckehainarchitectures or R locchainscalbiy
technologies ¥y domain-specific decisions
. Certification of medical Al systems
: sos . Regulation (EU) 2024/ 1689 (Al Act) Harmonisation with the A¥Act
Ethical and legal Provision of responsible use of Al Roadmap of Al regulation in before 2027
regulation in medicine Ukraine Protection of patient rights and
WHO, OECD, G7 standards prpivacy &

Note: Grad-CAM - Gradient-weighted Class Activation Mapping; LIME — Local Interpretable Model-agnostic Explanations; SHAP — Shapley

Additive exPlanations
Source: compiled by the authors

The development of an intelligent healthcare system
requires a combination of technological innovations with
ethical and legal principles. The integration of Explainable
AI changes the logic of diagnosis: doctors transition from
“blind” use of the model to conscious interaction, forming
the basis of responsible medical decision-making, where
the algorithm enhances rather than replaces the specialist.
LLMs expand the capabilities of telemedicine by providing
personalised communication with patients and multilin-
gual support, but require ethical control to prevent biased
or erroneous conclusions.

Data standardisation through federated learning and
blockchain paves the way for the creation of global clini-
cal networks without compromising confidentiality, which
will contribute to the formation of the European Health
Data Space and its integration with Ukrainian systems.
Generative models can be used to create digital twins of pa-
tients and virtual training, improving the quality of medi-
cal training without risk to patients. In the field of security
and legal regulation, the key areas are the implementa-
tion of blockchain solutions for data protection and the
harmonisation of legislation with the AI Act (2024/1689).
Ukraine is gradually adapting the principles of certifica-
tion, audit and transparency within the framework of the
“Roadmap for Al Regulation”. The further development of
intelligent medicine requires a balanced combination of
technological innovation, ethical responsibility and reg-
ulatory consistency. The identified conceptual directions,
from explainable Al to the integration of blockchain and
LLM, form the basis of a human-centred, safe and sustain-
able digital healthcare ecosystem.

The results of the study showed that the key barriers to
the implementation of Al in medicine remain issues of eth-
ical oversight, safety, and legal liability, which determine
the level of trust in intelligent systems in virtual medicine.
C. Mennella et al. (2024) analysed more than 150 studies
and concluded that the main challenges for digital medi-
cine are the lack of clear regulatory mechanisms, transpar-
ent model verification protocols and certification of medi-
cal AI systems. The study emphasised the need to create a
regulatory framework that balances technological innova-
tion with the ethical principles of patient autonomy, fair-
ness, and privacy. These findings echo the conclusions of
this study, which also emphasises the need to develop legal
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and ethical standards to minimise the risks of clinical Al
applications. Both approaches confirm that without a relia-
ble regulatory environment, the introduction of intelligent
technologies into virtual medicine cannot be considered
safe or ethically justified.

L. Tang et al. (2023) analysed the ethical aspects of the
use of medical Al systems in a systematic review of empiri-
cal studies and determined that the main risks remain data
bias, lack of model explainability, and uneven representa-
tion of socio-demographic groups in training samples. Such
limitations lead to the reproduction of social inequalities
in clinical recommendations and reduce user confidence in
AT solutions. The results of this study are consistent with
these findings, as they also found that the effectiveness of
medical Al systems is determined not only by their level
of accuracy, but also by their socio-ethical characteristics.
Therefore, the elimination of algorithmic bias and the im-
plementation of ethical standards are necessary conditions
for the legitimate and safe use of Al in digital medicine.

In addition, Y. Ning et al. (2024) conducted a large-scale
scoping review on the ethical challenges of using genera-
tive Al in medicine and developed an “Ethics checklist”, a
comprehensive system for assessing the risks of transpar-
ency, reliability, and accountability. The authors found that
generative models, although they have significant potential
for clinical decision support, can produce false or inaccu-
rate conclusions, posing a danger to patients, particularly
in the problem of determining responsibility for Al system
errors between developers, medical institutions, and phy-
sician users. This correlates with the results of the current
study on the risks of losing control over autonomous mod-
els and the need to regulate their clinical use. The opacity
of generative Al can lead to ethical and legal conflicts in
digital medicine; therefore, it is advisable to create audit,
ethical monitoring and validation systems that will ensure
the safe and accountable use of these technologies.

The results of the study indicated that explainability
and user trust are key prerequisites for the successful im-
plementation of Al in clinical practice. This was consistent
with the study by K. Rasheed et al. (2022), stating that the
development of Explainable Al is the only way to overcome
the “black box” effect in deep neural networks. The study
systematised model interpretation methods (LIME, SHAP,
Grad-CAM) and showed how they help doctors verify the
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system’s predictions. Without explainability, Al solutions
cannot be acceptable in a medical context where clinical
responsibility depends on transparency. The development
of Explainable Al is not only a technical but also an ethical
imperative for digital medicine.

The study by A. Bathula et al. (2024) presented the
concept of the “triangle of the future”, based on the inter-
action of blockchain, Al, and digital medicine. The combi-
nation of these technologies provides decentralised stor-
age of medical data, transparent auditing of user actions,
and increased cyber resilience of medical systems. The
study substantiated the role of blockchain as a trust tool
that eliminates the risks of unauthorised access and data
falsification, as well as enhances the security of Al models
in telemedicine environments. This is consistent with cur-
rent research that the integration of AI with blockchain is a
strategic direction for the formation of secure and resilient
virtual medical platforms. It is advisable to create hybrid
frameworks that combine ML, NLP, and computer vision
with blockchain verification mechanisms to protect data
and prevent adversarial attacks. Thus, the key trend is the
formation of a human-centred healthcare model, where Al
does not replace but complements the clinical thinking of
doctors, ensuring accuracy, transparency and personalisa-
tion of medical care. The synergy between technological,
regulatory, and ethical components will determine the
transition to a new generation of intelligent healthcare
systems focused on the safe, open, and fair use of data in
the global medical environment, particularly in Ukraine.

Conclusions

The results of the study demonstrated that AI methods
are fundamental in the structural analysis of medical data,
including EHR, laboratory indicators, and clinical records.
SVM, Random Forest, and Decision Trees algorithms en-
sure the interpretability of decisions and work effectively
with limited data volumes. Deep learning based on CNN,
LSTM, and Transformer architectures has become the core
of virtual medicine, enabling automatic detection of pat-
terns in images, time series, and texts. The combination of
ML and DL approaches forms adaptive models with high
accuracy and clinical relevance. Generative models create
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AHoTauig. MeTow [OCTKEHHST Oy/lI0 TEOPeTUYHO OOIPYHTYBATM IMiAXOOM OO eGhEeKTUBHOIO BIIPOBA/KEHHS
iHTe/lleKTyalbHUX aATOPUTMIB Y BipTyasabHy MeIuIMHY. MeTOon0/10Tis IPYHTYBalach Ha TEOPeTUYHOMY, aHAIITUYHOMY
Ta HOPMATMBHO-TIPOTHO3HOMY aHasli3i eeKTUBHOCTI ¥ PO3BUTKY iHTeNIeKTyaJbHMUX TeXHOJIOTiH y 1MdpoBiii 0XopoHi
3100poB’s. BcraHoBieHo, mo wmTyyHuit intenekt (IUI) tpaHchopmye migxomu oo 360py, aHali3y Ta BUKOPUCTAHHS
MeIVYHUX AaHMX. BipTyanbHa MeauiiMHa 3aCTOCOBYE MalIMHHE ¥ TIMO0Ke HaBUAHHS [JIs1 IialrHOCTUKY, ITPOTHO3YBAHHSI
Ta MepCoHaNTi30BaHOrO JiKyBaHHS, MMiIBMUIYIOUM TOUHICTh PillleHb i 3MeHIIylouM HaBaHTa)KeHHs Ha Jikapi. Metoau
MAaIIMHHOTO HaBUaHHS eeKTUBHI sl poOOTU 3 eJIeKTPOHHUMM MeIUUHMMU 3arucamMy Ta J1abopaTOPHUMU JaHUMMU,
ToAi SIK MOOKe HaBuaHHS (OpMye OCHOBY BipTyasibHOI MeOMIIMHM, aBTOMATM3YIOUM aHaJli3 BENMKUX OOCSTiB
indopmariii. TeHepaTHBHi Mozei CTBOPIOIOTh CMHTETUYHI MeJMUHi JaHi i1 KIiHiYHi cueHapii, miATpUMY0UM pPO3BUTOK
IepCcoHaJIi30BaHOI MeIUIIMHY Ta KOHIIEIIii «I[MPPOBUX ABITHMKIB». MyJIbTUMOLATbHI CMCTEMMU ITOEAHYIOTH Pi3Hi TUTIN
IaHNX, 3a6e3Meuyouy KOMIUIEKCHMI aHali3 cTaHy MaljieHTa i TOUHili KIiHiuHi mporHosu. [lepeBaru BIPOBasKeHHS
11 y migBuIieHHi TOYHOCTI fiarTHOCTUKM Ha 18—-25 %, 3MeHIIeHHi yacy poboTu ikapiB Ha 20-30 %, po31MpeHHi JOCTyy
IO MeOULVHU y BigmaneHUX perioHax, 3HMKEHHSI BapTOCTi MegMUHMUX MOCAYr. OCHOBHMMM PU3UKAMMU € TPOOIEMU
6e3meKM AAaHMX, TIOSICHIOBAHOCTI, eTUKH, yIepeIskeHOCTi Ta NOBipH JiKapiB, 10 3yMOBIIOE MOTpPeby y MPO30POCTi,
KOHTDOJi i paBOBOMY pery/toBaHHi. Y €BpomneiicbkoMy Colo3i i€ creljiajibHe 3aKOHOAABCTBO, SIKE BCTAHOBIIIOE
BUMOTH 10 Ge3sreku Ta mpo3opocti Mengnunnux II-cuctem, Toni sSIK B YKpaiHi HOpMaTuBHa 6a3a nepebyBae Ha eTalli
dbopmyBaHHs. Iy BLOCKOHANIEHHS BipTyajabHOI MeIMIIMHM AOLIJIbHO BIPOBAaguUTU MosicHIoBaHMit I, iHTerpyBaTu
Large Language Models i3 3axmcTom maHmxX, 3aCTOCOByBaTM demepaTMBHEe HaBUAHHS, reHepaTMBHI CUMYIAIii Ta
6J7I0KYeiH i3 JOTpUMMaHHIM €TUUHMX i MPaBOBUX CTAHIAPTIB. Pe3yabTaTy LOCTIIKeHHSI MOXYTb OYTU BUKOPUTCTAHI
daxiBusIMM Ipu NMPUITHSATTI pillleHb MO0 BUOOPY i 3aCTOCYBaHHS iHTeMeKTyaJIbHUX aATOPUTMIB Y MEAUYHNX 3aK/Ia1aX,
OOCTiZHULBKUX LeHTpax T a IT-cdepi oxopoHM 350pOB’s
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