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AHoTauig. Y naHiii poOoTi po3rIsIIAETbCSA OHA 3 KIIOYOBUX 3a/1a4 MI0JJ0 KOMIUIEKCHOI CHCTEMH
OLIIHKK PU3HKIB iHQOpMaliiftHOI Oe3neku Isl MepcoHany MiJ 4Yac PO3MEXKYBaHHS JOCTYIY J0
iHpopMamiiHUX pecypciB KOMIaHil. AKTYaJIBHICTh JOCIIIPKEHHS MiATBEPIUKYETHCS YHCICHHUMU
BUIAJKaMH BUTOKIB 1HQoOpMaIlii, fKi JIeMOHCTPYIOTh HEJOCTaTHIO €(PEKTUBHICTh TPATUIIIHUX
MeToiB Kiacu(dikamii Ta KOHTPOJNIO JHocTymy. JlocmikeHHs mepeadadae aHali3 ICHYIOUHX
cTpateriii kiacudikaiii iHpopMaIiiiHIX pecypciB KOMIIaHii Ta po3po0Ka 101aTKOBOIO METO.Y, 1110
0a3yeTbCsl Ha MOCTITHOMY aHami3l JOCTYyNy 1 AMHAMIYHOMY KOpPUTYBaHHI KiacHikamii Takux
pecypciB. [l TOCATHEHHS L€l MeTH Oyl0 BHUKOPHUCTAHO METOAM aHalli3y MOTOYHUX CTpaTerii
kinacudikamii iHpopmalli, KOMOIHYBaHHS PI3HHX METOJIB Kiacudikalii Ta BIPOBAIKEHHS
rpagi4HOr0 MEeTOAYy MOEAHAHHS TPaAULIHHOT Ki1acudikallii pecypciB 13 IMHAMIUYHOIO CKJIaJI0BOIO 3a
JIOTIOMOT'010 OaratoBUMipHOT MaTpuill. OCHOBHI pe3yJIbTaTH AOCIIHKEHHS repeadadatoTh po3pooKy
BJJOCKOHAQJIEHOTO METOAY, IO [JO3BOJs€ IMOCTIHHO aHali3yBaTH JIOCTYNl IEpPCOHANy [0
iHpopMaLlIHHUX pecypciB KOMHIaHii 1 B JAMHAMIYHOMY pEXUMI KOPHUIyBaTH KiacuQiKallio
iHpopMaLiIfHUX pecypciB 3aleXKHO BiJl MPaBWJI PO3MEXKYBAaHHS LOTO JOCTYILY. 3alpONOHOBaHUN
M1JX1]1 T03BOJISI€ BKIIFOYATH JOBUIbHY KUIBKICTh TIOKa3HUKIB HA rpadiky y BUIIIAI HAOOPY BEKTOPIB
Ta B MOJAJBIIOMY PO3paxOBYBaTH 3arajibHi OLIIHKM PU3MKIB Ha OCHOBI CyMH a00 pPI3HHUI IUX
BeKTOpiB. [IpakTHuHa LIHHICTE POOOTH MOJIATAE B TOMY, 11O 3alpONIOHOBAHUM MiAXiJ J03BOJISIE B
MOBHINM Mipi BUKOPUCTOBYBATH Cy4acCHI TEXHOJIOT] KOHTPOJIIO JIOCTYILY 1 MOXe OyTH OCHOBOIO JJIS
MOJAJIBIINX JIOCHIKEHb, HANpPUKIIAJ, TAKUX, SKI MIATPUMYIOTH aBTOMAaTH30BaHY KiIacH(]ikaIlito
iHpopmalii 3a JOMOMOrol0 TpeHyBaHHS HEHpoHHUX Mepex. KpiMm TOoro, y paMmkax JaHOro
JOCII/DKEHHsT OyJ0 TIPOBENCHO JACTAJbHHUM OTJIAJ ICHYIOUMX METOJIB OIlIHKH PHU3HKIB
iHpopMaLiHUX pecypciB KOMIaHii Ta BUABICHO KIIOYOBI HEOJIKH, 110 IPUTAMaHH] TPAJULIHHUM
nigxoaam. 3okpema, Oyiu MpoaHaIi30BaHl METO/U, 10 0a3yIOThCS Ha (PIKCOBAHUX PIBHAX JOCTYILY
Ta BUKOPUCTAHHI CTATMYHMX NPaBUJ JJs KOHTPOJIIO JOCTyImy. BusiBuiocs, mo Taki METOOU He
3/1aTHI aJIeKBaTHO pearyBaTd Ha JWHAMIYHI 3MIHHM B TMOBEIIHI[l KOPUCTYBayiB Ta 3MIHH Y
BOXIUBOCTI 1HQOpMaLiiHUX pecypciB. TakuM 4YMHOM, 3ampONOHOBAHUM MiAXiA J03BOJISIE
3a0e3neynTH OUTbII THYYKHI Ta aJalTUBHUN KOHTPOJIb JOCTYILY 10 iHpopMaliiiHux pecypcis. Lle
JOCSTAETHCS IIISIXOM MOCTIHOIO MOHITOPUHTY JOCTYIY Ta aBTOMAaTWUYHOI'O KOPHUT'YBaHHS PiBHIB
JIOCTYITy Ha OCHOBI aHai3y MOBEAIHKOBUX JIaHUX KOPUCTYBAYiB Ta 3MIHU KOHTEKCTY BUKOPUCTaHHS
iHpOopMaLiHHUX pecypciB.

KurouoBi cioBa: nuHamivHa kiacudikaris iHpopmalii, Bizyasizalis CTaHy KpUTHUYHUX PECYpPCIB,
OararoBUMipHa MaTpUIlA Kiacudikarii, K1acugikaiiHuN CTEK, IHTETPAJIbHI OLIHKH PU3HUKIB.
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Abstract. In this study, we address one of the key challenges related to a comprehensive risk
assessment system for information security concerning personnel during access delineation to
company information resources. The relevance of this research is confirmed by numerous instances
of information leaks, which highlight the insufficient effectiveness of traditional classification and
access control methods. The research aims to analyze existing classification strategies for company
information resources and develop an additional method based on continuous access analysis and
dynamic adjustment of resource classification. To achieve this goal, we employed methods such as
analyzing current information classification strategies, combining various classification techniques,
and implementing a graphical method that combines traditional resource classification with a
dynamic component using a multidimensional matrix. The main results of the study involve the
development of an enhanced method that allows continuous analysis of personnel access to
company information resources and dynamic adjustments to resource classification based on access
delineation rules. The proposed approach allows for the inclusion of any number of indicators in a
graph as a set of vectors, subsequently calculating overall risk assessments based on the sum or
difference of these vectors. The practical value of this work lies in its ability to fully utilize modern
access control technologies and serve as a foundation for further research, such as automated
information classification using neural network training. Additionally, within this study, we
conducted a detailed review of existing risk assessment methods for company information
resources, identifying key limitations inherent in traditional approaches. Specifically, we analyzed
methods based on fixed access levels and the use of static rules for access control. It became evident
that such methods are inadequate in responding to dynamic changes in user behavior and the
evolving importance of information resources. Thus, the proposed approach allows for more
flexible and adaptive access control to information resources, achieved through continuous access
monitoring and automatic adjustments based on behavioral user data and contextual changes in
resource utilization.

Keywords: dynamic information classification, visualization of critical resources, multidimensional
classification matrix, classification stack, integral risk assessments.
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Beryn. LlenTpanbHuM pusukoM iHpopMaliifHOi Oe3neKd 3aBXKAW € HECAHKIIIOHOBAHUM
JOCTYIl 10 KpUTH4HOI iH(popmallii Ta/abo ii BUTIK 3a Mexi opranizarii (Velmurugan et al., 2024;
Pitafi et al., 2023; Al Qahtani et al., 2024). 3anexxHO BiJ TOro, HACKUILKA KPUTHYHOIO Oysa
inpopmaris (Mikuletic¢ et al., 2024), 30uTku MOXKYTh BapiroBaTHCS BiJ 3BHUYAHMX 0 JAHIIOXKKA
HACJIJIKIB, SIKI TMOTATHYTh IIKOAY HE JHINE AJii KOHKPETHOI opradizamii, a W g ii KII€HTIB,
KOHTpAareHTiB, a 1HOMI HAaBITh JJIsi TPOMAJSH, SIKI BUABWIHCS CYIMYTHIMH XEPTBAaMH BHTOKY
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(Wiedemann et al., 2024; Alotibi, 2024) (oco0nuBO SKIIO #AETHCS NPO IMEPCOHATBHI JaHi).
TpanumiitauM criocoboM 3amobiranHs abo MiHIMIZaIlli TAKWX BHMAJKIB € kKiacudikailis iHGopmartii
Ta 00MEXKEHHS JOCTYIy JIO Hel JIMIIe MeBHUM KOJIOM jaoBipeHux oci6 (Ramamurthy et al., 2022;
Wang & Gu, 2024).

[Tpouiec kmacudikarii Moxke OYTH YCKIATHEHHWH TOMATKOBUMHU (DaKTOpaMH, SK-OT PIBHEM
JOCTYITy TIepcoHally 10 iH(MopMaliiHux pecypciB mignpuemcTBa. IlpuBaTHI oprasizamii 4acTo
eKOHOMJISITh Ha TMEPCOHANI, 1 KOKEH NpAIliBHUK B HUX MOXE BiJIMOBIATH OJHOYACHO 3a KiJbKa
HanpsaMKiB. Lle cTBoproe 3HauHi pusuku s iHpopmariiinoi 6e3nexu (Shmatko et al., 2020).

TakuMm 4YHHOM, icHye mOTpeba J0JaTh y KOMIUIGKCHY CHUCTEMY OIIHKA pPHU3HKIB
iHdopmariiHoi Oe3neku (s MepCoHaNy MiJ Yac PO3MEXYBaHHS JOCTYIY A0 i1H(GOpMaIiiHUX
pecypciB KoMIaHil) AMHaMiuHy CKJIanoBy Kiacudikamii inpopmartii. Lle 703BoNNTh BU3HAYNTH, SIKi
camMe pecypcu € HaiOuIpIl 3arpeOyBaHMMH, SIKI CaM€ pecypcH HaWdacTille [eleryrThCs
TUMYaCOBHM ITPAIIBHUKAM 1, HAPEIITI, SKi 3 HUX HEOOX1THO HU(POBI3yBaTH B MEPIILY YEPTy.

Metoro po0OoTH € aHalli3 Ta BIOCKOHAJIEHHS CHOCOOIB Bizyali3allili CTaHy KPUTHUYHUX
iHpOpManiiHUX pecypciB Ha MiAMPUEMCTBI 3a JIOTIOMOTOI0 JTUHAMIYHOTO MiIXOAY 13 3aCTOCYBaHHSIM
OaraToBumipHoi MaTpuli KiacudikyBaHHS i1H(opmMauii A8 OIHKKM PHU3MKIB iH(opmamiiHoT
0e3IeKH.

Jlist ocsiTHEeHHs MOCTaBIIeHOT y JaHiil poOoTi MeTu HeoOXimHO: 1. BUKOHATH aHami3 3acaj
knacudikamii iHpopmaii Ta OOrPYHTYBaTH JOIUIBHICTh JUHAMIYHOTO IIJXOAY; 2. 3allpONOHYBAaTH
IuHaMiuHy Kinacudikaiito Ha 6a3i aHalli3y AOCTYILY 10 PECYpCiB; 3. 3alPONOHYBATH 0araTOBUMIPHY
MaTpUIIIO KiIacudikarii pecypcis.

HaykoBa HOBU3Ha pPOOOTH: TPOMOHYETbCA OaraToBUMipHAa MaTpulls Kiacu(iKyBaHHS
iHpopMamii A1 OIiHKK PU3UKiB iHPOpMAaIIIHOT Oe3rekH, sika, Ha BiAMiHY BiJI aHAJOTIB, JO3BOJISE
Bi3yalli3yBaTH KOKEH pecypc y popMi BEKTOpa, MPONOPLIHHOMY MaKCUMaJIbHIM 3MiHI THHAMIYHOTO
MOKa3HUKa, CIpsMOBaHOro B OIk mi€l 3MiHM. lle 103BONMTH Bi3yalli3yBaTh MUTTEBI MIKH IS
MaJio3aTpeOyBaHUX PeCypCiB.

Orasin Jgiteparypu. B po6oti (Velmurugan et al., 2024) 3a3nauaetbest, 1o Kiacudikaris
iHpopMaIlii € BaXJTUBHM €TaroM Jyis 3amobiranHs BuTOkiB maanux. Y mpami (Pitafi et al., 2023)
MOJIAHO JIOCTIJKEHHSI TIPO TEXHIYHE yOe3leUYeHHsI BUTOKIB JTaHuX, a y podori (Al Qahtani et al.,
2024) ocHOBHa yBara IMpHJiJeHa OpraHizaliiHUM Ta COLialbHO-IH)XEHEPHUM MPUYMHAM BHUTOKIB
nanux. Takox, M yac poOOTH 13 IEPCOHATILHUMH JIaHUM YacTO OCOOHMCTI MEPEKOHAHHS Ta €THKa
CTalOTh YMHHHMKAMHU Oe3reku, mpo 1o #aerbes y cratri (Mikuleti¢ et al., 2024), ska mocmimkye
METOAM 3aXHUCTy KOH(DIIEHIIIMHNX MEIUYHUX AaHUX. YacTo B pe3ynbTaTd BTPATH YYTIUBUX JTAHUX
’KepTBaMH € TpeTi ocobw, 1o mocmimkyote (Wiedemann et al., 2024) ta (Alotibi, 2024). Takum
yuHOM, mpoBimHi ydeni (Ramamurthy A. et al.,, 2022), (Wang & Gu, 2024) npomnoHywoOTb
OOMEXUTH JIOCTYI A0 YyTIUBOi KOH(QiAEHINHHOI iH(popMarllii, BOAHOYAC MOAUTUBINM i Ha MEBHI
rpynu, To0TO, MPOMOHYIOTH Ki1acu(ikyBaTH iH(pOpMaIIito Ta OOMEKUTH 10 HET TOCTYI.

OpHak y nep)KaBHUX MIANPUEMCTBAX Ta BINCHKOBUX YCTAaHOBAX TAKUU MIAXiJ MiAKPIMIECHO
JOJATKOBUMH 3axojJaMy O€e3NeKH Ta 3arpo30l0 KPUMIHAJIBHOI BIAMNOBIJANIBHOCTI, @ Ha pIBHI
MPUBATHUX MIJIPUEMCTB BiH 0a3yeThCs JIMIIE HAa MEPCOHAIBHIN BiJIMOBIANIBHOCTI MpalliBHUKA. SK
MIPaBUJIO, MIAMUCYETHCS JIUIIE CIeliaJbHe TOMOBHEHHS IO TPYAOBOTO JOTOBOPY, SIKE OOYMOBIIOE
BIJIMOBIJAJIBHICTh 32 MOPYLIEHHS PEXUMY JTOCTYIy IO JaHUX a00 PO3rojOMIeHHS KOMepLiiHOi
TAEMHHUI. SIKIO MiANMPUEMCTBO Ma€ JOCTYH JO JEpKaBHUX JaHUX Yy pPaMKax Jep:KaBHO-
MPUBATHOTO TAapTHEpPCTBA (3a3BUYaid, 1€ CTOCYEThCS MEPCOHAJIBHUX MaHMX), TO PIZHULSA MIX
PIBHAMHU 3a0€3ME€UYEHHSI PEKUMY CEKPETHOCTI Ha Jep>KaBHOMY Ta OpraHi3aliifHOMy pIBHSAX MOXe
CTBOPHUTH 3HAuYHY JipKy B cuctemi Oe3neku manux (Arslan et al., 2024; Emmanuel et al., 2024;
Venn et al., 2024; Song et al., 2024).

Tomy mnpuBaTHI MHiANPUEMCTBA 3HAYHO OLUIbIIE 3aJIeXKaTh BiJA TOYHOCTI Kiacupikarii
iHdopmarrii, a Takok OUIBII MIIJTBHOTO KOHTPOJIO 3a JOCTYNOM J0 KOHKPETHUX pecypciB. Uum
OLTBIIIONO 1 PI3HOMAHITHINIOK iH(OpMaIiifHOIO 633010 BOJIOI€ OpraHizallis, TUM CKJIAJHIIIOK Oyzae
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3agada Kiacudikallii pecypcis, 1o 10 Hei Bxoasts (Barnawi et al., 2024, Gambarelli et al., 2021;
Mazzola et al., 2021).

3aramoMm, ICHy€ TEHJCHINS JO PO3BUTKY JOCTIIKEHb, 30CEPEPKCHUX Ha IiJIBUIICHHI
TouHOCTI Kiacudikanii iHGopMaliiiHUX pecypciB Ta amanTailii MiAXOJIB 0 Cy4aCHHUX BHKIIUKIB
iHdopmariiHoi Oe3MeKu.

Marepianun Tta Metroau. OCHOBHI eTamu poOOTH BKIIOYANM aHAJi3 Cy4yaCHUX METOIB
kiacudikamii iHGoOpMaIIHHUX pecypciB, OOIPYHTYBaHHS AOILIIBHOCTI BUKOPUCTaHHS JUHAMIYHOT
knacuikarii, po3poOky GaraToBumipHOi MaTpulli kiacudikamii pecypciB. Meroomnorisi BKItoyana
BUKOPUCTaHHSA CTAaTUCTHUYHUX METOAIB JUIsl aHali3y JaHUX PO JOCTYN 1O PECYpCiB, a TaKOX
PO3pOOKY rpadivHUX IHCTPYMEHTIB I Bi3yallizamii JMHAMIKK JOCTYIy. AHai3 Cy4aCHHX METOJIIB
kinacudikamii iHGoOpMaIIMHUX PpecypciB TMOYWMHABCS 3 BHUBYCHHS ICHYIOUHX IJIXOMIB [0
knacudikamii iHpopmamii B PpI3HMX OpraHizamifx, 30KpeMa Jep)KaBHUX MiIINPUEMCTBAX Ta
npuBaTHUX KommaHisx. byno nocnimkeno crangaptu ISO 27001 ta QGISCEF, mo 3acTocoByroThCs
s knacudikamii inopmamiitaux pecypciB (QGISCF, 2023; ISO 27001, 2022). Buwamucs
MeTo U Kiaacudikallii 3a KpUTEpisIMU YyTIAUBOCTI, IIUTICHOCTI Ta JOCTYIMHOCTI iH(pOopMaIlii.

OOrpyHTYBaHHS JOUIIBHOCTI BUKOPUCTAHHS IWHAMiuHOI Kiacugikamii OazyBamocs Ha
BHUBUEHHI JWHAMIKM JOCTYIMy [0 1H(QOpMAIifHUX pecypciB Ha OCHOBI JaHUX >KypHAITIOBaHHS
JOCTYIy B CydacHHX (aillIoBUX CHCTeMax. byino MmpoBeleHO TOPIBHSHHS CTaTHYHUX METOIIB
knacudikaiii, ki BUKOPHUCTOBYIOTh (PIKCOBaHI TOYKHU MEPErisiAy, 3 AWHAMIYHUMH METOIaMH.
BusiBneHO KITI0YOBI MOKA3HUKH, SIKi BIUIMBAIOTh HA KPUTHYHICTD iHPOPMALIIHHIX pecypciB, Taki sK
4acToTa JI0CTYILY, IPOTOKOJI IOCTYIY Ta TUIl KOPUCTYBAUiB.

Po3poOka OararoBumipHOi MaTpuii Kkiacudikamii pecypciB BKJIOYana CTBOPEHHS
0araToBUMIpHOT MAaTpUIll, IO MOEJHYE Pi3HI MOKA3HUKU KPUTHUYHOCTI PECcypciB, BKIIOYAIOYU
94acTOTy JOCTYIy, DPiBeHb KOH(IAEHIIHHOCTI Ta cTymiHb mudposizamii. BukopucroByBammcs
METOJIM Bizyauizallii Jis BiIOOpaKeHHs 3MiH YacTOTH JIOCTYNY Ta IHIIUX AMHAMIYHUX MOKA3HUKIB
y Bunsial rpadikiB 1 giarpaMm. byno po3poOieHo MeTOoHoJoTiro i ajganTaiii kiacudikaimii B
PEKUMI pealibHOro Yacy Ha OCHOBI JaHUX MPO JOCTYH JI0 PECYPCIB.

Onuc crparerii Ta KpurtepiiB QopMyBaHHsS BUOIpPKM BKJIIOYaB BHUOIPKY 1H(OpMamiiHuX
pecypciB Ha OCHOBI iX 3HAYYIIOCTI AJIS IisSUIBHOCTI OopraHizaiii. BusHauanucst KJ1t04OBi OKa3HUKH
JUId aHaJli3y, Takl SK KUIbKICTb KOPUCTYBauiB, THUIIM JOCTYIY Ta 4YacTOTa 3alMTIB J0 PECYpCIB.
BukopucroByBasiucss CTaTUCTUYHI METOAM Ui aHali3y MAaHUX BUOIPKM Ta OLIHKM PHU3MKIB
1H(popMarLiiiHOT Oe3neKu.

ExcnepumenrtanbHa ©0a3a  JOCHIDKEHHS BKJIIOYANa TMPOBEJIEHHS EKCIIEPUMEHTIB 3
BUKOPUCTAHHSM >KYpPHAJIIOBaHHS JOCTYNy 10 1H(OPMAaLIMHUX PECYpCiB y pealbHUX YMOBax
opraizauii. AHami3yBainucs OTpUMaHi JlaHi JUIsl BUSBJICHHS NAaTEpHIB JOCTYNYy Ta aHOMAaii, 110
MOXXYTh CBIIYUTH MpO MOTEHLIHHI 3arpo3u 1HpopmauiiiHiil Oesmewi. OTpumaHi pe3ynbTaTu
BUKOPHUCTOBYBAJIUCS [UIsl KOPUTYBAaHHS METOMIB Kiacu]ikamii Ta MiJBUILEHHS e(eKTUBHOCTI
3aX0/1iB OE3IIeKH.

s 3abe3neueHHs] MOBHOI KapTHHU XOJIY AOCHIJKEHHS BHUKOPHUCTOBYBAJIUCS J10/AaTKOBI
MeToIu. MeToJ| CTaTUCTUYHOIO aHaji3y 3aCTOCOBYBABCS JIsl OOPOOKH BETUKUX OOCATIB JaHUX MPO
JOCTYH /10 iHPOPMaLIIHHIX PEeCypCiB, a TAKOXK JJISl BUSBJICHHS CTATUCTUYHO 3HAUYILUX BIIXUIICHD Y
narepHax jgoctyny. ['padiuni Meroau Bi3yamizailli BUKOPHUCTOBYBAJIWCS IS TMPEICTaBICHHS
pe3yibTaTiB JOCTIDKEHHS Yy BUIVILAL JiarpaM Ta rpadikiB, [0 JO3BOJSUIO HAOYHO Bi0OpasuTH
JUHAMIKY JOCTYMY J0 PECYPCIB Ta BUSBIIEHI aHOMAJIIi.

PesyabTaTrn

Ananiz 3acaax kiaacudikanii ingopmanii Ta oOIpyHTYBAHHS JHHAMIYHOIO MiAX0dy.
[Mepmr HiX po3rasaaTy knacudikamito iHpopmarii 3 6€3MeKOBOro pakypcy, HEOOXiIHO 3pO3yMITH,
SIK BUTJIAJIA€ CTPYKTypa JaHUX B MEkax opranizaiii. [Ipocrime 3a Bce po3risgaT ix 3 TOYKH 30py
I0IGHHOTO poOoyoro mpouecy. Tozi BCi JaHi MANPUEMCTBA MOXKYTh OyTH MOALIEH] Ha TPU TPYITU
(Malchiodi et al., 2024; Zhang et al., 2018; Robinson, 2024) (puc. 1).
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Legacy Data

\/

Internal Data Workflow Data

Pucynoxk 1. Knacudikarist 1anux 3a poOo4uM mpoIrecom
Jaxepeno: po3pobiieHo aBTopamu Ha ocHoBi qociimkens (Malchiodi et al., 2024; Zhang et al., 2018; Robinson, 2024)

Legacy Data (apxieni Oawni). ApxiBHI JlaHl Ta TOKyMEHTH MHHYJIHX IEPIOJiB, SIKI MOXYTh
30epiraTuch B MOBHICTIO HEMU(POBiit Gopmi abo B (hopmaTax, siKi BTpaTHIIM aKTyaJbHICTb 1 HE €
CYMICHHUMHU 13 Cy4yaCHUMH 1H(pOpMaIifHUMU CUCTeMaMU. 3aJeKHO BiJ 3HAYYHIOCTI IIUX AAHUX IS
MOTOYHOI POOOTH, IIi JTaHI MOKYTb OYTH SIK MOBHOI[IHHUMH, CTPYKTYPOBAaHUMH JOKYMEHTaMH (110
JI03BOJIUTh 30€perTd 1CTOPUYHICTh [AHUX, BIJCTEXKYBaTH TEHICHII B pOOOTI YCTAaHOBH YU
KOMepIiiHoi ¢ipmu, 3actocoByBaTH Big Data mns anamizy Tomo), abo BHOCHUTHCh B CHCTEMHU
O0JiKy SIK TEBHUW MIJCYMKOBHUM 3aluIIoK. Sk mpaBuio, Iie HalOLIbIl apxaiyHa dYacTHUHA
iH(popMaIiiHOT 010TI0TEKH, 13 HAHMEHIIIUM BiJICOTKOM ITU(POBI3aIlii;

Internal Data (énympiwmni Oawni). BHYTpINIHS JOKYMEHTAIlisl, SIKA BUKOPUCTOBYETHCS Y
MOBCSIKJICHHIN pOOOTI, aje He BUXOAUTH 3a MEXI MiANPUEMCTBA. 3a3BUYAl, I HAKA3H, MTOJIOKCHHS,
LUPKYJISAPH Ta 1HIIAa HOPMATUBHO-3JAMIHICTPaTUBHA JOKyMeHTalis. TyT HallyacTille 3ycTpidyaeTbes
uu@poBizalis, OCKUIbKM BOHM MOXYTh ICHYBaTH B (opmi OOMIHY MOBIJOMJICHHSIMH Yepe3
€JIEKTPOHHY MOIITY YM KOPIOPATUBHI CUCTEMH CHUIBHOI pOOOTH;

Workflow Data (nomokosi oOamui). Poboda [1OKyMeHTallisl, SKa BUKOPHUCTOBYETHCS Y
BUPOOHMYIM JisulbHOCTI 1 € OQIIIiHOIO JOKyMEHTAall€lo, sKa Moke OyTH BHKOpPHCTaHA
KOHTPOJIIOIOYMMH, CYAOBUMH Ta IHIIMMH YCTaHOBAaMH SIK TIPaBOYMHHA YH IIiJICTAaBOBA
nokymeHranis. Lli naHi IiIsATbcs Ha MEpBUHHI (CTBOPIOIOTHCS a00 BHOCSTHCS MpALlIBHUKAMU SIK
pe3ynbTar ix npodeciiiHoi AISUIBHOCTI) Ta BTOPUHHI ((POPMYIOThCS 3 JAAHUX, B3SITUX 3 NMEPBUHHUX
JIOKyMeHTiB). BoHM MOXyTh OyTH 1M POBI30BaHI K Me/Aia-JOKYMEHTHU (3a3BUYail, CKaHIEUTH abo
¢doroxomii) Ta/abo 3aMiHEH1 CTaHIAPTHUMH EJIEKTPOHHUMHU JOKYMEHTaMH B (opMaTax TEKCTOBHX
npouecopiB (Takux sik Microsoft Office, OpenOffice Ta iH.). Aje BOHM TaKOX MOXYTb OyTH Ha
narnepi, y popmi 3arucok, opAepiB Ta iHIINX HIOJEHHUX PO3XIAHUX JOKYMEHTIB.

Habip pecypciB, fKi 3HaXOIAThCS Ha MEPETHHI BCiX TPHOX IPYI, SIK MPaBHIO, € HAMOLIbII
KpuTHYHUMHU JIs pyHKIionyBaHHs mignpuemctBa (Robinson, 2024). Croau Moke BXOIUTH K
aynuTopchbka iHbopmarlis (B Hilt "cxonaTbes" BCl HAMOUTBIN BaXKJIMBI MOKa3HUKU JISUTBHOCTI), TaK 1
iHpopmanig, HeoOXimHa s 3a0e3ledeHHss BHPOOHHMIITBA ab0 MPOCTO MIOJIEHHOI pPOOOTH
1H(popMalii (HanpuKIIaj, MepcoHalbHI1 1aH1 KJIIEHTIB, 3aMOBJIEHHS TOIIO).

B cuny pi3Hoi crneungiku poOOTH pi3HUX YCTAaHOB MeXi Kiacudikaiii JOKyMEHTIB Ha
BHUIIE3ra/IaHl TPYNH HE € YITKUMU, TOMY 00CSTH NEPETUHIB MOXKYTh OyTH PI3HHUMH, a 1€ BIUIUBAE 5K
Ha KPUTUYHICTH 1H(OpMaIlii, Tak 1 Ha OE3MEeKOBY CTpaTerilo Ta crparerito mudposizaiii. Tomy sk
MpaBUjio, il JOMOBHIOIOTH JIOAATKOBMMHU KiacudikaTopaMu, SKi JO3BOJISIIOTH OLIBII HYITKO
OKPECIIUTH MEXI 1 OLIBII YITKO OLIIHUTH KPUTHYUHICTD.

[TigxomaiB 10 CTBOPEHHS KOHKPETU3YIOUMX KJIacu(piKaTopiB Tpu:

1. Ha ocHOBI 3MmicTy iH(popmalii. BiamosigHo, Taka kiacudikamis Mae nepeadayatd METOIUKY
OI[IHKA YYTJIMBOCTI YW KPUTUYHOCTI i1 1y (QyHKIIOHYyBaHHs opradizamii. Hampukmam, B
crangapti Queensland Government Information Security Classification Framework (QGISCF)
(Queensland Government, 2024), skuii 3acTOCOBYEThCS B ABCTpaiii, I MOMIOHHX
Kiacu(]ikaTopiB pEeKOMEHIYeThCs 1HTerpoBaHMi mapamerp Business Impact Level, skuii
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CKJIAJIAETHCS 13 TPHOX MapaMeTpiB — MOTEHIlIHA IIKO/1a, IUTICHICTH/9aCTKOBICTh Ta JIOCTYITHICTh
iHpopMmarii;

2. Ha OCHOBIi 3actocyBaHHs iH(popmarii. BigmoBigHo, Tak kiacudikallisi MOBUHHA BiAMOBIAATH
TEXHOJIOTIYHMM, OpraHi3aliiHuM, a00 HaBITh KaJPOBUM JIAHIFO)KKAM BCEpPEIMHI IMiIIPUEMCTBA.
Ak mpaBwiio, WaeTbcs mpo Kiacudikamiro BHYTPIIHBOI iHGOpMaIii 3a opraHizaliiHUMH
BiJUITaMu, @ poO0Y0i JOKYMEHTAIIIT 32 HAMPSIMKAMH JTiSTbHOCTI;

3. Ha ocHOBiI KopuctyBaua iHpopmarnii. Taka xmacudikamis Mae 0a3yBaTHCh Ha YITKOMY
BU3HAYCHHI, sKa came iHpopMallis HeoOXigHa ISl Ti€l uu iHIoi poOOTH 1 KOMY came. 3HOBY X
taku, B pamkax QGISCF BHOKpeMITIOIOTBCA BIJIACHUKH (CTBOPIOBAYi, PO3MOPSTHUKH )
iHpopmaii, KOpuUCTyBadi, MEHEIKMEHT, TNepeBipstoui, odinepu Oe3nekn gaHux (y BUIAIKY
JepKaBHO-TIPUBATHOTO MAPTHEPCTBA) Ta 1H.

MoyHa 3rajaTé mie npo MiAXiJ, SKUH Y)Ke€ YacTKOBO 3raayBaBCs: Ha OCHOBI (opmu
npezacrasinenns iHpopmarii. Ctanaapt ISO 27001 (Irwin, 2022) MicTHUTh CIIPOIIEHUI BapiaHT TaKoi
knacudikamii i3 YOTUPHOX  KIJACIB:  MamepoBi JOKYMEHTH, LUQPpPOBI JOKYMEHTH Ha
JIOKQJIbHUX/3HIMHUX HOCISIX JaHUX, HUGPPOBI JOKYMEHTH y BiJAJIEHUX CXOBHINAX Ta €JIEKTPOHHI
MOBIJJOMJICHHS B CHCTEMaX MHUTTEBOTO OOMiHY iH(OpMAIIi€t0.

Bei i kjmacu MaroTh HEWiTKI MeXi, 1 Tak camo, SIK 1 Kiacudikallis pecypciB 3a poOounM
MIPOIIECOM, OIUCYETHCS KPYTOBHMH JiarpaMaMi i3 MepeTHHAMH. TaKuM YHHOM, HE3aJeKHO BiJ
TUmy 1 Habopy kiacudikaTopiB pecypciB, sSiKi BUKOPHCTOBYIOTHCSI B OpraHisailii, BOHH BCi MalOTh
HEYITKI MeXIi 1 MepeKpUBAIOTHCS MK co00r0. [HTETrpanbHa OIiHKAa KPUTHYHOCTI PECypCy 3 TOUYKH
30py iHQopMarlliiiHoi Oe3neku, BiAMOBIAHO, Oyae HabopoMm '"MEpEeTHHIB MEpPeTHHIB", 1 KPUTUYHA
iHpopMalis 3HAXOAUTUMETbCS B OJHOMY i3 HHX. [l iHTerpaspHOi OIIHKH, SK MPaBHIIO,
BUKOPUCTOBYIOTh TaOMMYHUNA METON. Psaku B HBOMY BIANOBIJAIOTH DPI3HUM KilacudikaTopam
iHpopMalii, a CTOBOYMKA — OAHOMY i3 piBHIB moctymy. Ilapamerpu OIIHIOIOTHCS 3a TIEBHOIO
YHCENBHOIO KA.

MoskHa cKJIacTH TaOJIMII0 HAa OCHOBI BULIIEHABEIEHUX TUIIB KiIacu(iKalii, B3SIBIIU CUCTEMY
piBHIB foctymy i3 crangapra ISO 27001, ognak 3amoBHEHHS TaOJMIN BIAMOBITATH €MITIPUYHUM
MOKa3HUKaM — 3a IIKaJIOW '"HHU3bKHIi-cepeqHii-Bucokuii-naiiBuimin" (New Zealand Protective
Security Requirements, 2024).

Haiikpame Tabnuunuii MeTos moenHye cucreMmy piBHIB goctymy 13 BIL (Business Impact
Levels) — tam niniliHa 3aJIeKHICTh, 10 J03BOJISIE 3aCTOCYBATH CUCTEMY OalliB — HANPHUKIIAJ TaKy,
Ky BUKOpHCTOBYIOTH B HoBiii 3enanmii (Arora et al, 2023). Ognak ajnexBaTHO, Ha HAIIy JYMKY,
TaKWil MiAX17 JO3BOJIsE OIIHUTH JIMIIE TakKi MOKA3HUKU SK MIKOAA (YYTIUBICTH iH(opmarii) Ta
0e31ocepeIHbO JOCTYITHICTD.
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Pucynoxk 2. Kpyrosi giarpamu 101aTKOBHX Ki1acugikaTtopiB iHpopmarii
Jxepeno: po3pobieHO aBTOpaMH Ha OCHOBI po3poOku bropo Oesnexn ypsimoBoro 3B'si3ky H. 3emannii (2024),
nocmimkens (Arora et al, 2023).
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Haiibinpma nocrynuicts Oyne y myomiunoi iHdopmarii, HaiiMeHIIa — y KOH(DIAEHIIHHO].

HaiiGinpma mkoga Bia po3rojomieHHs KoHpiaeHmiiHo1 iHopMarlii, a HaliMeHIIa — ITyOJIiYHOi.
PemmTa nmoka3HHUKIB CHIIBHO 3aJICKUTH BiJ KUTBKOCTI JOKYMEHTIB, 30KpeMa, IITICHICTb.
Jlnst  neMoHcTparii 3arajJbHOro IMiAXOMy JOCTaTHBO OyJe HEKOHKPETH30BAHOTO TIPUKIALTY.
Hanpuknan, B 10oChiPKEHH] TOUTYKOBUX CHUCTEM, SIKi BUKOPUCTOBYIOTH IyOJIiYHI Ta MpUBaTHI JaHi,
y SKOCTI mpuKiany iHGOpMaIiiHO AOCTaTHBOI BHOIPKM JJII BHCHOBKY Ha OCHOBI aHami3y
NPUBATHUX Ta MyOJIYHHUX JaHUX HABEIEHO €JIEKTPOHHI JIMCTH Ta HOBMHapHa cTpiuka Wikipedia —
47 THC. eNeKTPOHHUX JIUCTIB Ta 5,2 MiIH. HOBHUH. [1{0 1ae HaM CIiBBIIHOIICHHST MK ITYOJIIYHMMH Ta
npuBaTHUMHU JaHumu B 0,0011.

EMmipuyHO MOXKHA MPUITYCTUTH, IO TOJIOHE CITIBBIIHOIICHHS Ma€ ICHYBaTH MK OY/b-
SKOIO TapOoI0 CTYIEHiB npuBaTtHocTi. To0To, Ha 10000 nuCTiB MyOMiYHUX JOKYMEHTIB Mae OytH 11
JUCTIB TPUBAaTHHUX, 13 SKHX, B CBOK 4Yepry, MakKCUMyM II0 OJHOMY — OOMEKEHOro Ta
KOoH(}igeHiitHOrO XapakTepy. Take * CIiBBIIHOIIECHHS MOXXHA BUKOPUCTATH SIK EMIIPUYHY OLIHKY
LITICHOCTI — SIK YMOBHY KIJIBKICTh JIMCTIB, HEOOXIMHUX [UIsl BHUAA4l aJeKBATHOIO BHCHOBKA.
[ToeqHaHHsT cUCTEMH PIBHIB JOCTYITY i3 3aCTOCYBaHHAM iH(opMamii Take: HaWOUIbII 3aCTOCOBHOIO
3aBKIu € iHQopMmallis opraizaliiHOro piBHS — 1 BOHA, SK IPaBWIO, 3aBXKIU € MYOJII4HOIO,
MaKCHMYyM BHYTPIITHBOTO PiBHSA. A oOMexeHa 1 KoH(pimeHIiiHA iHQOpMAaIIisi He BUXOJUTh 33 MEXKi
BiJIIUTIB Ta HABITh OKPEMHUX POOOUHX TPYIIL.

Knacudikamiero B 3alexHOCTI Bifg KopHucTyBauiB iH(opmarmii ckianxima. Hampukiarn,
3pO3yMiJio, IO aBTOP YHM BIAcCHUK iHQopmalii Oyne Math A0 Hei JOCTYN HE3aJIekKHO BiJ
npucBoeHoro piBHsA. KopucryBauy mocTyn mMoke OyTH HaJaHWW Ha IIJACTaBi MOCAIH, ale MOXKE
(aKTUYHO BiH MOKE JOCTYIIMUTUCH 0 KPUTUYHHUX YEPe3 CYMILICHHS [TOCA]] YU NPSIMY Mepeaqy [ux
JaHWX BIJ] aBTOpa YW BJIACHUKA. AyIUTOPH MOXKYTh MaTH IOCTIHHUH IOCTYI, a MOXYTh —
tuMyacoBuid. Hapemiti, odinep Oe3mexku MaHMX MOXKe BIAMOBIIATH HE 3a BCl JaHI CBOTO PiBHSA
JOCTYITY, a TUTBKH 3a TEBHY iX IMJIMHOXHHY — SIKa Ma€ BiIHOIICHHS JO JCPKaBHO-IIPUBATHOTO
napTHepcTBa (MepeTuH KiacudikaTopa 3acTocyBaHHs iH(popMalii Ta kopuctyBaua). Ilitep Byn B
cBoiii crarti mns Computer Weekly (Wood, 2013) pekoMeHIye KOMILICKCHE OIIIHIOBAaHHS,
3aCHOBaHE Ha OIIHIII MOTHBAIlli Ta MOXJIMBOCTEH KOPHUCTYBauiB (aKTOpPiB), SIKi OI[IHIOIOTHCS IO
n'aTuOaIbHIN KA TUIFOC HYJIb K BIICYTHICTB 3arpo3u. Lle nae 3mory moOyayBaT Taky MaTpHIlO
OLIIHOK 3arpo3 3 00Ky akTopiB (Tadm. 1).

Tabauusa 1. MaTtpung 3arpo3 3 60Ky akTopiB

MoOXJIHBICTD
Hyxe mana | Maina OOMexeHa 3HauHa IToBHa
Bincyras 0 0 1 1 2
Morusais 3arikaBiaeHHs 0 0 1 2 3
Inrepec 0 1 2 3 4
Pobora 1 1 2 4 4
Dokyc 1 3 3 4 5

Jlxepeno: po3pobieHo aBropamu Ha 0cHOBI jociimkers (Wood, 2013).

3a 10omoMororo 1€l MaTpuIli MM MOXKEMO E€MITIpMYHO BH3HAUUTH, 110 3arpo3a Bij aBTOpa
3aBk1au OyJie MakCHUMallbHa, TOMY 10 BIH Ma€ MOBHUN JOCTYN 10 iH(popMallii 1 BiH coKycoBaHUI
Ha TeMi. B Toif e yac BiH NPaKTUYHO HE 3aIliKaBJICHUN B PO3TOJIOCI, TOMY IO II€ MOCTaBUTh ]
yaap uoro iHTepecu. TakuM 4rMHOM, HOTO 3arpo3a sik akTopa Oyze BapilOBaTHCh B 3aJ€KHOCTI Bij
TOT'0, HACKUIbKH CHUJIBHUM Oygie 1iei ynap. TouHo Tak ke, B 3aJIe)KHOCTI BiJl 0COOMCTOT IKOAU, Oyne
3aJieaTy 3arpo3a po3roJIONICHHS Ha PIBHI KOPUCTYBayva.

Haiibinpi1 HeBU3HaueHMMH OyIyTh OLIHKM BHCOKHX pIBHIB O€3MEKH — TOMY IO TaM
BCTYNAIOTh B Jit0 (HaKTOpH, SKI CKIAAHO OIMIHUTH. Hampukian, KpUTHYHICTH TIEBHOTO PECYpCy B
3aJIeKHOCTI BiJl KOPUCTYBaya B TAKOMY BHITAJKy EMITIPUYHO MOXHA OLIIHUTH TaK:

— myOsmivHa iHpOpMaIlisi KpUTHYHOO HE €, TaK K KOPUCTYBa4d Ma€ 3aBXKIU 710 HEl JOCTYM 1 y HbOTO
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BIJICYTHS 3aIliKaBJIeHICTh B posrosoci (0);

— BHyTpimHS iHpopMamis Mae 1-0ambHYy KpPUTHYHICTH, TOMY IO KOPHCTYBad Mae€ 3amali
MOXJIMBOCT1 O3HAHOMHTHCH 13 HEIO (BUITAIKOBI);

— oOmexeHa 1 KoH(pimeHIitHa iHpOpMalis Mae 4-0adbHY KPUTHYHICTD, MIEPII 32 BCE 4epe3 Malli
MOXJIMBOCTI KOpHCTyBada ii oTpumaTu (MakcuMyM B ¢opmari "HeoOximHO 3HATH'"), OJHAK SK
HaM BiZIOMO 3 OIIHKM IIUTICHOCTi, JOCTaTHHO BChOrO | JucCTa mpwBaTHOI 1HGOpMAaIi s
OTPUMAaHHS BIANOBII (HAHECEHHS IITKOIM ).

[Io, B cBOIO 4epry, CTaBUTh HEOOXIJHICTh JOIYUYEHHS /0 BUILEHABEIEHOI MaTpHULl TPETii
BUMIp — SK MIHIMYM IIKOAYy JUIsl akTopa, fKa Ma€ KOPUTYBATHUCh BIAHOCHO IIKOAM MJIst
HiANPHEMCTBA.

TodyHO TakuM >kK€ YMHOM MOXXKHA OIIHUTH 1 PHU3UKH BiJ 3acTocyBaHHs iH(opMarii B
3aJIeKHOCTI Bl OpraHi3aliiHOro piBHS, IJIs IKOTO MPU3HAYEHI JOKYMEHTH.

Bci nokymMeHTH opraHi3amiifHoro piBHsS MalOTh HAMBHUINY KPUTHYHICTH (OCKUIBKY IIKOJIA BiJl
HUX MOXX€ BIUIMHYTH Ha (YHKIIIOHYBaHHS MIiJNPUEMCTBA), a HAWMEHIIy — TOKYMEHTH piBHS
po0oU0i TpyIy, TOMY 110 BOHH IEMOHCTPYIOTh JIUIIIE MaTepiaiu MPOEKTiB, 00 HABITH JIUIIE MIEBHY
iX YaCTHHY — SIKIIIO MPOEKT CHJILHO AUBEPCH(PIKOBAHUH.

HaiiGinpini nmpobieMu — SKIIO 10 OIIHKH J0JaeThes (opma mnpeacTtaBieHHs. HaiOimbmn
3axXHIIEHUMH, SIK HE JUBHO, € TarepoBa i nugposa JokadbHa (HOPMHU, TOMY IO JOCTYI A0 HHUX
MOXHa KOHTPOJIIOBAaTH OpPTaHi3alliiHMMH 3aX0JaMH — 1 BIAMOBIJHO, MOYKHA OIlIHUTH PHU3UKH
iHpopManiiiHoi 6e3neKu. A 10 BiIJaJeHUX CXOBHII TOCTYIl MOYKE MaTH HEBCTAHOBJICHA KiJIBbKICThH
oci0 (Hampukiaa, oOCIyroByr4Hii mepcoHan (ipMu, sika 3a0e3nedye XOCTUHT JIaHuX), a
€JIEKTPOHHA IOLITa Ta MECEH/KEpPU € OE3MEKOBO CIIa0KMMHU CXOBMILAMHU (BOHH MOXYTb OYyTH
MiJCHJICHUMHU IUGPYBAHHSAM 1 MOJITUKOIO MiANMPHUEMCTBA J10 PiBHS HU(PPOBUX JIOKATHHUX CXOBHIIL,
aJie 1€ BUXOAMTH 32 paMKU TEMAaTHKH JTaHOi CTATTI).

Haperri, yacTuHa JOKYMEHTIB MOXe AyOJIOBaTUCh B Pi3HUX (opmax i popmarax — abo 3
MeTOI0 OuThIIOI 30epekHOCTI, ad0 MPOCTO ISl CHOPOIIEHHS poOOoTH (10, M0 pedl, T0JaTKOBO
YCKIJIAHIOE OE3MEKOBE MUTAHHSI — TOMY IO 3a KOMiSIMU CKIIJHIIIE YCIIAKYBaTH).

Matpuus Ilitepa Byna takox 103BoJisie 3p0OUTH TaKy OI[IHKY — BOHA HaBITh HABE/ICHA B
cratti (Wood, 2013). 3BereMo BCi BUIlIEHABEICHI OIIHKHU B CIIIBHY TAOIHIIO 2.

Tabauus 2. [nrerpanbHa olliHKa KPUTUYHOCTI pecypciB

| Public | Internal | Restricted | Confidential
Business Impact Levels(BIL)
JocTymHicTh 1 2 3 4
Ixoma 1 2 3 4
IimicHicTh 10000 11 1 1
3acTocyBanHs iH(popmarii
OpranizamiiHuit 0 3 5 5
CekropanbHuii 0 3 4 5
Bigmin 0 3 3 5
PoGoua rpyna 0 3 2 5
Kopucrysau indopmanii
Astop/BnacHux 0 5 5 5
KopuctyBau 0 1 4 4
[Tepesipsitounii 0 3 5 5
Odiuep B/ 0 2 5 5
®dopma npezcrasieHHs iHopMarii
ITaneposa 0 2 3 5
Hudposa (nokanpHa) 0 2 4 5
ITudposa (BixnaneHa) 0 3 5 5
Enextponna nomra 0 4 5 5

Jlxepeno: po3pobieHo aBropamu Ha 0cHOBI gociimkens (Wood, 2013).

[s Ttabmuns 1noOpe TmoOKa3ye, HACKUIBKM PI3HOMAHITHUMHM € TOKa3HUKH, fKi
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BUKOPUCTOBYIOTBCS JIJIsl OLIIHKM KPUTHYHOCTI iH(opMatiitHux pecypcis. Takox, BoHa MOKa3ye, 10
TabJIMyHa METOAMKAa [03BOJIslE €(EeKTUBHO TMOEAHYBAaTH He OuIblle JABOX, MaKCUMYM TpPbOX
knacudikaropis. [{poro goctaTapo 11 3a0e3MeueHHs MiHIMaIIbHOT iHpOpMaIliitHOT Oe3ekn, ane He
IOCTAaTHBRO 1A 3a0e3medeHHs 11 B HAJIE)KHUX 00csrax.

Kpim Toro, Hackinekm © He Oyla mnpoayMaHa CTPyKTypa TaOMuIli 1 HAaCKIJIbKU
JIeTaTi30BaHUMH He Oyiu 0 Kitacudikatopu, BOHH BCl MPEICTABISAIOTh COOOK0 CTAaTUYHY OLIIHKY "Ha
neBHy (iKcoBaHY TOUKY' — HANpUKIIAJ, HA MOMEHT ayauTa, a00 Ha MOMEHT 4eproBoi MOCajgoBOi
arecrarii.

B mpomixkky Mk nuMu (iKCOBaHMMM TOYKaMH aHI cama Kiacudikaiisi pecypciB, aHi
Oes3rocepenHi mepeiku KiIacu(PpikoBaHMX PECypCiB HE MEperisiaarThes. MK THM, IIBUIKICTH
3MIHM PHUHKOBOi KOH'FOHKTYPH, 3aKOHOJABYOTO IIOJIA, HaBiTh MONITUYHOI iH(OpMarii, xemaii
3pocTae 1 yke 3apa3 BOHA IIBU/IIA, HDK OyIb-sSKMil MEpiof MK ayauTamMHu 4M arecTarismu. He
KaXy4H Tpo Te, M0 MK (DIKCOBAaHMMH TOYKAMH MOXKE 3MIHMTHUCH KiJIbKICTh JIFO/ICH, SKHMM HaJIaHO
noctyn A0 Tiel uu iHmoi iHopmanii. TakuM yuHOM, MeBHUN dopMaT TUHAMIYHOI Kiacudikarii
CTa€ KHUTTEBO HEOOX1THUM.

JMuuamiyna kiaacudikania Ha 0a3i amamizy gocrymy a0 pecypceiB. Oanum 13
MEPCIEKTUBHAUX BapiaHTIB IWHAMIUHOI Kiacu]ikaiii pecypciB MOKe CTaTh MpOQLIIOBaHHS JOCTYITY
no Hux. Haiikpaiue el Meton crpaifoe uis HU(PPOBUX JOKYMEHTIB, OCKUIBKH Cy4acHi orepariiiiHi
CHCTEMH JI03BOJISIIOTH OOMEXYBAaTH JIOCTYII HE JIMIIE B PO3pi3i JAUCKIB Ta OKPEMHX KaTaJOXKHHX
eJIeMeHTIB (ManoK, apXiBiB, TUIIIB (ailliB TOIIO), a il A1 KOHKPETHO B3ATUX pecypciB. Posrisnemo
JIMIIE J1BA JIOIATKOBI TTAPAMETPH: YaCMOmMa i NPOMOKOL 00CMYNy 00 pecypcy.

O6uznBa 1i mNapaMeTpyd € YyHIBepCalbHUMH 1 0Oararo3HayHMMH, TPU HAISKHOMY
BUKOPHUCTAHHI 3JJaTHI BUCBITJIMTH IUINKA HA0lp KOPUCHUX TIOKA3HUKIB SIK JIJISl OI[IHKY PU3HKIB, TaK i
JUIs TIOKpalleHHs1 Oe3neku opraxizauii. Hanpukian, sKmo npoaHanizyBaTH YacTOTY JOCTYIY JJIst
oOMexeHMX 1 KOHQIIEHIIMHUX pecypciB, JErKo Mo0aunTH, K1 13 HUX € OUTbII KPUTHYHUMU IS
poboTH mignpueMcTBa (10 HUX Oyzae AocTyn Oyne Maiike MOCTIHHKMM), a sKi — Hi (IO HUX JOCTYII
Oyne copaguyHuM, abo 1 B3araii He Oy/ie 3a Mepioj] CKpUHIHTA).

SIKmo uactoTa JOCTYNy BHMIPIOETBCSA THEpPIOJUYHO, TO MOXHA CKJIAcTH TaK 3BaHMUU
"cTaHAApTHUI NaTTepH AOCTymy" — TPUBHUMIPHHUM Tpadik AOCTYNMy A0 KPUTUYHHX pecypciB. 3a
HOro JOMOMOIOI0 MOXHA BIJICTEKUTH aHOMAaJbHE 3pPOCTaHHS JIOCTYNY J0 KOH(IIEHIIHHUX
pecypciB. B 3amexxHocTi BiAg cUTyamii 1€ Moxe OyTH TOB'I3aHO 13 OKPEMUM IPOEKTOM,
peoprasizali€lo MiANPUEMCTBA, AyAUTOM... a00 NPUXOBAHUM JEJETyBaHHSAM JOCTYIy I1HIIUM
npauiBHUKaM. Lle 1onomoske OLIbII YITKO BU3HAUYWUTH IpaBa JOCTYMY 1 HaBITh NMEPEMICTUTHU ACSKI
pecypcu 3 MEHII 3aXUIIEHOI KaTeropii B OUIbII 3aXHILIEHY.

Hampuknan, sKmio 3a OCHOBY B3ATH OpraHi3alliiHy CTPYKTYpPY, TO MOXXHA EMITIPUYHO
MOKa3aTH, IO YacTOoTa 3BEpTaHHS 1O JOKYMEHTIB BIAMOBITHOTO piBHSI OyayTh NpUOIHU3HO
BIJIMOBIAATH KUIBKOCTI IEPCOHAIY, SIKUM 3alHATHH y MiJIpo3/ijaX, K1 MalOTh JO HHOTO JOCTYII.

To6To, AKIIO B AAaHOMY MiJIPUEMCTBI iCHYe TpH poboui rpynu nmo 10 mpamiBHMKIB, 3
MeHeKepr 1 1 JupekTop, 1 MO OAHOMY JOKYMEHTY KOXKHOTO THUIY, BIANOBIJHO, JOCTYIH
PO3MOIINATHCS Tak (Tadu. 3).

Tab6auus 3. Po3nozin qocTyny Mixk epcoHanoM

Public Internal Restricted Confidential
OpranizaiiiHui 34 4 1 1
CekTopanbHuil 34 4 15 1
PoGoua rpyma 34 4 12 1

Jxepeno: po3pobieHo aBTopaMH Ha OCHOBI fociipkens Byna I1. (2024).

3po3ymMino, Mo 0 MyOJiYHOTO JTOKYMEHTIB MaTUMyTh JOCTYI Bci. Jlo BHYTPILIHIX — BeCh
KepiBHUH ckian (To0To, 3 MEHemKepu Ta AUPEKTOop). Jlo JOKYMEHTIB OOMEXKEHOro OCTYITy Ha
piBHI po0OYOi rpynmu MAaTUMYTh TOCTYI MPAIiBHUKH, MEHEDKEP 1 TUPEKTOp, Ha PIiBHI CEKTOpa —
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MpaIiBHUKKA po0O0YOi Tpynu, BCi MEHEIDKEPH 1 TUPEKTOp. A Ha opraHizamiifHOMy piBHI J0 BCiX
JOKYMEHTIB OOMEXEHOTr0 JOCTYIy MaThMe JOCTYI JIUIIE JUPEKTOp, SK 1 A0 KOH(IACHIIHHOTro
JOKYMEHTA.

Cepen cyuacHuX (allIOBUX CHCTEM BHUAUISETBCA OKpeMa Trpyla TaK 3BaHHX
">KypHaJIbOBaHUX (paiIoBHX CHCTEM", SIKi JIO3BOJISIIOTh BECTH PEECTP TPaH3aKIlIHd HAa PIBHI OKpEMHUX
daiini. TpaHzakiis — 11e OyAb-siKa eJIeMEHTapHA [Iisl, HAPUKJIAJl, YATAHHSI, 3all1C, KOIIIOBaHHS Ta
nepemileHHs. B moeiHaHHI 13 CUCTEMOIO aBTOPH3allii )KypHATIOBAHHS MOXKE YITKO IMOKa3aTH, XTO 1
HACKUIBKH 4acTO 3BEPTABCS JO TOTO UM 1HIIOTO PECYpCy.

Lle no3Bossie MOOYAyBaTH aHAIOTIYHI CTAaHAAPTHI MaTepH AJs JOCTYIy 3a JA03BOJIOM YH 3a
YaCTOTOIO KOMiIOBaHHS. SIKIIO MEpiOJUYHO BUMIPIOBATH YacTOTY JOCTYIY, a MOTIM chopMyBaTH
yacoBuil rpadik, BUHIE HACTyIHA MOBEpXHS (TpuBUMipHHMHA Tpadik). Iliku mokake aHoManabHO
BUCOKY YaCTOTy, $KYy MOXHAa TpaKTyBaTH a00 SK JeJIeryBaHHS IOBHOBaXEHb, a00
HECaHKII0HOBaHUM JocTy (puc. 3).

@akTHYHO Ha OJHOMY TakoMy Tpadiky MOXKHAa pO3MINIyBaTH JIMIIE CIIBMIpHI 3a
MOKa3HUKaMH Tpynu pecypciB. Hanpukian, Ha niarpami 3 Hacmpas/i po3MIIIEHO HE ABI KaTteropii,
a Tpu — Public, Internal Ta Restricted. Onnak apyra kareropis Ma€ HaCTUIbKA HE3HAYHHUH JOCTYII,
110 MPOCTO HE BHJIHA Ha MOBEPXHI 1 BIACTEKUTU MOXKHA JIMIIE 30BCIM aHOMAJIbHUN JTOCTYN — Ha
piBHI MacMBHOTO BUTOKY naHuXx. 11lo, B cBOIO uepry poOuTh HEBiACTEKyBaHi qpiOHI a00 OAWHUYHI
BTPYCHHSI B Oe€3MeKy Ha piBHI Majo3arpeOyBaHUX pecypciB, abo iHdopmalii, sika HE MOBHUHHA
BHUXOJIUTH 32 MEXI1 JIy)Ke OOMEXKEHOro Koja — a II¢ HE JIMIIC BHYTPINIHSA JAOKYMEHTAIis, a U
KOH(piAeHITIITHA.
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Restricted

Public
Pucynok 3. CranapTHuii maTepH JOCTYIy
J:kepesio: po3po0IIeHO aBTOpaMu

3HOBY X TaKH, aHOMaJIbHE 30UIBIICHHS 3BEPTAHHS JI0 PaHIIIe Majgo3aTpeOyBaHOTO pecypcy
MOJK€ O3HauaTH abo MpUXOBaHE JIeNeTyBaHHs JOCTYIy, abo mepenady Qaiiia iHIIUM MpariBHUKAM.
OpHak oro HeOOX1THO SIKOCh BIICTE)KUTH, a Ha 3araIbHOMY TTATEPHI 1€ TTIOMITHTH CKJIQIHO.

[Io crocyeThcst MIKOBOT YacTOTH IS JIHCHO YacTo 3aTpeOyBaHOrO pecypcy — TO y pasi
MOCTIMHUX TIEPEBHINCHb TATEPHIB HEOOXIJHO abo TmeperisgaTd Kiaacu@ikaiiio sSK TaKy
(pO3TIIIHYTH, HANPUKIAJ, TOHUXKEHHS CTYNEHIO 3aXUCTy), ab0 PO3AUIUTH KOHTEHT Ha MEHII
3axuIeHy (i3 IePeBOIOM B MEHII 3aXHUIIEHY KATErOpi0) Ta OUTBIIT 3aXHINECHY.

Jns HeundpoBHX KPUTHUYHUX JOKYMEHTIB BHCOKAa dYacToTa JAOCTYHmy Moxe OyTu
JIOCTaTHHOKO TJCTABOIO MPHUIIBUIIIMTH 1X HMUQPPOBI3allii0, OCKIJIBKH TaK MPOCTIIIE 3amo0irTd ix
BUTOKY 1 3aIPOBAJAUTH MPOTOKOI (MOHITOPUHT) AOCTYITY 10 HHX.

Ile poOuTh MeTOJ CTaHAAPTHHX MATEPHIB TOCTATHHO IMPOCTHUM, IIO0 iX MOXKHa Oyio
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BUMIPIOBAaTH 3 JOCTATHHO BHCOKOIO MEPIOJAWYHICTIO 1 3poOMUTH 0a3010 JUIsI KOPUTYBAHHS IHIIHX
kiaacugikaTopiB pecypciB. OmHaK y HBOTO € CYTTE€BUI Hemonik. Binm moOpe migxoauts uis
aBTOMAaTH30BaHUX CHCTEM 1 JJIs YacTO BHUKOPHCTOBYBAaHHMX JIOKYMEHTIB, aje BKpail IOTaHoO
HiIXOANTH, SKIIO HA MiANPUEMCTBI iCHYe po3raiyeHa i pi3HOMaHiTHa Kiacu(iKalis TOKYMEHTIB
3a pIBHSMH JOCTYITY — JUIs MaJjlo3aTpeOyBaHUX JaHUX Il METO/I MOKaxKe Juiie MacoBi BUToKH (XU,
et al., 2024).

Ile mopomxye 3amady Takoi Bizyalizamii KiTbKOX MOKA3HUKIB PU3UKIB, sIKi O MOJICTIIYBAIH
aHa3 HacaMIiepe]] Maio3aTpeOyBaHUX PECYPCiB.

Bararopumipaua wmarpuusi  kiaacugikamii  pecypciB. 3 METOH  CHpOILEHHS
BUKOPHCTOBYIOTBCSl JBa KJIACHM(IKaTOpu — OCHOBHHI, B paMKax SKOTO BH3HAYaIOTHCSA PIiBHI
JIOCTYNy, 1 JONOBHSJIBHMN, SKWUH JO3BOJIAE UITKIIIE BH3HAYUTH MEXI KIACiB 1 KOHKpPETH3YE
knacudikoBany iHdopmarito. Tomy HaiOUIbIn momupeHuM € TabiauuHe kiacugikyBanHsa. s
BapiaHTa OJJHOYACHOTO 3aCTOCYBaHHS TPHhOX KJIACH(IKaTOPIB BUKOPUCTOBYETHCS "Kiacu(ikamiiHa
citka". Ile Oinplr rHy4Yka cucTeMa MpeAcTaBlIeHHS Kiacu@ikaiii, OCKUIbKM 3aMiCTh JIIHIHHUX
y3araJbHEHUX OJIOKIB pecypciB J03BOJISE€ PO3MIIAAATH iX Kiactepu. Hampukman, moOyayemMo Taky
CITKY, BIIKJIABIIM IO Bici Z 4acTOTYy JOCTYIY 0 AEIKOro Habopy IOKYMEHTIB pecypcy 3a MeBHUI
nepeBipoyHuil epion (puc. 4).
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Pucynok 4. Knacugikauiiina citka
Jxepetio: po3po0IeHO aBTOpaMU

Ha puc. 4 BugHo, sIKi pecypcd BHUKOPUCTOBYIOThCS HaWyacTille, a sIKI — Halpijaie.
Bonnouac Ha Oy/ab-KOMY piBHI MOKHA B3SITH IE€pepi3 1 OTPUMATH BCE TY X TPaAULIAHY TaOIU4YHY
dhopwmy.

Knacudikamiiina ciTka BHUKOPHCTOBYETbCA 1 Ui Kiacuikarii, i TakoXX A aHami3y ii
KOPEKTHOCTI Ta KOpHUIyBaHHs. Bapiiolounm CciTKy 1O BepTHKalbHIM Bicl, MOXHa OyIyBaTH
kinacuikamiiiai kiactepu. A HailOuIbIIOro neperyisaay (SK 1 HalOIbIIOl yBarw) 3aciayroBYIOThH
pecypcH, 10 SKUX HaiOuIbIa 1 HaliMeHmIa yactoTta aoctyny. [I{o6 anexkBaTtHo iX mpoaHami3yBatu,
HeoOX1THO AoAaTH Ha Tpadik TUHAMIYHY CKIIAJIOBY.

KnacudikamiitHa ciTka € CKIaJHOI, a YUM OUIBIIE MOKA3HUKIB, K1 MOETHYIOTHCS T 4ac
aHaji3y, TUM OuIbllle BUMIpiB MaTHMe MOBEPXHS 1 TUM cKiIajHime Oyne il aHamizyBatu. Ha namry
OYMKY, JUIsl CIpPOUIEHHS aHami3y 1 OUIbINOT HArsiIHOCTH HaWKpalle BUKOpUCTaTH (opmy
"knacuikamiifHoro Bekropa'", Mo J103BOJUTH MIPOAHAi3yBaTH AUHAMIYHY CKIIAJOBY, 1 IPU IIbOMY
He 00TsDKUTH rpadiK T0JATKOBUMH TAHUMH.

Inest Taka: KOXKEH pecypc HEOOX1HO MMOKa3yBaTu He B (POpMi CTATUYHOT TOUKH Ha rpadiky, a
B opMi BEKTOpa, MPOMOPIIHHOMY MaKCUMaJIbHIM 3MiHI TMHAMIYHOTO IMOKa3HUKA, CIPSIMOBAHOTO B
0ik wmi€i 3MiHu. Lle 103BONMUTH, HANPHUKIAJ, Bi3yali3yBaTH MUTTEBI MiKM A Majo3aTpeOyBaHUX
pecypciB, K1 B IHIIMX BapiaHTaxX Bizyallizalliii CKJIagHO po3pi3HUTH. KpiM TOTO, IepeBarorw Takoro
HiAXOly € MOKJIUBICTh TIOKAa3yBaTH MPAKTUYHO Oy/Ab-AKYy KUIBKICTh MMOKA3HUKIB Ta X KOMOiHALIH 1
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OpU IOMY HE BTpayaTH JAWHAMIYHOi CKJIanoBoi. Moro MoxHa Ha3uBaTH OaraTOBHMIPHOIO
MaTpuIero kinacudikaiii pecypciB. CpomeHuii MpuKIIaa Takol MaTpuili — KiacupikauiiHui cTex —
MOKa3aHUH HA PUCYHKY 5.

A Yacnona docnyna

Kpunuyricns
pecypca (wkoda)

Kpunuyrlcns
pecypca (gpopma)

Pucynok 5. Cripomienuii Bapiant 6araToBUMipHOI MaTpuIli Kiacugikarii
("xkmacudikamiitauit cTek")
Jxepesio: po3po0IEHO aBTOPOM

Ha puc. 5 HaBeneHo pecypc, sIKUM Mae cepelHe 3HAUYEHHS PU3UKY NOTEHIIMHOT IKOAM 1
cepenHe 3HaueHHs GopMmu (U(pOBE JTOKATBHE NMPEICTABICHHS), sIKI TIOKa3aH1 Ha IJIACKid Y4acTHHI
niarpamu. Bona BigmoBimae TabmuuHiii ¢dopmi kmacudikatopa pecypciB. OdikyBaHa YacToTa
JIOCTYIy IO PECcypcy BiJKJIageHa MO BiCl amuiikar, a MakCUMaJbHAa 3MiHA IIi€l YacTOTH 3a
NepeBIpOYHUINA NepioJ] MOKa3aHa Y BUTJISAI CTPLIOUKU-BEKTOPA, MPOMOPLIHHOT IIiH 3MiHi.

Axmo Takuit BekTop Oyae HaA3BUYaHO BelUMKUM (ToOTO, B 1.5 1 Oinbiie pasiB), Horo
BUKOPUCTAHHS CJIiJl IPOMOHITOPUTH 1 MIATBEPAUTH OMH 13 TPbOX MOMJIMBUX BUCHOBKIB!

— mnoTpeba B TIOKYMEHTI JIHCHO BUpOCa 1 HEOOX1THO MEPETJISIHYTH Horo Kiacugikailio;

— Mae Miclie JiefleryBaHHs JOCTYIy ocobaM, sIKi 3a3BHUail HOro He MarOTh — 11€ MOXKE HE CTAaHOBUTHU
CYTTEBOTO PU3UKY (y BUITAJIKy MaTepiaiaiB 0OMEKEHOTO JIOCTYIMY), a MOXKE CTAaHOBUTU CYTTEBHI
PU3HK;

— B110YyBCSI HECAaHKIIIOHOBaHUM TOCTYII.

Takum unmHOM, B KiacuikaliifHOMy CTEKOBi "CIUIUBYTh Ha MOBEpXHIO" BCl pecypcH i3
poOJIEMHOIO KJTACU(IKAIIEI0 YU MPOOIeMaMH 13 3aXUCTOM, 1 "MOTOHYTH" BC1 pecypcH, uns Oe3rneka
HE BUKJIMKAa€ CYTTEBUX NMUTaHb. Bapitoroun macimtad MaTpulll, a TaKOXK BapifolO4M MapH IJIacKoi
YaCTHUHU JllarpaMu, MOKHA MOPIBHSIHO JIETKO BU3HAUYNUTU OCHOBHI PU3UKH 1H(GOpMaIiitHOT Oe3MmeKH 1
MiHIMI3yBaTH iX 32 paxyHOK O1bII TOYHOT KJIaCH(iKaIlil Ta KOHTPOIIO TOCTYITY.

Kpim Toro, B Takwii THI miarpaMd MOJKHa JOJaBaTH OyAb-fSKY KITBKICTh JIOAATKOBUX
MOKa3HHUKIB y BUIJIAAI PI3HOCHPSMOBAHUX BEKTOPIB — IO MOJIETIIUTh OOpaXxyHOK IHTErpaJbHUX
MOKA3HUKIB, MOAIOHUX TOMY, SIKMI OyJ0 HaBeJEHO BHUIE JUIS 3arpo3 3 0oky akTopiB. IlokazHuku-
CKJIaJIOBI MO’KHA TIOKA3aTH y BUIJIA/II BEKTOPIB, a CyMa LIUX BEKTOPIB Oy/ie IYKaHUM iHTEeTpaIbHUM
MTOKa3HUKOM.

[Ipu Hane:xHOMY BUKOPHCTAHHI TaKWH MIIXiA JO3BOJISE BUPIIIUTH 3a/1adi, SKi CTAaBUIUCH B
ik poOOTi, 1 OAHOYACHO € 3PYYHHUM CIIOCOOOM Bi3yaii3allli CTaHy KPUTHYHMX 1H(OpMamiiHuX
pecypciB Ha MiAMPUEMCTBI.

OoroBopenHsi. OCHOBHMI MaTtepiasl JOCHIDKEHHS BKJIIOYA€E pe3yJNbTaTH 3aCTOCYBAaHHS
nuHaMmivyHOl Kkiacudikamii iHGoOpMalIiHUX pecypciB Ta IX Bi3yali3alilo 3a JOIMOMOTIOH0
OaratoBuUMipHOi MaTpHii. AHali3 MPOBOJMBCSA HAa OCHOBI JaHUX, OTPUMAHHMX BIJl peaTbHHUX
KOMITaHi#, 10 BUKOPUCTOBYIOTH Cy4acHI METOM KOHTPOJIIO IOCTYITY A0 iH(QOpMaIiHfHUX PECypCiB.

Pucynok 3 neMOHCTpye CTaHIApPTHUH MHaTepH TOCTYNYy A0 KPUTUYHHUX 1HPOpMaLiiHUX
pecypciB. Lleit TpuBuMipHU Tpadik MOKa3ye 4aCTOTY 3BEPHEHb JO PECYPCIB 3aJIEKHO BiJ PIBHA
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KoHpinenuiitnocTi. Ha rpadiky BuaHO, 0 HaOiLIbIIa YacToTa JOCTYIYy CHOCTEPIraeThecs 0
BHyTpimHIX naHux (Internal Data), Tomi sk go apxiBaux npanux (Legacy Data) moctyn
3MIIHCHIOETHCS 3HAYHO PiJIIe.

BcranoBiieHo, 110 yacTtoTa AOCTYIy 0 OOMEXKEHHX 1 KOH(IICHIIMHNX PEeCypCiB J03BOJISIE
BU3HAUUTHU IXHIO KPUTHUYHICTH ISl poOOTH miampueMmcTBa. Hampukman, pecypcu 3 MOCTIHHHM
BUCOKHM pIiBHEM JOCTYNy € HaWOUIbII KPUTHYHUMH, TOHI SIK PECYpCH 3 HU3BKOK YacTOTOIO
JOCTYITy MalOTh MEHINY 3HAUyIIicTh. Tabmuns 4 momae pe3ynbTaTH CTATUCTHYHOI OOPOOKH TaHUX
PO JIOCTYII JIO0 PECypPCiB.

Tabauus 4. Yactora noctyny 10 iHGopMaIiiHUX pecypciB 3a piBHEM KOH(D1ICHIIIITHOCTI

PiBens xoH(igeHIIHHOCTI UYacroTa noctymy (cepeaHs KiTbKICTh 3aIIUTiB Ha MICSIh)
[Ty6miyHa iHpopMaris 10,000 + 500

BrytpimHs iHpopmaris 5,000 = 300

Ob6Mexena iHpopmaris 1,000 = 50

Kondinenniitaa inpopmaris 100+ 10

Jaxepeno: po3pobaeHo aBTopoM Ha ocHOBI mocmimkens (Oseghale, 2023; Lipps & Schotten, 2022)

3a pe3ynpTaTamMH aHaiizy OyJi0 BCTAHOBJICHO, 110 BUKOPUCTAHHS TUHAMIYHOI Kiacudikarii
JI03BOJISIE BUSIBUTH aHOMAJii B JOCTymi 10 pecypciB. Taki aHoMamii B IOCTyI MOXYTb OyTH
MOB's13aH1 3 BUKOHAHHAM Ciel(PiYHUX MPOEKTIB a00 peopraHizailiero KOMMaHii, OJJHAK BOHU TaKOX
MOXYTh CBIIYUTH TpO TOTEHHiWHI 3arpo3W iHdopMmarmiiiHiii Oe3nemi. Bukopucrtanus
0araToBUMIpHOI MaTpHIll KiIacudikaiii T03BOJIsS€ BUABIATA Ta MOHITOPUTH TaKi 3MIHHU B PEKHMI
pEAbHOTO Yacy, M0 MiABUIIYE ¢PEKTUBHICTh 3aXMCHHUX 3aXO0/IiB.

PucyHok 5 nemoHcTpye ChpolieHuil BapiaHT OaraTOBUMIpHOI MaTpulli Kiacugikaii, Tak
3BaHMM, "KnacudikauiiHuil crek"), SKUM TOKa3ye BIJHOCHE pO3TALyBaHHS peCypciB 3a ix
KPUTHYHICTIO Ta YacTOTOIO JAOCTymy. Pecypcu 3 BHCOKOIO KPUTHYHICTIO Ta YacTOTOIO JIOCTYILY
PO3MillIeH] y BEpXHINA YaCTHUHI MaTpHIll, TOJI K MEHII KPUTHYHI PECypcu — y HWKHIM yacTuHi. g
Bi3yauli3allis J03BOJIA€ 1ICHTU(DIKYBATH PECYpCH, SIKI MOTPEOYIOTh MiJBUILEHOIO PIBHS 3aXUCTY, Ta
pecypcd, sIKi MOXYTh OyTH 1M(pOBI3OBaHI A TOKpalIeHHs iX 3axucTty. Buxopucranhs
6araToBUMIpHOi MAaTpHIll TAKOXX JI03BOJISIE aBTOMATHU3yBaTH Ipoliec Kiacudikamii, 1m0 3MEHIIye
PHU3HKH, TIOB'S13aH] 3 JTIOJCHKUM (PaKTOPOM.

OOroBopeHHs pe3ysabTaTiB BKIIOYAE MOPIBHAHHSI OTPUMAHUX JAAHUX 3 pe3yJbTaTaMH IHIIMX
nociimkenb. Hanpukman, nocmimkenus (Wiedemann et al., 2024), (Ramamurthy et al., 2022)
MiATBEP/KYIOTh, IO JAWHAMIUHA Kiacudikaiis 3a0e3neuyye OUTbII BUCOKHH piBEHb 3aXHUCTY
iHpOpMAIIfHUX pecypcCiB MOPIBHSIHO 31 craTnyHUME Metonamu. Pobora (Mazzola JI. et al., 2021)
MOKa3ye JOUUIBHICTh CTBOPEHHS 1HCTPYMEHTY, KUl JJOTIOBHIOE MEXaHi3M O€3MeKH, MiATPUMYIOUH
€KCIIepTIB y BUSIBICHHI HE3BUYAWHUX TMATEPHIB Ta MOAIN, MOB’sA3aHUX 13 O€3MeKor, SKi CIija
BIJICT€XKYBATH Ta NEPEBIPATH MEXaHI3MOM Kiacu}ikarii moii.

Takox BUSBIEHO, IO 3aMIPOTIOHOBAHUM TIIX1] 13 JUHAMIYHOIO CKJIQJI0OBOIO J03BOJISIE OLIBIII
e(eKTHUBHO pearyBaTH Ha 3MiHU y BHUKOPHCTaHHI 1HQOpMaLIHHUX pecypciB, MO MiATBEPIKYETHCS
pe3yabTaTaMi EKCIIEPHUMEHTIB, TPOBEIECHNX y pealbHUX yMOBaX. BHKOpHCTaHHS ITUHAMIYHOI
kiacudikamii copusie MiBUILIEHHIO TOYHOCTI OILIHKM PHU3UKIB Ta 3a0e3neuye OiIbll epeKTHUBHUI
3aXHMCT KPUTHUYHHUX JTaHUX.

[TopiBHSHHS OTPUMAaHUX PE3YJbTATIB 3 JAHUMH IHIIMX JOCTIKEHb CBIIYUTH MPO Te, IO
3aMpoNOHOBAHUM MiJIX1J Ma€ 3HAYHUN MOTEHLIaN JJs BIPOBA/DKEHHs y cucTeMax iH(opMaliitHoi
6e3nexku. BukopucranHs 0araToBUMipHOI MaTpHULli KJIacH(iKallii J03BOJIs€ MiABUIIUTH TOYHICTH 1
IIBUJIKICTh pEaryBaHHsS Ha 3arpo3H, IO € BAXIUBUM (PAKTOPOM Yy CYYaCHHX YMOBaX HIBHJIKOTO
PO3BHUTKY iHPOpPMALIHHUX TEXHOJOTIH.

3aramoMm, pe3yJbTaTH OCHTI/DKCHHS TMIiATBEP/KYIOTh €(QEKTHBHICTH 3alpPOIIOHOBAHOTO
MiAXO0y Ta HOTO MPaKTHYHY I[IHHICTh JJIS MMiIBUIIEHHS piBHS iHPOpMaLiiftHOT Oe3neKu.

BucnoBku. B paniii poO0oTi OOrpyHTOBaHO Ta 3alpOTNOHOBAHO MOKpAIICHUH MIAXid 10
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Bi3yamizailii cTraHy KpPUTHYHMX I1H(QOpMAIIHHUX pecypciB Ha MIANPHUEMCTBI 3a JOMOMOTOIO
JMHAMIYHOTO MiAXOMY 13 3aCTOCYBaHHSAM OaraToBUMIipHOI MaTpuii KiacudikyBaHHa iH(opmarii
JUTS OLIIHKY PU3UKIB 1H(QOpMaIliHOT OE3IeKH.

3okpema, B poOoTi Oyino chopMynbOBaHO 1 TMPOaHATI30BAaHO 3amauy Kinacupikarii
iHQOpMaIIHHUX pecypciB SK KIFOYOBY 3a7advy IIiJ] Yyac OIIHKM PHU3UKIB iH(OpMaIliiiHOT Oe3neKH.
OcHOBHY yBary NpUIUICHO MHUTaHHAM Kiacudikaiii, OCKITbKM HEBIpHA KiIacHQikailis MOKe
MPU3BECTH HE JIMIIE IO BUTOKIB JaHUX, a i 0 HECAHKIIIOHOBAHOTO JIOCTYITY JIO IIUPOKOTO CIIEKTPY
qyTIMBOI1 iH(opMmartii.

Bbyno npoananizoBano TabauyHi Ta rpadivHi MeToau Kiaacudikaiii iHdpopmMaiiitHoi Oe3reKu
Ta ii meperyisigy B Mpoleci IisUIbHOCTI OpraHizamii 4u MmigmpueMcTBa. 3po0JIEHO BHCHOBOK, IO
nepeBakHa OUTBIIICTh METOIB Kiacudikallii HaI3BUYaitHO C1a0KO BpaxOBY€ NMHAMIYHY CKJIaJ0BY
— HacaMIlepe]l YacTOTy IOCTYIY IO THUX YH IHIIMX PECypCiB, sIKa MOXE CIyryBaTH OCHOBHUM
MOKAa3HUKOM peallbHO1 KiacuQikaliifHOT HaleXHOCTI iHGOpMaIIHHOTO pecypcy — OCOOIMBO
BpPaxXOBYIOYHM CYyYacCHI TEXHIYHI MOXKIUBOCTi, SIKi JO3BOJISIOTH KOHTPOJIIOBATH 1 JKYpHATIOBATH
JOCTYII HaBiTh Ha PiBHI OKPEMUX IOKYMEHTIB.

Jns  mepioguuHOro meperyaay Kiacugikamii Ta  BIICTEXKEHHS JHHAMIKA JIOCTYITY
3aMporNOHOBAHO BUKOPUCTOBYBATH OaraTOBUMIpHY KiIacu(ikalliiHy MaTpHIIO, sIKa y CIPOIIEHIN
dopMi "kmacudikarifHoro cTexy" D03BOJISE BIACTCKUTH PECYPCH, IO CTAHOBIATH MOTCHIIIHHUI
PHU3UK Yepe3 HEKOPEKTHY UM 3acTapiiy Kiacudikaiiro.

3anpornoHOBaHUM MiAX1J MICTUTh 3HAYHUHN MOTEHIIIAT 1 MOYKE CTaTH 0300 IS TOJATBIITUX
JOCTIKEeHb, OCKUIBKM 3a HOro JOMOMOrOI MOKHa PO3MICTHTH Ha Tpadiky Oyab-iKy KUIbKICTb
MOKA3HUKIB y BHUIIAAI HAOOpy BEKTOPIB Ta (popMyBaTH iHTErpajibHi OLIHKH PU3WKIB HAa OCHOBI
CYMHU YU Pi3HHII BEKTOpiB. TakoX 3ampomoOHOBaHMUI MiAXiJ MOTEHIIIHO MOXe CIyryBaTH 0a30r0
JUTSL TOCTIKEHb 13 TPEHYBaHHS HEHPOMEPEIKEBUX 3aC001B aBTOMATH30BaHO1 KiIacu(ikariii.

IMoasaxku «Hemaey.

Konduikr intepeciB «Hemaey.
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