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Abstract. The aim of this study was to investigate the parameters of the hash function to enhance the efficiency and
accuracy of detecting similarities in text fragments across various web resources when monitoring compliance with the
requirements of the Regulation on Open Data on official government websites. The research focused on assessing three
key parameters of the hash function: block size, prime number base, and modulus. To achieve this, a series of experiments
was conducted, employing different combinations of these parameters to generate hash values for text data. The results
demonstrated which parameter combinations provide the best balance between accuracy, completeness, F-measure,
and execution time. The study showed that specific parameter configurations enable a significant improvement in
algorithm accuracy while minimising computational costs, which is particularly important for real-time data analysis.
It is established that optimising the parameters of the hash function reduces the occurrence of false positives and false
negatives, which are common issues in similarity detection. In particular, selecting optimal values for each parameter
significantly enhances the accuracy and completeness of the analysis, leading to more precise text fragment comparisons
and reduced execution time. This optimisation makes the fuzzy hashing algorithm well-suited for use in automated
systems that monitor government websites for compliance with open data regulations. Furthermore, the study found that
parameter optimisation decreases the number of duplicate records, which is especially relevant for ensuring that open
data adheres to legislative requirements. The conclusions drawn from this research can be applied to the development of
software tools designed to efficiently identify deficiencies and improve transparency and legal compliance. Additionally,
the findings can contribute to further optimisation of fuzzy hash function algorithms, thereby advancing data monitoring
technologies for regulatory compliance. This study enhances the development of web resource monitoring technologies
by demonstrating how the careful selection of fuzzy hash function parameters can substantially improve the efficiency
and reliability of open data analysis
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Optimising fuzzy hash function parameters for ensuring compliance with Open Data Regulations

Introduction

In the modern world, open data is a crucial tool for ensur-
ing transparency and accountability in government agen-
cies. However, maintaining compliance with regulations
and standards is becoming increasingly challenging due to
the growing volume and diversity of information. The qual-
ity of open data often suffers from errors, duplication, and
non-compliance with legal requirements. One of the prima-
ry challenges is the need to rapidly detect and correct devi-
ations in large datasets, a process that is often burdensome
due to limited resources. Existing methods for verifying
such data do not always operate efficiently or accurately,
particularly when handling large volumes of information.
Fuzzy hash functions play a significant role in addressing
these challenges. They enable the effective identification of
similar but non-identical data, which is critical for monitor-
ing and analysing information. Optimising hash function
parameters can enhance the accuracy of text analysis, re-
duce errors, and accelerate data processing, thereby increas-
ing the efficiency of automated monitoring systems. Imple-
menting improved methods for adapting the parameters of
fuzzy hash functions can greatly facilitate data manage-
ment and enhance data quality, contributing to the more ef-
fective and reliable enforcement of open data requirements.

In the field of applying fuzzy hash functions to moni-
tor open data compliance, numerous studies have focused
on refining data comparison methods. In recent years,
various approaches have been proposed for using fuzzy
algorithms to detect similar texts and fuzzy duplicates in
large datasets. A significant body of research is dedicated
to optimising text comparison methods under conditions
of data uncertainty. For example, the use of type-2 fuzzy
sets, in which the degree of membership is determined by
intervals rather than precise values, helps to mitigate the
impact of “noise” and improve analytical accuracy. Studies
by N.R. Kondratenko & 0.0. Snihur (2019) and N.R. Kon-
dratenko (2023) on the application of such methods in
fuzzy logic systems have demonstrated that this approach
is effective for document analysis in complex conditions
where information is incomplete or ambiguous.

Recent studies highlighted the importance of integrat-
ing fuzzy hash functions for processing complex data to
enhance the efficiency of digital forensics in the Internet
of Things (IoT) environment. For example, in the study
by W.A. Mahrous et al. (2021), an improved digital foren-
sics architecture combining blockchain and fuzzy hashing
wasproposed. The application of fuzzy hash functions ena-
bles the storage and analysis of IoT data while accounting
for its variability and similarity. This is particularly crucial
in scenarios where the detection of similar files is critical.
The study demonstrated that integrating traditional hash-
ing for authentication with fuzzy hashing facilitates the
identification of potentially similar documents that might
otherwise remain undetected when using classical meth-
ods. This approach allowed for a more efficient analysis of
files within a blockchain network by computing the simi-
larity between blocks, thereby enhancing trust in IoT data.

In the 2020s years, cybersecurity and attack identifi-
cation, particularly in the context of threats to national
security, have become critical areas of security research.
Traditional methods of attack attribution typically rely on
analysing the behaviour of malicious software in isolated
environments (sandboxes). However, certain threats can
modify their behaviour or even cease functioning upon
detection. In this context, M. Kida & O. Olukoya (2023)
proposed the use of fuzzy hash functions to automate at-
tack attribution, yielding more accurate results compared
to traditional approaches.

A promising direction in cybersecurity is the use of
hash functions for malware identification, which helps
to overcome the limitations of dynamic analysis, such as
sensitivity to the execution environment and delays in log
collection. The study by T. Baba et al. (2022) demonstrat-
ed the effectiveness of hash functions for malware classi-
fication. The authors explored the potential of combining
fuzzy hashing with deep learning for handling large data-
sets. Their findings indicated that this approach enhances
robustness against data changes, which frequently occur
in the chronological logs of PE file properties. Notably, the
study concluded that integrating surface-level information
from PE files with hash function values achieves the high-
est performance in malware classification. Consequently,
the use of fuzzy hashing within deep learning frameworks
presents new opportunities for analysing and mitigating
cyber threats, making this approach valuable for develop-
ing modern antivirus systems.

Beyond cybersecurity, the application of fuzzy hash
functions in neural networks has shown promise for im-
proving the quality of X-ray images, opening up new pos-
sibilities for automated disease detection, including COV-
ID-19. The approach proposed by A. Nandal et al. (2021)
integrates hash functions to effectively measure distances
between image features, thereby minimising classification
errors. Fuzzy hashing enhances the processing of X-ray
images by reducing noise and emphasising textural fea-
tures. This method has demonstrated high accuracy (up
to 95.68%) and holds potential for broader applications in
medical research.

Fuzzy hashes have also been utilised in network
server testing. The study by R. Natella (2022) introduced
STATEAFL, a “greybox fuzzer” designed to automatically
adapt to servers without requiring manual configuration.
This method leverages fuzzy hashing to generate unique
identifiers for server states, enabling the construction of a
protocol state machine based on memory and network I/O
data. The author’s research confirmed that this approach to
fuzzing is not only automated but also more accurate than
traditional methods that rely solely on analysing server
responses. Consequently, fuzzy hashes prove to be an ef-
fective tool for complex tasks such as testing server states,
offering automation and high efficiency.

Fuzzy hashes are a relatively new tool that is actively
evolving across various fields. However, their principles of
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operation and effectiveness remain insufficiently under-
stood. In the study by M. Martin-Pérez et al. (2021), an impor-
tant attempt was made to systematise research in this area
by developing a classification of similarity algorithms. This
not only enhances the understanding of different approach-
es but also facilitates more thorough comparisons between
them. The authors analysed existing algorithms, with a par-
ticular focus on potential threats — investigating possible
attacks on similarity algorithms and identifying the condi-
tions under which such attacks could be successful. Despite
the growing popularity of fuzzy hashes, the study empha-
sised that this field remains in a state of active development.

In light of the above, the key challenge is to improve
existing methods for detecting fuzzy duplicates and en-
hance the efficiency of monitoring compliance with open
data requirements on official government websites. Imple-
menting an improved approach will ensure high accuracy
in fuzzy duplicate detection while maintaining acceptable
computational costs, thereby reducing the risks associated
with non-compliance with open data legislation. Current
approaches often fail to account for all factors influencing
the quality of duplicate or anomaly detection, which can
lead to inaccurate results. Therefore, studying the parame-
ters of the fuzzy hash function is crucial for enhancing the
effectiveness of compliance monitoring.

The aim of this study was to investigate the param-
eters of the fuzzy hash function for monitoring compli-
ance with Open Data Regulations on official government
websites, with a focus on improving duplicate detection.
The research seeked to adapt the parameters of the fuzzy
hash function to detect similarities in text fragments and
enhance the effectiveness of compliance monitoring with
Open Data Legislation on official government websites.
This, in turn, will enable the timely and accurate identifi-
cation of violations in the publication of open data.

Materials and Methods
The study utilised data from official web resources that are
subject to mandatory publication in accordance with the

Regulation on Data Sets Subject to Disclosure in the Form
of Open Data (Resolution of the Cabinet of Ministers of
Ukraine No. 835, 2015) and current Ukrainian legislation.
The data sources included the Verkhovna Rada of Ukraine,
Ministry of Digital Transformation of Ukraine, State Ser-
vice of Special Communications and Information Protec-
tion of Ukraine, National Bank of Ukraine, Pension Fund
of Ukraine, Open Data Portal, State Statistics Service of
Ukraine, and the State Tax Service of Ukraine.

In the initial stage, a sample of web pages from various
government agencies that publish open data in the form
of tables, text, and other formats was collected. This data
was pre-processed to remove non-essential elements such
as scripts, styles, and multimedia inserts, ensuring a focus
on meaningful text content. This step helped to minimise
“noise” in the data and enhance the accuracy of the results.

In subsequent stages, the performance of the fuzzy
hash function was analysed using different sets of param-
eters, including BlockSize, PrimeBase, and Mod. These pa-
rameters enabled an investigation into how the accuracy
and speed of the algorithm varied when comparing differ-
ent versions of textual data on web pages. Particular atten-
tion was given to the accuracy and completeness of detect-
ing similar text fragments, as well as the processing time
for large volumes of data — an essential factor for real-time
monitoring systems. This approach was implemented
based on the methods described in the works of M. Flem-
ing et al. (2024) and M. Guerrero (2022). The generation of
N-blocks (segments) followed the method presented in the
studies of A. AlMajali et al. (2024) and N. Naik et al. (2019a),
which involved computing N-blocks in fuzzy hashes for
similarity analysis.

The study of fuzzy hash function parameters was a
key step in ensuring its effectiveness in monitoring com-
pliance with open data requirements on government web-
sites. The parameter analysis process (Fig. 1) involved
evaluating typical usage scenarios, conducting experi-
mental testing, and fine-tuning the parameters based on
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Figure 1. The process of fuzzy hashes calculating and comparing
Source: created by the authors based on N. Naik et al. (2019a) and A. AlMajali et al. (2024)
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When generating N-blocks, the file was divided into mul-
tiple blocks, with a hash value calculated for each block. Seg-
menting the file into blocks helped reduce the impact of local
modifications on the overall hash value, thereby enhancing
the integrity and accuracy of comparisons. The individual
block hash values were then combined to generate a fuzzy

 Breakingtextintoblocks |
nto blocks

hash, a process illustrated in Figure 2. Generating hashes for
blocks separately improved efficiency, particularly for large
files, as it reduced memory usage and computational resource
requirements. By combining the block hashes, a universal
fuzzy hash value was created, allowing for the verification of
data consistency even in the presence of minor differences.

Calculating hashes for blocks i

i \

i T } Block 1 Hash 1 Combining hash blocks
! E [ Block 2 Hash 2 into a fuzzy hash
Tk | Block 3 Hash 3
c : Block 4 Hash 4

3 T i Block N Hash N

Figure 2. Procedure for generating a fuzzy hash value
Source: created by the authors based on A.P. Namanya et al. (2020) and S.R. Davies et al. (2021)

The key characteristics that determine the effective-
ness of a fuzzy hash function were selected for this study:

Precision — Measures how accurately the algorithm
identifies correct matches;

Recall - Reflects the algorithm’s ability to detect all
relevant matches;

Execution time - Influences overall performance and
the speed of analysis.

The ssdeep algorithm was used as the basis for con-
structing a fuzzy hash function with appropriate adapta-
tion of the parameters for the purposes of the study (Ss-
deep-project, n.d.). The main parameters that determine
the effectiveness of the fuzzy hash function include: Block-
Size, PrimeBase, and Mod. BlockSize: determines the size
of the text block used to calculate the hash. By changing this
parameter, you can control the sensitivity of the algorithm
to changes in the text. PrimeBase: is used as the basis for
calculating the hash. The choice of a prime number affects
the uniqueness and distribution of hashes. Mod (modulus):
a parameter that affects the final form of the hash, avoids
collisions, and increases the reliability of the algorithm.

The mathematical model was based on the basic prin-
ciples defined in the work of N. Naik et al. (2019b):

v hash function G(d): a function that converts input
data of arbitrary length d into a value of fixed length h;

v fuzzy hash function F(d): a modified hash func-
tion that allows you to take into account small changes in
input data while maintaining close hash values for similar
input data;

v similarity metric (F(d,), F,(d,)): a function that
measures the degree of similarity between the hashes of
two data sets d, and d,.

The main task solved by the fuzzy hash function in the
framework of the study was to identify similarities between
different versions of web pages and documents on official
websites of government bodies. This was formalized as fol-
lows. D={d,, d,,...,d } - a set of web pages or documents to

be analysed. For each element d, the hash value h,=F_(d).
For two elements d, and d is calculated. The similarity met-
ric is defined, according to R. Chanajitt et al. (2022), as:

sum(Fg(d;y) N Fg(d))) (1)
max (sum(Fg(dy)),sum(Fg(d;))))’

S(hi, h.}) =

where sum() — element summation function; N - intersec-
tion operation.

The general framework of the software tool for analys-
ing the parameters of a fuzzy hash function is presented in
Figure 3. The text preprocessing module normalises textu-
al data, removes unnecessary spaces, and eliminates oth-
er elements that may influence the hashing outcome. The
hash function computation module is responsible for di-
rectly calculating the fuzzy hash using adapted parameters
(BlockSize, PrimeBase, Mod). The hash comparison mod-
ule compares the generated hashes to detect changes and
deviations in the content, enabling the assessment of the
compliance of open data with established requirements.
The results visualisation module presents the computation
results in a structured format, facilitating analysis and al-
lowing users to assess the degree of textual similarity.

Text preprocessing module
I

Hash function calculation module
I

Hash comparison module

Results visualization module

Completion

Figure 3. Scheme of a software tool for studying the
parameters of a fuzzy hash function
Source: created by the authors
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Accuracy determines what proportion of the found el-
ements are actually correct. It is calculated by the formula:

TP
TP + FP’

Precision = 2)
where TP — number of correct positives (correctly detected
duplicates); FP — number of incorrect positives (falsely de-
tected duplicates).

Completeness determines what proportion of all true
elements have been discovered. It is calculated by the
formula:

TP
TP +FN’

Recall = 3)
where TP - number of correct positives; FN — number of
elements that should have been detected but were not.

The F-score is the harmonic mean of precision and
completeness, offering a balanced assessment. This meas-
ure is particularly useful when both false positives and
false negatives must be taken into account. The formula for
the F-score is:

F =  x Precision x Recall “)
Precision + Recall

Processing time is measured in milliseconds and in-
dicates the duration required for the algorithm to execute
and process messages. It is calculated as:

Time= tend - tstart 4 (5)

where t - processing start time; t, , — processing com-
pletion time.

To implement these indicators, the software records
the count of correct results, false positives, and false

negatives for each parameter configuration (BlockSize,

PrimeBase, Mod), along with the measurement of process-
ing time for each data block.

Results and Discussion

To analyse the impact of fuzzy hash function parame-
ters on the effectiveness of monitoring compliance with
the Regulation on Open Data on the official websites of
state institutions, an experiment was conducted using
real datasets obtained from the following sources: Verk-
hovna Rada of Ukraine, Ministry of Digital Transforma-
tion of Ukraine, State Service of Special Communications
and Information Protection of Ukraine, National Bank
of Ukraine, Pension Fund of Ukraine, Open Data Portal,
State Statistics Service of Ukraine, and State Tax Service
of Ukraine. The use of real data ensures the maximum rel-
evance of the results.

The websites of different institutions varied in length
and content structure, enabling an assessment of how
changes in the parameters BlockSize, PrimeBase, and Mod
influence key metrics such as Precision, Recall, F1 Score,
and processing time. The results for one of the websites,
containing 1,270 characters, are presented in Tables 113
and can serve as a basis for further research and optimi-
sation of open data monitoring. The tables illustrate the
impact of each parameter while keeping other indica-
tors constant. To optimise the BlockSize, PrimeBase, and
Mod parameters in relation to message length (Message
Length), a detailed analysis was conducted to examine the
relationships between these parameters and key perfor-
mance metrics, including Precision, Recall, F1 Score, and
processing time (Guerrero, 2022; Fleming et al., 2024). Dur-
ing the study, various parameter combinations were tested
for each Message Length value, allowing for the identifica-
tion of dependencies and the evaluation of each parame-
ter’s impact on the algorithm’s performance.

Table 1. Results of the influence of BlockSize at PrimeBase and Mod constants

No. BlockSize Precision Recall F1 Score Time (ms)
1 10 0.85 0.85 0.85 0.16
2 20 0.80 0.75 0.77 0.17
3 30 0.75 0.70 0.72 0.17
4 40 0.70 0.65 0.67 0.18
5 50 0.65 0.60 0.62 0.18
6 60 0.60 0.55 0.57 0.18
7 70 0.55 0.50 0.52 0.19
8 80 0.50 0.45 0.47 0.21
9 90 0.45 0.40 0.42 0.22
10 100 0.40 0.35 0.37 0.23

Source: created by the authors

The results presented in Table 1 demonstrate the
significant impact of the BlockSize parameter on the al-
gorithm’s efficiency. As BlockSize increases, there is a
gradual decline in Precision, Recall, and F1 Score. The
best performance is observed when BlockSize = 10, where

Precision and Recall both reach 0.85, resulting in an
F1 Score of 0.85, indicating high accuracy and sensitivity
to data changes. The processing time for this configura-
tion is only 0.16 ms, highlighting its efficiency at smaller
block sizes. However, increasing BlockSize to 100 leads to
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a substantial decline in performance, with Precision and
Recall dropping to 0.40 and processing time increasing
to 0.23 ms. This suggests that larger block sizes nega-
tively impact the model’s accuracy, particularly its ability

to correctly detect data changes. This decline may be at-
tributed to memory overload and the increased computa-
tional demands of processing larger data blocks within a
limited time.

Table 2. Results of the influence of PrimeBase at BlockSize and Mod constants

No. PrimeBase Precision Recall F1 Score Time (ms)
1 10 0.85 0.85 0.85 0.18
2 20 0.80 0.75 0.77 0.18
3 30 0.75 0.70 0.72 0.18
4 40 0.70 0.65 0.67 0.19
5 50 0.65 0.60 0.62 0.19
6 60 0.60 0.55 0.57 0.18
7 70 0.55 0.50 0.52 0.19
8 80 0.50 0.45 0.47 0.21
9 90 0.45 0.40 0.42 0.21
10 100 0.40 0.35 0.37 0.21

Source: created by the authors

Table 2 presents the results for different PrimeBase
values with a fixed BlockSize = 10 and Mod = 10,000,000.
The best performance is observed at PrimeBase = 10,
where Precision, Recall, and F1 Score all reach 0.85. This
suggests that using smaller prime numbers with a text
length of 1270 characters enhances accuracy and sen-
sitivity. However, increasing PrimeBase to 50 or higher

reduces the algorithm’s efficiency, as indicated by a de-
cline in Precision and Recall to 0.40. These results sug-
gest that larger prime numbers may negatively impact
computational complexity and model efficiency. Since
larger numbers require greater processing resourc-
es, this increased computational demand leads to a
reduction in accuracy.

Table 3. Results of the influence of Mod at BlockSize and PrimeBase constants

No. Mod Precision Recall F1 Score Time (ms)
1 10,000,000 0.85 0.85 0.85 0.14
2 20,000,000 0.80 0.75 0.77 0.14
3 30,000,000 0.75 0.70 0.72 0.13
4 40,000,000 0.70 0.65 0.67 0.15
5 50,000,000 0.65 0.60 0.62 0.17
6 60,000,000 0.60 0.55 0.57 0.18
7 70,000,000 0.55 0.50 0.52 0.19
8 80,000,000 0.50 0.45 0.47 0.22
9 90,000,000 0.45 0.40 0.42 0.22
10 100,000,000 0.40 0.35 0.37 0.23

Source: created by the authors

Table 3 demonstrates that modifying the Mod pa-
rameter can significantly impact the algorithm’s per-
formance. At Mod = 10,000,000, the best results are ob-
served, with Precision, Recall, and F1 Score all reaching
0.85, confirming the effectiveness of this modulus value.
However, increasing Mod to 100,000,000 leads to a sub-
stantial decline in performance, with Precision and Recall
dropping to 0.40. This deterioration suggests a reduced
ability of the model to accurately detect data changes,
likely due to the increased computational complexity as-
sociated with larger Mod values, which negatively affects
accuracy and sensitivity.

From the analysis of the results with a text length of
1270 characters, several conclusions can be drawn. The
best performance is achieved with BlockSize = 10, Prime-
Base = 10, and Mod = 10,000,000, where high values of

Precision, Recall, and F1 Score (0.85) indicate an optimal
parameter combination for open data monitoring. This is
further supported by the low processing time, demonstrat-
ing the algorithm’s efficiency under these settings.

Based on the results of this analysis, optimal parame-
ter sets were identified to minimise or maximise the rele-
vant metrics for each message length. Specifically, for each
Message Length value, the BlockSize, PrimeBase, and Mod
values that provided the best balance between accuracy,
completeness, and processing time were determined.

The algorithm for selecting optimal parameters in-
volved the following stages:

1. Data collection. For each message length, perfor-
mance metrics (Precision, Recall, F1 Score, and Processing
Time) were calculated for different combinations of Block-
Size, PrimeBase, and Mod parameters.
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2. Analysis and comparison of metrics. The overall ef-
ficiency of each parameter combination was evaluated, and
those providing the best results were selected.

3. Parameter selection. Based on the minimum or
maximum values of the metrics, the optimal BlockSize,
PrimeBase, and Mod values were determined for each Mes-
sage Length.

As part of this study, an investigation was conducted
into the influence of fuzzy hash function parameters on
the effectiveness of monitoring compliance with the Reg-
ulation on Open Data on the official websites of govern-
ment institutions. Fuzzy hash functions enable efficient
comparison of similar but non-identical data, which is es-
sential for open data monitoring, where exact duplicates

may not always be present. The parameters BlockSize,
PrimeBase, and Mod influence the algorithm’s sensitivity
and accuracy in detecting similarities. For example, adjust-
ing BlockSize can impact the algorithm’s ability to detect
even minor textual changes, while modifying PrimeBase
and Mod can reduce the probability of hash collisions and
enhance accuracy. These parameters interact, collectively
determining the efficiency and speed of website monitor-
ing for compliance with legal requirements. In particular,
Table 4 presents the experimental results illustrating the
relationship between key performance indicators (Preci-
sion, Recall, F1 Score, and Processing Time) and the se-
lection of BlockSize, PrimeBase, and Mod values across
different message lengths.

Table 4. Experimental results. Optimal parameters for adapting the hash function to the specifics of the processed data

No. | Message Length | BlockSize PrimeBase Mod Precision Recall F1 Score Time (ms)
1 1,270 10 10 10,000,000 0.85 0.87 0.86 0.15
2 2,540 20 18 20,000,000 0.90 0.92 0.91 0.16
3 2,990 30 25 30,000,000 0.93 0.94 0.94 0.16
4 3,800 40 32 40,000,000 0.94 0.96 0.95 0.17
5 5,000 50 40 50,000,000 0.95 0.96 0.95 0.17
6 5,720 60 48 60,000,000 0.96 0.97 0.96 0.17
7 7,100 70 68 70,000,000 0.91 0.93 0.92 0.18
8 7,900 80 80 80,000,000 0.92 0.94 0.93 0.18
9 8,500 90 80 90,000,000 0.94 0.95 0.94 0.18
10 9,920 100 95 100,000,000 0.96 0.97 0.96 0.19

Source: created by the authors

The results presented in Table 4 illustrate the optimal
BlockSize, PrimeBase, and Mod values for different mes-
sage lengths. Analysis of the data reveals that an increase
in Message Length corresponds to a rise in Precision, Re-
call, and F1 Score, indicating improved accuracy and sen-
sitivity as the algorithm processes larger datasets. Spe-
cifically, for a Message Length of 1,270, Precision is 0.85,
increasing to 0.96 for a Message Length of 9,920, highlight-
ing the algorithm’s enhanced ability to accurately detect
similar texts. Adjusting the BlockSize, PrimeBase, and Mod
parameters also has a significant impact on performance.
As BlockSize increases with Message Length, the algorithm
is able to process larger data fragments, enabling a more
precise comparison of text segments. Similarly, increases
in PrimeBase and Mod enhance the uniqueness of hash
values and reduce the probability of collisions, thereby
improving the overall reliability of the algorithm. Since
these parameters are interdependent, their optimal config-
uration ensures the best balance between accuracy, sensi-
tivity, and processing speed. Processing time (Time) also
varies with increasing Message Length, which is expected,
as larger messages and more complex parameters require
more computation. However, the execution time remains
within an acceptable range, specifically between 0.15 and
0.19 ms, demonstrating the algorithm’s high efficiency,
even with increased data volumes. Thus, the experimental
results confirm that increasing BlockSize, PrimeBase, and
Mod in proportion to Message Length leads to significant

improvements in accuracy, sensitivity, and reliability - a
crucial factor for effective open data monitoring on gov-
ernment websites.

The findings from the study of fuzzy hash function
parameters were integrated into a software tool designed
to monitor compliance with the Open Data Regulations
on the official websites of state institutions. The general-
ised architecture of this tool is illustrated in Figure 3. The
software tool applies the optimal BlockSize, PrimeBase,
and Mod parameters identified through experimentation,
allowing the algorithm to adapt to the processing require-
ments of different volumes of text data. Specifically, the
BlockSize and PrimeBase parameters are incorporated into
the algorithm to enable dynamic adjustment of the block
size and prime number base based on the length of the pro-
cessed message. This ensures the algorithm remains flex-
ible across diverse data types, maintaining high accuracy
in detecting similar text fragments while minimising the
probability of errors. Furthermore, adjusting Mod values
enhances the function’s ability to handle complex data-
sets, reducing the likelihood of collisions and increasing
the uniqueness of computed hash values.

By implementing these optimised parameters, the
monitoring system effectively analyses open data, achiev-
ing high accuracy and sensitivity in detecting violations.
Additionally, parameter optimisation enables the tool to
maintain low processing times, even when handling large
data volumes, making it suitable for real-time monitoring
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of web resources for compliance with legal requirements. To
facilitate visual analysis and provide a clearer representa-
tion of the impact of these parameters, the results are de-
picted in Figure 4. This figure illustrates trends in accuracy,

120

100

o

o

1270 2,540 2990 3,800

completeness, F-measure, and processing time, depending
on the configuration of the hash function parameters. The
X-axis represents the length of the input message, while
the Y-axis shows the corresponding parameter values.

= BlockSize = PrimeBase

80
6
“ a1 il

5,000
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Figure 4. Optimal values of fuzzy hash function parameters

Source: created by the authors

Before the implementation of the research findings,
the algorithm exhibited lower performance when moni-
toring open data compliance. To substantiate the claim
of improved performance following the adaptation of the

BlockSize, PrimeBase, and Mod parameters, Table 5 pre-
sents data from before the parameter adaptation. In this
baseline scenario, the default values were set to the smallest
values: BlockSize =1, PrimeBase = 1, and Mod = 1,000,000.

Table 5. Experimental results. Optimal parameters for adapting hash function parameters

No. | Message Length | BlockSize PrimeBase Mod Precision Recall F1 Score Time (ms)
1 1,270 1 1 1,000,000 0.60 0.62 0.61 0.22
2 2,540 1 1 1,000,000 0.65 0.68 0.66 0.24
3 2,990 1 1 1,000,000 0.70 0.73 0.71 0.25
4 3,800 1 1 1,000,000 0.72 0.75 0.73 0.27
5 5,000 1 1 1,000,000 0.75 0.77 0.76 0.30
6 5,720 1 1 1,000,000 0.78 0.80 0.79 0.32
7 7,100 1 1 1,000,000 0.70 0.72 0.71 0.34
8 7,900 1 1 1,000,000 0.72 0.74 0.73 0.36
9 8,500 1 1 1,000,000 0.74 0.76 0.75 0.38
10 9,920 1 1 1,000,000 0.76 0.78 0.77 0.40

Source: created by the authors

Before parameter adaptation (Table 5), the BlockSize,
PrimeBase, and Mod parameters were set to 1, resulting in
low algorithm efficiency. This was reflected in Precision
and Recall values ranging from 0.60 to 0.76, indicating
limited accuracy and sensitivity in data processing. Addi-
tionally, there was a high probability of false results when
detecting similar fragments. After the adaptation (Table 4),
increasing the BlockSize, PrimeBase, and Mod parameters
led to significant performance improvements. Precision
increased to 0.85-0.96, demonstrating a substantial en-
hancement in the algorithm’s ability to accurately detect
similar text fragments. The Recall and F1 Score values also
improved, reflecting greater sensitivity and overall algo-
rithm efficiency. Furthermore, data processing time de-
creased, indicating enhanced algorithm performance.

The new parameter configurations enabled higher
efficiency in processing data from government websites,
significantly improving the monitoring of compliance

with open data regulations. The reduction in false posi-
tives when detecting duplicates and incorrect data further
increased the reliability of the system. Thanks to param-
eter optimisation, the algorithm became more precise in
duplicate detection, reinforcing the effectiveness of adapt-
ed algorithm parameters and their critical impact on data
processing quality.

Similar studies have been conducted by other re-
searchers. In the work of T. Baba et al. (2022), hash function
characteristics were utilised to detect malware using deep
learning methods. Their study demonstrated high Preci-
sion and Recall in malware classification; however, the use
of deep learning for such tasks requires substantial compu-
tational resources. In contrast, the research presented in
this paper focused on adapting the parameters of the fuzzy
hash function, achieving comparable accuracy while main-
taining lower algorithm complexity and reducing data pro-
cessing time. Consequently, the proposed approach proved
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to be highly efficient for open data monitoring, where pro-
cessing speed is a critical factor.

The work of A.P. Namanya et al. (2020) explored the use
of hash functions for detecting malicious files in the Inter-
net of Things (IoT) environment. Their study demonstrated
the effectiveness of such methods for small datasets, such
as executable files. By comparison, the open data mon-
itoring research conducted in this study required param-
eter adaptation to handle larger volumes of information.
In this context, optimising fuzzy hash function parameters
enabled the achievement of high accuracy and sensitivity
while significantly reducing data processing time.

S.R. Davies et al. (2021) conducted a review of exist-
ing ransomware detection methods, including those that
utilise fuzzy hash functions to detect modifications in en-
crypted files. Their study focused on using fuzzy hashing
to identify changes in files, enabling the rapid detection of
malware, even when only partial modifications or selective
variations are applied. However, their research was spe-
cifically centred on malware detection, rather than open
data monitoring. In comparison to the study presented
in this paper, the results of S.R. Davies et al. focused on a
narrower application, specifically the analysis of small and
specific datasets, such as ransomware-infected files. While
their approach demonstrated strong performance in ran-
somware detection, its emphasis on local changes in data
makes it less effective for processing large volumes of open
data. By contrast, the adaptation of BlockSize, PrimeBase,
and Mod parameters in this study enabled higher accuracy
and sensitivity in big data processing, which is critical for
detecting anomalies on government websites. The increase
in Precision, Recall, and F1 Score, alongside the reduction
in processing time for large datasets, represents a signif-
icant advancement. This distinguishes the present study
from the work of S.R. Davies et al. (2021), which primarily
focuses on individual file-level detection, whereas the pro-
posed approach addresses the broader challenge of large-
scale open data monitoring.

M. Eleks et al. (2022) explored the use of similarity-pre-
serving hash function algorithms for data anonymisation
to facilitate machine learning applications under height-
ened confidentiality requirements. Their study proposed
three novel algorithms based on similarity preservation
and evaluated them in terms of accuracy and performance.
The primary focus was on enabling machine learning on
anonymised data, representing a significant step in ex-
panding the use of confidential datasets across various do-
mains. Their results demonstrated the effectiveness of the
proposed algorithms in data anonymisation; however, the
emphasis was on maintaining data structure and similarity
for subsequent use in machine learning tasks. By contrast,
the approach proposed in this study focuses on adapting
the BlockSize, PrimeBase, and Mod parameters to ensure
high accuracy, sensitivity, and efficiency in processing
large-scale open data. Unlike M. Eleks et al., whose research
assessed algorithms in terms of similarity preservation
within a confidentiality framework, the adaptation of fuzzy

hash function parameters in this study achieves high Pre-
cision, Recall, and F1 Score, which is crucial for detecting
anomalies and duplicate records on government websites.
Additionally, authors focused on developing algorithms for
creating anonymised datasets that could be used to train
machine learning models. In contrast, the present study
is concerned with ensuring compliance with legal require-
ments, which necessitates not only preserving data struc-
ture but also achieving maximum accuracy in data analysis.
In this context, fuzzy hash function parameter adaptation
significantly reduces data processing time, distinguishing
it from the work of M. Eleks et al. (2022), where processing
speed was not the primary evaluation criterion.

K.V. Kumar et al. (2022) proposed an anonymous hu-
man activity recognition method that integrates deep neu-
ral networks with fuzzy hash algorithms. Their primary
focus was on achieving high accuracy in real-time human
action recognition, while employing the Recursive Genetic
Micro-Aggregation Approach (RGMAA) model to enhance
privacy protection. The Hybrid Deep Fuzzy Hashing Algo-
rithm (HDFHA) used in their study enabled the detection of
dependencies between different actions, improving overall
accuracy. While their approach demonstrated high accura-
cy in processing dynamic video data, it requires significant
computational resources due to the incorporation of the
Deep Belief Network (DBN) and RGMAA. Although their
methodology is effective for video data analysis, its com-
putational complexity makes it less suitable for real-time
text data monitoring. Both approaches leverage fuzzy hash
functions but address different challenges. K.V. Kumar et
al. focused on action recognition while ensuring data confi-
dentiality, whereas the present study optimises fuzzy hash
function parameters for text data analysis. The proposed
optimisation demonstrated key advantages in terms of
speed and accuracy, making it well-suited for monitoring
open data on government websites.

T.-Z.Li et al. (2019) proposed a fuzzy hash function al-
gorithm with adaptive file fragmentation, adjusting frag-
ment size based on file dimensions. This enhancement im-
proved the accuracy and efficiency of analysing both small
and large files, making the approach particularly valuable
in computer forensics, where precise similarity detection
between files is crucial. The research presented in this pa-
per, however, focused on evaluating the impact of modify-
ing the BlockSize, PrimeBase, and Mod parameters on the
efficiency of the fuzzy hash function, aiming to determine
optimal values for texts of varying lengths. This approach
considers the specific characteristics of open data on gov-
ernment websites, where text volume and structure can
vary significantly. Identifying optimal parameters for dif-
ferent text lengths helps reduce collisions, increase accura-
cy, and enhance the sensitivity of the algorithm. In contrast
to T.-Z. Li et al., who optimised fragmentation rules for
different file types, this study focused on large-scale text
data, requiring a flexible approach to fuzzy hash function
parameter configuration. Despite their differing focuses,
both approaches contribute to the advancement of fuzzy
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hashing methods, demonstrating effectiveness in their re-
spective applications.

J. Chen et al. (2014) introduced a method for clustering
spam campaigns using fuzzy hash functions. Their study
aimed to detect spam botnets by grouping emails with sim-
ilar content within a single spam campaign. The use of fuzzy
hash functions enabled the successful processing of spam
messages, even in the presence of obfuscation techniques
such as URL shortening. Their research demonstrated the
effectiveness of the proposed method on a three-year da-
taset comprising 540,000 spam emails, revealing typical
behavioural patterns of botnets. In contrast, the approach
proposed in this paper focuses on text data analysis, where
adapting the fuzzy hash function parameters enhances an-
alytical efficiency. While J. Chen et al. developed a powerful
tool for spam campaign detection, the parameter adapta-
tion in this study is critical for monitoring large-scale open
data, where accuracy and processing speed are key factors.

Thus, the results of this study confirm that optimising
the BlockSize, PrimeBase, and Mod parameters is an effec-
tive approach for enhancing accuracy, sensitivity, and pro-
cessing speed in open data monitoring. The proposed solu-
tion offers a significant advantage over other approaches
that rely on complex models or focus on different types of
data. The implementation of adapted parameters enables
superior performance, particularly in the context of gov-
ernment web resources, where ensuring high processing
speed alongside high accuracy is essential.

Conclusions

This article examined methods for analysing the parame-
ters of a fuzzy hash function to enhance the efficiency of
monitoring compliance with the Regulation on Open Data
on official government websites. The primary objective of
the study was to determine the optimal values for Block-
Size, PrimeBase, and Mod to ensure high accuracy and
sensitivity in text processing, thereby improving open data
monitoring. The study’s findings were integrated into a
software tool, leading to a significant improvement in ac-
curacy and a reduction in data processing time. This was
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achieved through the dynamic adjustment of the block size
and prime number base, depending on the length of the
processed message.

The study also analysed how different values of Block-
Size, PrimeBase, and Mod affected key algorithm perfor-
mance metrics: Precision, Recall, F1 Score, and Processing
Time. As a result, optimal parameter values were identified
for different message lengths. For example, at a Message
Length of 1,270, Precision was 0.85, increasing to 0.96 for
a Message Length of 9,920, demonstrating enhanced accu-
racy in detecting similar data. The implementation of these
optimised parameters in the software tool significantly im-
proved the accuracy of detecting incorrect or duplicate data,
which is crucial for automating compliance monitoring in
accordance with open data legislation. Overall, the study
demonstrated that fuzzy hash function parameter optimi-
sation enhances data management quality and increases
the efficiency of automated monitoring systems. The use of
optimal parameters reduces the likelihood of errors in du-
plicate data detection while ensuring faster data processing.

Future research will focus on refining algorithms to
achieve more precise parameter selection, tailored to the
specific characteristics of the processed data. A particular-
ly promising avenue is the adaptation of the algorithm for
detecting duplicate media files (audio, video, and images)
with appropriate pre-processing techniques. Advance-
ments in this area have the potential not only to improve
monitoring accuracy and completeness but also to reduce
time and resource costs in data compliance verification.
The development of enhanced methods for adapting fuzzy
hash function parameters could significantly streamline
data management and improve data quality, contributing
to the more effective and reliable implementation of open
data regulations.
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AHoTauig. MeToio po6oTu 6y/I0 TOCTiIKeHHS TapameTpiB reni-GyHKIii st migBuineHHs eGeKTUBHOCTI Ta TOYHOCTI
BUSIBJIEHHS MOAIOHOCTI TeKCTOBMX (pparMeHTiB Ha pi3HUX Beb-pecypcax Mpu MpPoBeAeHHI MOHITOPUHTY JOTPUMAaHHS
Bumor ITo/soskeHHST MOA0 BiJKPUTUX NAaHMX Ha odiliifHMX Be6-caiiTax IepkaBHUX OpraHiB. OCTiIskKeHHS OXOIMIIO
OIIiHKY TPbOX KJIIOYOBMX MapaMeTpiB reu-QyHKiii: po3mipy 610Ky, 6a31 MPOCTOTO UKcIa Ta MOAY/ISL. sl bOTO 6Yys10
MIPOBENIEHO Cepilo eKCcliepMMeHTIB, Y AKMX Pi3Hi KoMOiHaIii IuX MmapamMeTpiB BUKOPMUCTOBYBAIMCS IJISI TeHepyBaHHS
reli-3HayeHb TeKCTOBUX JaHMX. Pe3ynbTaTu JOCTiIsKe HHS ITPOeMOHCTPYBaIN, IKi KoM6iHaIlii mapaMeTpiB 3a6e3MeuyoTh
Halkpamuii 6aJaHCc MiXX TOYHICTIO, TIOBHOTOIO, F-Mipolo Ta yacoMm BMKOHaHHS. [Toka3aHO, IO TEeBHi KOMGiHalii
rnapaMeTpiB JO3BOJISIOTh TOCSITTM 3HAYHOIO TiABUINEHHS TOYHOCTI aaropuTMy Ipy MiHimizamii o64YMcaoBaIbHUX
BUTpAT, 10 € BaXIMBUM JJIsl aHali3y JaHUX y peaJlbHOMY uaci. BcTaHOBJ/IeHO, 110 ONTMMIi3allisl mapaMeTpiB re-
¢byHKIi cripusie 3HMKEHHIO KiIbKOCTI XMOHOMO3UTUBHMUX Ta XMOHOHETAaTUMBHUX Pe3yAbTaTiB, SIKi 4aCTO BUHUKAIOTh
Mpy BUSIBJIEHHI TMoAibHOCTI. 30KpeMa, mifbip ONTMMAaNbHMUX 3HAUYEHb [IJIST KOKHOTO 3 IMapaMeTpiB CYTTEBO MiJBUIIYE
TOYHICTb i MOBHOTY aHali3y, JO3BOJISIOUM OTPUMATH Oi/NbILI TOUHI Pe3yabTaTy MOPIiBHSIHHS TEKCTOBUX (parMeHTiB Ta
3MEHIIYIOUM Yac BUKOHAHHS omepalliii. Ile pobuTh anropuTM HEUiTKOTO relllyBaHHS MPUAATHUM JJIsS 3aCTOCYBAaHHS B
aBTOMATM30BaHUX CUCTEMax MOHITOPMHTY JepskaBHUX BeO-CaiiTiB 010 ZOTPMMAaHHSI BUMOT IIOAO BiZKPUTUX TaHUX.
BusiBiieHo, 110 ONTUMIi3allis TapamMeTpiB JO3BOJISIE 3SMEHIIUTY KiJIbKiCTh Ty6IbOBAaHMUX 3aMMUCIB, [0 OCOOIMBO aKTYaabHO
ISl 3ab6e3TeveHHsT BiATIOBiZHOCTI BiAKPUTMX IaHMX BUMOraM 3aKoHOHAaBcTBa. OnmepykaHi BUCHOBKM MOXKYTb OyTU
BUKOPMCTAHI JJi1 po3po6KM MPOTPaMHMX 3aC006iB, SIKi JOTIOMOXYTbh e(eKTUBHO BUSIBJSITU HEHOMIKM Ta CIPUSITUMYTh
MigBUIIEHHIO MPO30POCTi Ta BiAMOBIZHOCTI MpaBoBUM BUMoOTraMm. Kpim Toro, pesynbTaT JOCTiIKEHHS MOXKYTb OyTU
BUKOPUCTAHI [JIs1 TOAAIBIIOI ONTMMIi3alii aaropuTMiB HeuiTKOi rem-QyHKIii, 1[0 CHOPUATMME BIOCKOHAJEHHIO
TEXHOJIOTi¥ MOHITOPMHTY JaHMX Ha BiATIOBiAHICTH HOPMAaTUBHMM BUMOTaM. JJOoCIiIKeHHSI pOOUTb BHECOK Y PO3BUTOK
TEXHOJIOTi}i MOHITOPMHIY Be6-pecypciB, IeMOHCTPYIOUH, SIK MPaBWIbHO Mifi6paHi mapameTpy HeUiTKoi remr-QyHKILii
MOKYTb 3HAYHO MigBUIINTY e(DEeKTUBHICTD i HAAiMHICTh aHATI3y BIIKPUTUX TaHUX

KniouoBi cnoBa: napamerpu HeuiTKOI reni-QyHKIlii; MOHITOPUHT Be6-CaiiTiB; mepskaBHi eJIeKTPOHHI pecypei; TOUHICTh
aJITOPUTMY; ITapaMeTpy OINTMUMi3allii; BUSIBJIEHHS MOAiOHOCTI; TOPYIIEHHS ITOJIOKEHD
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