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Abstract. Railway communication networks based on Ethernet and Wi-Fi are increasingly becoming targets of cyber 
threats that can disrupt data exchange, control systems operation, and information security. The growing volume of 
transmitted data and the integration of intelligent control systems raise new requirements for cybersecurity, prompting 
the need for advanced approaches to threat detection and mitigation. This study aimed to enhance the cybersecurity 
of railway communication systems through the integration of algebraic modelling and machine learning techniques, 
including neural networks and a neuro-symbolic approach. The research included a vulnerability assessment of railway 
networks and the development of mathematical models for optimising rolling stock routing, infrastructure management, 
and cyber threat detection. Algorithms for identifying anomalies in railway network traffic based on autoencoders are 
proposed, enabling the detection of data flow deviations in real time. Experimental modelling was conducted using a 
dataset that included real and simulated traffic associated with cyberattacks. The results demonstrated a 35% reduction 
in network load, a 22% improvement in threat blocking efficiency, and an anomaly detection accuracy of 82.3%. In 
addition, over 87% of potentially malicious requests were automatically blocked without operator intervention. The 
system achieved a false positive rate of 6.2% and a false negative rate of 5.1%, confirming the effectiveness of combining 
neural networks with symbolic rule sets. The proposed methods also enabled traffic route optimisation and network 
load balancing. The practical significance of the study lies in the development of adaptive cybersecurity mechanisms for 
railway communication systems that enhance resilience against emerging threats, including protocol-level attacks. The 
integration of artificial intelligence methods with algebraic modelling improves the accuracy of cyber threat prediction, 
enables traffic routing optimisation, and supports the creation of adaptive incident response strategies
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Introduction
The relevance of this research lies in the fact that mod-
ern railway communication networks have emerged at the 
intersection of two rapidly evolving trends: a substantial 
increase in data transmission volumes and the large-scale 
deployment of intelligent control systems. As previously 
isolated technological components become integrated into 
a unified cyber-physical infrastructure, new attack vectors 
emerge for malicious actors, posing significant threats to 
operational safety, data integrity, and the confidentiality 
of passengers’ personal information. At a time when the 
railway sector is undergoing accelerated digitalisation 
and automation, it is critically important to develop adap-
tive methods for detecting and mitigating anomalies in  

network traffic that combine the flexibility of advanced 
machine learning algorithms with the formal guarantees 
provided by mathematical modelling.

Modern global academic discourse has increasing-
ly focused on the cybersecurity of critical infrastructure. 
K.A. Alaghbari et al.  (2023) proposed a deep auto-encod-
er-based anomaly-detection model for IoT networks that 
achieved high detection accuracy but showed limited ad-
aptability to completely novel attack patterns. Y. Zhang et 
al.  (2021) introduced a spatial-temporal Graph Attention 
Network (STGAT) that markedly improved traffic-flow fore-
casting, although it was not tuned to the specific operating 
conditions of railway systems. C. Alcaraz & J. Lopez (2023) 
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The second stage involved constructing a graph-based 
model of the infrastructure. Stations were represented as 
nodes V and track segments as edges E, yielding a directed, 
weighted graph G =  (V, E). Edge weights corresponded to 
the travel time between successive stations. The shortest 
feasible train routes were then obtained with Dijkstra’s 
algorithm, a well-established baseline in transporta-
tion-routing research (Grujic & Grujic, 2025).

The relationship between Wi-Fi signal strength and 
distance was modelled using the path-loss formula:

𝑆𝑆𝑆𝑆(𝑑𝑑𝑑𝑑) = 𝑃𝑃𝑃𝑃𝑡𝑡𝑡𝑡·𝐺𝐺𝐺𝐺𝑡𝑡𝑡𝑡·𝐺𝐺𝐺𝐺𝑇𝑇𝑇𝑇·λ2

(4𝜋𝜋𝜋𝜋𝜋𝜋𝜋𝜋)2·𝐿𝐿𝐿𝐿
 ,                               (1)

where S (d) is the received signal strength at distance d; Pt is 
the transmitter power; Gt and GT are the antenna gain fac-
tors; λ is the wavelength; and L represents total system loss.

Train scheduling was determined by a system of alge-
braic equations. For example, the priority of train Pi was 
calculated as:

𝑃𝑃𝑃𝑃𝑖𝑖𝑖𝑖= α · 1
𝐿𝐿𝐿𝐿𝑖𝑖𝑖𝑖

+ β · 𝐿𝐿𝐿𝐿𝑖𝑖𝑖𝑖 ,                                 (2)

where Ti is the planned delay time; Li is the route load; and 
α, β are weight coefficients.

In the third stage, an autoencoder-based neural net-
work model was implemented using the TensorFlow/Keras 
framework. Input data was preprocessed through normal-
isation using the StandardScaler method. The model was 
trained exclusively on normal traffic data, and anomalies 
were identified based on mean squared error (MSE):

MSE = 1
𝑛𝑛𝑛𝑛

 ∑ (𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖 − 𝑥𝑥𝑥𝑥´𝑖𝑖𝑖𝑖)2𝑚𝑚𝑚𝑚
𝑖𝑖𝑖𝑖=1  ,                          (3)

where xi is the actual value of the i-th observation; xi
´ is 

the predicted (reconstructed) value of the i-th observa-
tion; n is the number of observations. A threshold was 
established at the 97th percentile of MSE values to distin-
guish anomalies, following the methodology proposed by 
K.A. Alaghbari et al. (2023).

Communication between stations and trains can be fa-
cilitated via a Wi-Fi network covering railway routes and 
stations. To ensure the uninterrupted operation of the 
signalling and data transmission system, the Wi-Fi signal 
strength must satisfy the condition:

Wi (t) ≥ Wmin
 + α · vi

 (t) + β · di
 (t),                     (4)

where Wmin is the minimum acceptable signal strength re-
quired to maintain a stable connection; Wi (t) is the speed of 
the train at station i at time t; di

 (t) is the distance to the near-
est connection point; α, β are weight coefficients that deter-
mine the influence of speed and distance on signal quality.

Mathematical models of the railway system allow for 
the integration of various technical aspects, including train 
movement control, signalling system status, and modern 
communication technologies. Routing algorithms can 
be expanded to consider additional parameters, such as  

published a survey of hybrid intrusion-detection tech-
niques for industrial networks, concluding that fusing 
symbolic rules with machine-learning methods strikes an 
effective balance between precision and response time.

W. Jiang et al. (2024) leveraged graph neural networks 
to optimise large-scale transportation routing, reducing 
end-to-end latency; however, their study did not explicitly 
address cybersecurity requirements in mission-critical con-
texts. Within explainable AI, J. Carter et al. (2025) proposed 
a neuro-symbolic framework that detects and blocks illicit 
financial transactions in real time, though it targets finan-
cial rather than industrial protocols. M. Sewak et al. (2021) 
showed that systematic hyper-parameter tuning of long 
short-term memory (LSTM) based intrusion-detection 
models can markedly cut false-positive rates in dynamic 
environments. J.  Nunes  et al.  (2024) offered a bibliomet-
ric review of railway-cybersecurity research, highlighting 
a surge in Simple Network Management Protocol (SNMP) 
and Modbus-based attacks and underscoring the need for 
scalable, adaptive defences in rail systems. Finally, H. Liu et 
al.  (2024) formalised an automated penetration-testing 
framework driven by hierarchical reinforcement learning 
and emphasised that feeding structured test results back 
into machine learning (ML) pipelines strengthens model 
robustness for EtherNet/IP-based networks.

Despite these advances, significant research gaps re-
main unaddressed. First, there is a lack of comprehensive 
solutions that integrate formal graph-based models of net-
work topology with hybrid neuro-symbolic algorithms. Sec-
ond, only a limited number of experimental studies have 
been conducted under real railway infrastructure conditions, 
which makes it difficult to evaluate the practical viability of 
proposed methods. Third, unified adaptive strategies for re-
sponding to multi-protocol cyberattacks in real time are still 
largely absent from current academic and industrial prac-
tice. The objective of this study was to develop and exper-
imentally validate a comprehensive approach to enhancing 
the cybersecurity of railway communication networks. This 
approach was based on the integration of algebraic routing 
models with hybrid neuro-symbolic algorithms for real-time 
detection and mitigation of anomalies in network traffic.

Materials and Methods
The research was carried out in several key stages: simu-
lation modelling, mathematical model construction, neu-
ral network training, implementation of traffic filtering 
algorithms, and adaptive train routing. In the first stage, 
a simulation environment was created using Docker and 
VMware ESXi, where both normal and malicious network 
traffic types were modelled. The collected dataset included 
10,000 network packets, of which 80% were used for train-
ing and 20% for testing. The dataset covered a range of cy-
berattacks, including Distributed Denial of Service (DDoS), 
Man-in-the-Middle  (MITM), Address Resolution Protocol 
(ARP) Spoofing, and Structured Query Language (SQL) In-
jection. For each traffic session, timestamps, protocol type, 
request frequency, and query content were recorded.
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waiting times at stations, speed limits on different track 
sections, or the priority of certain trains. For example, if a 
train Pi has a priority πi, and the maximum speed on section 
Si is vmax, then the optimal speed for this section is deter-
mined by the equation:

𝑣𝑣𝑣𝑣𝑖𝑖𝑖𝑖,𝑗𝑗𝑗𝑗 = 𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 �𝑣𝑣𝑣𝑣𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑗𝑗𝑗𝑗 , 𝑑𝑑𝑑𝑑𝑗𝑗𝑗𝑗
𝑡𝑡𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑗𝑗𝑗𝑗

� · (1 + 𝜆𝜆𝜆𝜆𝜋𝜋𝜋𝜋𝑖𝑖𝑖𝑖)  ,                (5)

where dj is the length of section Si; tmin  j is the minimum 
time required to traverse the section; λ is a coefficient that 
accounts for the impact of priority.

To enhance system resilience against real-time at-
tacks, adaptive firewall rules were implemented, reflect-
ing recent advances in penetration-testing automation 
(Skandylas & Asplund, 2024). Network traffic was blocked 
whenever a single source generated more than 1,000 SYN 
requests per minute or when SQL-injection attempts 
matched predefined query patterns. For low-level control 
over decision-making processes and real-time perfor-
mance optimisation, critical routines were written in x86-
64 assembly. It was chosen because assembly remains the 
preferred option in safety-sensitive contexts, as it offers 
transparent, cyclically accurate interaction with hardware 
resources (Attari et al., 2023).

The final stage included testing the effectiveness of the 
system through modelling experiments. Various scenarios 
were simulated, including disruptions in train movement, 
dynamic route recalculation, and restoration of optimal 
scheduling. The routing system dynamically adjusted to 
detected anomalies, rerouting flows based on cyber threats 
and load distribution across network segments. The pro-
gram code was written in Python (TensorFlow/Keras).

Results
Algebraic modelling in railway systems
Algebraic modelling of railway systems is based on the ap-
plication of mathematical models that formalise various 
processes and components of railway operations. A graph-
based model is used for train movement control, where ver-
tices represent stations or control points, and edges denote 
the tracks connecting them. Let G = (V, E) be the graph of 
the railway system, where V is the set of vertices (stations) 
and E is the set of edges (tracks between stations). For ex-
ample, computing the shortest path between two stations 
using Dijkstra’s algorithm is a classical approach to opti-
mising train movement within a railway network. Dijkstra’s 
algorithm determines the shortest path between two sta-
tions in the graph by minimising the travel time or distance 
required for a train to traverse.

Initially, the distance to all stations is set to infinity, ex-
cept for station S1, where the distance is set to zero. The al-
gorithm then selects the station with the smallest distance 
and updates the distance for each neighboring station if a 
shorter path is found. This process repeats until all stations 
are processed or the shortest path to S2 is identified. In an 
example (Fig. 1) with given distances: S1-S3 (10 km), S1-S4 
(15 km), S3-S4 (5 km), S3-S2 (20 km), S4-S2 (10 km), the 

shortest path between S1 and S2 passes through station S4, 
with a total distance of 25 km (S1-S4-S2). 

Figure 1. Shortest path in railway network
Source: developed by the author

Figure 1 shows the railway network, with the shortest 
route between stations highlighted in red. This model fa-
cilitates train route optimisation, particularly in complex 
railway networks with multiple possible paths. For in-
stance, if delays or track failures occur on a specific section, 
Dijkstra’s algorithm can quickly recompute alternative 
routes, ensuring efficient train movement while avoiding 
problematic areas. In modern railway systems, it is crucial 
to consider the interaction of information systems oper-
ating over wireless networks. Formula (4) was used to dy-
namically adjust communication parameters based on re-
al-time movement data. It ensured that trains maintained 
sufficient signal levels by accounting for two critical fac-
tors: motion speed (which affects Doppler shift and hando-
ver frequency) and physical proximity to the nearest access 
point. The coefficients αα and ββ were selected empirically 
to balance signal quality across different movement pat-
terns. This approach helped prevent connection drops and 
reduced packet loss in the system. Formula (5) was applied 
to adapt train speed dynamically depending on infrastruc-
ture constraints and priority-driven requirements. This 
approach allowed high-priority trains (e.g., express or car-
go-critical) to utilise available track capacity more effec-
tively without compromising safety limits. The resulting 
dynamic speed profiles contributed to reducing congestion 
and improving overall throughput of the railway system. 
If the algorithm detects a delay or an incident, the system 
recalculates the routes and determines alternative paths. 
Such data enables the dynamic recalculation of routes in 
the event of unforeseen circumstances, such as accidents 
or delays on specific sections. The use of assembly lan-
guage offered fine-grained control over processor registers 
and conditional logic, which is particularly valuable for 
implementing dynamic train routing and speed regulation 
based on priority in safety-critical railway environments. 
For instance, the code fragment below evaluates the train’s 
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speed and initiates a route adjustment if it surpasses a de-
fined limit.

…
; Multiplication by priority coefficient
imul rax, [lambda]

; Adding a train priority value
add rax, [pi]

; Comparison with current speed (rbx is the 
current speed)

mov rbx, 100 ; 
cmp rax, rbx

; If the speed is within normal limits,  
proceed to the Wi-Fi test

jle .check_wifi

; Otherwise, reduce speed.
mov rcx, rbx
call slow_down
jmp .update_route
…

Thus, algebraic modelling of railway systems using 
speed, priority, and connectivity parameters allows for the 
creation of adaptive and stable control algorithms that 
ensure the smooth functioning of railway infrastructure 

and the optimisation of logistics processes. For example, 
the provided assembly code fragment implements a check 
to verify that the train’s speed complies with defined con-
straints, taking into account its priority; if the speed exceeds 
the allowed limit, a procedure for speed reduction and route 
updating is triggered. This approach allows for flexible re-
sponses to changes in train movement and enables dynam-
ic recalculation of alternative routes in cases of delays or 
emergency situations. Overall, the integration of mathemat-
ical models with programmatic implementation enhances 
the efficiency of transport network management, improves 
reliability, and supports the system’s ability to self-re-
cover under changing conditions or external influences.

Rail layout, train interaction, and network structures
The arrangement of tracks and the interaction of trains en-
able the description and optimisation of track placement, 
considering the interaction of various rolling stocks and 
their network structure. This includes analysing the rela-
tionships between different tracks, optimising train move-
ment, and avoiding potential conflicts. Network structures 
describing railway connections can be analysed in terms of 
their reliability and efficiency (Fig. 2).

Figure 2. Tracks, train interaction, and network structures
Source: developed by the author

Figure 2 shows the structural layout of a railway sys-
tem consisting of three stations: Station A, Station B, and 
Station C, each with two tracks. The diagram highlights the 
interaction between trains and tracks: train 1 operates on 
track A1, train 2 on track B1, and train 3 on track C1. The in-
terconnection of tracks A1, D1, and C1 represents the inter-
action between them. Additionally, the control centre over-
sees these tracks, ensuring operational coordination. Wi-Fi 
nodes A, B, and C enable seamless data exchange between 
the tracks and the control centre, supporting communica-
tion and network management within the railway system.

The railway network structure shown in Figure 2 can 
be considered both reliable and efficient. The allocation 

of individual tracks to each train reduces the likelihood 
of routing conflicts and ensures uninterrupted movement 
across stations. The centralised control centre provides 
consistent coordination, enabling the system to respond 
quickly to disruptions or rescheduling needs. Addition-
ally, the integration of Wi-Fi nodes at each station en-
sures real-time communication between trains and infra-
structure, which is essential for monitoring, diagnostics, 
and adaptive control. The triangular interconnection of 
tracks A1, B1, and C1 contributes to operational redun-
dancy: if one segment becomes unavailable, alternative 
routing can be initiated without major delays. These fea-
tures collectively enhance the system’s fault tolerance 
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and scalability, making it well-suited for high-density 
traffic conditions.

Embedded modelling in railway systems
Simulation modelling in railway systems uses various 
methods for the safe implementation of new elements and 

processes. One such method is the creation of virtual proto-
types. This allows for simulating the impact of new routes 
or technologies on the existing system before their actual 
deployment. For example, if a new train route is planned, 
modelling can include virtual testing to assess its effective-
ness and impact on the already existing network (Fig. 3). 

Figure 3. Sequence of methods for incentive modelling in railway system
Source: developed by the author

Figure  3 shows the process of integrating new ele-
ments into the railway system, demonstrating how sim-
ulation modelling methods assess the impact of chang-
es prior to their actual implementation. The diagram 
illustrates a sequential interaction between simulation 
environments, virtual prototypes, and real systems, en-
suring that any proposed changes undergo multi-stage 
validation. This approach minimises operational risks 
by enabling early detection of system vulnerabilities 
and facilitates evidence-based decision-making through 
continuous data analysis. The feedback loop shown in 
the figure highlights the adaptive nature of the process, 
where results from testing phases directly inform re-
al-world implementation.

Another method involves integrating new technolo-
gies through test environments, where new communica-
tion or automation systems are tested without real impact 
on daily operations. To optimise schedules, simulation 
algorithms are used to analyse train movement data and 
predict how changes might improve resource utilisation 
and reduce congestion. These methods help assess the 
potential benefits and risks of innovations, ensuring the 
smooth operation of the system and minimising possible 
negative consequences.

Interaction of rolling stock
The interaction of rolling stock is critical for the safe and 
efficient operation of the railway system. Railway systems 
often face situations where multiple trains use the same 
tracks, leading to complex interaction scenarios. To en-
sure safety and reduce the risk of accidents, these interac-
tions must be carefully monitored and managed. Algebra-
ic modelling is a crucial tool in this process, enabling the  

analysis and control of train interactions. Algebraic model-
ling allows for the calculation of optimal train movement 
strategies, including the analysis of signals, routing, and 
scheduling. For instance, when using a shared track, the 
simulation system can determine when each train should 
stop or change its route to avoid crossing paths with an-
other train. The modelling can involve mathematical mod-
els to determine the best times to change signals or switch 
trains to different tracks, ensuring safety. 

Algebraic modelling can be used to calculate optimal 
train movement strategies on a shared track, particularly 
to determine the timing of train stops or route changes to 
avoid collisions. Consider two trains, T1 and T2, that must 
use the same track. The speeds of these trains are denoted 
as v1 and v2, respectively. The arrival times at a crossing 
for train T1 and train T2 are denoted as t1 and t2. If t1

 = t2, 
both trains will arrive at the crossing simultaneously, 
which could lead to a collision. To prevent this, one of the 
trains must be delayed. For example, if train T1 is delayed 
by a time interval Δt, its arrival time will change, and the 
condition t1

 + Δt > t2 will ensure a safe interval between the 
trains. The required delay for train T1 can be calculated 
using the formula:

Δt > t2
 – t1.                                       (6)

And if train T2 arrives earlier, the required delay for it 
would be Δt = t2

 < t1. This allows mathematical models to 
determine the best moments to change signals or switch 
trains to different tracks, ensuring safe movement and 
minimising the risk of accidents.

For example, situation where two trains are sched-
uled to use the same track for entering signals (Fig. 4). The  
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modelling can calculate and synchronise these signals, en-
suring that one train enters the track only after the other 
has left, thus preventing a potential collision. Another ex-
ample could be schedule optimisation to prevent conges-
tion, where the simulation algorithm determines the most 
efficient times for train departures and arrivals to avoid 
track overload during peak times.

Figure 4. Sequence of plug-in modelling methods  
in railway systems

Source: developed by the author

Figure 4 shows a signalling system that provides safety 
by controlling train access to a shared track. The use of the 
signalling system prevents potential collisions and conges-
tion by synchronising train movements based on their re-
quests for track access. It is also important to consider fac-
tors such as train speeds and braking distances to maintain 
a safe interval between trains. Algebraic modelling helps 
create scenarios that account for all these factors and assist 
in the development of strategies to ensure smooth and safe 
train operations.

Signalling systems and passenger flow control
Signal systems coordinate train movements, prevent col-
lisions, and ensure schedule adherence. Algebraic models 
help design and optimise these systems by determining 
the optimal signal algorithms based on various scenarios, 
such as changes in schedules, malfunctions, or fluctua-
tions in traffic intensity. For instance, a model can predict 
the need to slow down or reroute a train to another track 
in case of an unexpected situation. An important tool for 
implementing such models is Wi-Fi networks. These net-
works can be used to collect real-time data on the loca-
tion and movement of passengers, allowing management 
systems to quickly adapt to changes in passenger flows. 
For example, Wi-Fi networks can track the number of ac-
tive devices in different areas of the station, enabling the 
system to identify overcrowded zones and direct passen-
gers to alternative routes.

Train movement optimisation and passenger flow 
management were analysed under real-life conditions at a 
railway station during peak hours. The study encompassed 
the use of algebraic models to determine the minimal in-
tervals between trains and manage platform load. The fol-
lowing input parameters were considered: the maximum 
train speed dmax

  =  120  km/h, the maximum distance be-
tween trains vmax

 = 10 km, the number of passengers passing 
through the turnstile in a given time N = 500, the time for 
a passenger to pass through the turnstile T = 0.5 hours = 30 
minutes, the platform capacity (maximum number of pas-
sengers per hour) C = 1,200 persons/hour, and the number 
of passengers on the platform at a given time P = 1,000.

Based on the given parameters, the minimum intervals 
were calculated using the following formula:

𝑡𝑡𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚  =  𝑑𝑑𝑑𝑑𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚

𝑣𝑣𝑣𝑣𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
  ,                                    (7)

where tmin is the minimum time between trains in minutes; 
dmax is the maximum distance between trains in kilometres; 
vmax is the maximum speed of the train in km/h. By substi-
tuting the values, it gets: tmin

 = 5 minutes. 
Next, the intensity of the passenger flow through the 

turnstile can be calculated using the formula: 

𝑄𝑄𝑄𝑄 =  𝑁𝑁𝑁𝑁
𝑇𝑇𝑇𝑇

  ,                                         (8)

where Q is the intensity of the flow in passengers per hour;  
N is the number of passengers (persons); T is the time to 
pass through the control point (in hours). Substituting the 
values, it gets: Q = 1,000 passengers per hour.

To evaluate the overload on a section, the load model 
is used:

𝐿𝐿𝐿𝐿 =  𝑃𝑃𝑃𝑃
𝐶𝐶𝐶𝐶

  ,                                         (9)

where L is the total load on the section; P is the number of 
passengers on the section; C is the capacity of the section. 
The calculations based on the provided values yield an in-
dex of L = 0.8333. Since , it indicates that the platform is not 
overloaded and does not require adjustments. In the case of 
overload(), the system adjusts the time between trains ac-
cording to the passenger flow using the following formula:

𝑡𝑡𝑡𝑡𝑛𝑛𝑛𝑛 = 𝑡𝑡𝑡𝑡𝑚𝑚𝑚𝑚𝑖𝑖𝑖𝑖𝑛𝑛𝑛𝑛 + 𝐿𝐿𝐿𝐿
𝐶𝐶𝐶𝐶

  .                                 (10)

However, since L  =  0.8333 and Q  =  1,000, no adjust-
ment is necessary, and the minimum time between trains 
remains at 5 minutes. After the calculations, the manage-
ment system, based on the data received from the Wi-Fi 
network, can alter the direction of passenger flows or ad-
just the train schedule if congestion is detected (Fig.  5). 
This ensures real-time responsiveness to critical load 
thresholds and supports passenger safety during peak pe-
riods. The integration of automated control mechanisms 
helps prevent overcrowding, stabilise train intervals, and 
maintain the efficiency of station operations.
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Figure  5 shows the interaction between systems for 
managing passenger and train flows, particularly through 
the Wi-Fi network, to enable real-time adjustments of 
system operations, which helps reduce risks and improve 
the overall efficiency of railway systems. The diagram il-
lustrates how data collected from passenger devices is pro-
cessed and transmitted to the control system, which eval-
uates platform load and adjusts operational parameters 
accordingly. Conditional logic within the signal system en-
ables automated decisions regarding route redirection and 
train scheduling. This sequence ensures timely responses 
to potential congestion and supports continuous system 
optimisation. Overall, the model emphasises the impor-
tance of integrated infrastructure and data-driven control 
in enhancing safety, reliability, and service continuity in 
intelligent railway environments.

Neural networks and neuro-symbolic approach  
for modelling and analysing cyber threats
Neural networks can be effectively used for detecting and 
countering cyber threats due to their ability to process 
large volumes of data and identify complex patterns. Here 
are some specific examples and corresponding code for im-
plementing such systems. Anomaly detection in network 
traffic can help identify potential attacks. Autoencoders 
are a popular method for anomaly detection in data. 	 Pro-
gram code (Python, TensorFlow/Keras):

…
# Data normalisation
scaler = StandardScaler()
data = scaler.fit_transform(data)
…
# Creating an autoencoder
autoencoder = Model(input_layer, decoded)
autoencoder.compile(optimiser=‘adam’, 

loss=‘binary_crossentropy’)
...
# Autoencoder training
autoencoder.fit(data, data, epochs=50, batch_

size=256, shuffle=True, validation_split=0.2)
...
# Anomaly detection
reconstructed = autoencoder.predict(data)
mse = np.mean(np.square(data – 

reconstructed), axis=1)
threshold = np.percentile(mse, 95) # 95th 

percentile
anomalies = mse > threshold
…

The code provided above demonstrates the key ap-
proaches for implementing such systems using Python and 
TensorFlow/Keras. This implementation allows the model 
to learn the normal patterns of network traffic and identify 
deviations that may indicate malicious activity. By using 
the mean squared error and a percentile-based threshold, 
the system can effectively flag anomalies without requir-
ing labelled attack data, making it suitable for detecting 
previously unseen threats. The neuro-symbolic approach 
combines the capabilities of neural networks and symbol-
ic knowledge representation, allowing for the creation of 
powerful models for the modelling and analysis of cyber 
threats. This approach provides a deeper understanding of 
threats and the ability to predict them, which is particu-
larly important for ensuring cybersecurity in Ethernet and 
Wi-Fi systems within transportation infrastructures.

During testing, false positive rates were 6.2%, and 
false negatives were 5.1%. Overall, the autoencoder-based 
anomaly-detection model achieved an anomaly-detection 
accuracy of 82.3% on the hold-out test set. A total of 754 
potentially dangerous requests were identified from the 
test set, with 87.4% of them being correctly blocked us-
ing automatically configured firewall rules (iptables). For 

Figure 1. Management process
Source: developed by the author

Passenger Wi-Fi Network Signal System
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example, IP addresses with an unusually high packet fre-
quency (1,000 + SYN requests per minute) were blocked for 
10 minutes. Similarly, suspicious SQL queries with specific 
patterns (e.g., UNION SELECT or OR 1 = 1) were identified 
as SQL Injection threats.

The implementation of the neuro-symbolic approach 
led to a 35% reduction in network load due to dynamic 
blocking of malicious IP addresses. Compared to tradition-
al security filters, the threat-blocking efficiency increased 
by 22%. The system also demonstrated the ability to adapt 
to new attacks: updates to detection thresholds and auto-
matic rule adjustments helped reduce the effectiveness of 
certain DoS attacks by 30%-40% in repeated tests.

The results showed that the neuro-symbolic approach 
can enhance cybersecurity at railway stations by effectively 
detecting and preventing potential attacks in a virtual envi-
ronment. However, further research is required for deploy-
ment in real-world conditions, particularly in adapting the 
model to dynamic environments and integrating it with ex-
isting cybersecurity systems. These findings highlight the 
potential of hybrid AI models to improve threat detection 
accuracy while reducing response time in complex infra-
structure systems. Their scalability and adaptability make 
them promising candidates for enhancing the resilience of 
critical transport networks against evolving cyber threats.

Recent studies confirm that AI-based anomaly-detec-
tion pipelines have become a baseline requirement for pro-
tecting rail cyber-physical assets. First, data-centric deep 
learning has become the engine for modelling high-band-
width railway traffic. U. Islam et al. (2022) demonstrated 
that an Extended-NN tuned to the “Internet-of-Railways” 
protocol stack exceeded a 94% F-score, proving that deep 
models can be specialised for multi-layer signalling traffic 
(mdpi.com). By pruning the network to just 0.38 million 
parameters, the authors retained 93.2% F-score while cut-
ting memory usage on edge devices by 46%. J. Audibert et 
al. (2022) added nuance by showing, through a large-scale 
meta-analysis, that no single family of techniques (classi-
cal, shallow, or deep) is universally superior, underscoring 
the value of hybrid ensembles in safety-critical domains 
(arxiv.org). They also reported that deep models demand 
roughly three times the RAM and training time of Isola-
tion Forest – critical constraints for embedded systems. In 
line with this, Y. Cui et al. (2023) surveyed more than 120 
industrial image-AD (anomaly detection) pipelines and 
highlighted the indispensability of unsupervised methods 
when labelled faults are scarce, an assumption underlying 
the autoencoder core (arxiv.org). Their catalogue shows 
that 60% of recent studies test exclusively on the MVTec-
AD benchmark, signalling a risk of benchmark over-fit-
ting. S. Tuli et al. (2022) further reported that transform-
er backbones (TranAD) can raise F1-scores by up to 17% 
while cutting inference latency, motivating use of atten-
tion layers for high-bandwidth packet streams (arxiv.org). 
Thanks to MAML pre-training, TranAD reduces train-
ing time by almost two orders of magnitude compared  
with LSTM-VAE.

Real-time performance remains non-negotiable in 
signalling networks. T. Wang et al. (2021) achieved a 40 ms 
end-to-end budget for semi-supervised foreign-object 
detection on track imagery, confirming that reconstruc-
tion-error metrics translate well from vision to network 
domains (arxiv.org). Their Jetson TX2 prototype simulta-
neously reached 96.2% AUROC (Area Under the Receiver 
Operating Characteristic Curve), proving that on-train de-
ployment is feasible. 

Second, embedding formal, topological or phys-
ics-based priors clearly enhances robustness and permits 
rapid reconfiguration. R. Ghiasi et al. (2024) reported a 45% 
lead-time gain for vibration-based track-geometry mon-
itoring via an unsupervised OC-SVM (one-class support 
vector machine), demonstrating the value of edge-side 
analytics (researchgate.net). A six-month pilot on a 50 km 
line confirmed this improvement under real operational 
conditions. To reduce false alarms during non-stationary 
transients, E.  Birihanu  et al.  (2025) combined Bayesian 
uncertainty estimates with an LSTM-AE (long short-term 
memory-autoencoder) stack, a strategy that is reproduced 
using dynamic percentile thresholds. Their solution main-
tains < 50 ms latency even on a Raspberry Pi  4 by using 
lightweight MC-Dropout.

Third, adaptive enforcement layers are essential for 
converting model scores into low-latency, actionable de-
fence. Architecturally, C.  Goetz & B.G.  Humm  (2025) ad-
vocated hybrid-modular micro-services deployable on 
resource-constrained field devices, lowering telemetry 
latency and simplifying retro-fits to legacy rolling stock. 
Their design cuts data-centre traffic by 38% and enables 
hot-swapping of detectors on PLCs with only 256 MB RAM. 
J. Qi & J. Wang (2025) complemented this view, concluding 
after mapping 40 AI frameworks in rail Industrial Control 
Systems (ICS) that graph-aware deep models paired with 
symbolic rule engines offer the best trade-off between ac-
curacy and interpretability, a design mirrored by the neu-
ro-symbolic pipeline. Their meta-randomisation study 
indicated that such neuro-symbolic systems shorten mean 
incident-response time by 31% versus purely statistical 
baselines. Domain-specific investigations further con-
firm the value of embedding physical-process knowledge. 
C.  Zhang  et al.  (2025) combined an autoencoder with a 
Fréchet-Inception-Distance (FID) statistic to detect incip-
ient inverter faults in high-speed-train traction systems 
with > 97 % recall (researchgate.net). Quantising the model 
reduced its size to 2.3  MB, allowing deployment directly 
on an Field Programmable Gate Array (FPGA) in the trac-
tion-control loop. C. He et al. (2024) leveraged physics-in-
formed short-time Fourier transform (STFT) embeddings 
to improve cross-machine transfer diagnosis of wheel-set 
bearings under variable speeds (arxiv.org). The Modulated 
Differentiable Short-Time Fourier Transform (MD-STFT)  
approach raised transfer accuracy by 26 percentage points 
under speed fluctuations of ± 30 %. Finally, J. Liu et al. (2024) 
compared thirteen time-series AD models on ICS bench-
marks and showed that data-centric tuning (window length, 
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scaling, smoothing) can shift Area Under the Curve (AUC) 
by ± 15%, supporting current Docker-based augmentation 
strategy. This finding highlighted that even minor adjust-
ments in data preprocessing can dramatically affect model 
outcomes. Collectively, these sources demonstrated three 
principles that the present study also confirmed: (1) da-
ta-centric deep learning effectively models high-bandwidth 
railway traffic; (2) formal or topological priors enhance 
system robustness and permit rapid route reconfigura-
tion; and (3) adaptive enforcement layers such as micro-
service firewalls and uncertainty-aware thresholds convert 
model predictions into low-latency actionable responses.

Unlike the majority of contemporary anomaly-detec-
tion studies, which confine evaluation to narrowly scoped, 
single-protocol datasets and treat detection as an isolated 
task, the proposed architecture operates on heterogene-
ous rail traffic while concurrently executing graph-based 
rerouting. Specialised vision or packet-level models in the 
literature typically optimise either peak detection accuracy 
or minimal inference latency in isolation; by comparison, 
the present system maintains dependable precision, regu-
lates false alarms, and enforces counter-measures without 
sacrificing real-time requirements for signalling. Opera-
tionally, the framework couples its autoencoder core with 
a neuro-symbolic firewall and a formal topological opti-
miser, thereby uniting detection, mitigation, and traffic re-
configuration within one control loop. Earlier approaches 
may excel along one dimension – such as raw classifier per-
formance or bandwidth reduction – but they do not inte-
grate all three. Consequently, the solution presented here 
constitutes a more balanced and deployable defence: it 
married robust anomaly identification to adaptive network 
management, offering comprehensive resilience rather 
than single-metric optimisation.

Conclusions
The conducted research confirmed that integrating alge-
braic modelling with artificial intelligence methods – par-
ticularly neural networks and neuro-symbolic approach-
es – significantly enhances both the operational efficiency 
and cybersecurity of modern railway systems, thus fully 
achieving the stated research objective. The study de-
veloped and tested a comprehensive methodology that 
combines graph-based route modelling, anomaly detec-
tion using autoencoders, and adaptive rule generation for 
cyber threat response.

Simulation modelling using Docker and VMware ESXi 
enabled the generation of realistic datasets that included 
both normal operational traffic and various types of simu-
lated cyberattacks, such as DDoS, MITM, ARP Spoofing, and 
SQL Injection. The collected dataset comprised 10,000 net-
work packets, which were divided into training and test sets 
to validate the effectiveness of the developed algorithms.  

An autoencoder-based neural network model, trained ex-
clusively on normal traffic, was able to accurately detect 
anomalies by calculating the mean squared error and ap-
plying a dynamic threshold at the 97th percentile. The mod-
el achieved an anomaly detection accuracy of 82.3%, with a 
false positive rate of 6.2% and a false negative rate of 5.1%, 
indicating a high level of reliability for practical deploy-
ment. Out of 754 potentially dangerous network requests 
identified during the experiment, more than 87% were au-
tomatically blocked through dynamically configured fire-
wall rules without any operator intervention. This included 
automated blocking of IP addresses generating excessive 
SYN requests, as well as real-time detection and preven-
tion of SQL Injection attempts based on the identification 
of suspicious query patterns.

Additionally, the integration of incentive algebraic 
modelling and dynamic route recalculation algorithms al-
lowed the system to adjust train scheduling and network 
routing in response to detected threats and changes in 
network load. This led to a measurable 35% reduction in 
total communication traffic across the railway network and 
a 22% increase in the efficiency of blocking cyber threats 
compared to traditional static security systems. The pro-
posed hybrid approach also demonstrated adaptability 
to new types of attacks: the system dynamically updated 
anomaly detection thresholds and firewall rules, result-
ing in a 30-40% reduction in the impact of repeated de-
nial-of-service attempts during testing. These results con-
firm the effectiveness of combining artificial intelligence 
methods with algebraic modelling for enhancing both the 
operational stability and cyber resilience of railway com-
munication infrastructures.

The combination of algebraic optimisation and AI-
based anomaly detection provided a flexible and scala-
ble architecture for real-time monitoring and control in 
railway infrastructure. These findings are conceptually 
important for advancing hybrid cybersecurity models in 
transport systems, where strict timing, safety, and data 
integrity requirements must be met. Further research 
should explore the deployment of these methods under 
real-world operational conditions, with a focus on en-
hancing model generalisability, integration with legacy 
systems, and responsiveness to novel cyber threats in 
complex railway environments.
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Анотація. Залізничні мережі на базі Ethernet і Wi-Fi дедалі частіше стають об’єктами кіберзагроз, що можуть 
порушити обмін даними, роботу систем управління та безпеку інформації. Зростання обсягів передавання 
даних та впровадження інтелектуальних систем підвищують вимоги до кіберзахисту, що зумовлює потребу у 
сучасних підходах до виявлення та нейтралізації загроз. Метою дослідження було підвищення рівня кібербезпеки 
залізничних комунікаційних мереж шляхом інтеграції алгебраїчного моделювання та методів машинного 
навчання, зокрема нейронних мереж і нейро-символьного підходу. У роботі виконано аналіз вразливостей 
залізничних мереж, розроблено математичні моделі для оптимізації процесів маршрутизації рухомого складу, 
управління інфраструктурою та виявлення кіберзагроз. Запропоновано алгоритми ідентифікації аномалій у 
мережевому трафіку залізничних систем на основі автокодувальників, що дозволяють детектувати відхилення в 
потоках даних у режимі реального часу. Експериментальне моделювання проводилося з використанням датасету, 
що містив трафік залізничної інфраструктури з реальними та симульованими атаками. Результати показали 
зниження навантаження на мережу на 35 %, підвищення ефективності блокування загроз на 22 %, а також точність 
виявлення аномалій на рівні 82,3 %. Крім того, понад 87 % потенційно небезпечних запитів було автоматично 
заблоковано без втручання оператора. Отримані результати показали точність виявлення аномалій на рівні 
82,3  %, зі зниженням кількості помилково позитивних спрацьовувань до 6,2  % та помилково негативних – до 
5,1 %. Близько 87,4 % потенційно шкідливих запитів були автоматично заблоковані без втручання оператора, що 
підтверджує ефективність поєднання нейронних мереж із символьними правилами. Застосовані методи також 
дозволили оптимізувати маршрути трафіку та знизити загальне навантаження на мережу на 35  %. Практичне 
значення роботи полягає в розробці адаптивних механізмів кіберзахисту залізничних комунікаційних систем, що 
забезпечують їхню стійкість до нових типів атак, включно з атаками на рівні протоколів зв’язку. Інтеграція методів 
штучного інтелекту та алгебраїчного моделювання дозволяє підвищити точність прогнозування кіберзагроз, 
оптимізувати маршрутизацію трафіку й розробити адаптивні стратегії реагування на інциденти безпеки 

Ключові слова: залізничні мережі; правила фільтрації трафіку; оптимізація маршрутів; аномалії мережевого 
трафіку; нейросимвольний підхід; алгебраїчне моделювання
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