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Abstract. The study was devoted to a comprehensive analysis of the integration potential of software-defined networking 
and blockchain technologies for ensuring network security in the context of the evolution of cyber threats. The research 
methodology was based on a systematic approach using 46 scientific sources published during 2020-2024, and included 
a critical analysis of architectural solutions, comparison of technological characteristics, and assessment of integration 
capabilities. The results of the study revealed the unique potential of synergy between software-defined networking 
and blockchain, which provides an increase in cybersecurity through decentralisation of management, cryptographic 
protection and immutability of network transactions. It was established that the integration of technologies allows 
implementing fundamentally new security mechanisms, in particular, automation of security policies through smart 
contracts, dynamic access control based on blockchain, and increasing the resiliency of information systems. Key 
architectural solutions that provide multi-level network infrastructure protection were identified: decentralised 
storage of security policies, secure event log management, and automation of routing through smart contracts. The 
effectiveness of implementing the Zero Trust concept using blockchain technologies was proved, which creates a 
fundamentally new approach to the cybersecurity of corporate networks. Architectural solutions demonstrated high 
efficiency in protecting network infrastructure, especially in IoT environments, telecommunications, and corporate 
networks. The scientific originality of the study consisted in the substantiation of the conceptual model of software-
defined networking and blockchain integration, which significantly exceeds the capabilities of conventional approaches 
to network security. The results of the study and the formulated recommendations for the deployment of integrative 
technological solutions within critical information infrastructures can be effectively applied to the design of secure 
network architectures. They also establish a theoretical basis for subsequent applied research in the domains of 
cybersecurity and network engineering
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Introduction
The ongoing development of information and commu-
nication technologies is characterised by a continuous 
complication of network architectures and mechanisms 

for ensuring cybersecurity. Fundamental transformations 
in the field of network technologies, in particular, the in-
troduction of software-defined networking  (SDN) and  
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network nodes, minimising transaction validation delays, 
and ensuring efficient interaction between management 
and data planes. Special attention should be paid to the de-
velopment of data transfer protocols between components 
of an integrated system, considering the requirements for 
network bandwidth and latency. Architectural solutions 
should provide an optimal balance between the decen-
tralisation inherent in blockchain systems and centralised 
management typical of SDN. An important aspect is the de-
velopment of redundancy and fault tolerance mechanisms 
that guarantee the stability of the integrated system in 
conditions of partial unavailability of network components 
or attempts at malicious interference.

The purpose of the study was to comprehensively an-
alyse the architectural, security, and functional aspects 
of SDN integration and blockchain technologies, aimed 
at developing innovative approaches to ensuring network 
security in the face of ever-growing cyber threats. The 
main objectives of the study included a systematic anal-
ysis of existing approaches, identification of mechanisms 
for strengthening security through SDN and blockchain 
integration, development of a conceptual model of their 
interaction, and a comprehensive assessment of the effec-
tiveness of the proposed integration solutions.

Materials and Methods
The study of the integration of SDN and blockchain tech-
nologies was conducted comprehensively using a wide 
range of information sources and methodological ap-
proaches. The main research material was scientific pub-
lications devoted to the architectural features of SDN and 
blockchain technologies, their security mechanisms, pub-
lished during 2020-2024 in specialised international pub-
lications on information security, network technologies, 
and computer science.

The source base of the study consisted of 42 research 
papers selected for key search queries: “SDN and block-
chain integration”, “blockchain-based SDN security”, “SDN 
security enhancement”, “blockchain in network security”, 
“smart contracts in SDN”. Sources included papers from 
highly rated journals indexed in Scopus and Web of Sci-
ence, such as IEEE Access, Security and Communication 
Networks, Future Internet, Sensors, and other specialised 
publications. The criteria for selecting sources were the 
relevance of the problem, scientific originality, and rele-
vance of research tasks.

The research methodology provided for a structured 
approach to the analysis of scientific sources, which in-
cluded consistent identification, classification, and sys-
tematisation of research papers on the integration of SDN 
and blockchain technologies. The source base was struc-
tured according to the problem-thematic principle, which 
helped to comprehensively disclose the architectural, se-
curity and functional aspects of the technologies under 
study. Additional material was technical specifications and 
standards in the field of SDN and blockchain technologies, 
in particular, OpenFlow, Ethereum, Hyperledger Fabric, 

blockchain technologies, are conditioned by the critical 
need to solve systemic information security problems in 
the face of constantly evolving cyber threats.

Research on the architectural features of SDN demon-
strates its revolutionary potential in rebuilding conven-
tional network infrastructures. T. Alharbi (2020) analysed 
in detail the evolution of SDN, highlighting its ability to 
centrally manage network flows through a clear separa-
tion of the control, infrastructure, and application planes. 
H.N.  Nguyen  et al.  (2021) further highlighted the unique 
advantages of SDN in dynamically configuring network 
policies, in particular, the ability to instantly adapt to 
variable security and load requirements. The main archi-
tectural features of SDN include: first, abstraction of net-
work infrastructure through software interfaces; second, 
centralised management of network resources; and third, 
dynamic routing and configuration of network devices. 
S. Sharma & A. Nag (2023) emphasised that this approach 
allows network operators to manage network resources 
more flexibly and efficiently compared to conventional 
static architectures.

Simultaneously, studies of blockchain technologies 
have revealed their unique potential in ensuring information 
security. S.W. Turner et al. (2023) and L. Elhaloui et al. (2023) 
described in detail the cryptographic mechanisms of the 
blockchain that ensure the immutability and transparency 
of transaction records. They focused on the decentralised 
nature of the technology, which significantly complicates 
unauthorised access and manipulation of data. Key advan-
tages of blockchain technologies include: cryptographic 
information protection, distributed consensus architecture, 
the impossibility of reverse interference in records, and full 
transparency of transactions. Y. Li et al. (2022) proved that 
these properties make blockchain a powerful tool for ensur-
ing data integrity in distributed systems.

A comprehensive analysis of scientific sources revealed 
significant challenges in existing approaches to network 
security, including the vulnerability of conventional net-
work architectures, especially in the IoT ecosystem. E. Bar-
ka et al. (2021) emphasised the need to develop integrated 
protection mechanisms that can dynamically adapt to new 
cyber threats. Prospects for such integration for creating 
resilient network infrastructures were outlined. S.  Wadh-
wa  et al.  (2022) analysed the limitations of consensus 
mechanisms in blockchain systems, whereas S.W. Turner et 
al. (2023) focused on the problems of inter-control interac-
tion in SDN architectures. The analysis of scientific sourc-
es convincingly demonstrates the existence of significant 
unresolved problems in the field of integration of SDN and 
blockchain technologies. 

Existing research is fragmented and does not offer a 
holistic approach to harnessing the potential of these tech-
nologies for network security. The technical implementa-
tion of integration of SDN and blockchain technologies 
requires solving a complex of architectural and operation-
al tasks. Critical aspects include optimising synchronisa-
tion mechanisms between SDN controllers and blockchain  
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which provided a deep understanding of the architectural 
features and mechanisms of interaction of technologies.

The methodological approach was based on a system-
atic study of the integration capabilities of SDN and block-
chain technologies, which provided for the identification 
and critical analysis of key scientific concepts, comparison 
of various opinions, and identification of promising areas 
for further scientific research in the context of network se-
curity. Special attention was paid to the assessment of po-
tential risks and limitations in the implementation of inte-
gration solutions, which allowed forming a more balanced 
understanding of the problem under study.

The sequence of scientific research and methodologi-
cal tools of the study included critical analysis of existing 
architectural solutions and approaches, systematisation 
and comparison of technological characteristics, investi-
gation of network security mechanisms, and evaluation of 
the effectiveness of integration solutions. In the course of 
the study, a comprehensive approach was applied to the 
analysis of architectural features and mechanisms of inter-
action of technologies, which helped to identify key factors 
of successful integration. The research was based on the re-
sults of experimental implementations of blockchain tech-
nologies in the SDN architecture, presented in the studies 
by Y. Li et al. (2022), S.W. Turner et al. (2023), L. Elhaloui et 
al.  (2023). Special attention was paid to the analysis of 
practical implementations, in particular, the BCNBI frame-
work, BlockCSDN, VQoSRR, and other integration solutions.

The specifics of the study necessitated the application 
a cross-technological approach, which helped to com-
prehensively assess the potential of SDN and blockchain 
integration from the standpoint of information security, 
network management, and architectural efficiency. The 
methodological strategy of the study also considered the 
interdisciplinary nature of the problem, which made it 
necessary to integrate approaches from different fields of 
knowledge: information security, network technologies, 
cryptography, and computer science. The application of 
such an integrated approach facilitated the comprehen-
sive investigation of the problem and the development of 
reasonable conclusions about the prospects for integrating 
the technologies under study.

Results and Discussion
Overview of SDN and blockchain technologies
SDN architectural decomposition implements the princi-
ple of separation of functioning planes, which provides 
abstraction of network functions and programmable 
control over the network infrastructure. The fundamen-
tal SDN architecture consists of three functional planes: 
data, control, and application, each of which performs 
specific functions in the overall network management 
hierarchy. Data plane implements mechanisms for trans-
mitting network traffic through switching equipment. Ac-
cording to H. Nejadnik et al. (2020), this plane is charac-
terised by the absence of internal decision-making logic, 
functioning solely based on instructions obtained from 
the control plane. Switching elements of the data plane 
perform atomic packet processing operations in accord-
ance with established routing rules and security policies. 
Control plane implements centralised network infrastruc-
ture management logic. T.  Alam & M.  Aljohani  (2020) 
demonstrated that this plane provides global visibility of 
the network topology and dynamic configuration of net-
work elements. Southbound interface integration creates 
a standardised communication protocol between the con-
troller and data plane devices, which was confirmed by 
J. Sun et al. (2021). Application plane provides a software 
interface for implementing high-level network services 
and management functions. This plane provides an op-
portunity to implement specialised network applications, 
including monitoring systems, service quality control, 
and security mechanisms. The architectural abstraction 
of the application plane allows software management of 
network resources through standardised interfaces for in-
teraction with the control plane.

Figure  1 shows a three-level SDN architecture that 
demonstrates the hierarchical interaction between the 
application plane (upper level), the control plane (middle 
level), and the data plane (lower level). Interaction between 
planes is implemented through standardised Northbound 
and Southbound API interfaces that provide programma-
ble management of the network infrastructure. Each plane 
contains specific functional components that provide an 
appropriate level of abstraction and network management.

Application plane

Network services Security applications QoS management

Control plane

S DN controller Network policies Traffic management

Data plane

Switching units Routers Network elements

Figure 1. SDN architecture
Source: compiled by the authors
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Interaction between functional planes is implemented 
through standardised software interfaces, which ensures 
modularity of the architecture and the possibility of in-
dependent development of each architectural component. 
This decomposition increases the flexibility of the net-
work infrastructure and simplifies the processes of auto-
mating network resource management. Software-oriented 
networks represent an innovative network infrastructure 
management paradigm that provides significant benefits 
for dynamic control of network resources. The main advan-
tages of SDN are centralised management, prompt policy 
configuration, and adaptive routing.

Centralised management is a fundamental charac-
teristic of SDN, which implements global visibility of the 
network topology. Unlike conventional networks, where 
each device requires an individual configuration, SDN im-
plements centralised control through a single controller, 
which optimises administration and minimises the likeli-
hood of configuration errors (Zadkhosh  et al.,  2020). The 
controller implements centralised management functions, 
providing prompt response to network load fluctuations 
and potential security threats. This architecture promotes 
optimal use of network resources through dynamic routing 
optimisation and real-time traffic management.

Quick policy configuration is provided via a program-
mable network resource management interface. Software 
abstraction allows quickly modifying routing rules and se-
curity policies, which is critical for dynamic environments 
with variable network infrastructure requirements. This 
functionality minimises response time to security inci-
dents and optimises network adaptation to changing op-
erating conditions, increasing overall system reliability. If 
anomalies in network traffic are detected, it is possible to 
instantly modify policies to block suspicious data flows.

Routing flexibility is provided by the architectural 
separation of control and data planes. This segregation 
allows optimising routing based on the current state of 
the network infrastructure. The system can dynamically 
adapt to changes in network load while simultaneously 
providing certain quality of service  (QoS) parameters. 
When congestion occurs on certain routes, SDN automat-
ically redirects traffic through alternative paths, which 
minimises latency and packet loss.

Security analysis of SDN architecture calls reveals 
three critical vectors of potential attacks: controller  

vulnerability, control plane DDoS attacks, and Southbound 
API compromise. A controller vulnerability poses a prima-
ry risk due to its centralised role in the SDN architecture. 
Compromising the controller potentially gives an attacker 
full control over the network infrastructure, making it pos-
sible to manipulate traffic routing and gain unauthorised 
access to data. The criticality of this component is condi-
tioned by its function of centralised management of net-
work resources and coordination of network devices.

DDoS attacks on the control plane pose a significant 
threat due to the possibility of disrupting the controller’s 
functionality by exhausting computing resources. Degra-
dation of the controller’s performance leads to a decrease 
in the efficiency of processing requests from network de-
vices, causing delays in data transmission or complete fail-
ure of network services. The classification of DDoS attacks 
includes impact vectors on data planes, controls, and the 
application layer, each of which requires specific security 
mechanisms (Samaan & Jeiad, 2023).

Attacks on the Southbound Interface API, in particu-
lar the OpenFlow protocol, pose risks due to the possibility 
of compromising communication between the controller 
and data plane devices. Potential attack scenarios include 
substitution of command instructions and modification of 
configuration parameters, which can lead to unauthorised 
traffic redirection. Implementing Southbound Interface 
API security mechanisms is critical to ensuring the integri-
ty of network operations and data privacy.

Blockchain technology implements a distributed stor-
age architecture based on three fundamental principles: 
decentralisation, record immutability, and cryptograph-
ic protection. The decentralised blockchain architec-
ture implements distributed data storage through a net-
work of nodes, each of which contains a complete copy 
of the transaction register. According to V.  Vakulenko & 
D.  Smetan  (2024), the lack of centralised control signifi-
cantly increases the system’s fault tolerance and minimis-
es the risks of data compromise. Distributed transaction 
verification ensures transparency and auditability of all 
operations on the network. The architectural organisa-
tion of a blockchain network is shown in Figure 2, which 
demonstrates the structure of a sequential chain of blocks. 
Each block contains a hash of the previous block, which 
provides cryptographic binding and guarantees the integ-
rity of historical records.

Figure 2. Block chain structure in a blockchain network
Source: compiled by the authors
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Figure 3. Smart contract lifecycle structure
Source: compiled by the authors

Figure 4. Areas of research on SDN integration and blockchain
Source: compiled by the authors

The immutability principle is implemented by cryp-
tographically linking blocks to a sequential chain, where 
each block contains the hash value of the previous block. 
According to V. Chobitok & S. Litvinchik (2024), this ar-
chitecture allows modifying historical records without 
breaking the integrity of the entire chain and obtain-
ing consensus among most network nodes. This prop-
erty is critical for applications that require guaranteed 
data integrity. Cryptographic mechanisms ensure the 
security of the blockchain network by integrating data 
encryption in blocks and digital signatures to authenti-
cate transactions. Implementing consensus mechanisms 
such as Proof of Work and Proof of Stake ensures network 
state consistency and protection against unauthorised 
data modifications. The integrated application of cryp-
tographic primitives creates a solid foundation for ensur-
ing the integrity and confidentiality of information in a 
distributed environment.

Blockchain technology is differentiated into two fun-
damental types of architectures: public and private, each 
of which is characterised by specific properties and func-
tional limitations. A public blockchain implements an open 
network architecture with unlimited access to transaction 
validation and data viewing. Based on the definition by 
S. Al-E’mari et al.  (2021), the key characteristics are high 
transparency of operations, increased resistance to attacks 
through a distributed architecture, and open access to 

network infrastructure. However, the scalability of public 
blockchains is limited due to the need to reach consen-
sus between a significant number of nodes, which affects 
transaction latency and overall system performance (Li et 
al., 2022). A private blockchain implements a closed archi-
tecture with controlled access of participants. This model 
provides optimised performance due to the limited number 
of validation nodes and an increased level of data priva-
cy. However, centralising access control creates potential 
vulnerabilities due to the concentration of management in 
a limited group of participants. A comparative analysis of 
architectures demonstrates a trade-off between decentral-
isation and performance: public blockchains provide max-
imum transparency and resilience to manipulation, while 
private blockchains optimise performance and privacy 
through partial centralisation of control.

Smart contracts implement software logic on the 
blockchain platform to automatically fulfil contractual ob-
ligations when certain conditions occur. The principle of 
their operation is based on deterministic algorithms and 
immutability of programme code after deployment on the 
network. Figure 3 shows the main stages of the smart con-
tract lifecycle: from initial deployment through condition 
verification to performing operations and updating the 
state in the blockchain. The cyclical nature of the process 
demonstrates constant verification of conditions and auto-
matic execution of operations when they occur.

Contract deployment Verification of conditions Execution of operations

Status update Transaction in the blockchain

The functionality of smart contracts is implemented 
through automated execution of pre-programmed condi-
tions. The process involves verifying trigger conditions, 
performing appropriate operations, and recording the re-
sults in the blockchain. Such automation minimises the 
need to involve intermediaries and reduces the risks as-
sociated with the human factor. The security mechanisms 
of smart contracts are based on cryptographic primitives 
and properties of the blockchain platform. Implementation 
on platforms such as Ethereum ensures code immutabili-
ty and protection against unauthorised interference. The  

decentralised nature of contract execution increases resist-
ance to manipulation and fraud.

The analysis of scientific research in the field of inte-
gration of SDN and blockchain technologies demonstrates 
several key areas of development. Current research focuses 
on architectural solutions, security mechanisms, and spe-
cific applications in the context of IoT systems. Figure  4 
shows the main areas of research, including the develop-
ment of architectural solutions, security mechanisms, and 
specific applications in IoT systems, reflecting the complex 
nature of SDN integration and blockchain technologies. 

IoT systems

IoT security
Productivity

Energy efficiency

Security

Validation
Access control
Data security

Architecture

Scalability
Hierarchy

Integration
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Fundamental research on SDN and blockchain in-
tegration architectures focuses on developing effective 
mechanisms for component interaction. L.  Elhaloui  et 
al.  (2023) explored the potential of integration for IoT 
systems, focusing on optimising the security and perfor-
mance of network infrastructure. W.  Li  et al.  (2020) and 
R.  Kovacs  et al.  (2024) proposed architectural solutions 
for scalable networks, focusing on validating network 
functions and optimising performance. S. Nithyaselvaku-
mari et al.  (2023) focused on mechanisms to improve se-
curity through blockchain integration into SDN, offering 
new architectural solutions for mobile networks.

The implementation of blockchain technology in the 
SDN architecture implements three key security mecha-
nisms: decentralised storage of security policies, secure 
management of event logs, and automation of routing 

through smart contracts, which is schematically shown in 
Figure 5, which reflects the hierarchical structure of securi-
ty mechanisms and their functional relationships.

Decentralised storage of security policies, investi-
gated by H.N.  Nguyen  et al.  (2021), ensured immutability 
and verifiability of network configurations. The distribut-
ed blockchain architecture minimises the risks associated 
with centralised management of SDN controllers, which is 
demonstrated at the top of the diagram through the con-
nection between the “Blockchain” and “Security policies” 
blocks. Secure event log management presented in the paper 
by E. Barka et al. (2021), implements mechanisms for audit-
ing and verifying network operations, which is reflected in 
the central part of Figure 5 through the “Event logs” compo-
nents. The blockchain ensures immutability of historical re-
cords and prevents unauthorised modification of event logs.

Authentication
Security policies

Policy validation

Event audit
Blockchain Event logs

Record integrity

Routing
Smart contracts

Flow verification

Figure 5. Blockchain-based security mechanisms in SDN
Source: compiled by the authors

The study by A. Derhab et al. (2021) demonstrated the 
effectiveness of smart contracts for automating routing in 
SDN, which is shown at the bottom of the diagram through 
smart contract nodes and their relationships with rout-
ing components. Blockchain validation of network stream 
updates increases the reliability and security of routing. 
J.  Hu  et al.  (2021) proposed an edge computing architec-
ture with an integrated blockchain for verifying data flows 
in IoT networks running SDN, which corresponds to the 
complex interaction of all components presented in the di-
agram and optimises security at the switching level.

The implementation of blockchain technology in 
software-oriented networks demonstrates practical im-
plementation through a number of technical solutions 
and architectural approaches, which is confirmed by im-
plemented projects in various application domains. The 
BCNBI framework implements a comprehensive mech-
anism for protecting the northern interface in the SDN 
architecture through the implementation of a multi-level 
transaction verification system between the controller and 
network applications. The solution provides decentralised 
verification of requests to the controller, cryptographic 
verification of the identity of network applications, and 
an immutable transaction register for network operations 
audit (Algarni et al., 2022).

The blockCSDN collective intrusion detection sys-
tem implements a distributed mechanism for exchanging 
threat data through synchronisation of information be-
tween network nodes. The system architecture implements 
a consensus mechanism for verifying new threats and de-
centralised storage of attack signatures, which significant-
ly increases the effectiveness of intrusion detection (Li et 
al., 2022). The practical implementation of smart contracts 
for routing automation demonstrates efficiency through 
automatic validation of routing rules and programmable 
logic for optimising network flows. Network status verifica-
tion mechanisms via the blockchain ensure the reliability 
and security of routing.

The VQoSRR model implements an integrated ap-
proach to service quality management through dynamic 
adaptation of QoS parameters and blockchain validation 
of service quality policies. Automated resource manage-
ment optimises the transmission of video content over 
the network. According to research W.  Guo  (2023), ex-
panding the scope of SDN and blockchain integration to 
supply chain management demonstrates the versatility of 
the approach by automating compliance verification and 
controlling logistics operations using smart contracts. The 
combination of technical solutions presented confirms 
the practical viability and effectiveness of integrating  
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SDN and blockchain technologies in various application 
areas, demonstrating the potential for further develop-
ment and implementation.

Analysis of the benefits  
of SDN and blockchain integration
Blockchain technology provides multi-level data protec-
tion in the SDN management plane through the imple-
mentation of cryptographic mechanisms and decentral-
ised information storage. Architectural integration of the 
blockchain into SDN implements the mechanism of immu-
tability of records through cryptographic binding of blocks, 
where modifying data in one block requires recalculating 
the hash values of all subsequent blocks. This structure 
guarantees the integrity of security policies and routing 
rules in the SDN infrastructure. Blockchain cryptographic 
mechanisms implement a digital signature system for au-
thenticating transactions and verifying access to network 

resources. Research confirms the effectiveness of block-
chain authentication for protecting network information 
exchange in the SDN architecture.

Blockchain implementation for event log management 
provides verification of data flows at the edge switch level, 
which optimises real-time anomaly detection. The distri-
bution architecture increases the transparency of network 
operations and the effectiveness of security monitoring 
(Sinha  et al.,  2024). Automation of routing management 
is implemented through smart contracts that provide pro-
grammable validation and execution of routing policies. 
According to Z. Zeng et al. (2022), this integration increas-
es the efficiency of traffic management and minimises the 
risks of unauthorised route modification. Smart contracts 
implement an automated mechanism for managing access 
policies in the SDN architecture, which is schematically 
shown in Figure 6, which illustrates the interaction of ac-
cess control system components.

Access control

Request verification Policy review Compliance with rules

Smart contracts

Access control contract Registration contract Judge contract

SDN-controller

Control plane Flow tables

Figure 6. Smart contract-based access control architecture in SDN
Source: compiled by the authors

The FACSC fine access control method implements 
multi-level verification using an attribute control model. 
The system implements the following functional compo-
nents: an attribute verification module, an access policy 
validator, and a dynamic rule update mechanism. Smart 
contract integration provides automatic request validation 
and policy modification in real time.

The SC-CAAC scheme extends functionality by imple-
menting context-sensitive verification mechanisms. The 
architecture combines context analysers that evaluate user 
parameters, time characteristics, and environment speci-
fications. Smart contracts automate the decision-making 
process based on multivariate contextual data analysis. 
The integrated access control system implements three 
types of smart contracts, which is reflected in the central 
part of Figure 6: the access control contract (ACC) validates 
requests, the registration contract (RC) manages accounts, 
and the judge contract (JC) provides system monitoring. 
This architecture optimises authentication and abnormal 
behaviour detection processes (Alotaibi et al., 2022; Nandi-
yanto et al., 2023; Merlec & In, 2024).

Integrated security architecture proposed by J.  He & 
C. Li (2022) integrates dynamic policy management through 

programmable smart contracts with the SDN controller sys-
tem, providing flexible reconfiguration of network policies. 
Automation principles demonstrate effectiveness in vari-
ous application areas, including financial transactions and 
contract management. The implementation of blockchain 
technology in event logging systems implements complex 
mechanisms for immutable storage and cryptographic ver-
ification of data through a distributed architecture that pro-
vides a high level of security and transparency.

Cryptographic verification and journal immutability 
provided by blockchain demonstrates critical importance 
for protecting sensitive data in healthcare and genomic 
research. Blockchain mechanisms guarantee the confiden-
tiality and integrity of information through a distributed 
transaction register, which eliminates unauthorised data 
modification. The implementation of these mechanisms 
optimises the processes of auditing and controlling access 
to sensitive information (Gürsoy et al., 2020).

Blockchain integration with IPFS implements an op-
timised storage architecture that provides scalability and 
efficient search through the implementation of smart 
contracts. The distribution architecture increases data 
availability while maintaining its security, and integration  
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with IPFS optimises the management of large amounts 
of data. Research by P. Patel & H. Patel (2023) confirmed 
the effectiveness of such a hybrid architecture for cryp-
tographic storage, providing an optimal balance between 
performance and security.

Systematic analysis of process mining demonstrated 
the potential of the blockchain to optimise operational pro-
cesses through data tracking and analysis mechanisms. The 
implementation of these mechanisms allows organisations 
to improve the efficiency of business processes through 
transparent tracking and verification of operations. A dis-
tributed logging system provides protection against tam-
pering while maintaining high performance in scalable sys-
tems (Shekhtman & Waisbard, 2021; M’Baba et al., 2022).

The technological evolution of blockchain and IPFS 
opens up prospects for the development of advanced en-
cryption algorithms and optimisation of consensus mech-
anisms. Integration of new cryptographic primitives and 
improved consensus protocols improves the efficiency of 
event logging systems. Research in this area focuses on de-
veloping standardised approaches to implementing block-
chain systems that meet modern information security and 
scalability requirements.

Implementation of smart contracts for automated 
implementation of routing rules and security policies im-
plements programmable control mechanisms in distribu-
tion systems. The smart contract architecture provides 
automatic fulfilment of conditions when verifying certain 
triggers, minimising dependence on the human factor in 
critical security processes. The functionality of smart con-
tracts in the context of security is implemented through 
automated mechanisms for controlling access and veri-
fying user rights. Integration with blockchain platforms 
ensures the immutability and transparency of contract 
fulfilment, which increases the overall level of system se-
curity. The technical implementation of smart contracts on 
the Ethereum platform implements cryptographic security 
mechanisms and consensus protocols for verifying transac-
tions. The system architecture makes it impossible to mod-
ify contracts without reaching network consensus, which 
guarantees the integrity of security policies.

The development of smart contracts requires the im-
plementation of secure software patterns and compliance 
with security standards to minimise potential vulnerabil-
ities. Integrating best development practices is critical to 
ensuring the reliability and security of automated access 
control systems. Integration of blockchain technology 
into access and security policy management systems im-
plements automation of administrative processes through 
a distribution architecture and an immutable transaction 
register. For example, the PyRos system implements state 
channels for automated access control in public blockchain 
networks, optimising performance by reducing manual op-
erations. The system architecture provides access verifica-
tion and real-time transaction monitoring.

The distribution registry minimises information asym-
metry by automatically documenting transactions and 

verifying access. The implementation of smart contracts 
automates verification and control processes, reducing 
dependence on manual administration. Software-oriented 
networks integrate the blockchain for automatic monitor-
ing of network activity and access control. Decentralised 
applications implement programmable resource manage-
ment mechanisms through consensus protocols and cryp-
tographic primitives. Technological integration optimises 
operational efficiency by automating access control and 
reducing manual processes while maintaining a high level 
of system security and transparency.

The analysis of current research demonstrated a wide 
range of smart contract implementations for automating 
the security of information systems. There is a systemat-
ic integration of blockchain technologies into access con-
trol and security verification mechanisms. The significant 
potential of this technology for optimising security man-
agement processes can be stated. Fundamental research 
by D.V. Lubko & M.Yu. Miroshnichenko (2024) in the field 
of information security confirmed the effectiveness of us-
ing security classes to develop automated policies based 
on smart contracts. The proposed approach provides for-
malisation of audit processes and measurement of the 
effectiveness of security mechanisms through automated 
verification protocols. Significant progress is being made 
in the field of smart cities, where the implementation of 
blockchain technologies provides an increased level of se-
curity through automated transaction tracking and access 
verification (Palka, 2023). Automation of access control to 
critical infrastructure elements, including monitoring and 
resource management systems, is of practical importance.

Special attention should be paid to the use of smart 
contracts in e-government systems. Research S.  Vasyly-
shyn & I. Origskuu (2022) demonstrated the effectiveness 
of automating verification processes for access to confi-
dential data through the implementation of cryptographic 
mechanisms and consensus protocols. International re-
search H. Jamshed et al. (2022) focused on analysing smart 
contract vulnerabilities and developing automated security 
verification methods. The relevance of developing formal 
validation methods and secure programming environments 
were confirmed by the growing number of smart contract 
implementations in critical systems. The integration of 
machine learning methods to optimise verification pro-
cesses demonstrates promising results (Ali & Chen, 2023). 
Further development of the technology involves improving 
the tools for automated security testing of smart contracts 
and implementing standardised development protocols. A 
critical factor remains the need for a balance between au-
tomating security processes and ensuring the reliability 
of verification mechanisms. Optimising the performance 
of automated security systems requires developing robust 
validation methods and improving verification protocols.

Micro-segmentation and dynamic authentication 
mechanisms implement a comprehensive approach to 
protecting network infrastructure from internal threats 
through the implementation of isolated segments and 
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context-sensitive access verification. Micro-segmenta-
tion implements a security architecture by creating iso-
lated network zones with differentiated access policies. 
The technology minimises the area of potential attack by 
limiting lateral movement between segments. Functional 
implementation includes virtualisation of network com-
ponents and implementation of controlled access points. 
Dynamic authentication implements multi-factor user 
verification based on contextual parameters, including ge-
olocation, time characteristics, and behavioural patterns. 
The system provides continuous verification of access 
rights by integrating multiple authentication factors and 
mechanisms for detecting abnormal activity. Integrating 
micro-segmentation with dynamic authentication forms 
a multi-level security architecture. Each network segment 
implements specific authentication mechanisms optimised 
for specific security requirements. The system provides au-
tomated detection and blocking of suspicious activity by 
analysing deviations from established access patterns.

The architectural solution demonstrated high effi-
ciency in countering internal threats through a combina-
tion of network space segmentation and dynamic access 
control. The technology optimises the processes of detect-
ing and neutralising potential attacks while maintaining 
the operational efficiency of the network infrastructure. 
Integration of blockchain technology into the Zero Trust 
model implements an improved security mechanism 
through the implementation of the principles of zero trust 
and distributed verification. The architectural solution 
provides an increased level of protection against internal 
threats through permanent access validation. The distrib-
utive nature of the blockchain optimises authentication 
and access control processes by implementing multi-fac-
tor verification in an immutable registry. The technology 
provides context-sensitive validation of users, considering 
behavioural patterns and access specifics.

The blockchain-based Zero Trust model solves scalabil-
ity and adaptability problems through a decentralised data 
storage and verification architecture. The system provides 
transparency and traceability of transactions, optimising 
the detection of anomalies and potential threats. Dynam-
ic authentication within the blockchain infrastructure im-
plements the “never trust, always verify” principle through 
continuous access validation. The architecture supports 
adaptive security policies optimised for the specific require-
ments of various industry applications. The immutability 
and transparency of the blockchain registry ensure effective 
audit and monitoring of network activity. The implementa-
tion of zero-trust policies in the blockchain provides a solid 
foundation for detecting and preventing internal threats 
through continuous analysis of user behaviour.

Problems and limitations of SDN  
and blockchain integration
The issue of scalability of blockchain technologies is 
determined by bandwidth limitations and increased re-
quirements for computing resources when processing 

transactions in large networks. Transaction confirmation 
delays occur due to architectural limitations of consen-
sus mechanisms and block size. In the Bitcoin network, 
latency is caused by the time it takes to form blocks, 
while in Ethereum, additional delays are caused by the 
computational complexity of executing smart contracts. 
Integration of smart contracts significantly affects net-
work bandwidth due to the need for parallel execution of 
programme code on all nodes. Increased consumption of 
computing resources during mass user interaction with 
smart contracts leads to an increase in latency and an in-
crease in the cost of transactions.

Scalability optimisation is implemented through the 
introduction of second-level technologies and modifica-
tion of consensus mechanisms. Lightning Network and 
Optimistic Rollups provide processing of transactions out-
side the main chain, reducing network load. Migrating from 
Proof of Work to Proof of Stake demonstrates the poten-
tial to increase throughput by optimising the transaction 
validation process. Further development of scalable solu-
tions requires a comprehensive approach to optimising 
the blockchain network architecture, including improving 
consensus protocols and sharding mechanisms for parallel 
transaction processing.

The introduction of blockchain technology in soft-
ware-oriented networks has a significant impact on sys-
tem performance, especially on data processing speed 
and flow management. SDN provides centralised network 
management, which increases the flexibility and speed of 
configuring network resources. However, as noted by T. Al-
harbi (2020), the centralised SDN architecture can become 
a bottleneck under high load, which negatively affects the 
speed of data processing.

Blockchain integration into SDN allows distributing the 
load and reducing data processing delays. The blockchain 
provides an additional layer of security that speeds up detec-
tion and response to attacks such as DDoS. This allows the 
system to filter malicious traffic faster and focus on legiti-
mate requests, improving the overall data processing speed.

In addition, the implementation of blockchain opti-
mises flow management in SDN. H.N. Nguyen et al. (2021) 
noted that the distribution of authentication methods 
through the blockchain increases the security and speed 
of information processing, reducing delays associated 
with verification of access rights. The blockchain also al-
lows implementing policy-oriented forwarding control in 
multi-domain SDN networks, automating routing based on 
predefined policies. This significantly improves data pro-
cessing speed and flow management efficiency.

Comparing SDN performance before and after block-
chain implementation shows a significant improvement 
in data processing speed and flow management efficiency. 
Blockchain solves the problems of a centralised SDN archi-
tecture by providing load distribution, speeding up attack 
detection and response, optimising authentication and 
routing, and improving the security and sustainability of 
the system as a whole. These advantages make blockchain 
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integration into SDN a promising area for further devel-
opment and improvement of software-oriented networks.

The introduction of private blockchain solutions and 
hybrid approaches is a promising area for solving the prob-
lem of delays in processing transactions in blockchain net-
works. Private blockchains, by restricting access to the net-
work, reduce the number of participants required to verify 
transactions, and allow for more efficient consensus mech-
anisms such as Practical Byzantine Fault Tolerance (PBFT), 
which reduces latency compared to conventional algorithms 
such as Proof of Work. Hybrid blockchain solutions, com-
bining elements of public and private blockchains, provide 
an optimal balance between security and performance. The 
use of sharding in hybrid blockchains helps to distribute the 
load between network segments and process transactions in 
parallel, increasing system throughput.

The integration of artificial intelligence  (AI) into 
blockchain technologies allows automating transaction 
confirmation processes and adapting real-time security 
parameters, reducing delays and improving the system’s 
response to changes in workload and threats. Implement-
ing more efficient consensus algorithms, such as hybrid al-
gorithms, Directed Acyclic Graph (DAG), or Lightning Net-
work, provides a balance between security, scalability, and 
processing speed, helping to process thousands of trans-
actions per second and significantly reducing latency. The 
use of protocol or wallet-level load balancing methods in 
sharded blockchains contributes to an even distribution of 
the load between network participants, reducing transac-
tion processing delays.

To maximise the performance optimisation of block-
chain systems, it is also necessary to consider additional 
factors and implement comprehensive solutions. The use 
of off-chain transaction processing technologies, such 
as state channels or plasma, reduces the burden on the 
underlying blockchain network by conducting most off-
chain transactions while maintaining data security and 
integrity. Optimising the architecture of blockchain net-
works, in particular, the topology and protocols of com-
munication between nodes, improves the efficiency of 
information dissemination and reduces delays. The use 
of hardware accelerators, such as GPUs or specialised in-
tegrated circuits (ASIC), increases transaction processing 
speed and reduces latency by optimising critical opera-
tions. Implementing standardised interaction protocols 
and data formats in the blockchain ecosystem simplifies 
the integration of various blockchain platforms and ap-
plications, reducing the overhead of data matching and 
transformation between systems.

Thus, an integrated approach that combines the inte-
gration of private and hybrid blockchain solutions, the use 
of AI, efficient consensus algorithms, load balancing meth-
ods, off-chain technologies, network architecture optimi-
sation, hardware acceleration and protocol standardisation 
can effectively solve the problem of delays in blockchain 
networks and ensure high performance and scalability of 
blockchain systems. The security of smart contracts is a 

critical aspect in the context of blockchain technologies. 
Smart contracts, being self-contained and immutable soft-
ware artefacts, require careful design and implementa-
tion to avoid potential vulnerabilities. Errors in the smart 
contract code can lead to unpredictable behaviour, loss of 
funds, or exploitation by attackers. One of the main prob-
lems is the complexity of smart contract programming lan-
guages such as Solidity, which increases the likelihood of 
development errors. The lack of standardised secure coding 
practices and limited testing capabilities make it difficult 
to identify and address vulnerabilities before deploying 
contracts on the blockchain network. In addition, smart 
contracts are vulnerable to transaction-level attacks. At-
tackers can manipulate the order or timing of transactions 
to exploit flaws in contract logic. Examples of such attacks 
include re-entrance attacks, where a malicious contract re-
cursively calls victim functions, or front-running attacks, 
where the attacker uses information about future transac-
tions to gain an advantage.

To solve these problems, it is necessary to implement 
comprehensive security measures. This includes carefully 
designing the smart contract architecture, using proven 
design patterns and libraries, and conducting comprehen-
sive code audits and testing. The use of formal verification 
methods can help to guarantee the correctness and securi-
ty of smart contracts mathematically. It is also important 
to develop and comply with standards for secure coding of 
smart contracts, ensure proper key management, and im-
plement mechanisms for emergency suspension or renewal 
of contracts in case of critical vulnerabilities. 

Ensuring the security of smart contracts requires a 
comprehensive approach that combines careful design, 
regular code audits, testing, and compliance with secure 
programming standards. Smart contract security audits are 
conducted by independent cybersecurity experts who con-
duct a thorough analysis and verification of contract code 
for potential vulnerabilities and flaws. Audit includes static 
code analysis, dynamic testing, verification of contract logic, 
and evaluation of potential attack vectors. The audit results 
allow identifying and eliminating critical vulnerabilities 
before deploying a smart contract in a blockchain network.

The use of security standards in the development of 
smart contracts is a key factor in minimising risks. Stand-
ards such as OpenZeppelin offer proven design patterns, 
libraries, and recommendations for secure programming in 
Solidity. Compliance with these standards avoids common 
errors and vulnerabilities, such as integer overflow, incor-
rect access control, or lack of input validation. Security 
standards also define best practices for key management, 
exception handling, and providing emergency mechanisms 
in case critical errors are detected in smart contracts.

Regular security audits and compliance with secure 
programming standards are essential conditions for en-
suring the reliability and integrity of smart contracts. 
These measures allow minimising the risks of exploiting 
vulnerabilities by intruders and ensuring the correct op-
eration of smart contracts in the blockchain environment.  
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Integrating blockchain technology into large-scale infra-
structures, such as corporate or telecommunications net-
works, is a complex and potentially costly process. How-
ever, the potential benefits, including increased security, 
transparency, and efficiency, have prompted many organ-
isations to consider implementing blockchain. A compre-
hensive assessment of the costs and benefits associated 
with implementing blockchain solutions is crucial for mak-
ing informed decisions.

Implementation costs vary depending on factors such 
as the architecture chosen, data volume, and industry 
requirements. Organisations should consider both one-
time and fixed costs, including development, testing, in-
tegration, and maintenance. The involvement of external 
developers may be necessary if internal resources do not 
have experience with the blockchain. Significant invest-
ments in new infrastructure, such as hardware and soft-
ware upgrades, may be required to support the technolo-
gy, especially for large enterprises with existing complex 
data management systems.

Despite the high initial costs, implementing a block-
chain can bring significant benefits. Increased transparen-
cy and data security can reduce fraud risks and reduce audit 
and control costs, as the blockchain provides an immuta-
ble record of all transactions. Improving the efficiency of 
data management allows organisations to respond faster to 
market changes and reduce information processing costs, 
which is especially important in telecommunications net-
works, where data processing speed is extremely important.

Hybrid blockchain solutions that combine public and 
private blockchains can reduce implementation costs by 
providing flexibility and scalability, enabling organisations 
to adapt their systems to changing environments and use 
available resources. Maintenance costs are another impor-
tant factor. Blockchain systems need constant monitoring 
and updates to ensure security and efficiency, including 
staff training, software updates, and risk management. To 
further optimise the cost-benefit ratio, organisations can 
explore the following strategies: collaborative develop-
ment, step-by-step implementation, standardisation, au-
tomation, and scalability planning.

Thus, while the costs of implementing blockchain 
technology in large-scale infrastructures can be significant, 
the potential benefits in terms of increased security, trans-
parency, and efficiency may substantiate the investment. 
Careful cost-benefit assessment combined with strategic 
approaches to optimising the cost-benefit ratio is important 
for organisations planning to implement blockchain. As 
technology evolves and best practices emerge, implemen-
tation costs are likely to decrease, making blockchain inte-
gration more accessible and cost-effective for a wider range 
of organisations. The combination of software-configur-
able network and blockchain technologies creates signifi-
cant technical challenges for configuring and maintaining 
integrated systems. Effective implementation and manage-
ment of such complex infrastructures requires a high level 
of qualification and specialised knowledge of personnel.

The technical complexity of configuring SDN and 
blockchain integration is conditioned by the need to en-
sure compatibility between different protocols, interfaces, 
and architectures. Configuring network policies, routing 
rules, and consensus mechanisms for optimal interaction 
between SDN controllers and blockchain nodes requires a 
deep understanding of both technologies. In addition, en-
suring data security, confidentiality, and integrity in such a 
hybrid environment is a non-trivial task that requires care-
ful design and implementation of cryptographic protocols 
and access control mechanisms.

Support for integrated SDN and blockchain systems is 
also associated with significant challenges. Performance 
monitoring, anomaly detection, and troubleshooting in 
a distributed environment require the use of specialised 
tools and techniques. Updating and scaling such systems 
should be performed with minimal impact on network 
availability and uptime. In addition, the constant evolu-
tion of SDN and blockchain technologies requires regular 
updating of personnel knowledge and skills to effectively 
manage and adapt to new functionality and standards.

Managing Integrated SDN and blockchain systems re-
quires interdisciplinary expertise covering network tech-
nologies, distributed systems, cryptography, and infor-
mation security. Employees must have a deep knowledge 
of the SDN architecture and operating principles, and an 
understanding of the consensus mechanisms, smart con-
tracts, and cryptographic primitives underlying block-
chain technologies. The ability to effectively integrate this 
knowledge and apply it to solve complex technical prob-
lems is a key requirement for specialists in this field.

Given the high requirements for staff qualifications, 
organisations need to invest in talent training and devel-
opment to successfully implement and manage Integrated 
SDN and blockchain systems. This may include internal 
training programmes, collaboration with academic insti-
tutions, and participation in professional communities to 
share knowledge and best practices. In addition, the in-
volvement of external experts and consultants can provide 
valuable support in solving complex technical problems 
and optimising management processes.

Development prospects  
and possible areas for further research
One of the promising areas of development of the identi-
fied approaches is the development of private blockchain 
solutions for scalable networks, which are conditioned 
by the dynamic transformations of the technological 
landscape of corporate and telecommunications infra-
structures. Modern blockchain technologies demonstrate 
the potential to optimise processes by increasing secu-
rity, reducing latency, and providing controlled access 
to distributed systems. Private blockchain platforms, in 
particular, Hyperledger Fabric, represent an innovative 
approach to building corporate networks with a clear-
ly regulated mechanism for verifying participants. The 
selective access property allows minimising the risks of  
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unauthorised interference and ensuring high perfor-
mance of transactional operations.

Hybrid blockchain architectures demonstrate the 
unique ability to integrate the benefits of public and pri-
vate networks, which creates additional opportunities for 
adaptive customisation of corporate ecosystems. This ap-
proach allows for a differentiated level of transparency and 
control, depending on the specifics of business processes. 
Leading technology solutions such as Hyperledger Fabric, 
Corda, and Quorum are expanding the corporate commu-
nications paradigm by implementing decentralised au-
thentication and verification mechanisms. Of particular 
importance is the potential of such platforms in the tele-
communications sector, where the security parameters and 
speed of information exchange are critical.

The strategic advantages of private blockchain solu-
tions are the ability to implement specialised consensus 
algorithms, such as Practical Byzantine Fault Tolerance, 
which significantly optimises the speed of transaction 
confirmation compared to conventional consensus mech-
anisms. The technology creates prerequisites for the 
development of a trust environment within corporate 
and inter-corporate communication spaces (Jamshed  et 
al.,  2022). Prospects for further development are related 
to improving the mechanisms of identification, access 
control, and ensuring a high level of cybersecurity in dis-
tributed corporate networks. Blockchain technologies can 
transform approaches to risk management, optimisation 
of financial transactions, and inter-organisational interac-
tion. The integration of machine learning, artificial intelli-
gence and blockchain technologies with software-oriented 
networks is causing vigorous discussions in the scientific 
community. Although M. Aslam et al.  (2022) emphasised 
the significant potential of such synergies for automating 
security processes, their conclusions were based main-
ly on theoretical modelling. In the context of detecting 
anomalies, R. Jmal et al. (2023) advocated the sufficiency 
of blockchain data to effectively detect malicious activity, 
whereas S.K. Sinha et al. (2024) argued for the need for an 
integrated approach that combines blockchain data with 
conventional monitoring methods.

Practical implementations also show mixed results. 
The study by R. Kovacs et al.  (2024) represented the suc-
cessful implementation of automation in large networks, 
but M.M. Merlec & H.P. In (2024) found significant limita-
tions in the scalability of such solutions. There is a particu-
larly heated debate about the role of artificial intelligence 
in blockchain systems – S.W. Turner et al. (2023) made rea-
sonable reservations about the potential risks of fully au-
tomating decision-making, whereas P.A.D.S.N. Wijesekara 
& S. Gunawardena (2023) insists on the need for maximum 
automation to counter modern cyber threats. In the light 
of these discussions, the integration of the Zero Trust con-
cept into the SDN network architecture using blockchain 
technologies, which represents an innovative approach 
to ensuring cybersecurity in distributed corporate envi-
ronments, is particularly relevant. The fundamental Zero 

Trust paradigm is based on the principle of “trust no one 
by default”, which provides for continuous authentication, 
authorisation, and verification of each network request, 
regardless of its origin. Blockchain mechanisms add a fun-
damentally new level of security to the Zero Trust archi-
tecture due to the immutability and distributed nature of 
network event logging. Each network transaction or access 
request can be documented in a distributed ledger with 
cryptographic protection, which prevents tampering or un-
authorised interference.

The SDN architecture with integrated blockchain 
provides dynamic and granular management of network 
security policies. The smart contract mechanism allows 
automating the processes of identification, determining 
access levels, and instant response to potential threats in 
real time. The cryptographic mechanisms of the blockchain 
create an additional barrier to internal and external cyber 
threats, as each network node undergoes multi-level au-
thentication using decentralised identifiers. This makes 
unauthorised access impossible even if individual network 
components are compromised.

Integration is particularly effective due to the immu-
tability property of the blockchain registry, which ensures 
complete auditability and traceability of all network inter-
actions. Each network request is recorded in a distributed 
database with a unique cryptographic signature, which cre-
ates a reliable monitoring mechanism. The architectural 
approach involves creating a multi-level security system, 
where each network node is considered potentially unreli-
able. Blockchain mechanisms allow implementing contex-
tual and behavioural analytics that dynamically adapt se-
curity policies depending on detected network anomalies. 
The integration of Zero Trust with blockchain technologies 
in the SDN architecture represents a promising area in the 
evolution of cybersecurity systems, providing proactive 
protection of corporate information infrastructures from 
complex and dynamic cyber threats.

Conclusions
The study revealed the comprehensive potential of inte-
grating software-defined networking and blockchain tech-
nologies in the context of network security. This study 
demonstrated significant progress in developing innovative 
approaches to protecting network infrastructure through a 
combination of the capabilities of both technologies. This 
study examines a conceptual model for integrating SDN 
and blockchain, which has provided an increased level of 
cybersecurity through decentralised management, cryp-
tographic protection, and immutability of network trans-
actions. It identifies architectural solutions for multi-level 
protection of network infrastructure, including decentral-
ised storage of security policies, secure event log manage-
ment, and routing automation using smart contracts; the 
effectiveness of implementing the Zero Trust concept us-
ing blockchain technologies has been substantiated. The 
proposed architectural solutions theoretically substanti-
ated the possibilities of increasing the level of protection 
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of network infrastructure, especially in IoT environments, 
telecommunications, and corporate networks. The analy-
sis showed that such solutions can potentially minimise 
the risks of unauthorised access, ensure transparency of 
network operations and improve the efficiency of network 
resource management, but this requires practical verifi-
cation. The results of the study showed that the proposed 
architectural solutions provide an increase in the resilien-
cy of information systems in various application environ-
ments. In particular, there was a significant improvement 
in protection in IoT environments, telecommunications 
networks, and corporate infrastructures by minimising the 
risks of unauthorised access, ensuring transparency of net-
work operations, and improving the efficiency of network 
resource management.

The main limitations of the study were the theoretical 
nature of the developed model and the lack of full-scale 
testing under real loads. Further research is needed to 
detail the specification of industry implementations and 

evaluate the cost-effectiveness of implementation. Prom-
ising areas of research are in-depth integration of artificial 
intelligence and machine learning with SDN and block-
chain technologies, development of improved consensus 
mechanisms, optimisation of security protocols, and crea-
tion of standardised approaches to the implementation of 
hybrid blockchain architectures. Further research should 
be aimed at overcoming the identified limitations and ex-
panding the potential of integration solutions in the field 
of network security.
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Анотація. Дослідження було присвячене комплексному аналізу інтеграційного потенціалу технологій  
software-defined networking та блокчейн для забезпечення мережевої безпеки в умовах еволюції кіберзагроз. 
Методологія дослідження ґрунтувалась на системному підході з використанням 46 наукових джерел, 
опублікованих впродовж 2020-2024 років, та передбачала критичний аналіз архітектурних рішень, порівняння 
технологічних характеристик та оцінку інтеграційних можливостей. Результати дослідження розкривають 
унікальний потенціал синергії software-defined networking та блокчейн, що забезпечує підвищення рівня 
кібербезпеки через децентралізацію управління, криптографічний захист та незмінність мережевих транзакцій. 
Встановлено, що інтеграція технологій дозволяє реалізувати принципово нові механізми захисту, зокрема 
автоматизацію політик безпеки через смарт-контракти, динамічний контроль доступу на основі блокчейн 
та підвищення резильєнтності інформаційних систем. Було виявлено ключові архітектурні рішення, що 
забезпечують багаторівневий захист мережевої інфраструктури: децентралізоване зберігання політик безпеки, 
захищене управління журналами подій та автоматизація маршрутизації через смарт-контракти. Доведено 
ефективність впровадження концепції Zero Trust з використанням блокчейн-технологій, що створює принципово 
новий підхід до кіберзахисту корпоративних мереж. Архітектурні рішення демонструють високу ефективність 
у забезпеченні захисту мережевої інфраструктури, особливо в IoT-середовищах, телекомунікаційних та 
корпоративних мережах. Наукова новизна дослідження полягає в обґрунтуванні концептуальної моделі 
інтеграції software-defined networking та блокчейн, яка суттєво перевершує можливості традиційних підходів 
до забезпечення мережевої безпеки. Результати дослідження та розроблені рекомендації щодо впровадження 
інтеграційних технологічних рішень у критичні інформаційні інфраструктури можуть бути користними для 
проектування захищених мережевих архітектур та створюють теоретичне підґрунтя для подальших прикладних 
досліджень у сфері кібербезпеки та мережевих технологій

Ключові слова: мережева інфраструктура; кіберзахист; розподілені системи; смарт-контракти; 
інформаційно-комунікаційні технології

https://doi.org/10.18372/2410-7840.24.16931
https://doi.org/10.3390/s22103733
https://doi.org/10.3390/network3030017
https://doi.org/10.4218/etrij.2018-0565
https://doi.org/10.1155/2022/5693962
https://orcid.org/0009-0007-6852-7959
https://orcid.org/0000-0002-8683-3286

