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Abstract. The article presented the development of an algorithm for searching and analysing information from open
sources in the context of cyber threats. The proposed algorithm is an effective tool for detecting, monitoring, assessing
and neutralising threats in the digital environment. The work described the main stages of the algorithm, which include:
quick access to relevant information, assessment of data reliability, trend analysis, identification of connections between
objects, and prediction of potential threats. The development of the algorithm involved searching for and analysing
information from open sources; noise filtering; contextual analysis and cross-checking to improve the reliability of
results; and constructing relationship graphs to identify dependencies between objects and determine their potential
danger. These tasks were implemented by collecting data through API (Application Programming Interface), web
scraping (BeautifulSoup), using search operators, processing data with NLP (Natural Language Processing) tools, and
classification using machine learning models and regular expressions. The article analysed the information obtained
using relationship graphs, identifies key objects and evaluates the reliability of sources. The developed algorithm reduced
the time required for searching and analysing information, increased the relevance and accuracy of the data obtained, and
provides effective support for cybersecurity decisions. As an example, the algorithm was applied to monitor suspicious
job postings on the LinkedIn platform, where phishing ads containing invalid links or false information were detected.
The use of the LinkedIn API and web scraping made it possible to automate the collection of job postings and compare
them with a database of known phishing websites. The developed algorithm reduced the time spent searching for and
analysing information compared to manual methods. The implementation of such solutions helps prevent cyber threats
and ensure security in the digital environment. The algorithm significantly improves the efficiency of working with open
sources, providing an automated process for collecting, processing, and analysing data for further threat assessment

Keywords: cybersecurity information search; data analysis; OSINT; relationship graphs; NLP; Google Search
Operators; Maltego

Introduction

The relevance of information security research in the organisations, government agencies, and private users.
modern world is determined by the rapid development of  Malicious actors constantly refine their attack methods,
digital technologies, the increase in the volume of data  developing new approaches to information protection
processed, and the growth of cyber threats. Information se-  and preservation becomes crucial. In this regard, scien-
curity is one of the key aspects of the stable functioning of  tific research in the field of information security becomes
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particularly relevant. Various authors propose different
data protection strategies, consider issues of cyber hy-
giene, and develop systems for detecting and preventing
cyber threats. Thus, the issue of information security re-
quires a thorough analysis of current challenges and the
search for effective solutions to overcome them.

The rapid growth of digitalisation is leading to an in-
crease in cyber threats such as hacker attacks, data leaks,
phishing and malware. The work of R. Khan et al. (2019)
provides a detailed study and analysis of the security and
privacy threats faced by 5G networks, as well as consider-
ing existing and promising approaches to addressing them.
It emphasises the importance of security as a key aspect
for the widespread adoption of 5G. The use of open source
intelligence (OSINT) has become an effective tool for col-
lecting and analysing data to identify potential threats and
neutralise them. Thanks to automated OSINT algorithms, it
is possible to significantly reduce the time needed to detect
suspicious activities, assess the level of risk and develop
protective measures. M. Bazzell (2021) discusses methods
of using open sources to collect and analyse information
from the Internet, which can quickly detect cyber threats
such as phishing or malware, and provides practical recom-
mendations for cybersecurity professionals on the effective
use of OSINT tools to protect information systems.

The issue of using open data to ensure cybersecurity is
actively discussed in the global scientific community. And
the developers of tools such as Google Search Operators
Cheat Sheet (2021), FOCA (2022), and Recon-ng (2022)
have provided an analysis of current global trends in cyber-
security. Growing cyber threats and the importance of us-
ing innovative technologies to ensure resilience to attacks,
such as OSINT and machine learning, have highlighted the
importance of cooperation between government agencies
and private companies to combat cybercrime. Recent stud-
ies have shown significant progress in the development of
open source analysis methods. It is important to use tools
such as Recon-ng, Censys, and OSINT Framework, which
greatly facilitate the process of collecting data from Inter-
net resources for further analysis and establishing links
between threats.

Innovative methods proposed in the works of A. Nagy et
al. (2025) used machine learning to improve the accuracy
of cyberattack prediction based on open source data. The
article by T. Yang et al. (2024) examines the effectiveness
of anomaly detection algorithms in the digital environ-
ment and the importance of automating threat monitoring
processes. This study focused on the use of Bayesian deep
learning to improve the accuracy of anomaly detection in
cybersecurity, and this approach significantly reduced the
level of uncertainty in threat monitoring and detection
processes. Systematic reviews by T.S. AlSalem et al. (2023)
and M.T. Islam et al. (2025) addressed cybersecurity issues
in the Internet of Things (IoT) environment: risks due to
vulnerabilities and the importance of using open sources
as a means of detecting potential threats, threat typology,
specific vulnerabilities, and protection strategies. These

works prove that the processing of open data in the IoT field
can provide predictive models for early warning of attacks.

The work of L.K. Vashishtha & K. Chatterjee (2025) focus-
es on the application of natural language processing (NLP)
to analyse text data from social networks, which can detect
phishing campaigns and disinformation. The research fo-
cused on new methods of threat detection using machine
learning algorithms, in particular TestCloud IDS and Spark-
Shield, which propose a dataset for training algorithms to
detect anomalies and cyber threats in cloud environments.
In this work, M. Alazab et al. (2024) propose an improved
model for collecting and analysing threat data that can build
more resilient cybersecurity systems and use modern OSI-
NT tools to predict threats and mitigate risks in real time.

At the same time, an important aspect is the problem
of the reliability of the collected data, since a large amount
of information may be unreliable or unverified, which in-
creases the risk of false positives. To overcome these chal-
lenges, it is proposed to use combined approaches that
combine automated methods with manual data verifica-
tion, which allows for more accurate results. At the same
time, the use of machine learning and artificial intelligence,
as shown in the works of A.K. Dey et al. (2023), can reduce
the number of false positives and improve the effectiveness
of real-time anomaly detection.

The aim of this study was to develop an algorithm for
the automated collection, analysis and evaluation of open
data for the detection of cyber threats. The algorithm com-
bines machine learning, natural language processing (NLP)
and graph analysis methods to improve the accuracy of
threat detection. The main tasks to achieve this goal were
to develop approaches for assessing data reliability, identi-
fying trends, relationships between objects, and predicting
potential threats. The use of automated tools will minimise
the human factor, reduce time and resource costs, and in-
crease the effectiveness of cyber incident prevention.

Materials and Methods

Data sources covering the LinkedIn social network were
selected for the study. Data collection was carried out us-
ing official APIs, as well as web scraping methods using the
BeautifulSoup library. The use of APIs provided official ac-
cess to structured data, while web scraping obtained infor-
mation from open web resources, including cybersecurity
blogs and technical forums. To ensure the relevance of the
information, data search and filtering mechanisms were im-
plemented using: logical operators (AND, OR, NOT) to cre-
ate complex search queries; regular expressions to identify
specific data (phone numbers, IP addresses, domains, email
addresses, file hashes); filtering by time, language, and lo-
cation to improve search accuracy; data cleansing methods,
including the removal of duplicates, advertisements, spam,
and irrelevant information. Examples of search queries:
“leaked database” AND “password” AND “2024”, “phishing
site” OR “malware domain” AND “recent”, “ransomware”
AND “new variant” AND “CVE-2024", “credential stuffing
attack” AND “affected services”.
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The collected data was stored in JSON and XML for-
mats, as well as in SQL/NoSQL databases (MongoDB, Post-
greSQL). Natural language processing (NLP) methods were
used to analyse unstructured text data, identify keywords,

perform thematic clustering, and determine the tone of
messages. The information search and analysis algorithm
(Fig. 1) consisted of several key stages that ensured the ef-
ficiency of data collection, processing, and verification.
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Figure 1. Algorithm for searching and analysing large volumes of data in the context of cyber threats
Source: developed by the authors based on Google Search Operators Cheat Sheet (2021), Spiderfoot (2022), Maltego Technologies (n.d.),

Shodan (n.d.)

First, the research objectives were defined and search
queries were formulated. This stage was critical, as clearly
defined objectives allowed for a focus on relevant informa-
tion sources. Search queries were formulated based on the
selected topics, which facilitated effective data collection.
In the second stage, information was collected using spe-
cialised tools. Automated tools such as Shodan (n.d.) and
Spiderfoot (2022) were used to: conduct open source in-
telligence; obtain technical information about servers, IP
addresses, domains, etc.; and identify potential security
threats. Automating data collection significantly sped up
the process and reduced the human factor. After collecting
the info, they picked the right analysis methods, which in-
cluded: checking how reliable the data was (cross-checking
from different sources); finding anomalies in the data; us-
ing machine learning algorithms to spot hidden depend-
encies. Maltego Technologies (n.d.) and Google Search
Operators (2021) tools were used to process and analyse
open data, taking into account their features and specific
purposes. Thanks to a comprehensive approach to assess-
ing the reliability of sources, the risks of obtaining irrel-
evant or false information were reduced. To visualise the
relationships between cyber threat objects, graphs were
created to help identify key nodes and their connections,
analyse the structure of potential threats, and determine
potential attack vectors. Verification of the data obtained

and assessment of its accuracy included checking the data
against real threats. The results of this study were obtained
according to the selected algorithm, using combined meth-
ods to ensure a balance between accuracy and efficiency.
The proposed algorithm was verified using the example of
monitoring suspicious job postings on the LinkedIn plat-
form, performed by manual and automated data collection.

Results and Discussion

The proposed algorithm is presented as a clear and struc-
tured sequence of actions that provides a comprehensive
approach to analysing and verifying information in order
to ensure the accuracy and reliability of results. It enables
effective data collection from various sources; minimises
noise and excludes irrelevant information; improves the
quality of cyber threat analysis; and ensures quick access
to the necessary information. The choice of information
search methods plays a key role in the quality of the results
obtained. There are several approaches to data collection,
which differ in the level of automation, accuracy, and speed
of information processing. Table 1 lists the main methods,
their advantages and disadvantages. The choice of search
method depends on the specific goals and requirements of
the user. If accurate and verified results are required, man-
ual search may be optimal, but for large amounts of data,
automated systems provide significant time savings.

Information Technologies and Computer Engineering, 2025, 22(2) 65
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Table 1. Data search methods

Method Description

Advantages Disadvantages

Searching for information
directly by the user through
search engines and databases

Manual search

Accuracy; control
over the process

Time consuming; dependent
on user skills

Using programs and algorithms
to collect and analyse
information

Automated systems

Speed; processing large
volumes of data

Requires technical knowledge;
risk of obtaining irrelevant data

Combining manual search

Combined methods and automated solutions

Requires coordination; possible

Flexibility; efficiency integration difficulties

Source: developed by the authors based on Google Search Operators Cheat Sheet (2021)

To effectively collect, process, and analyse open data,
you need the right tools, each with its own features and
specific purpose. The choice of tool depends on the type
of information being analysed, the required data process-
ing speed, and the user’s technical skills. Some of them

specialise in visualising connections between objects,
while others are needed to find vulnerabilities in con-
nected devices or to do deep analysis of metadata. Table 2
shows the main tools for OSINT analysis, their function-
ality, and how they are used.

Table 2. Tools for analysis

Tool Functionality Features of use
Visualisation of connections between objects, Highly effective in investigations, difficult
Maltego ) .
metadata analysis. for beginners to master.
Shodan Search for information about devices connected Requires a paid subscription

to the Internet, open ports and vulnerabilities

to access advanced features.

Google Search

Operators for accurate search.

Creating complex search queries using operators

Easy to use, effective for quickly finding information.

Censys as servers or SSL certificates

Search and analysis of Internet assets such

Powerful tool for finding vulnerabilities,
but requires registration.

Convenient for beginners, needs to be combined

OSINT Framework

Structured catalogue of tools for gathering information.

with other platforms.

Automation of data collection from social networks,

from various sources

Spiderfoot - I Flexible settings, integration with other tools.
domain registries, and web resources.
FOCA Analysis of metadata in files (documents, images, etc.). | Convenient for detecting hidden data in documents.
Cloudwork for collecting OSINT data Flexibility thanks to modular architecture,
Recon-ng

requires programming skills.

Source: developed by the authors based on Google Search Operators Cheat Sheet (2021), FOCA (2022), Spiderfoot (2022), Censys (n.d.),

Maltego Technologies (n.d.), Shodan (n.d.)

Each of the proposed tools for OSINT analysis has its
own unique advantages and disadvantages. Maltego is a
powerful tool for visualising connections between objects,
making it indispensable in complex investigations, but at
the same time, it requires a significant amount of time to
master. Shodan and Censys allow for rapid acquisition of
information about network vulnerabilities; however, access
to their full capabilities is often restricted by a paid sub-
scription. Google Search Operators are an effective method
for quickly finding specific information but demand profi-
ciency in query formulation. Spiderfoot and Recon-ng pro-
vide comprehensive data collection from various sources,
but require configuration and software knowledge to use
effectively. In terms of accuracy and speed, specialised au-
tomated tools such as Shodan and Spiderfoot are the most
effective, while manual searches using Google Search Op-
erators are highly accurate but take more time. The com-
bined use of these tools allows for the most comprehen-
sive results and enhances cybersecurity. Overall, effective

66

OSINT analysis necessitates selecting tools that best match
the specific goals and requirements of the investigation.

Combining different approaches and automated tools,
such as Shodan and Spiderfoot, with more accurate but
time-consuming manual searches using Google Search Op-
erators, allows for more complete and comprehensive data
collection. The choice of tools also depends on the analyst’s
level of technical training and the need for timely informa-
tion. Using these tools in combination can significantly in-
crease the effectiveness of investigations and ensure a high
level of cybersecurity, minimising the likelihood of missed
threats or vulnerabilities.

A specific example is the monitoring of suspicious job
postings on LinkedIn to check for phishing campaigns. To
solve the problem, the presented data analysis algorithm was
used (Fig. 2). First, data was collected using the LinkedIn API
to search for job postings by keywords: “remote job”, “work
from home”, using manual search, analytical tools, Python,
requests and BeautifulSoup libraries to collect information.

Information Technologies and Computer Engineering, 2025, 22(2)
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Parsing the search results showed the collection of vacancy
descriptions, contact details, and links to companies. As an
alternative, an automated search was performed using spe-
cific queries, for example: site:linkedin.com/jobs “remote
job” “apply now”, which resulted in a large amount of data
about vacancies, including links, descriptions, companies,

import networkx as nx
import matplotlib.pyplot as plt
from googlesearch import search

# Task 1:
query =
results = []

for result in search(query, num results=10):

results.append(result)

# Task 2: Noise filtering
filtered results =

# Task 3: Create link graphs
G = nx.Graph ()

# Adding nodes and connections

for idx, url in enumerate(filtered results):

G.add node (url, label=f"Job {idx+1}")
G.add edge ("Cyber Security Jobs", url)

# Graph visualisation
plt.figure(figsize=(10,
pos =

8))
nx.spring layout (G)

nx.draw (G, pos, with labels=True, node color='lightblue',

font weight='bold")

and contact details. The example of searching for job infor-
mation on social networks showed that automating data col-
lection using APIs and search operators significantly speeds
up the process of obtaining relevant information, while the
use of specific search platforms and indexed web resources
provides effective access to large data sets.

Gathering information from open sources
"cybersecurity job postings site:linkedin.com"

# Collecting the first 10 results

(selecting only relevant URLs)
[url for url in results if "linkedin.com"

in url]

font size=10, node size=3000,

plt.title ("Graph of Job Postings and Relationships")

plt.show ()

Figure 2. Data analysis (Python)

Source: developed by the authors

Data analysis using Python showed the specified search
queries, filtering, and construction of relationship graphs.
Using Google Search to automatically collect URLs for a giv-
en query, only URLs belonging to linkedin.com were filtered
to leave only relevant results (Google Search Operators
Cheat Sheet, 2021). Next, a graph was created where nodes
represent job vacancies and connections illustrate interre-
lationships. Algorithmic data processing for noise filtering,
contextual analysis, and cross-checking, shown in Figure 3,

includes filtering aimed at removing irrelevant or redundant
information from the data obtained. To do this, preliminary
data cleaning was performed, i.e., removal of duplicates, fil-
tering by keywords and phrases, and detection and removal
of spam, advertising, or malicious content. To apply regular
expressions to search for specific patterns in texts (e.g., IP
addresses, email addresses) and use text processing librar-
ies such as NLTK and Spacy, the content was classified using
machine learning models to determine relevance.

NLP for
filtering

Input
data

Contextual
analysis

~

Relevant

)
data

Cross-check

%

Figure 3. Noise filtering algorithm

Source: developed by the authors

The next stage involved contextual analysis, which al-
lowed for an evaluation of the content of the acquired data
and its relevance to the set objectives. Using NLP meth-
ods, we performed text tokenisation and lemmatisation to
standardise word forms, sentiment analysis to understand
the emotional tone of the information, and employed re-
lationship graphs to establish interconnections between

Information Technologies and Computer Engineering, 2025, 22(2)

data objects, identifying key entities and concepts within
the texts. In addition, it was important to evaluate the rep-
utation and reliability of information sources using rating
systems or historical data. Subsequently, cross-checking
of data was carried out, which ensured greater accuracy
of results by comparing data from different sources using
cross-checking via various platforms (e.g., searching for
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mentions on social networks, forums, official registers) and
searching for confirmation through independent sources.

By using APIs to collect information from multiple
platforms and automatically comparing the results using
data analysis libraries such as Pandas or NumPy, discrep-
ancies between data were identified using clustering and
anomaly models. These methods reduced the amount of
information processed and increased the relevance of the
data. Similarly, key topics and their significance were iden-
tified, and text interpretation for strategic purposes was
improved. In fact, this ensured effective information pro-
cessing for decision-making in the context of cyber threats.

In the example presented, noise was filtered using
NLP to remove irrelevant vacancies, i.e., records that did
not contain contact details or contained suspicious text
patterns (“we will provide your training free of charge, but
you must pay”) were removed. In addition, a contextual
analysis was performed, including an analysis of vacancy
descriptions for key phrases such as “no experience? no
problem” or “only through this site”, and suspicious con-
tact details were highlighted: emails from publicly availa-
ble domains (gmail.com, yahoo.com). Next, a cross-check
was performed by comparing the collected information
with the databases of well-known companies to identify
fake profiles. As a result, relevant information was identi-
fied that indicated possible fraudulent activity.

During the process, relevant information was extract-
ed using filtering algorithms that eliminate irrelevant data
such as duplicates, outdated posts, or advertising materials.

Contextual analysis and cross-checking, such as matching
email addresses and IP addresses, added accuracy and re-
liability to the results. Relationship graphs are an effective
method for analysing complex relationships between dif-
ferent objects in the context of cyber threats. They visual-
ise and identify structures, dependencies, and behavioural
patterns of potential attacks.

During the information gathering phase, various
data sources were used to help form a complete picture
of potential threats. In particular, publicly available data
on network connections and vulnerabilities, including
through tools such as Shodan or Censys, allowed us to
identify open ports and potential vulnerabilities in net-
works. Domains, i.e. the use of WHOIS data and other
registration databases to identify domain owners, as well
as searching for historical data that indicated links to po-
tentially dangerous objects. Email addresses were collect-
ed from open sources such as social networks, forums, or
specialised services for checking email addresses against
databases containing data exposed to the network. Anal-
ysis of profiles on social networks and forums, as well as
checking accounts for possible threats or abnormal ac-
tivity, and collecting file metadata, analysing malware or
other compromising information through open sources
such as file repositories, threat databases, or specialised
tools such as VirusTotal, have enabled the use of publicly
available data to collect, analyse, and draw conclusions
about potential threats, as well as to identify links be-
tween threat objects (Table 3).

Table 3. Monitoring suspicious job postings on the LinkedIn platform

Data collection request
and keywords

Noise and filtering of
irrelevant data

Algorithmic data processing for noise filtering,
contextual analysis and cross-checking

Potential threats

API LinkedIn: “remote job”
(“remote job”, “remote”,
“work from home”)

Vacancies without
mention of remote work,
fake vacancies

Use algorithms to remove search noise (filtering
by word frequency, NLP to identify irrelevant
ads); check vacancies across multiple platforms
(LinkedIn, Glassdoor, Indeed) to identify anomalies.

Potential phishing
campaigns, payment
fraud, providing false
information to collect

personal data or money.

API LinkedIn: “work
from home” (“work from
home”, “home office”,
“telecommute”)

Vacancies that only
mention office work

Use text classification algorithms to identify
incompatible job descriptions; check vacancies
for terms confirming remote work, compare
descriptions with other sources.

Data collection for
phishing campaigns,
using vacancies to collect
email addresses and
personal data.

Manual search: “remote
job” (“remote job”,
“virtual”, “home-based”)

Advertisements for
vacancies without
specific information

Use text classifiers to automatically check
vacancies that do not contain accurate information
about remote work; check the context
of the vacancy based on phrases that indicate
the remote nature of the work.

Prepayment fraud,
using invalid companies
or empty vacancies
to collect personal
information.

Manual search: “work
from home” (“work from

nou

home”, “work at home”)

Vacancies without the
description “remote” or
that require relocation

Algorithm for automatically filtering vacancies that
do not contain the terms “work from home”
in their descriptions, checking vacancies
for the correctness of the description
of working from home conditions.

Incorrect or fake job
postings leading to
personal information
leaks or financial losses
through fraudulent
websites.

API LinkedIn: “remote
job” + “security” (“remote

job”, “security”, “cyber
security”)

Advertisements for
vacancies that do not
match the request (noise)

Identification of false job postings by analysing
industry-specific terms (e.g., “security” in the
context of vacancies) and checking job postings
on specialised security websites to confirm the
existence of vacancies in real companies.

Potential threats of
phishing attacks,
malicious use of job
vacancies to collect user
information or carry out
cyber attacks.

Source: developed by the authors
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Analysis of Table 3 showed that effective monitoring
of job postings on LinkedIn requires a comprehensive ap-
proach that includes the use of algorithmic methods to fil-
ter out noise and verify data relevance, in particular by com-
paring job postings with other platforms. Algorithmic data
processing, including text analysis, can significantly reduce
the number of irrelevant job postings and improve the ac-
curacy of identifying potential threats, such as phishing
campaigns or fraudulent ads. Cross-checking job postings
from multiple sources increases the reliability of results
and allows for the detection of fake or unreliable job post-
ings that could pose financial or information risks to users.

Next, a graph structure was formed, where the vertices
are each object (threat, IP address, user) and the edges are
the relationships between objects (shared IPs, similar do-
mains, cross-activities), among which direct and indirect
relationships are distinguished. During data processing,
irrelevant objects were filtered out (using noise filtering
algorithms) and classified by threat level (using risk rat-
ings or trust indices). When visualising the graph, graph
construction tools (Gephi, Cytoscape, Neo4j) were used
and data layers (geolocation, activity time, attack types)
were overlaid. To analyse the graphs, a centrality algorithm
(Degree, Betweenness, Closeness) was defined to identify
key objects and identify the most active or risky nodes in
the network. The graph showed the connections between
infected devices and command servers and made it pos-
sible to identify common operators by domain and email
address. Building such a graph helped to understand the
structure of threats, quickly identify critical relationships,
and conduct an effective investigation.

For the example of job postings on social networks,
a graph of connections was constructed using the Py-
thon library (networkx). The graph shows the vertices: job
postings, contact details, IP addresses, companies, email
addresses, and edges: connections between job postings
(shared contact details, IP). The analysis revealed frequent-
ly recurring nodes (e.g., the same email address in different
job postings) and grouped job postings by common attrib-
utes. The graph in Figure 3 shows the structure of relation-
ships between suspicious job vacancies, which made it pos-
sible to identify the source of the cyber threat.

IP Address X

Email T&cancy 1
a ancy2\>h
Company C

Figure 1. Graph of job vacancies on social media
Source: developed by the authors based on Google Search
Operators Cheat Sheet (2021), Spiderfoot (2022), Censys (n.d.)

The relationship graph shows how interconnected ob-
jects (e.g., job postings, contact details, IP addresses) can
help understand the structure of potential threats. This

approach helped reveal hidden connections between dif-
ferent elements, allowing for more effective analysis of in-
formation and informed decision-making. As a result, we
obtained an effective system for collecting data from open
sources, reducing the time spent searching for and analys-
ing information, and increasing the accuracy and relevance
of the results obtained.

The issue of using open sources of information to en-
sure information security and combat cyber threats is ex-
tremely relevant, and recent studies have demonstrated
various approaches to solving it. Research in this area is
constantly evolving, but it is important to note that there
are certain challenges and limitations that require further
attention. The issues of information security and OSINT
are extremely important in the modern digital age, when
the number of cyber threats is constantly growing. As a re-
sult of research into methods of collecting and analysing
data from open sources, it has been concluded that such
approaches are highly effective in detecting and neutral-
ising threats. However, the analysis revealed a number of
issues that require further consideration and improvement.

One of the key sources in the field of OSINT is the
work of M. Bazzell (2021), which examines the basics of
collecting and analysing data from open sources. The au-
thor focused on the importance of understanding the spe-
cifics of information flows coming from open sources and
the need for proper analysis to identify potential threats.
The results confirmed the importance of this approach, as
the correct interpretation of data can significantly reduce
the risk of cyber threats. In addition, the integration of the
methods shown was able to more effectively filter and ver-
ify information before its analysis, which is important for
improving the accuracy of the results. In this study, these
approaches were supplemented with modern methods of
noise filtering, contextual analysis, and automated authen-
ticity verification, which increased the accuracy of the re-
sults. The focus was not only on technical monitoring but
also on the analysis of vacancy content, which indicates a
broader coverage of OSINT aspects, including social engi-
neering. Also, the work of J.M Clemen & ]J. Teleron (2023)
was considered due to the development of encryption for
communication protection, as encryption has an indirect
impact on OSINT and ensures the integrity of analytical
information transmission channels.

The article by A. Yadav et al. (2023) reviewed system-
atic modern approaches, sources, and challenges in the
field of OSINT, with a particular focus on the use of NLP
technologies, machine learning, and their integration with
cyber defence systems. The authors emphasised that the
effective use of OSINT significantly increases the ability to
detect cyber threats and has significant potential for de-
velopment through automation and the implementation
of Al solutions. Unlike the review nature of the aforemen-
tioned study, the current work focuses on the practical im-
plementation of a specific algorithm for detecting phishing
threats. It automated the process of collecting and analys-
ing data, particularly from professional platforms such as

Information Technologies and Computer Engineering, 2025, 22(2) 69
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LinkedIn. Thanks to applied testing of the algorithm, it was
possible to improve the effectiveness of detecting phishing
vacancies, in particular by significantly reducing the time
required to process and classify suspicious information.

One of the areas of effective cybersecurity analysis is
the use of graph methods to analyse the interaction of cy-
bercriminal groups and build connections between threat
objects. The Spiderfoot framework was used to automate
the collection of OSINT data and was also used in this arti-
cle to build graphs of relationships between suspicious ac-
counts and domains. A study by G. Onoh (2018) examined
the possibility of predicting cyber attacks based on publicly
available data. This is consistent with the approach pre-
sented in the article to identifying suspicious job postings
and predicting potential threats based on trends. However,
this study proposed an automated algorithm that can not
only analyse but also build relationship graphs for a deeper
understanding of the threat structure.

The article by P. Goyal et al. (2018) discussed similar
approaches to detecting cyber threats by analysing infor-
mation flow in the network. The study also used similar
signal indicators, in particular the frequency of keywords
and similarities between advertisements. The importance
of detecting cyber threats using signals from open web
sources has been confirmed. In this article, this principle
is implemented through monitoring the LinkedIn platform
using API and web scraping, which made it possible to ef-
fectively detect phishing ads. In the study by G. Majum-
der et al. (2019), a method for comparing the semantic sim-
ilarity of sentences was proposed. This directly formed the
basis of a subsystem for detecting duplicate or modified job
postings within phishing campaigns. Such a mechanism for
detecting reformatted texts is critical for detecting variant
attacks on different platforms.

A study by S. Kumar Birthriya et al. (2024) demonstrat-
ed phishing detection using deep learning. This publication
also uses machine learning methods for data classification,
but its distinctive feature is the combination of NLP analy-
sis with regular expressions and cross-checking, which has
significantly reduced the number of false positives. In this
context, the classification of machine learning methods for
threat detection conducted by K. Shaukat et al. (2020) in a re-
view of general aspects of cybersecurity was useful in select-
ing approaches to NLP and classification of phishing texts in
the current work. In particular, this article adapted the rec-
ommended ensemble approaches, which made it possible to
improve the accuracy of classifying suspicious job postings.

The above approaches are complemented by the re-
search of D. Kovalchuk (2025), which reveals the potential
of large language models (LLMs) for automated analysis of
cyber threats in a corporate environment, which is taken
into account in this work. Of particular value to the cur-
rent study is the work of S. Chen et al. (2024), which ex-
amines the application of machine learning algorithms to
improve the effectiveness of threat detection using artifi-
cial intelligence. The authors emphasised the advantages
of integrating Al solutions into cybersecurity systems, in

particular due to the adaptability, scalability and high ac-
curacy of such systems, which was important in building
the architecture of the phishing vacancy detection system
in the current study.

An additional contribution to the development of in-
telligent cyber defence systems is the study by N. Zaplatyn-
skyi et al. (2024), which examined the possibilities of using
artificial intelligence to improve the effectiveness of re-
sponding to cyber threats. The authors focused on combin-
ing analytical models with Al algorithms to form adaptive
and self-learning security systems. The presented approach
is consistent with the logic of the current work, which im-
plements automated analysis of open sources with the sub-
sequent use of machine learning methods to detect phish-
ing vacancies. This emphasises the relevance of integrating
intelligent systems into applied cybersecurity tasks and
confirms the effectiveness of such solutions in a practical
environment. A systematic review by C.S. Kruse et al. (2017)
outlined current cyber threats in the healthcare sector. The
parallel with this study is that both examples demonstrate
the importance of early detection and filtering of threats.
In addition, as in the case of phishing vacancies, attacks in
the healthcare industry are often disguised as legitimate
requests, which emphasises the importance of contextual
analysis of detected objects.

Researchers point to the significant advantages of
comprehensive approaches that combine automated
methods with manual verification to reduce data process-
ing time and improve the accuracy of cyber threat detec-
tion. The results confirmed these conclusions but revealed
the need to improve the system for assessing the reliability
of the data obtained. In fact, this system, which combines
automated analysis methods with analytical assessment,
showed better results in detecting potential threats, par-
ticularly in the context of verifying information sources.
This work added new algorithms to improve the accuracy
of detecting such threats, taking into account the ambigu-
ity of messages in networks.

Conclusions

The article covered key aspects of developing algorithms
for searching and analysing information from open sourc-
es (OSINT) in the context of cyber threats. The main goal
was to create an effective toolkit for detecting, assessing,
monitoring and neutralising potential threats in the dig-
ital environment. An algorithm was developed for collect-
ing data from open sources, including APIs, web scrap-
ing, and search operators, as well as using noise filtering
algorithms to extract relevant information. The article
provided a detailed overview of data collection and anal-
ysis tools, including Google Search Operators, Maltego,
Spiderfoot, Shodan and others, with a description of their
advantages and limitations. Specific examples of use are
provided, such as monitoring suspicious job postings on
LinkedIn, which demonstrated the practical implementa-
tion of the proposed approaches. The use of cross-checking
data from different sources increased the reliability of the
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information, and the automation of the analysis signifi-
cantly reduced the amount of irrelevant information and
optimised the search process.

The results of this study confirmed that automated al-
gorithms based on machine learning can significantly reduce
query processing time and increase the accuracy of threat
detection. Improvements to the system reduced processing
time and increased accuracy, demonstrating the high effec-
tiveness of the proposed methods. In particular, it is impor-
tant to combine automated technologies with manual eval-
uation, which allows the system to adapt to new challenges.
The developed methods provide quick access to information
for decision-making in the field of cybersecurity. Continuous
updating of algorithms will make it possible to adapt them
to changes in data structures and current challenges in the
field of cyber threats. The results of the study form the basis
for the creation of automated monitoring and analysis sys-
tems that can be used in the field of cybersecurity. The use
of the proposed methods and algorithms has made it possi-
ble to increase the speed and accuracy of analysis, which is
especially important in the context of modern threats. The
use of OSINT to ensure information security is highly effec-
tive but requires a comprehensive approach that combines
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AHoTauid. V cTaTTi nMpezcTaBieHo po3po6Ky alropuTMy IMOIIYKY Ta aHali3y iHdopmalii 3 BiTKpUTUX IKepes B yMOBax
Kibep3arpo3. 3amporoHOBaHUiT aaropuTM € eeKTUBHMM iHCTPYMEHTOM [JIsl BUSIBJIEHHSI, MOHITOPMHIY, OLIiHKM Ta
HeiiTpasisaiiii 3arpo3 y iudpoBomy cepenoBuiili. Y pob60Ti OIMcaHO OCHOBHI eTar aJir0OPUTMY, 110 BKITFOUAOTh: IIBUIKMIL
IOCTYII IO peieBaHTHOI iHdopMaliii, OlliHKYy JOCTOBipHOCTI TaHMX, aHATi3 TPEH/iB, BU3HAUEHHS 3B’SI3KiB MiXX 06’eKTamu,
MPOTHO3YBaHHSI MOTeHIifiHMX 3arpo3. Po3pobKka aaroputmy mnepenbadvasa IMOIIYK Ta aHadi3 iHGopmalii 3 BigKpUTHUX
Iokepent; GinbTpaliiio mryMmy; KOHTEeKCTHUIT aHauli3, mepexpecHy NepeBipKy AJIs MiJBUILeHHS JOCTOBIPHOCTI pe3y/bTaTiB;
1o6ynoBy rpadiB 3B’SI3KiB /i1 BUSIBJIEHHS 3aJIEXKHOCTI MiXX 06’¢éKTaMy i BM3HAUEHHS iX MoTeHIifiHOi He6Ge3meku. LIi
3amaui 6yynM peasizoBaHi 3a moromoror 36o0py gaHux uepe3 API (Application Programming Interface), Be6 ckpeitnuur
(BeautifulSoup), BUKOpMCTaHHSI TOIIYKOBMX OIEpaTOpiB, 0OpoOKM HmaHuX i3 3actocyBaHHSIM NLP-iHCTpyMeHTiB
(Natural Language Processing), kinacudikallii 3a JOIIOMOTO0 Mojejieii MalllMHHOTO HaBYaHHS Ta PETYISIPHUX BUpPas3iB.
V crarTi mpoaHanizoBaHO OTpMMaHy iHdopmaliilo 3a momomoroio rpadiB 3B’s3KiB, BM3HAUEHO KIIIOUOBi O0'€KTM Ta
OIIiHEHO JOCTOBIpHiCTh Ikepen. Po3pobieHuit airoputm 3abesrnedye CKOPOUEHHS Yacy MOIIYKy Ta aHamii3zy iHpopmMaliii,
MiZBUIIEHHS PeJIEBAHTHOCTI ¥ TOUHOCTI OTPUMaHMX JAHUX, & TAKOK e(eKTUBHY MiATPUMKY pillleHb y chepi Kibepbesmnexiut.
SIK mpuMKIaz, aaropuTM OyB 3aCTOCOBAHMIA I MOHITOPMHTY Mifo3pinux BakaHcii Ha maatdopmi LinkedIn, me 6ymm
BUsIB/IeH] (ilIMHTOBI OrosoIIeHHs], 0 MIiCTMAM HelilicHI mocuiaaHHsl abo HempaBAMBY iHdopMaliio. BukopucTaHHs
API LinkedIn Ta Be6 CKpeiinmMHT JO3BOJIMIO aBTOMAaTM3yBaTH 36ip BaKaHCiii Ta MOPiBHATK iX 3 623010 AAaHUX BiZoMux
¢bimHroBMX Beb caiiTiB. Po3pobaeHnit anropuTm A03BOJSIE CKOPOTUTH Yac MOUIYKY Ta aHamidy iHdopmalii mopiBHSIHO
3 PYUHMMM MeTOomamu. BIipoBaiskeHHSI TAKMUX PillleHb CIpUsie 3amobiraHHio Kibep3arposam i 3abesrneyeHHIO 6e3MeKku B
undpoBOoMy cepenoBuIlli. AITOPUTM [03BOJSIE 3HAYHO MigBUIIUTU eeKTUBHICTh POOOTH 3 BiZKPUTUMM [IsKepenamu,
3abe3meuyrouy aBTOMATH30BaHMii Mpoliec 360py, 06pOO6KM Ta aHAMI3y TaHMX IJIs MTOAAbIIOI OIL[iHKY 3arpo3

KniouoBi cnoea: xi6ep6esmneka mouryky iHbopmaiiii; ananis gaumx; OSINT; rpadum 3B’a3kiB; NLP; Google Search
Operators; Maltego
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