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Abstract. The relevance of the study was due to the need to develop interpretable process-oriented models that allow
assessing the growth of the reliability function depending on the distribution of efforts. The aim of the work was to
model the processes associated with introducing, detecting, and correcting errors using algorithmic algebra and fuzzy
logic. The proposed methodology for software reliability analysis was based on the theory of reliability of algorithmic
processes. The logical-algorithmic model of the development process was built on the basis of linear, alternative, and
iterative operator structures. The sequence of works without feedback is described by the linear structure. The verification
and validation stages were described using alternative and iterative algorithmic structures. The process of checking
and correction, when detected errors were immediately removed, and new errors were not introduced, was described by
the alternative structure. The debugging process, during which new errors might be introduced, was described by the
iterative structure. The logical-algorithmic model in the form of the fuzzy knowledge base made it possible to design
software with the required levels of reliability and cost using improving transformations. The system of fuzzy logical
equations connected the correctness levels of the working, checking, and correction operations with the possibility of
correct execution of the development process. The allocation of efforts was formalised by the improving substitutions
introduced in the logical-algorithmic model. The controllable variables associated with improving substitutions were
interpreted as the quality of execution of the working, checking, and correction operations. The proposed fuzzy model of
software reliability allows to assess the risks of the development process based on expert and experimental information
about the reliability and time characteristics of the life cycle stages. The model was constructed by transferring reliable
parts of the development process obtained from the histories of errors and defects of previous projects into a process-
oriented reliability model of the current project. The example of reliability analysis of the process of developing a mobile
application for image aggregation was considered, where the influencing factors are the error-free execution of working,
checking, and correction operations. The practical significance of the study lies in the development of a toolset that makes
it possible to predict software reliability at different stages of the life cycle, to optimise the allocation of resources between
error detection and correction, and to reduce the risks of unsuccessful decisions in design and debugging
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Introduction

The main goal of software development is to provide the and analysis at various stages of development. As shown
best quality product within a limited time (cost). Function-  in the study D. Hanagal & N. Bhalerao (2021), tradition-
al reliability is the main criterion that requires modelling  al reliability growth models predict software failures, but
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do not allocate efforts to prevent them. Modelling events
that lead to software failures requires the description of
the software operation process and the definition of clus-
ters of influential factors (Sokol, 2025). Software reliability
analysis requires identifying the structure and parameters
of a reliability model obtained through process validation
to ensure compliance with requirements. At the same time,
as V. Pradhan et al. (2023) note, developers need interpret-
able reliability models that give them insight into where
to focus their efforts to reduce the risk of defects. Under-
standing the interdependence of events and processes is
critical to software reliability. Real-world scenarios involve
the risk of missing errors in the system because the pro-
cesses of error detection and removal are imperfect. In the
article M. Macak et al. (2022), process mining is defined as
a set of methods aimed at extracting basic knowledge from
processes to interpret data and understand the process in
dynamics. The authors of research U. Samal et al. (2025) ar-
gued that the description of risks and uncertainties inher-
ent in development processes determines the use of fuzzy
models of software reliability.

As noted in the study C. Thieme et al. (2020), risk as-
sessment is performed by embedding software functional
failures and their propagation effects into traditional risk
analysis models such as fault trees and event trees. Risk
prediction is performed using defect density analysis based
on the coordinate model combined with fault informa-
tion. In practice, the use of combinatorial models such
as fault trees or event trees is limited by the complexity
of system behaviour. To manage the number of states for
software components, Markov chains that model software
behaviour using object-oriented modelling templates are
proposed by R. Calinescu et al. (2021). The transition prob-
abilities between different system states can be obtained
from the operating environment. In the study V. Yakovyna
& 1. Symets (2021), a Markov model of software reliability
is proposed that allows predicting the maximum number of
operational states using the representation of a higher-or-
der Markov process by an equivalent first-order process
with additional virtual states. In a dynamic and uncertain
environment, the entropy characterises the probability
of transition to the next state of the system. U. Samal &
A. Kumar (2024) considered software reliability models
with detection and elimination of multiple failures that oc-
cur stochastically during testing stages. Reliability models
of debugging stages are focused on evaluating the intensi-
ty of failures depending on the frequency of errors. In the
study X. Chen & Y. Deng (2024), a software risk assessment
model is proposed that can measure the uncertainty asso-
ciated with stochastic testing and debugging processes by
introducing belief entropy. Statistical modelling is aimed
at identifying and ranking factors associated with the oc-
currence, detection, and elimination of errors. To consider
risk factors, a conceptual model based on expert recom-
mendations on project management is developed by B. Du-
arte et al. (2021). The conceptual model connects influ-
encing factors and their interaction with on-time delivery,
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where deviations from the schedule are due to the errors
in resource allocation. The work S. Butt et al. (2023) pro-
posed an ontological model of the software testing process
in the form of a knowledge graph, which establishes inter-
nal relationships between test cases and defects. Ontolog-
ical analysis of software systems includes the construction
of an ecosystem of software artifacts at different levels of
abstraction. In the study H. Ferreira et al. (2023), a concep-
tual reliability models of software-intensive systems using
machine learning and cloud technologies is proposed. The
model consisting of dozens of concepts and connections
between them is aimed at understanding processes and
events at the stages of software verification and validation.

Constructing process-based software reliability models
is computationally complex. The use of state-based models
such as Markov chains is limited by the growth of the state
space. The complexity of system behaviour limits the use
of conceptual models based on the knowledge graph. At the
same time, an approach aimed at transferring reliable com-
ponents of the previous system to the new one from the
failure history of existing systems can be a solution when
constructing process-oriented reliability models. Reliable
components are formalised as development stages related
to error detection and correction. In this case, the model
parameters represent a distribution of efforts that is easily
interpreted by developers and can be changed according to
requirements. The aim of the research was to develop the
interpretable process-oriented models of software reliabil-
ity based on the algebra of algorithms and fuzzy logic.

Materials and Methods

The proposed methodology for software reliability analysis
is based on the theory of reliability of algorithmic process-
es (Rotshtein et al., 2007). The uncertainty associated with
development stages is described using fuzzy logic (Rot-
shtein & Rakytyanska, 2012). The principles formulated in
the aforementioned studies were used to model the relia-
bility of the software development process. The description
of events related to the introduction, detection, and re-
moval of errors is carried out using V.M. Hlushkov’s algebra
of algorithms (Doroshenko et al., 2004). The logical-algo-
rithmic model consists of operators and logical conditions
as well as operator and logical structures that describe
discrete software development processes. In the theory of
reliability of algorithmic processes, a distinction between
working operators and correction operators is made. Logi-
cal conditions formalise the operations of checking the cor-
rectness of the execution of working and modifying opera-
tors. Workflows are described using the linear algorithmic
structures associated with the introduction of errors. The
processes of error detection and elimination are described
by the alternative and iterative algorithmic structures. The
logical-algorithmic description of the development pro-
cess is considered as an analogue of the fuzzy knowledge
base. Then, the reliability model in the form of the system
of fuzzy logical equations connects the possibilities of cor-
rect (incorrect) execution of the process and its elements
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included in the logical-algorithmic description. Improv-
ing transformations embedded in the logical-algorithmic
model ensured the increase in the reliability and cost of
the development process. Controllable variables associated
with improving transformations allowed generating vari-
ants of the development process with the required level of
quality under time constraints. Software for software relia-
bility analysis was developed in Python.

Logical-algorithmic models

of the development process

The software development process was described in the
system of V.M. Hlushkov’s algorithmic algebras using the
typical operator and logical structures (Doroshenko et
al., 2004). The linear structure described a sequence of
works without checking operations and feedback. Checking
operations corresponded to the stages of verification and
validation aimed at detecting errors. Correction operations
corresponded to the debugging stages aimed at removing
errors. The alternative structure described the branched
process of “work — checking (testing) — correction without
feedback”, when errors were detected and immediately re-
moved from the system; the iterative structure described
the cyclical process of “work — checking (testing) — correc-
tion with feedback”, when new errors can be introduced
during debugging. The process of developing a null version
of software with sequential implementation of stages was
described by a linear algorithmic structure of the form:

Ly=A A, A, M

where 4, is the working operator corresponding to the i-th
development stage; i=1,..., n; L, is the equivalent operator
corresponding to the linear structure of the null version.

The software development process is associated with
the introduction of errors of the j-type, j=1,..., m, which
are subject to detection and removal at the stages of veri-
fication and validation. It was assumed that e,={e, ,..., €, }
be the set of errors introduced during the execution of the
working operator A, k, +---+k =m. The processes of verifi-
cation and validation of the working operator A, with the
detection and removal of errors e, were described by the
following algorithmic structures (Rotshtein et al., 2007;
Rotshtein & Rakytyanska, 2012):

7 alternative algorithmic structure “work - check-

ing - correction without feedback”

B; = Aile;] (DVvUy; 2)

r  iterative algorithmic structure “work — checking —
correction with feedback”

Ci = Aile)] { Ri}, (3)
Wi
where w, is the logical condition for checking the correct-

ness of the execution of the working operator A, w,=1(0) if
the operator A, is performed correctly (incorrectly); D is the
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identical operator which is interpreted as fixing the results
of checking; U, is the correction operator during the execu-
tion of which detected errors are immediately removed and
new errors are not introduced; R, is the correction operator
during the execution of which new errors may be intro-
duced; B, C,are the equivalent operators corresponding to
the alternative and iterative algorithmic structures.

Software quality management was carried out with the
help of improving substitutions introduced into the logi-
cal-algorithmic model. Improving substitutions aimed at
increasing software reliability are interpreted as the qual-
ity of performing working, checking, and correction oper-
ations (Rotshtein & Rakytyanska, 2012). Improving substi-
tutions model the allocation of efforts to reduce the risk of
introducing errors during the development stage; reducing
the risk of missing errors at the testing stage; reducing the
risk of leaving errors in the system or introducing new er-
rors at the debugging stage. The distribution of efforts was
formalised by adding the following improving substitu-
tions into the logical-algorithmic models (1)-(3):

L = (A% (4)%... (An) s 4

Py = (A"t (_ DV (UY*); ®)
(wp"i

@=MM1§@WL ©)

where X, = (x,, X,,,..., X;,) is the vector of parameters that
determine the quality of execution of the working operator
(A) to reduce the risk of introducing the error e;; Y, = (y,,
Yipr--es Yy,) 18 the vector of parameters that determine the
quality of execution of the checking operator (w,) to reduce
the risk of missing the error e, at the stages of verification
and validation; Z = (z,, Z,,..., Z;) and Z; = (z;;, Z,p---, Z;,) are
the vectors of parameters that determine the quality of ex-
ecution of the correction operators (U, and R)) to reduce the
risk that the error e; will not be corrected and will remain
in the system and new errors will be introduced. The pa-
rameters x,, y;, Z;, z; €1, 3, 5, 7, 9}, which are chosen in
accordance with Saaty’s scale (Saaty, 1994; Rotshtein &
Rakytyanska, 2012), are interpreted as severity ranks of
the errors e, at the working stages and priority ranks at the
stages of checking and correction.

The process of software development, testing, and de-
bugging was described by an equivalent algorithmic struc-
ture obtained by replacing sections of the initial algorithm
(1) with the improving substitutions (4)-(6). The rules of im-
proving transformations (4)-(6) made it possible to represent
the generation of variants of the logical-algorithmic model
as inference in a formal grammar (Rotshtein et al., 2007):

G=(V, V, L, D), (M
where V, is the set of operator and logical functional units
(terminals), {A, U, R} and {w}, i=1,..., n; V is the set of
operator functional structures (nonterminals), {B, C}; L, is
the null version of the logical-algorithmic model; I is the
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set of improving substitutions: {(4)%, (U)%, (R)%} for the
working and correction operators; {(w)"} for the logical
conditions; {L, P, Q,} for the operator structures.

Thus, by selecting improving substitutions, the formal
description of the development process was synthesised
that ensures acceptable levels of software faultlessness and
development time. The functional network corresponding
to the null version of the development process is trans-
formed until a logical-algorithmic description is found that
satisfies the reliability and cost requirements. The sequen-
tial algorithmic structure was chosen as a null option. Each
improving substitution meant replacing some operator or
logical fragment of the functional network by another frag-
ment with an increased level of reliability at the expense of
additional costs.

Fuzzy model of software reliability

The level of correctness of the software development pro-
cess was assessed using the system of fuzzy rules. An ana-
logue of the fuzzy knowledge base and a carrier of the relia-
bility model is the logical-algorithmic description of events
associated with the occurrence, detection, and elimination
of the causes of incorrect operation of the software system.
The inputs of the process-oriented model are the reliabili-
ty-time estimates of working, checking, and correction op-
erators. At the output of the process, two classes of situa-
tions corresponding to correct (1!) and incorrect (u°=1-u')
execution of the task are identified. Then, for the sequen-
tial algorithmic structure (4) with improving transforma-
tions (5), (6), the correctness of completion of the stage A,
i=1,...,n,is described by a system of fuzzy rules:

IF the working operator A, is executed correctly

OR errors are correctly detected and removed during
checking w, and U, correction,

AND no new errors have been made,

OR errors are correctly detected and resolved during
correction R.

(with the possibility of introducing new errors)

THEN the stage is completed correctly.

The following system of fuzzy logical equations that
connects the levels of fuzzy correctness of operators and
logical conditions with the classes of decisions correspond-
ing to correct (u!) and incorrect (1°=1 — u') execution of the
task is derived from the fuzzy knowledge base:
for the alternative structure

My, =l (X) - (V) + ) (X) - 1y, (2); ®
for the iterative structure

=i () -1, (V) + g (X) - g (Z) +
U [P+ 1) iy (Z) +
+ [ [pg? + w1 up (Z), )

where the risk of repeated correction is

= 1-[pf (X) - p, (V) + 1l (X) - b (ZD)], (10)
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where p! (1)), u! (u0), and p; (u) are the possibilities of
correct (incorrect) execution of the working (4,), checking
(w), and correction (U) operators; pi,. (uoo HIO) is the distri-
bution of fuzzy correctness of the cychc correction opera-
tor R; q is the number of verification and correction cycles
for the iterative structure; p, (1)) and pg () is the pos-
sibility of correct (incorrect) execution of the equivalent
operators P,and Q..

The reliability of working, checking, and correcting
operators was modelled on the basis of expert and exper-
imental data on the distribution of errors of various types
(interface errors, errors in the logic of the program, errors
in the processing of parallel data flows, etc.). Following the
m-ary concept of errors (Rotshtein et al., 2007), the possi-
bility of identifying and correcting errors of the j-th type,
j=1,..., k, was considered at the i-th stage. Managing the
risks of introducing and omitting errors when executing
working, checking, and correction operators was carried
out using controllable variables as follows:

wh, () =TI 1(1— [5,15),

b, (%) =TI, (1— (12, 1), (11)
1 (2) =TI (1—[#011 Zu)
uk (Z) =TI} ( — [+ 1017 ) 12

where p) (u) is the possibility of avoiding (introduc-
ing) the error e, when executing the working operator A;
I, (1) is the p0551b111ty of detecting (missing) the error e,
when checking the truth of the logical condition w,; . (pU?])
is the possibility of removing (leaving in the system) the
error e; when executing the correction operator U p,,' (1),
ua0) is the possibility of removing (leaving in the system)
the error e; and introducing new errors when executing the
correction operator R..

Fuzzy correctness of the multistage development pro-
cess described by a sequence of the alternative and itera-
tive algorithmic structures was defines as follows:

p=1 (u' X, Y, Z, Z)), S.€{P, Q}. (13)

The execution time of the working (t,), checking (¢, ),
and correction (t,, t,) operations was calculated in pro-
portion to the development time of the null version of the
working operator ¢, as follows:

0 ax(yU) 0
tAi(Xi)=(1+ )tA,t () =——13,
max(zu) 0
oo (Z) = ———t4, (14)

where the maximum quality ratings arex, ,y .,z =9.
The execution time of the algorithms (4)-(6) was esti-

mated as follows:

for the alternative structure

=1, (X0) + £, (V) + ty,(Z)));

for the iterative structure

(15)

th =
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ty = L1 (ta, (X)) + q(tw, YD) + tr,(ZD)),  (16)
where t,, t, is the execution time of the equivalent operators
corresponding to the alternative and iterative structures.

Thus, correlations (8)-(13) define the fuzzy model of
software reliability growth. The increase in software reli-
ability was achieved by managing risks of incorrect per-
formance of the task. Parameters of working, checking,
and correction operators determine the efforts aimed at
reducing the risks of errors at all stages of development.
The growth of the reliability function is ensured by intro-
ducing the quality indicators of working, checking, and
correction operations in accordance with the Saaty’s scale.
Fuzzy logical equations model the increase in the level of
fuzzy correctness depending on the distributed efforts. The
development time determined by correlations (15), (16) is
calculated in accordance with the priority ranks of working,
checking, and correction operators.

Results and Discussion
Example: Risk assessment
of the mobile application development.
The problem of reliability analysis of a mobile applica-
tion for image aggregation is considered (Rakytyanska &
Prus 2024). It is assumed that a logical-algorithmic mod-
el of the development process is given, where risk assess-
ments of the working, checking, and correction operations
can be obtained on the basis of already completed projects.
The problem of reliability analysis was formulated as fol-
lows. For the given logical-algorithmic model, it is neces-
sary to minimise risks of introducing, missing, and leav-
ing errors in the system by distributing efforts to perform
working, checking, and correction operations. The devel-
opment time should not exceed 16 weeks.

The logical-algorithmic model of the development
process looks as follows:

A=A, le)) DVU)...A, 6] (DVU) A, le]] (R} A, [e] OVU)
Asle] OVUY A, le] (R)--A ey (Rg)

A, le,] (DVUY..A, e, (DVU,). (17)
(1)16 (A)19

Here A, - requirements analysis; e,={e, }, where ¢, -
requirements incorrectly defined by the customer;

A, - development of technical specifications for soft-
ware design; e, ={e, ,..., €, .}, where e, —incorrect formula-
tion of technical requirements; e, , - lack of clear software
goals; e, . — improper distribution of roles and responsibil-
ities; e, , - changing requirements; e, . - incomplete detail-
ing of the project;

A, — development of technical specifications for pro-
gramming; e, = {e, ,..., €, }, where e, - misunderstand-
ing of technical aspects; e,, — inconsistency of resources
and deadlines; e, . — lack of quality control; e, , - failure to
consider risks;

A, - development of UI/UX design; e, = {e, ,..., €.},
where e, | - inconsistency with user needs; e,, — complex
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and confusing interface; e,, — poor readability and con-
trast; e, , — non-optimised images; e, . — lack of process-
ing of user paths; e, . — ignoring updates and trends; e, , —
non-adaptive design;

A, —analysis of implementation methods; e,={e, ,e, .},
where e, | —neglect of resources; e, , — neglecting expansion
needs;

A, - analysis of architectural solutions; e, ={e. , e ,},
where . - disregarding software functionality; e,, — ne-
glecting expansion needs;

A, - software architecture development; e, = {e, ,...,
e, .}, where e, —errors in the analysis of architectural solu-
tions; e, , — suboptimal performance; e, . — dissatisfaction
with security needs;

A, - interface development; e ={e, ,...,e, .}, wheree, -
design pattern mismatch; e , — using the wrong style ele-
ments; e . — inappropriate animations; e, , — non-adaptive
interface; e, . - errors in the text;

A, — development of software modules; e,={e, ,,..., €},
where e, - errors in the program code; e, , — third-party li-
brary errors; e, — errors in the work algorithms of software
modules; e, , — unoptimised code;

A, - development of image processing module;
e, ={e, ..., €,,}, where e, — processing algorithm errors;
e, , — internal library error; e, , — hardware processing algo-
rithms are not supported; e, , — overloading of the comput-
ing resources of the device;

A, - database development; e, ={e, ..., €}, where
e,,, — database normalisation is broken; e, , — wrong data
types; e, , — incorrect types of relationships between tables;

A, - connecting logic to the interface; e, ={e,, ,, €,,,},
where e, | - inconsistency of the interface with the pro-
gram logic; e, , - interface design errors;

A, - software testing; e,,={e,, ,..., €,.}, where e, -
using the wrong user flow during testing; e,,, — there is
no verification of software operation on different devices;
e,,; — no smoke testing; e, , - there is no verification of the
problem in several approaches; e,, . — no testing with poor
or no internet connection;

A, - error correction; e, ={e,, ..., €}, where e, -
incorrectly formulated ways of reproducing the error;
e, — not following all paths to reproduce the error; e . . -
no playback error with correct playback paths; e . , — there
is no verification of the entire software module when the
software code changes in it;

A, - checking the requirements of the technical task;
e, ={e, e,,}, where e - inconsistency of the current
design with the requirements; e, ,, — non-compliance of
the software functionality with the requirements of the
technical task;

A, - verification of the software product by the cus-
tomer; e, ={e,. , €.}, where e ., — non-compliance of the
software with the primary requirements; e ., — non-com-
pliance of the interface with the primary requirements;

A,, — preparation for publication; e, ={e, ..., €,,},
where e, - there is no full testing of the software before
publication; e ., — uncorrected critical software errors;
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e, — errors in the description of the user terms of service
provision; e, , - there is no testing of alpha and beta ver-
sions of the software;

A, — checking requirements before publishing to
AppStore, Google Play; e, = {e,..., €,,}, where e -
non-compliance with the requirements of applica-
tion stores; e, — misrepresentation of user data; e, —
non-compliance with the requirements to be effective after
publication; e, - non-compliance with country-specific
publication requirements;

A, — publication; e ={e,, e,,}, where e, - error
when uploading the application assembly to the applica-
tion store; e, — publication of the application without
taking into account analytical data;

A, - support; e, ={e ,..., €,.}, where e, — no re-
sources for support; e, — critical bug fixes are missing;
€, — 1o support for new platform requirements.

In (16), the stages A - A,, A, A, A, — A, are described
by the alternative algorithmic structures without feedback,
and the stages A, A, - A, are described by the iterative
algorithmic structures with feedback. Risk assessments for
the working, checking, and correction operators are giv-
en in Table 1. Error distribution ranges were obtained on
the basis of expert and experimental data. To estimate the
fuzzy correctness of the operators and operator structures
in (16), the histories of errors and defects of 56 already
completed projects in the field of mobile application de-
velopment were considered. The reliability of working op-
erators (u,') is determined based on fuzzy estimates of the
frequency of introducing errors of various types. The reli-
ability of checking (u!) and correction (i, 1t,') operators
is determined based on fuzzy estimates of the frequency of
detection and correction of errors of various types. Given
the fuzzy correctness (u'), the risk (1°=1- ') is calculated.

Table 1. Risk assessments for the working, checking, and correction operators

b Checkingoperator | COmecten thut

A My M, ITH [T [T

A, 0.392 0.464 0.214 - -

A, 0.115-0.428 0.185-0.396 0.120-0.275 - -

A, 0.196-0.410 0.142-0.339 0.107-0.250 - -

A, 0.250-0.375 0.160-0.285 - 0.071-0.160 0.053-0.107
A, 0.160-0.267 0.178-0.250 0.089-0.178 - -

A, 0.214-0.357 0.196-0.304 0.185-0.214 - -

A, 0.304-0.410 0.214-0.392 - 0.089-0.178 0.071-0.142
A, 0.232-0.446 0.285-0.464 - 0.107-0.267 0.053-0.125
A, 0.125-0.392 0.196-0.428 - 0.160-0.250 0.125-0.178
A, 0.214-0.464 0.125-0.375 - 0.142-0.232 0.107-0.160
A, 0.107-0.250 0.196-0.267 - 0.089-0.214 0.071-0.125
A, 0.285-0.392 0.178-0.304 - 0.178-0.232 0.089-0.160
A, 0.196-0.428 0.214-0.339 - 0.160-0.304 0.107-0.142
A, 0.304-0.446 0.267-0.410 - 0.125-0.160 0.071-0.125
A, 0.107-0.160 0.089-0.125 - 0.071-0.089 0.053-0.071
A, 0.125-0.178 0.107-0.160 - 0.107-0.214 0.053-0.089
A, 0.089-0.232 0.125-0.178 0.071-0.160 - -

A, 0.196-0.267 0.160-0.214 0.107-0.178 - -

A, 0.160-0.214 0.142-0.196 0.053-0.071 - -

A, 0.107-0.178 0.125-0.214 0.089-0.142 - -

Source: created by the authors

When calculating the reliability of algorithmic struc-
tures using formulas (8), (9), the risk of incorrect comple-
tion of development stages for preliminary risk assess-
ments is 10-25%. This means that without proper resource
allocation, the possibility of cascading and interactive ef-
fects as the consequences of errors propagation steadily
increases. As a result, the goals of the project cannot be
achieved within the established time frame. Assessments
of the correctness of software development stages after ef-
forts distribution are given in Table 2. Risk management is

carried out based on formulas (11), (12) by dividing efforts
(x;, ¥;» 2;) to reduce the risks of introduction (u A‘f/,), imperfect
detection (i), and incomplete correction (i, iy;) of the
set of errors e,={e}, j=1,..., k. The result of the effort dis-
tribution is a stable growth of the reliability function due
to the correct execution of the working (u, ), checking (u!),
and correction (i, 4y ) operators. Estimates of the correct
completion of each stage (i, uj,) associated with correct-
ness of the execution of the alternative or iterative struc-
ture, are obtained using formulas (8), (9).
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Table 2. Fuzzy correctness of development stages after distribution of efforts among working,
checking, and correction operators

Stage xoerrkaitr:g Checking operator Correction without feedback Correction with feedback
A X; M, Y; 1A uy, T8 z; 718 My,
A, 5 0.940 7 0.995 7 0.998 0.996 - - -
A, 57 0.986 7-8 0.998 6-8 0.999 0.998 - - -
A, 4-5 0.972 6-7 0.998 6-7 0.997 0.996 - - -
A, 4-5 0.980 56 0.998 - - - 5-6 0.997 0.995
A, 3-4 0.981 4-5 0.997 3-4 0.998 0.996 - - -
A, 4-5 0.984 5-6 0.997 5-6 0.995 0.997 - - -
A, 5-6 0.978 6-7 0.996 - - - 6-7 0.997 0.996
A, 5-6 0.963 5-7 0.996 - - - 7-8 0.999 0.996
A, 4-6 0.974 6-7 0.997 - - - 7-8 0.996 0.995
A, 4-5 0.950 5-6 0.996 - - - 6-7 0.995 0.992
A, 3-4 0.984 4-5 0.998 - - - 5-6 0.999 0.997
A, 3-4 0.973 4-5 0.995 - - - 4-5 0.996 0.995
A, 5-6 0.936 6-8 0.998 - - - 7-8 0.996 0.994
A, 5-6 0.990 6-7 0.996 - - - 7-8 0.998 0.996
A, 3-4 0.982 4-5 0.998 - - - 4-5 0.997 0.996
A 3-4 0.990 4-5 0.997 - - - 4-5 0.998 0.995
A 2-3 0.947 2-3 0.995 2-3 0.996 0.995 - - -
A, 2-3 0.981 3-4 0.998 2-3 0.994 0.997 - - -
A, 2-3 0.954 3-4 0.997 3-4 0.998 0.996 - - -
A, 2-3 0.968 4-3 0.998 2-3 0.997 0.995 - - -

Source: created by the authors

The obtained results demonstrate the correct ranking
of risks during the performance of working, verification,
and correction operations. The possibility of correct com-
pletion of the project is estimated using formula (13). Risk
assessments during the analysis of requirements and de-
velopment of technical specifications at the stages A-A,
amount to approximately 1%. Risk assessments during the
analysis of user’s design, implementation methods, and ar-
chitectural solutions at the stages A.-A, are less than 1.5%.
Risk assessments during the development and testing at
the stages A,-A . are around 5%. Risk assessments in prepa-
ration for publication and support at the stages A -A,, are
less than 2%. Reducing the risk of incorrect completion of
the previous stage A, | allows avoiding the effects of cas-
cading and interaction when spreading the consequences
of errors e, ={e },j=1,..., k, at the stages A, A, ..., A.

The schedule for the execution of the sequential dis-
crete process (16) is shown in Figure 1. The calendar plan
was calculated using formulas (14), (15) taking into account
the costs of checking and correction in accordance with the
distribution of efforts. To comply with time constraints,
the start of each stage was chosen as early as possible.
The development of technical specifications at the stages
A,-A, takes 1-2 weeks. The development of user’s design
and architectural solutions at the stages A.-A; takes ap-
proximately 4 weeks. The duration of the development and
testing stages A,-A,; is around 12 weeks. The final stages
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of preparation for publication A -A , take no more than 2
weeks. When calculating the calendar plan, contextual his-
tories of already completed projects were used, where the
duration of the development and testing stages makes up
80% of the project time. The time spent on detecting and
correcting errors was estimated in proportion to the devel-
opment time of the null version of the stage, depending on
the priority of the errors. As a result of proper distribution
of efforts, the software development period does not ex-
ceed 16 weeks, which guarantees timely delivery.

Within the given schedule, the progress of the project
in the form of the cumulative flow diagram can be predict-
ed using the system of fuzzy rules and assessments of cor-
rect execution of the operators and logical conditions (Ta-
bles 1, 2). The number of tasks in development and testing
is known for each week of the calendar plan. The decision
to accept the task (or return it for revision) is made based
on the possibility of correct execution of the working and
checking operators 4, ub, The decision about the suc-
cessful revision is made based on the possibility of correct
execution of the debugging operators g, ug . The decision
about the successful completion of the stage is made based
on the possibility of correct execution of the alternative
or iterative structure pp, ug, that allows to estimate the
number of completed tasks and the number of tasks in the
queue. The experimental and model cumulative flow dia-
grams are shown in Figure 2.
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Figure 1. Development process schedule

Source: created by the authors
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Source: created by the authors

Comparison of the experimental and model dynam-
ics of the project indicates stable software quality man-
agement. As a result of the correct distribution of efforts,
the number of completed tasks is steadily increasing; the
number of tasks in development and testing remains sta-
ble; the number of tasks in the queue is steadily decreasing.
In practice, dynamics of a real project allows for short-term

Information Technologies and Computer Engineering, 2025, 22(3)

horizontal sections indicating the resolution of problems.
In case of periods of decline, the model can predict the
recovery of the chart. Thus, the proposed model demon-
strates the ability to correctly approximate the progress of
real projects under conditions of risks and uncertainty.
Software developed in Python for software reliabil-
ity analysis is an intelligent system that implements a
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logical-algorithmic model of the development process. The
system is integrated with the analytical module by forming
fuzzy rules that take into account the possibility of occur-
ring, detecting, and correcting errors at different stages of
the software life cycle. The system allows modelling the
processes “work — checking — correction” using improving
substitutions and assessing the level of correctness based
on a system of fuzzy logical equations. The controllable
variables embedded in the logical-algorithmic model for-
malise the distribution of efforts according to task priority.
Visualisation tools make it possible to analyse the dynam-
ics of the project depending on the distributed efforts. For
practical application, the model is integrated with reposi-
tories of error and defect histories, automatically adapting
the parameters of fuzzy rules based on empirical data from
previous projects.

Discussion of the results of evaluating

the effectiveness of the software reliability model

This paper proposes a software reliability model that al-
lows generating improving transformations of the devel-
opment process in the form of linguistic rules to prevent
the risks of software defects. Such rules are the carrier of
the software quality management model, as they give prac-
titioners the opportunity to distribute efforts under limited
time conditions. The logical-algorithmic model of software
reliability is obtained on the basis of an intelligent analysis
of software development processes. The process-oriented
model predicts the risks of software defects based on as-
sessments of the correct execution of the process elements,
such as the stages of development, testing, and debugging.
The principal difference is the integration of the controlla-
ble variables into the logical-algorithmic description of the
software life circle that allows managing the development
risks. Improving substitutions allow to simulate events
that ensure software reliability growth at the development
stages. As a result, the proposed approach, which is similar
to knowledge distillation, allows transferring reliable parts
of the previous projects into a process-oriented reliability
model of the current project.

Distillation-based models of software reliability aim to
define action plans based on software analytics and practi-
tioner findings. In the study B. Littlewood et al. (2020), fail-
ure rate data of existing software is used as a prior distri-
bution when assessing the reliability of a new system. This
approach ensures transferring reliable components of the
previous system to the new one from the history of failures
of existing systems. The article A. Filippetto et al. (2021)
consider a database of failures and defects of already com-
pleted projects as a context history. The failure history of
existing software is used to assess the reliability of a new
system by modelling scenarios using distance-based sim-
ilarity measures. In the work M. Asif & J. Ahmed (2020),
a decision support system is developed that automatically
generates rules to reduce software risks based on frequent
failure patterns. A rule-based machine learning approach
is used to establish relationships between risk factors and
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software reliability, where the previous failure cases and the
corresponding action plan are associated with rules. N. Al-
nahdi & R. Alnanih (2024) consider an information model
that integrates usability testing and reliability analysis at
the stage of interface design to enhance the system per-
formance based on user experience. The conceptual model
is adjusted to identify risks using expert recommendations
for minimising risks observed during the implementation
of similar projects. The work D. Rajapaksha et al. (2022) pro-
poses a defect prediction model for the automatic develop-
ment of planning strategies using a qualitative study and
empirical assessment of the impact factors determined by
the software development methodology. Current planning
actions are generated in the form of rules-based explana-
tions and associated risk thresholds. The rule-based model
proposed by T. Hovorushchenko (2021) predicts the risks
of software defects based on many factors obtained from
the analysis of experimental data. The risk management
model generates planning strategies directly in the form of
expert recommendations. R. Ouriques et al. (2023) use the
approach based on the grounded theory to generate expla-
nations regarding the compliance of the current state of
the project with the requirements. The intelligent process
analysis allows reconstructing the sequence of events that
can cause software failure. As noted in the study J. Diaz et
al. (2023), modelling condition-event relationships using
the grounded theory requires transparency and replica-
bility, which improve the trustworthiness of the generated
recommendations. Qualitative data analysis in empirical
software research takes into account the perspectives of a
group of experts to structure codified knowledge based on
a consistent interpretation of events.

Unlike process-based models that examine clusters
of factors influencing condition-event relationships, the
proposed model uses a time series approach. Correction
of the execution of the multidimensional discrete process
with the m-ary concept of errors is carried out by selecting
improving substitutions. The number of model parameters
is reduced to the number of error types k, at each stage A,
i=1,..., n. Then, the following groups of risks are consid-
ered: risks of introducing errors during development; risks
of missing errors during testing; risks of leaving errors in
the system or introducing new errors due to imperfect de-
bugging. In particular, to assess the risks of the mobile ap-
plication development process, from 2 to 7 risk factors or
types of errors were considered at each stage of the life cy-
cle A, ..., A, Therefore, in order to manage the quality of
development, it is sufficient to distribute efforts for the cor-
rect completion of the stages, where the processes of intro-
ducing, detecting, and removing of errors are described by
the algorithmic structures “work - checking - correction”.
Improving transformations formalised by the controllable
variables are associated with the thoroughness of develop-
ment due to the increase of the working time or the skills
of developers. The application of the proposed model is
limited to discrete algorithmic processes, where risk man-
agement is carried out within the time frame of each stage.
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Conclusions

This article proposes an approach to modelling the relia-
bility of the software development process based on the al-
gebra of algorithms and fuzzy logic. The multidimensional
discrete process of the software development is described
using the modified system of V.M. Hlushkov’s algorithmic
algebras. The algorithmic description of events related to
the introduction, detection, and removal of errors is con-
sidered as the fuzzy knowledge base “work — checking - cor-
rection”. The linear structure describes a sequence of works
without feedback. The alternative structure describes the
process of testing and correction where errors are detected
and immediately removed from the system. The iterative
structure describes the debugging process with the possi-
bility of introducing new errors. The logical-algorithmic
model makes it possible to develop algorithms with the re-
quired levels of correctness and cost based on expert and
experimental reliability assessments obtained at the stages
of the software life cycle.

A fuzzy model of software reliability growth is pro-
posed. The reliability model in the form of the system of
fuzzy logical equations connects the possibility of correct
(incorrect) execution of the process and the assessments
of correctness of the working, checking, and correction
operators. Software reliability analysis is associated with
assessing the risks that arise during development, verifica-
tion, and validation due to non-compliance with design re-
quirements. Risk management is carried out with the help
of improving substitutions embedded into the logical-al-
gorithmic model. Improving substitutions allow modelling
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AHoOTAULiA. AKTyaJbHICTb [OOCIIIKEHHS 3yMOBJIEHA HEOOXiOHICTIO pO3poOKM iHTeprpeTabelbHUX IPOLEC-
OpPiEHTOBAHUX MoOJeseil, IKi JO3BOJSIIOTh OLIHUTY 3pOCTaHHSI QyHKIi HAZiHOCTI 3a7eKHO Bill PO3MOIITY 3yCUITb.
MeTa pob60TH mossiraga B MOZAENIOBAHHI MMPOLECiB, TOB’SI3aHMX i3 BHECEHHSIM, BUSIBJIEHHSIM Ta BUIIPABI€HHIM ITOMUIIOK
3acobamMu anre6py aJIrOPUTMIB Ta HEUITKOI JOTiKM. 3aIIPOIIOHOBAHA METOIOJIOTiSI aHaMi3y HaAiiHOCTi MPOTrpaMHOro
3abesneveHHs1 6asyBasacs Ha Teopii HaAIHOCTI anrOPUTMIYHMX MPOLeciB. JIOTIKO-aITOPUTMIYHA MOZENb IIPoliecy
pO3pobKkyM MoOymoBaHa Ha OCHOBI JiHiIHOI, aTbTepHATMBHOI Ta iTepaTUBHOI OMEPaTOPHUX CTPYKTYP. IToCaimoBHICTD
poGiT 6e3 3BOPOTHOTO 3B’SI3KY OIMMCAHA JIiHiiTHOIO CTPYKTypoto. ETanu Bepudikaiiii Ta Banaigarii onmcaHi 3a JOMOMOT0I0
aJbTepHATMBHOITa iTepaTMBHOI aJITOPUTMIUHMX CTPYKTYP.[Ipoliec mepeBipKy Ta BUIIPaBAe€HHS, KO BUSIBI€HI TOMUIKU
HeraiHo yCyBalIucsl, a HOBi MOMMW/IKY He BHOCUJIMCS, ONIMCAHO aIbTepPHATUBHOIO CTPYKTYpoI0. [Ipoliec HamaroakKeHHs,
IiJ] Yac SIKOr0 MOXYTb BHOCUTUCh HOBi IOMMJIKY, OITMCAHO iT€PATUBHOIO CTPYKTYPOIO0. JIOriKO-aIropuTMiuyHa MoJenb y
BUIVISLLi HEUiTKOI 6231 3HAHb JO3BOIMIIA TIPOEKTYBATY MMPOTpaMHe 3abe3neueHHs 3 HeOOXiZHMMY PiBHSIMU HALiIHOCTI
Ta BUTPAT, BUKOPUCTOBYIOUM TOKPAIyBaIbHi TepeTBopeHHsI. CucTeMa HeUiTKUX JIOTIYHKX PiBHSIHb MOB’sI3yBaJia piBHI
MPaBWIbHOCTI POOOUMX, KOHTPOIBHUX Ta TOPOOOUHMX OTepalliii 3 MOKIMBICTIO MPAaBWJIBHOTO BMKOHAHHS IIPOLieCy
po3pobku. Posmopin 3ycuiab GopmasnizoBaHO 3a JOTIOMOTOI0 MOKpAIlyBadbHMX MiJCTAHOBOK, BBEJEHUX Y JIOTiKO-
aATOpUTMiuHy MoJenb. KepyBanabHi 3MiHHIi, MOB’SI3aHi 3 TOKpAIlyBaJbHMMM IIi[CTAHOBKAMM, iHTEPIIPETYBaIUCS
SIK SIKICTh BMKOHAHHSI pPOOOUYMX, KOHTPOJBHMX Ta J[HOPOOOUHMX OIlepaliii. 3amporoHOBaHAa HeYiTKa MOJelb
HaJilfHOCTI MporpaMHOro 3abe3reyeHHs AO3BOIWIA OLIHUTU PU3UKU MPOIECY PO3POOKM HA OCHOBI eKCIepTHOI Ta
eKcrepuMeHTanbHOi iHGopMallii mpo HaLiifHiCTh Ta YaCOBi XapaKTePUCTUKY eTalliB XUTTEBOTO IMKITY. HediTka Mozenb
6yna mobymoBaHa LUISIXOM TepeHeCeHHs HaliliiHMX YacTMH MPOoIecy pOo3po6KM, OTpUMaHUX 3 iCTOpiii MOMMIIOK Ta
nedexTiB rornepenHix MPOEKTIB, y MPOIEC-0PiEHTOBAHY MOJIe/Ib HAIi/THOCTI TOTOYHOTO MPOEKTY. PO3MISIHYTO MPUKIaZ,
aHaTi3y HaJiifHOCTi Mmpolecy po3pobky MOOGITBHOTO NOJATKY JJIsl arperailii 306paxkeHb, e BIVIMBOBUMM (aKTOpaMmu
€ 6e3MOMMIKOBe BMKOHAHHSI POOOUYMX, KOHTPOJbHUX i JOPOOOUHMX omepaliil. [IpakTuuHe 3HAYEHHS HOCTiIKeHHS
TIOJISATAE Y CTBOPEHHI iHCTpYMeHTapilo, 1[0 Ja€ 3MOry TPOTHO3YyBaTH HaAi/iHiCTh MPOTPAaMHOr0 3a6e3MeueHHs Ha Pi3HUX
eTamnax ioro >XUTTEBOrO LIMKIY, ONTUMi3yBaTu POS3IIOAIJA pecypciB MiX BUSIBIEHHSIM i BUIIpaBJIeHHSIM MOMMJIOK Ta
3MEHUIYBAaTU PU3MUKM HEBJAIMX PillleHb Y TPOEKTYBaHHI 1 HanaromkeHHi
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