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Abstract. The research relevance is determined by the need to create effective, transparent, and cyberattack-
protected network management systems. The study aimed to systematise and critically analyse current approaches
to combining artificial intelligence, software-defined networks, Zero-Trust architecture and blockchain to build
adaptive, transparent and cyberattack-proof network management systems. A conceptual review of secure network
management technologies was conducted using interpretative and comparative analysis of scientific sources, systemic
and structural-categorical analysis of the characteristics of software-defined networks, Zero Trust architecture,
blockchain, and artificial intelligence, and modelling scenarios for their application to improve the adaptability,
transparency, and resilience of network systems in critical sectors of Ukraine. The results showed that the combined use
of these technologies provides centralised traffic management, dynamic access policies, transparency of operations,
and the ability to autonomously detect threats, significantly increasing the resilience of the network to multi-vector
cyber-attacks. The study determined that the main problems of integrating these technologies into network systems
are the opacity of artificial intelligence solutions, conflicts between the dynamism of models and the immutability
of blockchain, high resource requirements, and the complexity of policy coordination in multi-domain networks. The
implementation of Explainable Artificial Intelligence, hybrid architectures, off-chain solutions, model optimisation,
and federated protocols has overcome limitations, providing a transparent, adaptive, and secure network system
capable of responding effectively to threats and dynamic changes in the environment. The results showed that
traditional solutions based on static firewalls and centralised control are limited in terms of response speed, attack
detection accuracy and scalability. Integrated models combining artificial intelligence, software-defined networking,
Zero-Trust architecture, and blockchain provide instant threat response, highly accurate attack detection, dynamic
access control, automated auditing, and effective scalability, creating an adaptive, resilient, and transparent network
system. The results of the study can be used to develop and optimise cybersecurity policies, automate access control
and network event monitoring, and build scalable and transparent architectures of management systems
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Introduction

The growing complexity of cyber threats renders tradition-  solutions capable of detecting anomalies in real time and
al network security models based on static policies and adaptively changing access policies. The combination of
perimeter protection ineffective. Modern attacks bypass artificial intelligence (AI), Software-Defined Network-
classic defence mechanisms, creating a need for dynamic  ing (SDN), Zero Trust Architecture (ZTA) and blockchain
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creates the basis for new approaches to security manage-
ment. Al provides traffic and user behaviour analysis, SDN
provides a flexible infrastructure, ZTA enables micro-seg-
mentation and dynamic authentication, and blockchain
ensures the immutability of event logs. For Ukraine, such
synergy is necessary in the context of protecting critical
infrastructure and government electronic services from
hybrid threats.

The issue of integrating technologies to improve the
adaptability and security of network systems was ad-
dressed by Ukrainian scientists. V.S. Nikitchenko (2024)
studied the trends of digital transformation of business
structures in the context of Industries 4.0 and 5.0, pay-
ing attention to the integration of modern technologies
to improve the adaptability and efficiency of enterprises.
The study demonstrated that the comprehensive imple-
mentation of automated control systems and decentral-
ised technologies, such as blockchain and Al, can signifi-
cantly increase the reliability of business processes, which
directly correlates with approaches to the integration of
SDN, ZTA and blockchain in secure network environments.
These findings confirm the relevance of combining several
technologies to ensure the adaptability and transparency
of network systems. In turn, M.V. Vorokhob (2023) analysed
models and methods for the improvement of enterprise se-
curity policies based on the Zero Trust methodology. The
study emphasised that the implementation of behavioural
access control models, continuous user monitoring and dy-
namic policy adaptation is key to reducing the risks of in-
sider threats and ensuring the reliability of multi-domain
networks. These concepts correlate with the use of AI+ZTA
in practical scenarios of integrated network management,
where Al behavioural algorithms assess user risk and auto-
matically adapt access rights.

S.A. Latif et al. (2022) proposed a comprehensive se-
curity architecture for IoT networks of cyber-physical
systems, integrating Al, blockchain, and SDN. The study
demonstrated that this combination not only automates
anomaly detection and attack prediction but also ensures
real-time data transparency and immutability. These re-
sults confirm the feasibility of using multi-component
solutions to improve the resilience of critical network in-
frastructures. At the same time, M.H. Bashaa et al. (2025)
reviewed the integration of ZTA and machine learning (ML)
to improve the security of software-defined networks. The
study determined that the combined use of behavioural
models, adaptive access policies, and Al for threat pre-
diction significantly improves attack detection accuracy
and enables rapid response to incidents. The authors also
emphasise the relevance of audit and monitoring automa-
tion, which is consistent with practical cases of integrated
network solutions implementation in various industries.
L. Alevizos et al. (2022) considered the issue of extending
ZTA to endpoints using blockchain. The study determined
that the integration of decentralised registries increas-
es the system’s resistance to attacks and ensures audit
transparency. The study emphasised that combining ZTA
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and blockchain helps protect critical network components
and boosts trust in secure access management in corporate
environments. This approach is relevant to the analysis of
the potential of integrated network security solutions that
combine ZTA and decentralised technologies.

S. Tiwari et al. (2022) proposed an approach to inte-
grating Al with ZTA to improve the adaptability of net-
work security in modern cyber threats. The study showed
that Al can be used for real-time assessment of user and
device behaviour and automatic adjustment of access
policies, which significantly reduces the risk of security
breaches. The study emphasised the potential of combin-
ing Al and ZTA to increase the flexibility and effectiveness
of multi-domain network protection. B. Chowdhury et
al. (2023) presented a conceptual model of a digital twin for
e-Healthcare based on 6G using Zero Trust and blockchain.
Al-driven attack prediction and response mechanisms,
combined with decentralised registries, have been shown
to enhance the security of critical healthcare systems. This
approach demonstrates the practical benefits of integrat-
ed solutions in the context of protecting confidential data
and ensuring service continuity. At the same time, A.V. Na-
garjun & S. Rajkumar (2024) conducted a comprehensive
review of the potential of deep learning and blockchain for
intrusion detection systems (IDS). The study determined
that the combination of AI and blockchain increases the
accuracy and speed of anomaly detection while ensuring
the transparency and immutability of event logs. This ap-
proach supports the idea of creating adaptive, autonomous
security systems that can effectively respond to complex
and multi-vector threats.

An analysis of previous studies demonstrated that ex-
isting studies are mostly limited to theoretical models or
the analysis of individual corporate cases, without cover-
ing their interaction in scalable environments focused on
the public sector and critical infrastructure. This creates
a gap in the scientific and applied justification of inte-
grated solutions that combine AI, SDN, Software-Defined
Wide Area Network (SD-WAN), ZTA, and blockchain into a
robust network management system. The study aimed to
systematise and critically analyse current research on the
integration of AI, SDN, ZTA and blockchain technologies
to create adaptive, transparent and cyber-resilient network
management systems. To achieve this goal, the following
tasks were set: to identify and analyse existing approaches
and models for integrating these technologies into network
systems, to evaluate their effectiveness and limitations; to
identify synergies between components, key challenges
and prospects for the further development of integrated
adaptive network solutions.

Materials and Methods

A conceptual review of modern technologies for secure
network management and their integration was conducted
to improve the adaptability, transparency, and resilience
of telecommunications systems to multi-vector cyber
threats. From the overall pool of scientific and scholarly
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publications published between 2021 and 2025, a total of
34 academic sources met the inclusion criteria and were
thematically relevant to the scope of the study. However,
only a subset of these sources was directly employed in the
formulation of comparative results and in the modelling
of integrated network scenarios (AI + SDN + ZTA + block-
chain). The remaining sources primarily served a support-
ive role, contributing to the development of the conceptu-
al framework, the theoretical grounding of the study, and
the enrichment of the discussion concerning limitations,
risks, and future directions of technology integration. The
literature search was conducted using major international
scientific databases, including Scopus, Web of Science Core
Collection, IEEE Xplore, ACM Digital Library, and Science-
Direct, which ensured comprehensive coverage of peer-re-
viewed research in the fields of network engineering, cy-
bersecurity, and information systems.

Criteria for inclusion of sources works describing the
integration of these technologies into network systems,
research on Zero Trust architectural solutions, the use of
Al for threat prediction or security policy automation, as
well as reviews and comparative studies of security mod-
els. Criteria for excluding sources: publications that do not
contain specific data on the integration of technologies or
their impact on the adaptability and resilience of networks,
works that deal exclusively with hardware solutions with-
out elements of SDN, ZTA, blockchain or Al, and materials
published before 2021. The research was conducted from
March to August 2025.

The research methodology involved systematising and
conducting a comparative analysis of the characteristics
of each technology. The method of interpretative analy-
sis of scientific sources was used to evaluate the architec-
ture, tasks and functional capabilities of AI, SDN, ZTA and
blockchain, as well as the method of comparative analysis
to compare their advantages and limitations in the context
of building integrated network solutions. To structure the
data obtained, a method of systematic and structural-cat-
egorical analysis was used, which facilitated the organisa-
tion of technology characteristics into logical blocks and
the creation of analytical tables. This facilitated a detailed
description of the key functions of the technologies, their
application scenarios, advantages for security and network
management, potential limitations and ways to overcome
them, as well as a comparison of traditional and integrated
security models.

Modelling of integrated scenarios for the application of
technologies in networks was highlighted. To assess the ad-
vantages ofintegrated solutions,an analysis of technical and
organisational aspects was conducted, including increased
network adaptability and flexibility, automated threat de-
tection and access control, ensuring data transparency and
immutability, as well as scalability and integration into
multi-domain networks. Potential challenges and limita-
tions of technology integration were also explored, includ-
ing explainable Al issues, conflicts between AI and block-
chain dynamics, high computing resource requirements
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and policy coordination in multi-domain networks, as well
as ways to overcome them. A comparative analysis of tra-
ditional network security models and integrated solutions
(AIL+SDN + ZTA +blockchain) was conducted based on the
criteria of incident response speed, attack detection accu-
racy, scalability, resistance to internal threats, transparen-
cy and auditability, adaptability to dynamic changes, and
level of automation.

The study examined application-orientated concep-
tual scenarios for deploying integrated Al, SDN, ZTA, and
blockchain in Ukraine. These scenarios were not treated
as fully documented, organisation-specific case studies
with proprietary network datasets; rather, they represent
desk-based modelling and feasibility assessment ground-
ed in (i) the reviewed scientific literature on AI/SDN/ZTA/
blockchain integration and (ii) open policy and industry
documents that describe reference architectures, maturity
targets, and automation principles for multi-domain net-
works. Three scenario classes were analysed. First, public
e-service delivery environments (including high-assurance
digital service platforms) were modelled as ZTA-enabled
service perimeters in which Al supports anomaly detection
and risk-based access decisions, while a permissioned ledg-
er provides tamper-evident audit trails for security-relevant
events. Second, critical infrastructure communications and
control-support networks were analysed at the level of ar-
chitectural patterns: SDN enables rapid traffic engineering
and segmentation, Al performs predictive detection of ab-
normal behaviour, and ledger-based logging strengthens
traceability and accountability of configuration and access
actions. Third, multi-domain government networks were
considered as simulated, federated environments within
a conceptual modelling framework, in which ZTA enforces
continuous verification, Al automates behavioural moni-
toring, and blockchain-backed audit logs enhance cross-do-
main accountability. Consequently, the information basis
for these scenarios was derived primarily from analysed
reports, standards, and industry architecture documents,
while the academic corpus was used to substantiate techni-
cal feasibility, integration constraints, and expected effects.
These cases are therefore reported as simulation-based
conceptual implementations rather than empirical evalua-
tions of named Ukrainian networks or operational systems.

The study also developed recommendations for the
development of a national Al ecosystem, standardisation
and integration of technologies, staff training and cooper-
ation with international partners to implement integrated
solutions in critical infrastructures. In addition, industry
reports and documents regulating the implementation
of integrated network solutions and approaches were
analysed. The Memorandum for the Heads of Executive
Departments and Agencies (2022), DoD Zero Trust Strat-
egy (2022), AT&T Domain 2.0 Vision White Paper (2013),
and Telefénica (2017) approaches were reviewed. In addi-
tion, LF Networking projects focused on the Open Network
Automation Platform (Alhilali & Montazerolghaem, 2023)
were analysed. The analysis of these cases revealed real
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models of AI, SDN, ZTA, and blockchain integration, securi-
ty policy standardisation, automation and audit principles
in multi-domain networks, and key practical approaches
to improving the cyber resilience and adaptability of net-
work systems. Visualisation and modelling of data flows
in the network were conducted using block diagrams illus-
trating the sequence of traffic processing, cyclical interac-
tion of components, feedback mechanisms, and real-time
self-regulation of the system. This was to assess not only
the functional capabilities of individual technologies, but
also their synergy in ensuring adaptive and autonomous
network management.

Results and Discussion

Overview of basic technologies

for secure network management

The review demonstrated how key components such as SDN,
ZTA, blockchain, and Al interact to enable adaptive and se-
cure network management. These technologies complement

each other, providing centralised management, dynamic
access policies, operational transparency, and autonomous
threat detection capabilities. SDN represents an architec-
ture with a separation of control plane and data plane; the
SDN controller centrally manages traffic flows and sets rout-
ing policies on switching devices. Al integration can detect
traffic anomalies, predict possible attacks, and dynamically
redirect flows based on network conditions. SDN also pro-
vides event logging and real-time monitoring of network
resources. ZTA implements the “zero trust” principle: the
network is segmented into isolated zones (microsegmenta-
tion), and each user and device undergoes adaptive authori-
sation with constant verification. Access control is based on
behavioural models and risk-oriented algorithms, which can
be used to change access rights quickly depending on the
threat (Aramide, 2024). For a systematic comparison of key
secure network management technologies, their main char-
acteristics, functions and integration capabilities are sum-
marised in Table 1.

Table 1. Key features of technologies for secure network management

. Integration with other . e e
Technology Key functions components Main benefits Potential limitations
Centralised traffic —_— Dependence on the
SDN management, dynamic A;:gr aor?ic():mglyﬂ?;?sc]:;(é%n Adaptability, quick response | controller, high resource
routing policy op requirements
st Adlieccosssconio, | Aforbehavousl  Reguctonofntenal | complayef |
micro-segmentation assessment of users authorisation constant verification
Blockchain Decentralised storage, Al for log verification and Transparency, data Conflict with Al dynamics,
smart contracts auditing consistency transaction delays
I . ) . Explainability (XAI)
Traffic classification, SDN for routing, ZTA for Automation, adaptability, S
Al (ML/DL/RL) anomaly detection access, blockchain for logs threat prediction need f?gggmgg;auonal

Note: DL - deep learning; RL - reinforcement learning

Source: compiled by the authors based on analysis of data of H. Han et al. (2021), P. Svensberg (2023), A. Alshehri et al. (2024), F. Ashfaq et

al. (2025)

Analysis of Table 1 shows that each considered technol-
ogy is specific but complementary in secure network man-
agement. SDN provides centralised traffic management and
provides a rapid response to changes in the network, but its
dependence on a controller and high computing resource
requirements are potential limitations. ZTA effectively re-
duces the risks of internal threats through adaptive access
control and micro-segmentation, but it requires constant
user verification and complex policy configuration. Block-
chain increases data transparency and immutability and
provides automated auditing, but the dynamic nature of Al
models can conflict with transaction delays and the need
for consensus in the network. Al in network solutions pro-
vides threat prediction, traffic classification, and adaptive
security policy management, but requires explainability of
decisions and significant computing resources.

The interconnection of these technologies compensates
for the limitations of individual components: SDN integra-
tion with AI provides dynamic routing and anomaly detec-
tion; the combination of Al and ZTA ensures adaptive access
control; blockchain supports transparency and immutability
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of actions. Thus, the combined use of SDN, ZTA, blockchain,
and Al forms a comprehensive system that simultaneously
increases the security, adaptability, and reliability of the net-
work infrastructure. O. Aramide (2022) examines the prin-
ciples of Zero Trust identity with continuous Al verification
in next-generation networks. The study specifies that Al in-
tegration enables the creation of secure digital ecosystems
with adaptive access control based on behavioural identities.
This directly correlates with the ability to create secure dig-
ital ecosystems with adaptive access control based on be-
havioural identities. The study specifies that Al integration
can be used to create secure digital ecosystems with adaptive
access control based on behavioural identities. This directly
correlates with the current approach to integrating XAI mod-
els into access policies: the study also emphasises the role of
explainability and continuous verification. At the same time,
O. Aramide focuses primarily on the user identity level, while
the current study pays considerable attention to the network
plane (SDN, policy-as-code). Figure 1 shows an integrated
network architecture that combines SDN, the ZTA concept,
and blockchain technologies.
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Figure 1. Al block integration diagram
Source: compiled by the authors based on analysis of F. Ashfaq et al. (2025)

The Al block is located between the SDN controller and
the Zero Trust and blockchain system components. It per-
forms adaptive analysis of traffic and user behaviour, which
can be used for dynamic changes to routing and access poli-
cies. Log and transaction data are stored in blockchain, and
AT analyses it for anomalies and threats. Interaction with
the Zero Trust module ensures continuous verification of

SDN
(traffic controller) — Al
analysis (classification,
anomaly detection)

ZTA

(adaptive access control,
micro-segmentation)

users and devices, while SDN provides flexible flow man-
agement. This integration creates a closed loop of adaptive
network management with a high level of transparency,
automation, and resistance to cyberattacks. To illustrate
the interaction of key technologies in secure network man-
agement, a diagram is provided that shows the data flows
and roles of each component (Fig. 2).

Blockchain

(log storage, smart contracts
for auditing)

Al SDN

(log validation, policy
optimisation)

(routing and policy updates)

Figure 2. Integration scheme for technologies in a secure network
Source: compiled by the authors based on analysis of P. Svensberg (2023)

An analysis of the SDN, ZTA, blockchain, and AI in-
tegration scheme demonstrates a clear sequence of com-
ponent interactions and the synergistic operation of all
elements of the secure network management system. The
SDN controller centrally manages traffic flows and pro-
vides primary data routing, while the received packets are
sent for processing by AI models for traffic classification,
anomaly detection, and potential threat prediction. Based
on the AI results, the ZTA system adaptively adjusts user
and device access rights using micro-segmentation and
dynamic authorisation policies. All transactions and ac-
tions are recorded in the blockchain, which ensures data
immutability, transparency, and the ability to perform au-
tomated audits through smart contracts. Al also interacts
with blockchain to verify logs, evaluate policy correctness,
and correct SDN routing in real time. This cyclical process
creates a dynamic, adaptive, and attack-resistant network
system where each technology compensates for the limita-
tions of the others. SDN provides centralised management,

152

ZTA enhances access security, blockchain ensures data
transparency and immutability, and Al coordinates adapt-
ability and threat prediction. As a result, the integrated
system can respond to multi-vector cyberattacks, dynam-
ically change routes and access policies, and maintain a
high level of trust in network interactions.

Conceptual overview of scenarios

for the application of integrated network technologies
Modern telecommunications systems face the need to
ensure high adaptability and resistance to multi-vector
attacks. The integration of Al, SDN, ZTA, and blockchain
technologies creates new opportunities for automating
network management, dynamic access control, and en-
suring transparency of operations. To systematise these
approaches, basic application scenarios were developed to
assess the role of each technology and the effectiveness of
their synergy in various aspects of security and network
management (Table 2).

Information Technologies and Computer Engineering, 2025, 22(3)
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Table 2. Conceptual overview of scenarios, technologies, functions
and advantages of using integrated network technologies

Use scenario

Employed
technologies

Primary functions

Security and network management
benefits

ML models analyse traffic and adjust

Optimisation of data flows, rapid re-

Dynamic routing Al+SDN ) : sponse to anomalies, and increased
routing rules via an SDN controller network bandwidth
: Behavioural models assess user and ; . - .
Adaptive access Al+7ZTA device risk, dynamically changing access Reduction of internal risks, micro-seg-

control

rights

mentation, and increased trust in access

Audit and logging

Al +blockchain

Logging of all actions in a decentralised
registry, analysis of logs for anomalies

Data integrity, transparency of opera-
tions, and rapid detection of incidents

Comprehensive
scenario

Al+SDN+ZTA +blockchain

Integration of all components: threat de-
tection, access policy adaptation, logging

Autonomy, resistance to multi-vector
attacks, real-time adaptability, transpar-
ency and auditing

Source: compiled by the authors based on O. Aramide (2022) and S. Narayanan (2025)

The table shows four key scenarios for technology
integration. In the dynamic routing scenario, ML mod-
els act as the analytical core, evaluating network flows
and determining optimal routes. SDN is central in quick
application of these decisions to network controllers, re-
ducing latency and avoiding congestion. The adaptive ac-
cess control scenario shows how Al and ZTA collaborate
to evaluate user and device behaviour patterns, identify-
ing risks in real time. This enables dynamic access rights
management and micro-segmentation, which is critical
for protecting internal network segments from potential
threats. The audit and logging scenario demonstrates the
advantages of blockchain combined with Al: immutable
records and smart contracts ensure transaction transpar-
ency, while Al analyses logs to quickly detect anomalies
and potential incidents. A comprehensive integration sce-
nario for all technologies ensures maximum synergy: SDN
centrally manages traffic flows, Al predicts threats and op-
timises policies, ZTA adaptively controls user access, and
blockchain provides reliable auditing and immutability
of logs. This approach creates an autonomous, resilient,
and transparent network system capable of responding to
changes in user behaviour, network load, and new types
of threats in real time. A general analysis of the table
shows that each technology performs a specific but inter-
related function, and their synergy improves security and
network management efficiency compared to traditional

static solutions. The complexity of implementing such
scenarios requires careful balancing of resources, policy
coordination, and explainable AI to increase trust in de-
cisions (Chaudhry, 2025). At the same time, S. Batewela et
al. (2025) examined the challenges of security orchestra-
tion in next-generation networks. They conducted a com-
prehensive review of existing approaches and emphasised
the need for integrated solutions capable of coordinating
security policies across different network domains. This
correlates with the current SDN-based “policy-as-code”
approach and closed loops with AlI; the contribution of
the conducted research is to add immutable auditing and
cross-agency interoperability through federated proto-
cols. While scientists address operators and SOAR/IBN
chains, the presented analysis details how to combine
these chains with blockchain without losing response time
(off-chain + periodic commit to the registry).

To illustrate the interaction of technologies in network
systems, a block diagram was created that shows data flows,
the roles of each component, and cyclical interaction in
real time (Fig. 3). The diagram illustrates how AI analyses
traffic and predicts threats, SDN provides centralised route
management, ZTA implements dynamic access control, and
blockchain ensures transparency and immutability of logs.
It can be used to evaluate both the sequence of data pro-
cessing and parallel flows, emphasising the complexity of
integrated solutions.

\ User and device data flow \

I
\ SDN: primary routing and basic security policies \

\ Al: traffic analysis, threat forecasting

\ Network status monitoring

assessment
T

ZTA: adaptive access control, micro-segmentation, user risk

[
Blockchain: logging
and smart contracts

1
Al: correction and verification
of logs, optimisation

I
SDN: route updates and application
of adaptive policies
[

Cyclical interaction
of all components in real time

Figure 3. Interaction of technologies in network systems

Source: compiled by the authors based on S. Batewela et al. (2025)
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The figure shows the step-by-step processing of network
flows and the interaction of technologies. At the first level,
user and device data are sent to SDN, which performs initial
routing and applies basic security policies. At the same time,
network status monitoring and traffic analysis are performed
through AI modules, which can detect anomalies and predict
potential threats. At the second level, ZTA implements adap-
tive access control, assessing user and device risks in real time,
while blockchain records all events in a decentralised registry,
ensuring the immutability and transparency of records. Al is
used to verify blockchain logs and correct access and routing
policies, creating a feedback and self-regulating mechanism
for the system. At the third level, SDN applies adaptive rout-
ing policies, and redirects flows, and the interaction cycle is
repeated in real time, ensuring constant adaptation of the
system to changes in user behaviour, network topology and
potential threats. Analysis of the diagram shows that each
technology performs a specific but interrelated function:
SDN is responsible for operational flow management, Al for
analysis and forecasting, ZTA for adaptive access control,
and blockchain for auditing and transparency. This architec-
ture ensures system autonomy, high adaptability to changes
in the network environment, and comprehensive protection
against multi-vector attacks, while emphasising the need for
policy coordination and optimisation of computing resources.

Analysis of the advantages

of integrated solutions in network security

Integrated network security solutions enable a compre-
hensive approach to protecting digital infrastructures

by combining different technologies into a single flex-
ible system. This approach not only provides resilience
against the growing number of cyber threats but also
improves resource management efficiency and network
scalability. First, integrated systems significantly in-
crease network adaptability and flexibility by enabling
rapid response to new threats, real-time changes to ac-
cess and protection policies, and adaptation to different
environments. This is a priority for dynamic infrastruc-
tures such as cloud services or corporate multi-domain
networks. The second advantage is the automation of
threat detection and access management, which mini-
mises the human factor and reduces response time. The
use of Al and ML can quickly identify traffic anomalies,
block malicious actions, and promptly update security
rules. Transparency and immutability of data are crucial,
which is achieved using blockchain and distributed ledger
technologies. This ensures trust in audit results, prevents
unauthorised interference, and creates conditions for the
formation of a unified information picture across the
entire organisation. Lastly, integrated solutions provide
scalability and integration into multi-domain networks
where different technologies and protocols are used si-
multaneously. Thanks to their modularity and flexible
architectural approaches, such systems can be easily ex-
panded without losing performance and functionality.
This creates the basis for the sustainable development of
digital infrastructures in the future. For clarity, the main
advantages of integrated solutions in network security
are presented in Table 3.

Table 3. Advantages of integrated network security solutions

Area of expertise Key aspects

Importance of network security

Improving network adaptability
and flexibility

Dynamic routing, load balancing,
integration with SDN

Ensures rapid response to traffic changes,
reduces the risk of overload and downtime

Automated threat detection
and access control

Using Al/ML for IDS/IPS, Zero Trust,
and automated access policies

Minimises human error, accelerates attack
neutralisation, and guarantees access control
at all levels

Ensuring transparency

and consistency of data platforms

Real-time logging and monitoring,
blockchain technologies, and SIEM

Increases trust in the system, prevents unauthorised
changes, and ensures the verifiability of events

Scalability and integration into
multi-domain networks

Cloud and hybrid environments, modular
architectures, APl integrations

Ensures flexible infrastructure expansion and
simplifies management
of complex distributed networks

Source: compiled by the authors based on R. Dwivedi et al. (2023), A. Malik et al. (2025)

The table shows that the advantages of integrated
solutions cover both technical and organisational aspects
of security. The combination of adaptability and flexibility
can ensure network resilience even in rapidly changing cy-
ber threat environments. Automation significantly reduces
response time to attacks and reduces dependence on the
human factor. Transparency and data immutability in-
crease the level of trust in the system from both users and
regulators, which is a priority in the context of regulatory
compliance. Lastly, scalability and multi-domain integra-
tion make the system flexible from a strategic perspective,
which can be used for quick expansion without significant
investment in infrastructure restructuring. Thus, integrated
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network security solutions are not only a technological
tool, but also a strategic approach to building secure and
flexible digital environments.

Assessment of challenges and limitations

of network technology integration

The integration of Al, SDN, ZTA, and blockchain technolo-
gies comes with a bunch of challenges, both technical and
organisational. One key thing is XAI, as modern ML and
DL models often work like “black boxes”, which restricts
the ability of administrators and analysts to determine the
logic behind the decisions. The opacity of Al algorithms
complicates auditing, control, and user trust, which can
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potentially lead to incorrect or untimely responses to
threats. The use of XAl, standardised documentation of de-
cisions and visualisation of model logic ensures transparen-
cy, controllability and soundness of decision-making, which
in turn contributes to increased integration efficiency and
trust in the system on the part of users and administrators.
There is a significant conflict between the dynamism of Al
and the immutability principle of blockchain technologies.
AT models require constant updating for adaptive network
policy management and rapid response to threats, while
blockchain ensures the immutability of records and trans-
actions. This creates a potential contradiction that can
hinder the synchronisation and coordination of network
processes. To overcome this, hybrid architectures, off-chain
update mechanisms, and conditionally adaptive smart con-
tracts are used to maintain Al adaptability while ensuring
the immutability of data and logs (Speith, 2022).

Another substantial limitation is the high resource
intensity of integrated solutions, which arises from the
simultaneous use of complex AI models and decentral-
ised blockchain registries. Increased load on computing

resources can reduce system performance, increase data
processing delays, and limit network scalability. To op-
timise these processes, lightweight model architectures,
pruning and quantisation, as well as distributed com-
puting and cloud computing platforms, are used. This
approach ensures effective network adaptability while
maintaining response speed and threat prediction accu-
racy. In addition, the coordination of security policies in
multi-domain networks remains critical, as different do-
mains or organisations may use different access, control,
and authentication standards. The lack of uniform proto-
cols can lead to conflicts, duplication of rules, and reduced
effectiveness of integrated solutions. The use of federated
protocols, unified standards, and integration mechanisms
can coordinate policies across domains, maintain cen-
tralised control, and preserve the autonomy of individual
network segments (Pemmasani et al., 2025). This provides
a balance between flexibility, security, and compatibility
of heterogeneous network environments. Below is a sum-
mary Table 4, which systematises the key challenges and
possible ways to overcome them.

Table 4. Challenges, problems, limitations and ways to overcome them

Challenge/limitation Issue

Potential solutions

XAl Al algorithms are often “black boxes”; it is
difficult to explain their decisions

Implementation of XAl, decision documentation
standards, and model visualisation

Conflicts between the dynamism
of Al and blockchain

Al requires model updates, and blockchain
ensures immutability

Hybrid architectures, off-chain solutions,
conditionally adaptive smart contracts

High demands on computing
resources

Al+blockchain requires significant resources

Cloud services, distributed computing, model
optimisation

Policy coordination in multi-
domain networks

Different domains
have unique security standards

Federated protocols, integration standards,
unified access rules

Source: compiled by the authors based on Z. Azam et al. (2023)

Following the table, these challenges are closely inter-
related: the transparency of Al decisions affects integration
with blockchain, resource constraints determine the need
for optimisation, and the use of distributed computing and
multi-domain conflicts requires the unification of stand-
ards and protocols. The comprehensive use of the proposed
solutions creates an adaptive, transparent, and secure net-
work system capable of effectively responding to modern
threats and dynamically changing operating conditions.

Comparative analysis of integrated

and traditional security models

Traditional network security models are based on static
mechanisms such as firewalls, IDS, and centralised access
control systems. They apply rigidly defined rules and poli-
cies, which limit their ability to adapt to dynamic environ-
ments and multi-vector cyber-attacks. Static firewalls are
efficient against known threats, but they are unable to re-
spond quickly to new types of attacks or internal incidents.
Centralised solutions control resources from a single loca-
tion, but in large and distributed networks, response speed
and performance are significantly reduced.
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Integrated security models that combine AI, SDN, ZTA,
and blockchain offer a more comprehensive approach. SDN
provides centralised traffic flow management and dynam-
ic routing, enabling rapid response to network changes. Al
modules automatically analyse traffic, classify packets, de-
tect anomalies, and predict potential threats in real time.
ZTA provides adaptive access control and micro-segmen-
tation, reducing the risks of internal threats, while block-
chain ensures transparency and immutability of records,
automating the audit and verification of user and device
actions (Hashmi et al., 2025).

A comparison of these two approaches reveals fun-
damental differences (Table 5). In traditional systems, in-
cident response speed is limited by manual intervention,
attack detection accuracy depends on predefined rules, and
scalability and resilience to internal threats are signifi-
cantly limited. Integrated models provide instant response
thanks to AI and SDN, enable proactive detection of new
and complex attacks, scale easily in multi-domain and
cloud environments, and ensure comprehensive protection
against internal and external threats through continuous
access control and transparent auditing.
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Table 5. Comparative analysis of traditional and integrated network security models

Parameter . .
aramete centralised solutions)

Traditional models (static firewalls,

Integrated models (Al +SDN + ZTA + blockchain)

Incident response
speed
redirection

The response to events takes from a few minutes
to hours; automation is limited to simple rules.
For example, during a DDoS attack, manual traffic

Reaction within a second thanks to Al that predicts

attacks and SDN that dynamically redirects traffic.

For example, Al detects traffic anomalies, and SDN
changes routes to reduce load

Accuracy of attack

60-70% detection of known attacks; new threats are

90-95% thanks to the combined use of ML/DL for
traffic analysis, ZTA behavioural patterns and log

network expansion

equipment and manual configuration are required for

detection missed due to static signatures verification in blockchain
Limited by centralised controllers, it is difficult High; SDN enables centralised management of
Scalability to maintain multi-domain networks. Additional thousands of switches, Al automatically adapts

policies, and blockchain ensures log consistency
across multi-domain systems

Resilience to internal

threats authorisations

Low; control is limited by ACL rules or basic

High; ZTA continuously verifies users and devices,
Al assesses risks in real time, and blockchain stores
immutable records of all events

Transparency and audit

Limited by centralised logs, data modifications are
possible in the event of server compromise

Complete transparency thanks to blockchain;
all transactions are recorded, smart contracts
automatically verify actions, and Al analyses logs for
anomalies

Adaptability to dynamic
changes

Non-existent; changes in topology, load or new
threats require manual intervention

High: Al predicts traffic and threats, SDN dynamically
changes routes, and ZTA adapts access rights in
real time

Level of automation

Low; constant intervention by administrators is
required to change rules, monitor and audit

Maximum; Al manages traffic classification, threat
prediction, access policy adaptation, and blockchain
provides automatic auditing without human
intervention

Note: ACL — Access Control List
Source: compiled by the authors

The table shows that integrated security models sig-
nificantly outperform traditional solutions in all key cri-
teria. The advantage of integrated systems includes not
only faster response to incidents and high accuracy in de-
tecting attacks, but also the ability to perform automated
audits, dynamic access control, and network infrastructure
scaling. SDN enables centralised and efficient traffic flow
management, Al predicts threats and adapts security poli-
cies, ZTA provides continuous user and device verification,
and blockchain ensures transparency and immutability of
records. Thanks to the synergy of these technologies, in-
tegrated models create an adaptive, resilient, and trans-
parent network system capable of responding quickly to
multi-vector threats and providing reliable protection for
internal and external resources. Compared to classic static
solutions, such integration can optimise resources, reduce
response times, and increase the level of trust that users
and administrators have in network security. At the same
time, analysis of current publications confirms a common
trend: a shift from static perimeter approaches to integrat-
ed architectures, where Al is responsible for threat analy-
sis and prediction, SDN for dynamic traffic orchestration,
ZTA for continuous access verification, and blockchain for
transparent and immutable auditing. The results obtained
are consistent with this vector and further emphasise the

156

practical importance of explainable models, hybrid (on-/
off-chain) logging schemes, and policy-as-code for closed-
loop real-time control.

Conceptual overview of potential implementation
cases for Ukraine and recommendations

for optimising integrated network solutions

Ukraine has already formalised key elements of information
security and digital trust management systems at the state
sector level (Information Security Management System,
qualified electronic trust services, centralised identification
tools) and has direct experience in countering coordinated
cyber operations against energy and telecommunications.
Therefore, the next stage is the transition from perime-
ter-based, predominantly static models to “continuous
verification” modes and policies that are data-driven and
automatically applied through an SDN network factory in
real time. The basis for such a transition is provided, on the
one hand, by proven certification of IB processes in state or-
ganisations and services, and on the other hand, by mature
open standards for state Zero-Trust transformations, which
record control states of maturity by domains of identities,
devices, networks, applications and data. Below is a concep-
tual overview of the possible application of these technolo-
gies in critical sectors of Ukraine (Table 6).
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Table 6. Potential cases for Ukraine

Potential case

Technological components (Al, SDN, ZTA,
Blockchain)

Expected result

Adaptive management of public electronic
services

Al (anomaly detection, access control),
integration with blockchain for data
protection

Improved cyber resilience, minimised fraud,
optimised service delivery processes

Protection of energy and
telecommunications infrastructure

SDN (dynamic traffic management), Al
(attack prediction), blockchain (transaction
transparency, data protection)

Continuity of critical systems, reduction of
cyberattack risks to power grids and mobile
networks

Implementation of ZTA in multi-domain
networks of state authorities

ZTA (Zero Trust), Al (automated user
behaviour monitoring), blockchain
(access auditing)

Reducing insider threat risks, securing
access to resources, and controlling
interdepartmental exchanges

Source: compiled by the authors

The first direction is aimed at modernising the port-
folio of public e-services by integrating ZTA as an opera-
tional access “skeleton”, SDN as a micro-segmentation
and routing network factory, and Al as an analytical core
for risk assessment and behavioural validation of requests.
The organisational prerequisite is already in place: most
state-owned enterprises were certified under the Informa-
tion Security Management System according to ISO/IEC
No. 27001 (2022), which formalises the Plan-Do-Check-Act
(PDCA) cycle and standardises risk, incident and change
management artefacts. In addition, the state segment of
trust services is supported by the Central Certification Au-
thority and qualified signature services, which simplifies
the unification of trust roots and interagency interaction
policies. On the technological level, this technology can be
used to build a Zero-Trust gateway as a control plane that
aggregates signals from proxies, identity gateways, and API
brokers, correlates them in ML models, and then transmits
them to the SDN controller for microsegmentation, Quality
of Service (QoS) and routing policies based on subject con-
text, resource sensitivity and current risk. Within the ad-
junct security bus, key events such as privilege escalations,
behavioural profile deviations, and access policy changes
are logged in a permissioned registry with minimal impact
on transaction latency, creating a reproducible trail for
compliance auditing and forensics. External benchmarks,
from the Memorandum for the Heads of Executive Depart-
ments and Agencies (2022) to the DoD Zero Trust Strate-
gy (2022), set specific control targets that can be used to
build a roadmap for the maturity of the Ukrainian GovTech
segment without the need to replicate already known ap-
proaches. As a result, this architecture puts the “user-ser-
vice-data” interaction into a mode of constant verification
and provides the basis for the “Al for Access Governance”
pilot, in which XAI deterministically justify both an in-
crease in the level of trust and the imposition of additional
authentication factors.

The second case concerns energy and telecommu-
nications and responds to the specifics of hybrid threats
that combine targeted attacks on ICS segments with the
destruction of public networks. Incidents involving the In-
dustroyer/Industroyer2 family targeted energy network au-
tomation and demonstrated the ability to disrupt techno-
logical protocols, while in December 2023, a cyberattack on
the largest mobile operator — Kyivstar — led to large-scale
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service disruptions comparable to “national-level failures”
and demonstrated the need for policy-driven segmenta-
tion, domain isolation, and rapid recovery of controllability
(Chuzavkov, 2023). The architectural response is that SDN
deploys controllable overlays between the technology and
business zones, while Al closes the feedback loop: it corre-
lates telemetry from the core, transport and Radio Access
Network segments, generates policy-as-code decisions
and initiates the reconfiguration of routes, ACLs and QoS
via the controller. For telecom operators, industry-proven
virtualisation and automation programmes such as AT&T
Domain 2.0 Vision White Paper (2013), Telefonica (2017),
and LF Networking projects already describe target mod-
els with “closed control loops” where policies are formed
based on event flow and applied automatically. For the en-
ergy sector, a relevant component is the constant auditing
of commands and configuration changes through a permis-
sioned registry. This approach has been verified in Europe-
an pilots by Energy Web/TenneT to increase observability
and reduce the cost of regulatory investigations. Together,
this integration reduces detection and localisation time,
increases the evidential value of operator and process at-
tribution, and provides a “controlled degradation” mode
during large-scale incidents through rapid isolation/seg-
mentation scenarios.

The third vector is multi-domain networks of gov-
ernment agencies, where ZTA is the operational “consti-
tution” of access, while SDN and Al provide the engine
for real-time segmentation, orchestration, and policy ad-
aptation. In practice, this implies the unification of trust
roots, the federation of identity attributes between central
and local authorities, the introduction of end-to-end vis-
ibility of access transactions, and the creation of service
catalogues with clear separation of responsibilities in ob-
ject-level access policies. For accelerated implementation,
it is advisable to deploy in parallel an interagency trust
mesh for transactional data exchange and an SD-WAN
overlay for geographically dispersed institutions, where
policies are propagated through ONAP-compatible inter-
faces and applied in the form of code, and all changes, from
delegation of rights to temporary exceptions, are recorded
in an immutable registry to simplify auditing and foren-
sics. Methodological guidelines for government imple-
mentations are already available in the form of public Zero
Trust strategies and analytics on cyber operations against
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Ukraine, which emphasise the need to move from static
standards to context-adaptive control modes. This can be
used to form a step-by-step PDCA plan with milestones,
metrics, and maturity profiles at the level of identity do-
mains, devices, networks, and data. Combined with insti-
tutional support and professional clusters, this creates new
opportunities for standardised deployments in the state’s
production circuits. A. Gupta et al. (2023) proposed the use
of proxy smart contracts to implement Zero Trust princi-
ples in decentralised oracle networks. They explored how
this approach enables secure data exchange between de-
centralised applications, minimising the risks of data ma-
nipulation or falsification. This correlates with the current
conclusion about the role of blockchain as an integral layer
of trust and audit, but the analysis by A. Gupta et al. of smart
contract templates in the specific domain of DON does not
cover the SDN network plane and micro-segmentation pol-
icies that were key in the model under consideration. The
discrepancy is due to different system granularity.

In summary, these trajectories demonstrate that the
integration of AI, SDN, and ZTA, with the measured use of
blockchain as an immutable audit mechanism, forms an
operational architecture capable of simultaneously accel-
erating detection and response, improving detection and
attribution accuracy, scalable microsegmentation of ser-
vice domains, and procedural transparency in security de-
cision-making. The Ukrainian context, from proven certifi-
cations in the public sector and the compatibility of trust

services to lessons learned from real cyberattacks against
the energy and telecommunications sectors, provides both
empirical grounds and practical markers of maturity for
moving from pilots to systemic implementations, using
open standards and industry roadmaps for network virtu-
alisation and automation.

Optimisation of integrated network solutions requires
a systematic approach that combines the development of
technological infrastructure, human resources and inter-
national cooperation. The development of a national AI
ecosystem is critical, as the implementation of AI Facto-
ry will enable the creation of autonomous cyber defence
systems capable of responding quickly to new threats. The
standardisation and integration of SDN, ZTA and block-
chain technologies must be based on harmonisation with
Ukrainian legislation and incorporate international com-
patibility and security requirements. Investing in training
specialists is a priority, as the lack of qualified personnel
is one of the main barriers to the development of com-
prehensive cybersecurity solutions. Lastly, international
cooperation accelerates the implementation of new tech-
nologies and avoid duplication of efforts by using best
practices and standards that have already been tested by
other countries. To summarise the strategic directions for
the development of the national cyber defence system,
they have been systematised, correlating each benchmark
with specific implementation mechanisms and expected
results (Table 7).

Table 7. Recommendations and directions for their implementation

Direction Specific implementation

Expected result

Development of the

national Al ecosystem solutions

Development of Al Factory, investments in data
centres, creation of platforms for testing Al

Autonomy, reduced dependence on external providers,
and increased cyber resilience

Standardisation
and integration of

technologies international standards

Development of national standards for SDN, ZTA,
and blockchain integration; harmonisation with

Ensuring compatibility, data protection,
and adaptation to Ukrainian realities

Training and professional
development of personnel

Certification programmes, creation of educational
courses, partnerships with universities
and international organisations

Formation of a highly qualified personnel reserve,
reduction of personnel shortages

Cooperation with
international partners

of cybersecurity

Participation in joint research, exchange of
technologies, and creation of consortia in the field

Acceleration of innovation, access to advanced
technologies, and increased global integration

Source: compiled by the authors based on A. Kudriashov (2024)

Analysis of the table shows that the development of a
national AI ecosystem through the creation of an AI Factory
and corresponding data centres ensures autonomy and re-
duces dependence on external technology providers, while
increasing the speed of anomaly detection and response to
cyber threats. S. Mishra (2023) proposed a hybrid IDS system
based on blockchain and ML to protect “smart” networks
and maintain confidentiality. The system analyses traffic in
real time, detects anomalies, and stores logs in a blockchain
for transparent auditing. The results showed that the com-
bination of ML and blockchain significantly improves attack
detection efficiency while maintaining user data privacy.
This is consistent with present findings on the feasibility
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of hybrid on-/off-chain approaches and AI analytics
to ensure trust and reduce attack risks. The difference is in
the level of application: in S. Mishra, IDS is the primary se-
curity tool, while in the present model, it is integrated into
a broader Zero Trust perimeter alongside SDN and XAI. The
standardisation and integration of SDN, ZTA and block-
chain technologies ensures compliance with international
standards and Ukrainian legislation, which can be used for
the construction of a secure and flexible network architec-
ture with minimal conflicts between different systems. In-
vestments in training and certification of personnel create
a highly qualified personnel reserve capable of effectively
managing complex integrated systems, which is critical for
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the stability of the national infrastructure. Active interna-
tional cooperation accelerates innovation, the exchange
of best practices, and access to advanced technologies, in-
creasing the global integration and adaptability of Ukraine’s
cyber system. Overall, the table demonstrates a comprehen-
sive approach in which technological, organisational, and
human resources components are interrelated and mutual-
ly reinforce the effect of increasing cyber resilience.

A comprehensive approach to optimising integrated

and human resources components are interconnected to
enhance cyber resilience, is presented in Figure 4. The dia-
gram illustrates the interaction between the development
of the national Al ecosystem, the standardisation and inte-
gration of SDN, ZTA and blockchain technologies, invest-
ment in specialist training and international cooperation.
It demonstrates how these areas support each other, creat-
ing an adaptive, scalable and secure network infrastructure
capable of responding effectively to modern cyber threats
and ensuring the resilience of state systems.

network solutions, where technological, organisational
‘ Al factory

Autonomy + Al threat analysis ‘

—
-

‘ SDN+ZTA+blockchain standards

v

.

» ‘ Uniform regulatory framework ‘
‘ Training and certification of specialists >

Staff stability ‘

—

‘ International cooperation

Global integration and exchange of experience ‘

Figure 4. Optimisation of integrated network solutions
Source: compiled by the authors based on the data of H. Li et al. (2025)

Analysis of the diagram shows that successful optimi-
sation of integrated network solutions is based on the syn-
ergy of technological, organisational and human resources
components. The development of a national AI ecosys-
tem ensures autonomy and rapid detection of anomalies,
while the standardisation and integration of SDN, ZTA and
blockchain guarantee the compatibility and security of the
network infrastructure. Investments in staff training in-
crease the level of expertise and readiness to respond to
cyber incidents. International cooperation accelerates the
implementation of advanced technologies and can be used
to adapt best practices to the Ukrainian context. The dia-
gram shows that the comprehensive combination of these
elements creates an adaptive, scalable, and threat-resist-
ant network architecture, where each component enhances
the effectiveness of the others, providing a comprehensive
system of state-level cyber protection.

In the doctoral thesis, C. Katsis (2025) developed a
comprehensive framework for specifying, training, and
implementing network-wide access control in Zero-Trust
Network Architectures. The study described a methodolo-
gy for building access policies, model training algorithms
for dynamic control, and automated security enforcement
mechanisms. The research confirmed that centralised poli-
cy specification combined with automated learning can im-
prove scalability and security effectiveness in complex cor-
porate networks. This is directly consistent with the current
approach to policy-as-code and Al integration for auto-
matic real-time rule updates. The difference is that C. Kat-
sis emphasises the formalisation and modelling of policies,
while the study also focuses on XAI and blockchain inte-
gration for auditing. The difference is due to the empha-
sis: theoretical foundation versus practical combination
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with transparency and accountability technologies. In turn,
Z.Ajznblasm et al. (2025) considered Al-driven ZTA frame-
works for large-scale dynamic networks using RL/behav-
ioural models. Their study emphasises that combining Al
and ZT makes cyber defence systems more adaptable and
better able to respond to complex, multi-layered attacks.
This is consistent with the current conclusion regarding
the feasibility of a real-time Al policy engine.

Blockchain provides decentralised and immutable data
storage. Each transaction on the network is recorded in
blocks with cryptographic confirmation, which prevents
unauthorised changes. Smart contracts automate event
auditing and control of user and device actions, creating a
transparent and reliable mechanism for accounting for all
operations on the network (El Koshiry et al., 2023). Al in
Networking applies ML, DL, and RL methods. Al analyses
traffic, classifies packets, detects anomalies, and optimis-
es security policies. Models can predict potential threats,
automatically change routing rules, and adapt access con-
trol in real time. Al is also capable of integrating data from
blockchain to improve log reliability and ensure auditing
(Ozkan-Okay et al., 2024). A.S. Shah et al. (2025) reviewed
AI- and blockchain-based clustering technologies for se-
curity in 6G networks. They described how combining
Al for anomaly detection and blockchain for transparent
data storage can create reliable clusters of secure nodes.
Compared to other similar publications, their research
highlights the significance of combining technologies to
enhance the security of mobile and high-speed networks,
particularly in the highly dynamic environment of 6G. Cor-
relation with current results in distributed analytics and
decentralised trust; potential non-correlation regarding
the viability of full blockchain circuits under 6G URLLC
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requirements. The present study proposed hybrid schemes
(local edge solutions, asynchronous commit to the ledg-
er), while some of the 6G scenarios in A. Shah et al. (2025)
suggest an even higher level of “on-edge” autonomy with
deferred auditing, a discrepancy caused by different laten-
cy SLAs and infrastructure maturity. In turn, S. Rahman &
N. Perumath (2025) focused on Zero Trust management in
the Internet of Things environment. This scoping review
for IoT environments shows that the main barriers to Zero
Trust are device identity, continuous attestation, and lim-
ited resources, requiring lightweight AI models and re-
duced cryptographic overhead. The results confirm these
challenges and propose XAI and hybrid off-chain logs to
reduce latency.

Overall, the study confirmed the effectiveness of in-
tegrated solutions in reducing incident detection time,
improving attack attribution accuracy, reducing failure
rates, and maintaining critical service availability at over
90%. Most of the results of the studies reviewed corre-
late with the current conclusion about the synergy of
AT + SDN + ZTA + blockchain for adaptive protection: all
authors agree on the need for continuous access valida-
tion, automated orchestration, and transparent logging.
The presented contribution is complementary: it sys-
tematically combines the SDN network fabric with XAlI,
federated policy management, and hybrid blockchain au-
diting, and adds an applied implementation roadmap for
Ukraine that bridges the gap between concept and opera-
tional implementation.

Conclusions

This study has demonstrated that the integrated applica-
tion of Software-Defined Networking, Zero Trust Archi-
tecture, artificial intelligence, and blockchain constitutes
a coherent and viable paradigm for next-generation secure
network management. The analysis confirmed that each of
these technologies performs a distinct yet complementary
function: SDN enables centralised and programmatically
controlled traffic management; ZTA implements continu-
ous subject verification and access microsegmentation; Al
provides traffic analysis, threat prediction, and automated
adaptation of security policies; while blockchain establish-
es an immutable and transparent framework for auditing
and trust. Their synergy makes it possible to overcome
the key limitations of traditional perimeter-based securi-
ty models that rely on static rules and fragmented control
mechanisms.

The conceptual review and comparative analysis
showed that integrated architectures significantly out-
perform traditional security models in terms of incident
response speed, attack detection accuracy, adaptability to
dynamic network conditions, resilience to insider threats,
and auditability. The shift from static, rule-based pro-
tection to data-driven, policy-as-code, and closed-loop
control systems enables real-time orchestration of secu-
rity decisions across multi-domain and heterogeneous
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environments. In this context, Al-driven analytics com-
bined with SDN-based traffic orchestration and ZTA-based
access governance form the operational core of adaptive
network defence, while blockchain strengthens accounta-
bility and trust through immutable logging and automat-
ed verification. The Ukraine-focused scenarios analysed in
the study were deliberately framed as application-oriented
conceptual implementations rather than empirical evalua-
tions of named production networks.

These simulations - covering public electronic ser-
vice platforms, critical energy and telecommunications
infrastructure, and multi-domain government networks —
illustrated the practical feasibility of applying integrated
technologies under conditions of high threat intensity and
organisational complexity. Drawing on peer-reviewed re-
search and open policy and industry documents, the anal-
ysis demonstrated how such architectures can support
continuous verification, rapid containment and recovery,
and transparent post-incident analysis without reliance
on proprietary datasets. This approach allowed the results
to be generalisable and transferable while remaining sen-
sitive to the specific security and governance context. At
the same time, the study identified a number of structural
limitations that must be addressed to ensure effective im-
plementation. These include the explainability of Al-based
decisions, the tension between adaptive learning mech-
anisms and the immutability of distributed ledgers, high
computational demands, and the complexity of coordinat-
ing security policies across multiple administrative and
technological domains. The proposed mitigation strate-
gies, such as the use of Explainable AI, hybrid on-/off-chain
logging schemes, model optimisation, and federated policy
frameworks, provide a practical foundation for balancing
automation, transparency, and performance.

The findings confirmed that integrated
AT+SDN +ZTA +blockchain solutions represent not merely
a technological upgrade but a strategic transformation of
network security governance. For environments exposed
to multi-vector cyber threats, including state-level digi-
tal services and critical infrastructures, such architectures
enable a transition toward continuous, autonomous, and
auditable security management. Future research should fo-
cus on experimental validation through controlled pilots,
quantitative assessment of performance and resilience
gains, and further refinement of explainability and inter-
operability mechanisms to support large-scale deployment
in compliance with international standards.
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AHoTauis. JTocmiiKeHHS € aKTyaJIbHUM Yepes3 oTpe6y CTBOPeHHS eeKTUBHMX, TIPO30PUX i 3aXMINEeHNX Bij KibepaTak
MepeXXeBUX CUCTEM YIpaBliHHA. MeTa HOCIiIKeHHs Mojsraja y cucTreMaTusalil Ta KpUTUMUHOMY aHaji3i cydyacHuX
MigXONiB A0 TMOENHAHHSI IITYYHOTO iHTENIeKTY, IporpaMHO-KOH(DIirypoBaHux Mepex, apxiTektypu Zero Trust Ta
6710KueliHy J1s1 TOOYI0BM aIalITUBHMX, TPO30PUX i 3aXuIeHNX Bill KibepaTak cucteM yIpaBliHHS Mepexelo. [IpoBeneHo
KOHIIENTYaJbHUI OIS TEeXHOJOTili 6e3[eYHOro YIpaBliHHS MepeXel 3 3aCTOCYBAHHSIM iHTepIPeTaTUMBHOIO Ta
MOPiBHSUIBHOTO aHa/li3y HayKOBMX [Kepes, CUCTEMHOIO Ta CTPYKTYPHO-KaTeropiaJlbHOro aHali3y XapaKTepuUCTUK
BKa3aHMX TEXHOJIOTil, MOJeNioBaHHSI ClieHapiiB iX 3aCTOCYBaHHS [/ IiJABUIIEHHS aJalTUBHOCTI, IMPO30pPOCTi Ta
CTiliKOCTi MepeXXeBUX CUCTeM Y KPUTUIHUX ceKTopax YKpaiHu. PesynbTaT mokasau, o KoMOiHOBaHe BUKOPUCTAHHS
L[MX TEXHOJIOTit 3abe3Meuye LieHTpasi30BaHe yrpaBliHHS TpadikoM, IMHAMIYHY MOTITUKY JOCTYITY, TIPO30PiCTh Olepalriii
Ta 34ATHICTb 10 aBTOHOMHOT'O BUSIBJIEHHSI 3arp03, 3HAYHO IMiJBUIIYIOUN CTilKiCTh MepeXi 10 6araToBeKTOPHMX KibepaTak.
BusiBieHo, 1[0 OCHOBHMMM TIpobiemMaMyu iHTerparii LMX TeXHOJOTiNl y MepeskeBUX CUCTeMax € HeMpo30piCTh pillleHb
MITYYHOTO iHTeNeKTy, KOH(IIKTM MK AMHAMIYHICTIO MoZeseli Ta He3MiHHICTIO 6/I0KUeliHy, BUCOKi BUMOTHU JJO PeCypCiB
i cxIagHICTh y3TOIKeHHSI MOMITUK Y MYJIbTUIOMEHHMX Mepexkax. BrmpoBamkeHHs: Explainable Artificial Intelligence,
ri6punHux apxitexryp, off-chain pimens, ontumisanii moneneit Ta denepaTMBHUX MPOTOKOJIB JO3BOIMIO MOLONATH
ob6MeskeHHsI, 3ab6e3meuyoun Ipo30py, afanTUBHY Ta 6e3MeYHy MepeXeBy CUCTeMy, 30aTHY eGeKTMBHO pearyBaTu Ha
3arpo3y Ta AMHAMivHi 3MiHM cepemoBuia. JJoBeleHo, MO TPAAUIiiiHi pillleHHs, 3aCHOBaHi Ha CTaTMYHUX (aepBoax
Ta LEeHTPaTi30BaHOMY KOHTPOJi, 0OOMeXeHi y MIBUAKOCTI pearyBaHHs, TOUHOCTI BMUSBJIEHHS aTak Ta MacIITabOBaHOCTI.
IHTerpoBani mopenti, [0 TOEOHYIOTh IITYYHUI iHTENEKT, MPOrpaMHO-KOHGIrypoBaHi Mepexi, apxiTekTypu Zero Trust
Ta GJI0KYeiHY, 3a6e31eUyI0Th MUTTEBE pearyBaHHs Ha 3arpo3u, BUCOKOTOUHE BUSIBJIEHHS aTak, AMHAMIYHUIT KOHTPOIb
IOCTYITy, aBTOMATU30BaHMI1 ayIUT Ta epeKTMBHE MacCIITabyBaHHsI, CTBOPIOIOUM aJalTUBHY, CTiliKy Ta TPO30pPYy MepekeBy
cuctemy. Pe3ynbTaTy HOCTiIKeHHSI MOXKYTbh OYyTM BMKOPMUCTaHI [JIs1 po3poOKM ¥ omTuMisalii MomiTuK Kibepbesmexu,
aBToMaTM3alii KOHTPOII0 IOCTYIy Ta MOHITOPMHTY MepeXeBUX IOAill, a TaKoX AJjisa MOOYyIOBM MaCIITaOOBaHUX i
MIPO30PUX apXiTeKTyp CUCTeM yIPaBIiHHS

KniouoBi cnoBa: mepeskeBa 6esmneka; Kibep3axucT; BUBIEHHS BTOPrHeHb; MallMHHe HaBuaHHs; explainable artificial
intelligence
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