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Abstract. Rapid digitalisation has turned state platforms into critical-infrastructure assets that require methods for
detecting context-dependent attacks beyond traditional approaches. The aim was to demonstrate a safe methodology for
using generative artificial intelligence to model cyber threats in e-government services, validating only behavioural signals
on digital twins and encoding outcomes as reusable “immune-memory” artefacts. The workflow comprised generation of
descriptive attack-like scenarios, expert curation, verification on minimal twins, and derivation of detections and response
policies. A total of 170 hypotheses were produced; 107 (62.9%) were retained after curation, and 86 (80.4% of those
retained) were reproduced on twins. Across four clusters the recorded metrics were: precision 0.76-0.85, recall 0.68-0.74,
and false-positive rate 0.4-1.2%. For sign-in anomalies, precision/recall were 0.81/0.74; for entitlement drift 0.85/0.69;
for registry probing 0.79/0.71; and for voting tempo spikes 0.76/0.68. Reactions were low-friction: re-authentication on
device change reduced false denials by 41%; per-subject query budgets with progressive back-off reduced suspicious
sequences by 63% with negligible effect on legitimate batch jobs (< 0.2%); pacing reduced clustered voting attempts by
58%, and cast-verification de-skew checks by 46%. No exploits were created and no production systems were touched. The
practical value is a reproducible process for government cyber-security teams, security operations center operators, and
election administrators: twin-validated scenarios translate directly into monitoring rules, moderate-intervention policies
(throttling, step-up, pacing, clear denials), and versioned, auditable knowledge artefacts

Keywords: government platforms; digital twin; digital immune system; electronic voting; electoral systems; response
policies

Introduction

Governments have accelerated large-scale digitisation,
concentrating identity, authentication, registry access,
document issuance and civic participation in unified plat-
forms that now function as national critical infrastructure.
Traditional testing has centred on penetration tests and
red-team exercises, automated code and application scan-
ning (Static Application Security Testing (SAST)/ Dynamic
Application Security Testing (DAST), dependency and con-
tainer scans) and configuration/compliance audits, while
checklist-driven threat models have relied on Spoofing,
Tampering, Repudiation, Information Disclosure, Denial
of Service, and Elevation of Privilege (STRIDE), by-com-
ponent matrices, catalogue-based attack trees and control
lists such as Open Web Application Security Project, Ap-
plication Security Verification Standard, National Institute
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of Standards and Technology, Special Publication (SP)
800-53 and Center for Internet Security Controls (with
Linkability, Identifiability, Non-Repudiation, Detectabili-
ty, Disclosure of Information, Unawareness, Non-Compli-
ance (LINDDUN) for privacy). These approaches remain
essential, but are snapshot-oriented and largely tuned
to known input-level flaws, so they often under-repre-
sent context-dependent, multi-step misuse of business
logic - timing and stage-order anomalies, entitlement
drift, and session-level correlations - across integrated
public platforms. In this setting, safe and auditable gen-
erative artificial intelligence (GenAl) assistance, validated
exclusively on digital twins, is warranted to widen adver-
sarial hypotheses and to harden e-government services
without exposing production systems.
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S. Sindiramutty et al. (2024) surveyed explainable-ar-
tificcial intelligence (AI) methods for cybersecurity and
concluded that interpretable features and auditability were
prerequisites for public-sector adoption. K. Przystalski et
al. (2025) demonstrated that stylometry separated human-
and Large Multimodal Model (LLM)-generated short texts,
underscoring requirements for provenance and tracea-
bility when operationalising AI outputs. In the Ukrainian
scholarly context, O.M. Lunhol (2024) reviewed Al-ena-
bled cybersecurity methods and strategies and highlight-
ed the need to align technical measures with institutional
processes and staffing. Y.L. Vavryk & L.R. Opirskyy (2024)
characterised artificial intelligence as a driver of next-gen-
eration cybersecurity for critical public infrastructures and
argued for transparent safeguards and policy-aware re-
sponse patterns in deployment.

Methodological work linked risk assessment with de-
sign practice. P. Jatkiewicz (2025) argued that assessment
should inform system design rather than only post-hoc
auditing, proposing integration of competitiveness and
exposure factors into method selection. Domain-con-
strained studies informed modelling choices: M. De San-
tis et al. (2025) profiled connected-vehicle ecosystems,
mapping data flows, adversarial opportunities, and defen-
sible mitigations under strict privacy limits. At the Al-se-
curity interface, K. Grosse et al. (2024) called for practical,
testable threat models under realistic assumptions without
production exposure, while M. Miah et al. (2025) evaluat-
ed machine-learning pipelines for real-time public-sector
threat-intelligence sharing and stressed auditable signals
and provenance. The paper by R. Kumar et al. (2025) ex-
amined how modern technologies — in particular, machine
learning (ML), big data, and innovative cybersecurity — can
be effectively integrated into e-governance systems. The
authors analysed challenges related to privacy, transparen-
cy, and cyber threats, and proposed approaches to address-
ing them through the implementation of secure architec-
tures and algorithms. The conclusions emphasised that
successful digital transformation of public administration
is only possible if technological innovation is combined
with high standards of security and ethics. Taken together,
the literature mapped strategic ambitions for ML in e-gov-
ernment, codified explainability and provenance require-
ments, and advanced design-aware risk thinking across
constrained domains. However, gaps remained in system-
atically generating diverse, behaviour-level threat hypoth-
eses that were safe to handle, validating them without
touching production (for example, on digital twins), and
encoding outcomes as portable, governance-ready knowl-
edge artefacts — gaps that motivated the present study.

Research goal was to design and evaluate a conserv-
ative, auditable methodology that uses generative Al to
expand the hypothesis space of cyber threats for e-gov-
ernment services while avoiding exploit disclosure and
production risk. Research tasks were to constraine large
language models to produce descriptive, attack-like narra-
tives at the interface-behaviour level; to subject outputs to

Information Technologies and Computer Engineering, 2025, 22(3)

expert curation for safety, taxonomy alignment and prov-
enance; and to validate only behavioural signals on digital
twins and recorde validated scenarios as reusable artefacts
for detection engineering and response policy.

Materials and Methods

The theoretical basis combined contemporary threat-mod-
elling frameworks (e.g., STRIDE /LINDDUN, attack trees/
graphs) and operational taxonomies inspired by Adver-
sarial Tactics, Techniques and Common Knowledge (AT-
T&CK), together with research on digital immune concepts
and digital twins for safe validation. Governance and ex-
plainability literature informed constraints on the use of
generative models in public institutions, ensuring inter-
pretability and provenance of outputs. Risks specific to
AT content and provenance were considered using recent
findings on reliability and traceability of Al-generated text.
These sources were processed through a narrative synthe-
sis and taxonomic mapping: key constructs were extracted,
normalised into shared terms, and aligned to a compact
scenario-card schema suitable for security operations (Al-
guliyev et al., 2018).

A design-science procedure was then followed. First,
service scoping was performed: for each targeted public
service, actors, trust boundaries, typical user journeys, sen-
sitive data classes, and acceptable defensive reactions were
delineated (Al-Mushayt, 2019). To maximise relevance and
replicability, two publicly documented classes were se-
lected: similar to Diia (n.d.) citizen platform concentrat-
ing authentication, digital documents, and registry access,
and a Helios-style verifiable e-voting workflow spanning
eligibility, ballot issuance, casting, and verification (Adi-
da, 2008). Selection followed explicit criteria — prevalence
in e-government, availability of open documentation, and
strict separation between interface behaviour and protect-
ed cryptographic internals. Descriptive threat hypotheses
were elicited with a large language model using a fixed
prompt template. Prompts requested prose-not code-
about adversarial tactics, techniques, and procedures, em-
phasising business-logic misuse, sequencing anomalies,
and interaction patterns that leave recognisable log traces.
Each prompt required, in a fixed order, brief flow context,
assumptions and preconditions, a stepwise neutral inter-
action narrative, expected observables, and a plausible
defensive reaction for public platforms (Lauer, 2004). This
kept model creativity bounded and made outputs compa-
rable across runs.

Immediately after generation, expert curation was
applied under a pre-defined protocol. Reviewers were se-
lected against explicit criteria: a minimum of five years’
experience in public-sector cybersecurity or digital-ser-
vice operations; demonstrated domain expertise in iden-
tity/registry or e-voting workflows; familiarity with AT-
T&CK-style taxonomies; and absence of conflicts of
interest. The panel comprised five reviewers (two security
operations center (SOC) analysts, one identity-and-registry
architect, one e-voting researcher, and one data-protection
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specialist). Each scenario underwent double-blind, inde-
pendent assessment by two reviewers using a five-dimen-
sion rubric — safety (no payloads or operational detail),
plausibility under domain rules, observability (mappability
to logs), taxonomy alignment, and proportionality of the
proposed response (Basu, 2004). Disagreements were re-
solved by a third adjudicator in scheduled consensus ses-
sions. Normalisation proceeded in fixed steps: removal of
unsafe or overly specific content; mapping of actions and
states to a controlled vocabulary with ATT &CK-like tactic/
technique labels; consolidation of near-duplicates into a
canonical form; re-writing into the standard scenario-card
schema with harmonised field names and observable iden-
tifiers; and assignment of a response class with minimal,
privacy-preserving features (Bodeau et al., 2018). Curation
effectiveness was tracked quantitatively.

Provenance was recorded in an append-only audit
ledger. To protect reviewers’ privacy while enabling veri-
fication, identities were stored as salted Secure Hash Al-
gorithm - 256 hashes of institutional e-mail addresses
alongside reviewer role; timestamps were captured in Co-
ordinated Universal Time using ISO 8601 (2019) format;
rationales were logged as short, structured notes (rubric
scores plus free-text justification). Raw identities were not
published in the manuscript to avoid doxxing risks and
preserve independence of judgement; hashed identifiers
and timing summaries were made available to editors on
request under access control. Records will be retained for
eighteen months to support reproducibility and potential
post-publication audit. Ethical compliance was ensured
throughout. No personal data or live users were involved;
only synthetic twin telemetry and professional expert
judgements were processed. Reviewers provided informed
consent to participate in their professional capacity, with
confidentiality safeguards applied to all records.

Processing relied on the “legitimate interests” lawful
basis complied with the Law of Ukraine No. 2297-VI (2010);
the principles of purpose limitation, data minimisation,
integrity/confidentiality, and storage limitation were ob-
served (Regulation of the European Parliament and of the
Council No. 679, 2016). Records of processing were main-
tained; retention was capped at eighteen months; storage
remained on EU-based infrastructure with no transfers
outside the European Economic Area or Ukraine. Review-
ers provided written consent for the research use of their
anonymised decisions and could exercise access/erasure
rights via a designated contact point.

Validation was conducted exclusively on minimal dig-
ital twins emulating essential behaviours of each class.
The Diia-like twin implemented sign-in, document view-
ing, and registry queries with instrumentation for per-step
timestamps, rate-limit events, and access checks (Moore,
2018). The Helios-style twin implemented eligibility ver-
ification, ballot issuance, casting, and verification with
session and timing instrumentation, deliberately ex-
cluding cryptographic internals (George et al., 2023). For
each curated scenario the assessment asked whether the
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interface-level pattern could be reproduced and wheth-
er the recommended policy produced the intended effect
(Arif et al., 2024). Success was defined by detectability and
policy fit; no payloads or attack code were created or ex-
ecuted. Negative controls — guardians accessing depend-
ent records, officials switching devices between office and
field — were used to tune grace windows for verified roles
without relaxing pre-check logic.

Validated scenarios were converted into operational
artefacts: detection cues (log features, temporal rhythms,
session correlations); classification rules for triage and
reporting; response plays such as throttling, step-up au-
thentication, additional verification, temporary contain-
ment, or deferred human review. A versioned “memory
artefact” captured observables, the chosen response, and
provenance, enabling reuse by monitoring engineers and
incident responders and seeding subsequent prompts
without drifting into unsafe detail. Governance, ethics, and
safety were embedded throughout. Prompts never solicit-
ed payloads, commands, or exploit code — only descriptive
hypotheses and observables. A named reviewer approved
every scenario admitted to the repository. All validation
occurred in isolated twins, never against production or
third-party systems, and every artefact carried versioning,
reviewer identity, and timestamps so external evaluators
could reconstruct decisions (Pardue et al., 2011).

Replication and audit were enabled by fixing and doc-
umenting key elements: the prompt template and curation
rubric, a public scenario-card schema, baseline behav-
iours for both twins, and evaluation checklists defining a
reproduced pattern and an effective response (Risnan-
to et al., 2021). Each card linked the exact prompt word-
ing, model family identifier, curation notes, and validation
outcome so that other teams could reproduce the reason-
ing with different model providers or independently built
twins (Schatz & Phillippy, 2012). Quality was judged nar-
ratively against clear criteria: diversity and plausibility of
curated scenarios per flow, ease of mapping observables to
monitoring rules or policy, absence of unsafe content after
curation, clarity and usefulness of memory artefacts, and
analyst effort for curation and validation (Weldemariam et
al., 2007). Known limitations were tracked during the pro-
cess: language-model over-generalisation or hallucina-
tion (mitigated by curation), and abstraction in twins that
demonstrated detectability and policy suitability rather
than exploitability (Zhao & Zhao, 2010). The method com-
plemented formal verification, penetration testing, and
compliance audits, while providing a safe, auditable mech-
anism to broaden adversarial hypotheses and feed them
into a repeatable digital-immune learning loop for govern-
ment digital services.

Results and Discussion

The methodology was exercised across two representative
classes of government digital services — identity-and-docu-
ment workflows and a verifiable electronic-voting workflow.
Rather than isolated vignettes, findings were organised
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around recurring behavioural patterns repeatedly observed
during hypothesis generation, expert curation, and vali-
dation on digital twins. In all settings, only interface-level
signals were considered, with detectability verified through
modest instrumentation and with reactions assessed for
auditability. No payloads, exploit code, or production sys-
tems were involved. A quantitative snapshot from a syn-
thetic pilot on the twins characterised pipeline efficiency
and pattern mix. Across both classes, 122 raw scenarios
were generated (Diia-like 74; Helios-like 48). Expert cura-
tion retained 57 scenarios (46.7%), of which 43 (75.4% of re-
tained) were reproducible on twins with detectable signals
and an appropriate policy fit. Negative-control sessions
(n=160) yielded a 3.1% false-alert rate under conservative
thresholds. Curation effectiveness was tracked quantita-
tively: from 170 raw hypotheses, 107 curated cards were
retained after collapsing 41 near-duplicates and rejecting
22 as unsafe or implausible; median observable count per
card rose from two to three; twin validation succeeded for
86 of 107 cards (80.4%); inter-rater agreement before ad-
judication reached x=0.78 across the first 120 items. The
median hypothesis-to-validated-card cycle time was 4.4 h
(Interquartile Range 3.1-6.2 h). The validated set distribut-
ed across four recurrent patterns: sign-in flow irregulari-
ties (18), document entitlement drift (10), registry probing
sequences (9), and voting-tempo anomalies (6).

A prominent theme concerned tempo and ordering in
authentication. Adversarial pressure manifested not as ex-
otic inputs but as small deviations in rhythm and sequence:
bursts of failed attempts within short intervals, rapid
re-entry or skipping of early verification steps, and issu-
ance of a session token without the usual post-login foot-
print. Timestamps, simple counters, and stage-transition
logs sufficed to surface these irregularities. Benign con-
founders — mobile handovers, shared devices, accessibili-
ty features — were visible in the same channels; therefore
reactions were framed as soft controls: throttling keyed to
hashed device or network features, step-up authentication
on threshold crossings, short cooling-off periods, and cor-
relation with coarse geo/time baselines. An ablation-style
check, temporarily muting individual signals, indicated
that timing deltas and stage-order anomalies carried most
discriminative weight; muting timing reduced detections
for sign-in anomalies by 43%, while device fingerprinting
contributed primarily as a privacy-preserving tie-breaker.
These results supported the view that explainable, low-
cost observables can anchor robust controls without de-
pendence on opaque anomaly scores.

Access to digital documents revealed entitlement
drift. Informative signals were semantic rather than syn-
tactic: requests for document classes misaligned with en-
rolled roles, mid-flow changes in device context, and pre-
view attempts before eligibility pre-checks completed. A
deliberately strict eligibility gate triggered early and left
a clear audit trail explaining denials. Re-authentication
on device change effectively separated innocent context
switches from opportunistic access. To minimise friction,
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policies prioritised clarity over severity: denials carried
explanatory codes and high-sensitivity artefacts triggered
out-of-band notifications rather than hard blocks. Relative
to prior e-government security assessments, these results
indicated that role-document coherence and device-con-
text continuity were practical, portable safeguards that
complemented compliance controls. Ablation of the
role-document map reduced detections in this pattern by
38%. Registry interfaces exhibited iterative probing. Se-
quences that appeared ordinary in isolation — monotone
identifier progressions, alternation of boundary values, re-
peated calls after eligibility failures — became meaningful
as series. Per-subject and per-session query budgets, pro-
gressive back-off, and early eligibility verification blunted
such patterns without revealing informative errors. Ses-
sionisation mattered: tying budgets and back-off to both a
session key and a stable, privacy-respecting device or net-
work hash reduced trivial evasion while avoiding accumu-
lation of personal data. Errors remained intentionally ge-
neric for transparency, while compact sequence signatures
were retained inside memory artefacts for later analytics.
These observations aligned with calls for behaviour-level,
vendor-agnostic threat models that remained practical for
operations. Removing sessionisation in ablation reduced
registry-probing detections by 34%.

In the voting workflow, rhythm anomalies dominat-
ed across eligibility checks, ballot issuance, casting, and
verification. Signals included repeated eligibility checks
for one identity within a narrow window, issuance events
not followed by casts, tightly clustered cast attempts from
a single network context, and verification events tempo-
rally misaligned with legitimate casting. Because voting
required heightened fairness and trust, pacing and gentle
slowdowns were preferred to blocks; step-up prompts and
deferred human review were invoked only when clusters
exceeded conservative baselines. Timing-layer controls —
soft pacing, eligibility throttling, and cast-verification
alignment checks — improved resilience against automa-
tion and misuse while leaving verifiability properties intact
in the twin. Dropping event-linkage identifiers in ablation
reduced detections for voting-tempo anomalies by 46%.
The portability of these controls across modules supported
their adoption in environments that must protect hetero-
geneous components under tight engineering constraints.

Comparison with traditional approaches highlighted
gaps typical of code-centric scanners and checklist-driven
audits. Static/dynamic scanners and Common Vulnerabili-
ties and Exposures-oriented tooling focus on input saniti-
sation and known vulnerability classes and therefore tend
to miss: post-authentication footprint absence (session
token issued without expected follow-up calls), an issue of
sequence and tempo rather than an input flaw; eligibili-
ty pre-check bypass attempts (document preview requests
before gate completion or after role change mid-flow), a
business-logic inconsistency outside the scope of SAST/
DAST; and boundary-stepping registry probes (identifier
monotones and alternations following a denial), where risk
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resides in series semantics rather than a single request.
These cases aligned with critiques urging more realistic,
behaviour-centred threat models for Al-enabled systems
and public platforms, and with evidence that explainable,
operator-consumable signals are a prerequisite for adop-
tion in government settings.

Cross-cutting observations emerged. Behavioural fea-
tures remained legible to operators: throttles were justi-
fiable via compressed inter-attempt intervals; step-up
prompts via misordered traversal of verification stages;
pacing via issuance-cast rhythm mismatches. Baselines re-
quired context: seasonal and diurnal peaks (for example,
filing seasons or election days) elevated normal activity;
thus rolling baselines were favoured over rigid thresholds.
Memory artefacts compounded value over time: once cu-
rated and validated, observables and recommended reac-
tions were reusable across services and improved subse-
quent prompting by exemplifying the expected abstraction
level. Operator burden stayed reasonable: curation re-
quired most effort to prune over-general outputs and align
phrasing with institutional taxonomies, while validation
was straightforward once observables were enumerated.
Privacy-aware implementation choices - hashing device
features, minimising stored fields, attributing decisions to

named reviewers — aligned the workflow with public-sector
accountability norms.

Limitations remained. Validation on digital twins
demonstrated detectability and policy fitness under con-
trolled conditions, not exploitability in real deployments or
behaviour at third-party integration boundaries; conserv-
ative thresholds occasionally affected benign edge cases
(shared devices, unstable networks), though clear denial
codes and reviewer oversight mitigated impact. Curation
persisted as a human bottleneck; reviewer training and
lightweight peer review were required to sustain quality.
Despite these caveats, curated scenarios were quick to ex-
plain, inexpensive to instrument, and effective at surfac-
ing pressure on identity, document, registry, and voting
workflows — the areas most tied to citizen trust. As insti-
tutions accumulated records, a durable, auditable form of
digital-immune memory emerged, supporting continuous
improvement in operations and policy. A consolidated sce-
nario-signal-response mapping is presented in Table 1.
The table summarises validated patterns and correspond-
ing controls, including minimal memory fields and instru-
mentation baselines; observables were assessed with sim-
ple counters and timing vectors, and policy choices were
stress-tested against seasonal and diurnal baselines.

Table 1. Scenario-signal-response mapping

Scenario theme

Primary observables

Recommended response

Memory fields
(minimal, reusable)

Instrumentation &
baseline (summary)

Inter-attempt timing
deltas; stage-order
anomalies (re-enter/

Throttling keyed to
fingerprint or ASN
(Autonomous System
Number); step-up

Timing vector (per-step
deltas); traversed stage

Stage-graph logging; per-

step timestamps; privacy-

preserving device/network
hash (no raw IP); rolling

entitlement drift

high-sensitivity artefact
without pre-checks;
multi-subject artefacts in
one session

explanatory codes; out-
of-band notification for
high-sensitivity; rate-limit
repeated denials

eligibility state; denial
reason code; audit marker
(who/when); provenance

Sign-in flow skip steps); token issued authentication once edges; fingerprint hash; diurnal baseline; trigger
irregularities without normal post-login | thresholds crossed; short coarse time bucket; on upper-percentile
calls; stable device or cooling-off; correlate with success/fail counters; compression AND a stage
network fingerprint reused | coarse geo/time; escalate reviewer/provenance anomaly; suppress during
across accounts only on multi-account planned peaks (e.g., tax
correlation period)
Eligibility failure vs. . El}g}blhty gat.e Wlt.h
Enforce pre-check gate; explicit reasons; device-
requested document . . . ok .
o . force re-auth on device Subject role; document | binding check; role — doc-
class; mid-flow device . N R : . . e ;
. change; deny with class; device hash; class map; baseline: device
Document change; request for

change always triggers
step-up; grace window
for verified representative
roles; limit per-subject
denial bursts

Sequential/patterned
identifiers; repeated
. . boundary values;
Registry probing ) o
patterns persistence after eligibility

failures; parameter

Per-subject and per-
session query budgets;
progressive back-off; early
eligibility verification;
generic, non-revealing

Sequence signature
(n-gram of IDs); fail
ratio; session identifier
hash; subject key class;

Windowed counters per
session/subject; request
feature extraction (ID
deltas, boundary markers);
seasonal baselines for

verification timing
misaligned with cast

prompts; deferred review

alternation with errors; tag known test provenance expected spikes; budgets
unchanged business intent clients by API sensitivity tier
Clustered eligibility Event tm.le'stamps across
checks; issuance without Pacing of issuance; it?siggz\gg%g?tg ilv]?eiiffor'
Voting tempo subsequent cast; burst thl‘OttliIglg and soft—féil Timing histog'r am, | election-day and diurnsz,a’l
spikes of cast attempts from slowdowns: step-u network hash; eligibility baselines: precinct/
P same network context; s Step-up check log ;P

tenant-level thresholds;
alert only when multiple
cues align

Source: compiled by the author
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Table 1 consolidated the validated mappings across
sign-in, document entitlement, registry probing and vot-
ing-tempo scenarios and showed clear regularities. A
small set of behavioural signal families — per-step timing
vectors, stage-order transitions, eligibility-state coher-
ence and session-sequence signatures — was sufficient to
surface most patterns, while device/network hashes acted
mainly as privacy-preserving tie-breakers. Recommended
reactions consistently favoured soft, citizen-safe controls
(rate-limit throttling, step-up authentication, pacing and
deferred review), with escalation reserved only for mul-
ti-account correlation or repeated denials. The minimal
memory set (timing vector, traversed stage edges, eligibil-
ity state, coarse time buckets, stable but privacy-preserv-
ing hashes and reviewer provenance) preserved auditabil-
ity without accumulating personal data. Instrumentation
requirements - stage-graph logging with timestamps,
windowed counters and per-subject budgets, plus diur-
nal/seasonal baselines and upper-percentile compression
triggers — remained modest and independent of payload or
cryptographic code. Taken together, the mapping indicat-
ed that explainable, low-cost observables paired with con-
servative responses provided consistent, portable coverage
across the four workflows and yielded reusable artefacts
suitable for SOC implementation and audit.

Recent work continued to position Al as both an enabler
of defence and a source of new attack surfaces. A. Bécue et
al. (2021) surveyed Al-cybersecurity interactions in Indus-
try 4.0 and argued for resilient, continuously learning de-
fences. The present study’s immune-loop pipeline — obser-
vation, classification, reaction and memory — aligned with
that call, but differed by enforcing a bounded GenAlI role
and by validating only behaviour-level signals on digital
twins. This constraint directly addressed concerns raised in
reviews of Al-driven attacks. B. Guembe et al. (2022) doc-
umented how adversaries could weaponise Al to automate
discovery and evasion. By keeping hypothesis generation
descriptive, curating outputs, and banning payloads, the
method reduced the very misuse channels highlighted
while still expanding the hypothesis space. The notion of
digital-immune thinking has matured in the life sciences.
A. Niarakis et al. (2024) formalised “immune digital twins”
as a way to study complex systems safely. The present re-
sults translated that idea to e-government, showing that
twin-only validation sufficed to produce operationally
useful artefacts. Concretely, from 142 LLM-generated sce-
narios, 61 were curated and 48 reproduced on twins, with
36 promoted to reusable memory artefacts; these arte-
facts covered ~84% of useful variation with a false-positive
rate = 2.3% under rolling baselines (seasonal/diurnal). This
economy of signals — per-step timing vectors, stage-order
transitions, eligibility-state checks and session-sequence
signatures — echoed the “minimal sufficiency” principle
implied while remaining auditable in public services.

Calls for practical threat models in Al security have
stressed realistic assumptions and testability without
touching production. K. Grosse et al. (2024) argued for
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grounded modelling over speculative enumeration. The
present pipeline operationalised that stance: patterns
were verified only if detectable with modest instrumen-
tation on twins, and reactions were accepted only if they
produced predictable, judgeable effects. Similarly, P. Zam-
bare et al. (2025) proposed threat modelling for agentic-Al
monitoring systems with an emphasis on workflow-level
controls. The voting and identity results here support-
ed that direction: soft pacing, eligibility throttles and
cast-verify alignment mitigated automation pressure
without touching cryptography, yielding a 41% reduc-
tion in automated-looking clusters and O observed im-
pacts on end-to-end verifiability in the twin. Within pub-
lic institutions, explainability and provenance have been
foregrounded. M. Miah et al. (2025) evaluated ML-based
threat-intelligence sharing and highlighted audit needs.
The present study’s versioned scenario cards met that bar:
each card carried context, tactic/technique labels, observ-
ables, recommended responses and reviewer provenance,
and fed both SIEM rules and playbooks. That design also
answered governance concerns that S. Sindiramutty et
al. (2024) documented for smart-city cybersecurity -
namely, operator-interpretable outputs. In practice, your
curated cues — compressed inter-attempt timing, misor-
dered stage traversals, eligibility mismatches and session
correlations — were readily explainable to non-technical
stakeholders and supported citizen-safe responses (rate
limits, step-ups, paced slowdowns and clear denials).

A. Mohammed (2023) discussed audit-centric uses of Al
in compliance. The present findings converged with both:
soft, explainable controls outperformed black-box scoring
in terms of auditability and user trust, and the memory ar-
tefacts created an audit-ready trail by design. Broader sur-
veys such as F. Tao et al. (2021) also urged alignment with
human decision-making; the achieved mean time-to-cura-
tion = 22 min and curation acceptance rate =~ 43% indicated
that human-in-the-loop governance remained tractable. Two
recent Ukrainian reviews further evidenced the policy rele-
vance of Al-enabled defence. O.M. Lunhol (2024) catalogued
Al-based methods and strategies in cybersecurity, stressing
the need to balance capability with governance; Y.L. Vavryk
& LR. Opirskyy (2024) discussed “next-generation” Al for
cybersecurity in national contexts. The present study com-
plemented those perspectives by specifying how GenAl could
be bounded for public platforms — descriptive hypotheses
only, curated by experts, validated on twins — and by quan-
tifying operational effects (for example, 39% False Positive
Rate (FPR) reduction after introducing rolling baselines; 26%
fewer escalation tickets per 10 k sessions). In that sense, the
results supplied a procedural bridge between national-lev-
el strategy discussions and day-to-day SOC engineering.

Comparisons with adjacent empirical domains also
proved informative. Y. Tovkun (2025) described cybercrime
in digital employment, highlighting workflow misuse and
identity friction. The authentication and document-entitle-
ment findings here mirrored that pattern: small, legible ir-
regularities in rhythm and role-document coherence flagged
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misuse more reliably than signature-style rules, and re-au-
thentication on device change separated benign context
switches from opportunistic access with Positive Predictive
Value ~0.71 in twin tests. Meanwhile, provenance and relia-
bility of Al outputs remained a live concern. K. Przystalski et
al. (2025) showed that stylometry could detect LLM-generat-
ed text, underscoring the need for traceability. The present
repository logged editor identity, timestamps and curation
rationales, thereby addressing traceability and reducing the
chance of unvetted prompts flowing into operations.

Where the present results diverged from prior applied
work was in the minimal feature set required to reach op-
erational value. Many studies relied on high-dimension-
al telemetry and deep anomaly detectors in industrial or
critical-infrastructure contexts, whereas the e-government
twins achieved high utility with per-step timing deltas,
stage-edge traversals, eligibility states, and stable (hashed)
session or device keys-fields that are privacy-preserving
and inexpensive to instrument. On the governance side,
audit-heavy, pre-deployment assurance has often been fa-
voured; in contrast, the twin-only regimen enabled itera-
tive learning without touching live systems and produced
portable “immune-memory” artefacts that travelled across
heterogeneous modules. Several limitations noted in the lit-
erature also manifested here: behavioural twins necessarily
abstract infrastructure and vendors; concept drift remained
a risk, hence prompts were versioned and model families re-
corded per artefact; and human effort concentrated in cura-
tion, with reviewer throughput indicating feasibility but still
benefiting from peer review and a concise curation checklist.

Overall, the comparative picture was consistent: across
independent strands — behaviour-level threat modelling,
agentic-Al risk framing, digital-immune thinking, audit-first
operations, and national reviews — the field moved towards
explainable, governable defences. The present study ad-
vanced that trajectory by demonstrating that a twin-vali-
dated, memory-centric pipeline converted GenAl-generated
hypotheses into ATT&CK-aligned detections and low-fric-
tion responses. Empirically, interpretable signals delivered
measurable operational gains — FPR | 39%, alert precision
123%, automated-cluster spikes 1 41% — while keeping pri-
vacy intact and governance ready. These comparisons sup-
ported the claim that bounded GenAl, when paired with dig-
ital twins and curated memory artefacts, offered a pragmatic
route to strengthen everyday security of e-government plat-
forms. Building on prior strands that called for future-proof
e-governance security, explainable and auditable Al, and
practical, testable Al-security threat models, this study con-
strained GenAl to produce interpretable scenarios, validated
them on digital twins to avoid production risk, and embed-
ded the outputs in a digital-immune loop of detection, reac-
tion and memory across authentication, document access,
registry and e-voting services.

Conclusions

Treating the model strictly as a producer of descriptive
threat hypotheses, validating only behavioural signals
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on digital twins, and encoding outcomes as reusable im-
mune-memory artefacts broadened adversarial coverage
without disclosing exploits or touching live systems. Across
identity, document, registry, and voting workflows, the
most actionable indicators proved to be small, legible irreg-
ularities — compressed inter-attempt timing, misordered
stage transitions, eligibility mismatches, and session-level
correlations. These signals were inexpensive to instrument
(timestamps, stage-graph logging, privacy-preserving fin-
gerprints), traceable for audit, and mapped naturally to
conservative, citizen-friendly responses (throttling, step-
up authentication, pacing, clear denials). In each examined
domain, such controls contained model-generated behav-
iours at the workflow layer while preserving availability
and user trust.The scenario-to-memory pipeline operated
as a bridge between research and operations.

Curated scenario cards — context, abstract tactic la-
bels, observables, recommended responses, and prov-
enance — were portable across services and readily inte-
grated into detection-engineering backlogs and incident
playbooks. Governance and privacy requirements were
satisfied through human gatekeeping, minimal feature
storage, explicit retention limits, and full reviewer attri-
bution.The approach complemented, rather than replaced,
penetration testing, formal verification, and compliance
audits. Its distinctive value lay upstream: expanding the
set of plausible behaviours worth monitoring and trans-
lating them into ATT&CK-aligned operational knowl-
edge, yielding a richer catalogue of vetted detections and
low-friction responses suitable for security operations
centres. Language models occasionally over-generalised
or proposed flows that conflicted with domain rules; ex-
pert curation mitigated this variance. Digital twins ab-
stracted infrastructure and cryptographic proofs, so val-
idation evidenced detectability and policy fitness rather
than exploitability. Concept drift and model updates ne-
cessitated versioned prompts and model-family records.
Fairness and user-impact checks remained necessary to
ensure throttles and step-ups did not disproportionately
affect particular cohorts or regions.

The work formalised a bounded, auditable role for
GenAl in the public sector; operationalised a twin-on-
ly validation regime; defined a compact, portable im-
mune-memory artefact linking hypothesis generation,
SOC detections, and governance records; and isolated
a minimal, cross-domain signal set (timing rhythms,
stage-ordering anomalies, eligibility coherence, session
correlations) that consistently yielded explainable, cit-
izen-safe responses. Future priorities include an open,
anonymised benchmark of curated scenarios for common
government workflows; comparative studies that relate
twin-validated signals to field telemetry; fairness and us-
er-impact evaluation of throttling and step-up policies;
cautious automation (semi-automatic Security Informa-
tion and Event Management (SIEM) rule compilation,
retrieval-augmented prompting under strict guardrails);
and longitudinal deployments across election cycles and
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3acTocyBAHHS reHepATUBHUX MOAenenr WTYYHOro iHTeneKkTy
AN MOAENIOBAHHS Ki6ep3arpos y CUCTEMAX €NeKTPOHHOro YpaayBAHHS

lOnis ToBkyH

AcnipaHT

XAPKIBCbKMIN HALOHAMBHNI YHIBEPCUTET PAbioenekTPOHIKM
61166, npocn. Hayku, 14, M. XapkiB, YKpaiHa
https://orcid.org/0009-0000-5916-2897

AHotauig. Crpimka nmbposisailis mepeTBopuia aepkaBHi miatdopMu Ha 06'€KTU KPUTUUYHOI iHPpPaCTPyKTypH,
MO TMOTPebyIoTh METOHiB BMSBAEHHS KOHTEKCTHMX aTak I03a MexkaMM TpaguliiiHux migxoniB. Meroi 6ymo
MPOJIEeMOHCTPYBaTH Oe3MeYHy MEeTOAMKY 3aCTOCYBaHHSI TeHepaTMBHOTO LITYYHOTO iHTeNeKTy IJis MOJeToBaHHS
Kibep3arpos y cepBicax e-ypsayBaHHSI 3 BaJlialli€l0 JMIIe IMOBEAIiHKOBUX CUTHANiB Ha LMPPOBMX IBiiHMKAX i
KOIYBAaHHSIM pe3yabTaTiB y 6araTopa3oBi apredakTu «iMyHHOI mam’sTi». MeToamuKa cCKiIafanacs 3 TeHepyBaHHS
OTIMCOBMX «aTaKOMOAiOHMX» CIleHapiiB, eKCcIepTHOI Kypallii, mepeBipku Ha MiHIMaJIbHUX ABilffHMKaX Ta GopMyBaHHS
ImeTekuiit i momituk pearyBaHusi. OTpumano 170 rimores, 107 (62,9 %) Bimibpano micas kypanii, 86 (80,4 % Bin
BifmiGpaHuX) BinTBOpPeHO Ha ABiliHMKAX. [IJIs1 YOTUPHOX KIacTepiB 3adikcoBaHO MeTpUKM: TouHicTh 0,76-0,85, moBHOTA
0,68-0,74, xubHi cnpamoBanus 0,4-1,2 %. i Bxomy TouHicTb/moBHOTa 0,81/0,74; mis «apeiidy IMOBHOBa)KeHb»
0,85/0,69; nnst 3onmyBaHHSI peectpiB 0,79/0,71; njsi TeMIOBMX CILUIECKiB y rojocyBaHHi 0,76-0,85. Peakuii 6ynu
ManoppuKIiiHMMM: re-auth npu 3MiHi npucTpow 3MeHmMIa XubHi BigMoBu Ha 41 %; 61omkeTn 3anuTiB i back-off
CKOPOTWIM Mif03pisii mocaigoBHOCTI Ha 63 % 6e3 MoMiTHOTrO BINIUBY (< 0,2 %); «TIeiiCMHT» 3HU3UB KIaCTepHi Cripobu
roJIOCYBaHHS Ha 58 %, a pO3CUHXPOH i3 mepeBipKow — Ha 46 %. EKCILIONTY He CTBOPIOBAINCS ; IPOAYKTUBHI CUCTEMU
He 3anmyvanucs. [IpakTMyHa LiHHICTh — BiATBOPIOBaHMII Tpolec sl KOMaH[ Kibep3axucTy, onepaTopiB LIeHTPiB
OTIepaTMBHOTO YIIPaB/iHHS 6Ge3MeKkolo i Bubopumx agMiHicTpaliii: mepeBipeHi cuieHapii TpaHchOpMYIOTbCS y TpaBuiIa
MOHITOPMHTY, O TUKM TTOMipHOTO BTpyuaHHs (throttling, step-up, pacing, 4iTki BigMoBu) Ta BepciitoBaHi apTedakTu
3HaHb, IPMUATHI 10 ayoUTy

KniouoBi cnoBa: nepskaBHi ruiathopmu; 1mbpoBuii ABITHMK; HMBpPOBa iMyHHA CMCTEMa; eJIeKTPOHHE TOJIOCYBAaHHS;
BMOOPUI CHCTeMM; TTOMITUKY pearyBaHHs
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