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Abstract. Server-driven user interface systems require protection from unauthorised modifications to ensure the
integrity and security of displayed data. The purpose of this study was to develop a cryptographically verifiable change
log of the user interface for systems with a Server-Driven User Interface. Within the study, methods of theoretical
modelling, experimental testing, software implementation, and analysis of the regulatory framework were applied to
design, verify, and evaluate a cryptographic change log in a client-interface environment. The main results showed that
the use of signed structured interface blocks with hashing and digital signatures ensured the impossibility of undetected
interface modification on the client side. Construction of the change log based on a hash tree guaranteed authenticity,
immutability, and cryptographic verification of each interface element even under complex distributed conditions.
Integration with advanced React rendering mechanisms enabled real-time verification of interface authenticity, ensuring
compliance with international standards for personal data protection and transaction security. Furthermore, the results
showed that client verification of Merkle proofs for blocks in React detected modifications before rendering, with an
average verification time of 0.328 milliseconds per block. Auditing of blueprint file changes and the publish-subscribe
system ensured data traceability and relevance, while component rendering after updates lasted only 2.7 milliseconds for
the main component and 0.4 milliseconds for the button. Experiments confirmed a 94% attack-blocking rate, a reduction
in rendering latency (from 850 to 300 milliseconds under slow network conditions), and a cache hit rate maintained
at 94-95% under low load. Combined with improved key interface-interaction metrics, these results demonstrate the
effectiveness of the proposed architecture. The obtained findings may be used by developers of critical web applications
to implement secure interfaces that verify integrity in real time and comply with international security requirements

Keywords: cryptographically verifiable change log; principle of non-repudiation; evolution of React; overhead
evaluation; cache hit rate

Introduction

The Server-Driven User Interface (SDUI) assumes dynamic
generation of interface structures based on configuration
data received from the server. This approach enables cen-
tralised adaptation of the interface to the user context (role,
language, access rights, etc.), but simultaneously introduc-
es new risks: the client visualises data whose authenticity
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it cannot independently verify. Vulnerability to attacks
through configuration tampering, supply-chain compro-
mise, or internal server errors threatens the integrity and
security of critical interfaces. The research problem lies in
the absence of mechanisms that allow the client side to
independently verify the authenticity of received interface
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structures before rendering, without relying on delivery
infrastructure or server environment. This creates a pro-
tection gap in dynamic interfaces, which must be closed by
integrating verifiable integrity verification mechanisms.

The study by A.]. Undirwadkar (2025) emphasised the
advantages of the SDUI architecture, particularly its abil-
ity to provide dynamic interface updates without rede-
ployment, accelerating development cycles and ensuring
cross-platform consistency. A. Orynchak et al. (2024) ex-
plored JavaScript capabilities for real-time monitoring and
threat response, demonstrating the efficiency of logging
in protecting web applications - relevant for client-side
interface integrity verification. Moreover, L. Shport (2025)
analysed payment-system vulnerabilities and proposed a
cryptographic architecture with encryption, authentica-
tion, and auditing modules ensuring multi-level protection
of dynamic interfaces.

H.B. Azhar et al. (2025) proposed a post-quantum
structure — Quantum-Resistant Merkle Trees — combin-
ing Zero-Knowledge Scalable Transparent Argument of
Knowledge, lattice cryptography, and randomised hash
functions to enhance security and performance. Experi-
ments demonstrated a 28-32% reduction in proof-gener-
ation time compared to classical Merkle trees while main-
taining logarithmic verification complexity. The results of
O. Patel (2022) showed that Merkle proofs ensured trans-
action integrity with zero disclosure, reducing computa-
tional costs and increasing confidentiality in distributed
systems. In turn, P. Du et al. (2022) proposed a tamper-re-
sistant data-query model based on B+ and Merkle trees,
ensuring the authenticity of query results in blockchain
systems and improving reliability and security of dynamic
data. Furthermore, S. Ridhorkar & S. Mishra (2024) devel-
oped a secure blockchain-based system for digital asset
and inheritance management using Quantum-Resistant
Dilithium Signatures and Merkle trees to ensure immuta-
bility, transparency, and protection from quantum-com-
puter attacks, strengthening trust in automated processes
within Decentralised Applications.

In addition, M. Havatiuk & I. Saiapina (2025) pro-
posed an efficient graphical-interface update mechanism
based on reactive programming, virtual Document Object
Model (DOM), and centralised state management, which
reduced computational costs and improved update speed.
In the study by O. Kuznetsov et al. (2025), a secure gener-
ation and verification system for QR codes was developed
using digital watermarks and a neural-network authentica-
tion model, ensuring high accuracy in forgery detection in
dynamic environments. Moreover, M.T. Rubel et al. (2025)
examined the use of blockchain technologies for automat-
ing real-time financial reconciliation, reducing error risks
and meeting regulatory requirements such as those of the
Securities and Exchange Commission and the Public Com-
pany Accounting Oversight Board.

Thus, existing studies do not address mechanisms for
client-side interface-integrity verification before rendering

in SDUI using signed JSON (JavaScript Object Notation)
and Merkle proofs combined with React and change au-
diting. Therefore, the present study aimed to create a
Cryptographically Verifiable Change Log (CVCLog) for
user interfaces in SDUI architecture systems. The research
objectives included proposing a modification-resistant in-
terface architecture based on signed JSON packets organ-
ised into a Merkle tree, as well as implementing client-side
integrity-proof verification before rendering in React and
API (Application Programming Interface) level inter-
face-change auditing.

Materials and Methods

This study, conducted in June-July 2025, used methods
of theoretical modelling, experimental research, software
implementation, and systematic analysis of the regula-
tory and legal framework. Using the JavaScript language
and the Online JavaScript Compiler (Editor) — Programiz
platform, a basic scheme was implemented for generating
a cryptographically signed user-interface element in JSON
format. To ensure controlled integrity, a Secure Hash Al-
gorithm (SHA-256) hash function was calculated, and to
confirm authenticity, the hash was signed using the Hash-
based Message Authentication Code (HMAC) algorithm and
a symmetric secret key. The same platform and language
were also used to demonstrate an example of a Redis Pub/
Sub message about cache invalidation. Theoretical founda-
tions for ensuring Ul-content authenticity in CVCLog were
analysed by components — Merkle tree, principle of non-re-
pudiation, digital signature, Access Control List (ACL),
and Conflict-free Replicated Data Type (CRDT) (Badra &
Borghol, 2018; Cai et al., 2022; Almeida, 2024). It was em-
phasised that SDUI directly transmitted ready-made React
components through React server components.

Using the R language and the RStudio environment, a
diagram of React rendering evolution (from React 16 to Re-
act 19) was constructed. The diagram visualised the chron-
ological development of React, with major releases and
key technological innovations of each version. The regula-
tory compliance of the CVCLog architecture was analysed
for the Payment Card Industry Data Security Standard
(PCI-DSS) (Agarwal et al., 2024), Payment Services Direc-
tive 2 (PSD2) (Christensen, 2025), and General Data Pro-
tection Regulation (GDPR) (Sienkiewicz, 2025). In addi-
tion, examples of security incidents were provided, such
as the 7-Zip vulnerability in Ukraine (Girnus, 2025) and
the data breach in the Episource medical company in the
USA (Fadilpasi¢, 2025). These examples illustrated the
potential consequences of insufficient data and interface
protection, highlighting the necessity of cryptograph-
ic verification and auditing in the CVCLog architecture
to ensure compliance with security standards such as
PCI-DSS, PSD2, and GDPR.

Using the StackBlitz platform, the React library, and
JavaScript, client-side Merkle proof verification for a JSON
block in React was implemented. The crypto-js library was
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used for cryptographic computations, performing SHA-256
hashing required for Merkle-proof generation and valida-
tion. The verification logic was implemented as a function
that sequentially combined the hashes of the input JSON
block with proof elements, forming a final hash compared
against the signed Merkle tree root. The same platform
and language were used for profiling rendering time of the
App and Button components in React DevTools. To evalu-
ate overhead from Merkle-proof verification in the client
environment, Web Crypto API was used to compute SHA-
256 hashes. The experiment processed 100 synthetic JSON
blocks with a Merkle-proof depth of 5, for which the aver-
age integrity-verification time was measured. These blocks
were selected to provide a representative sample sufficient
for assessing algorithm performance under conditions
close to real SDUI use. A test module was implemented to
assess the interface’s protective potential, analysing the
number of attacks and the proportion of successful block-
ing, and presenting the results of PenTest scanning.

Rendering delays of Ul components before and after
optimisation were visualised under various network-throt-
tling conditions. The graph was built within a canvas ele-
ment using the Chart.js API and automatically initialised
after the React component loaded. Synthetic pre- and
post-optimisation delay values were specified for four typ-
ical networks (normal, slow3G, fast3G, Wi-Fi), represented
as two data series. Additionally, cache-hit rate dynamics
over time under different load conditions (low, medium,
and high) were demonstrated. Cache-hit-rate simulations
were performed on the StackBlitz platform using Chart.js,
modelling 50 cache requests across 30-time intervals un-
der three load conditions with base hit probabilities and
random * 5% fluctuations to simulate real environments.

For collecting interface-performance metrics in the
client environment, the official web-vitals package from
Google was used, implementing measurement of key Web
Vitals metrics — Time to First Byte (TTFB), First Contentful
Paint (FCP), Largest Contentful Paint (LCP), and Cumu-
lative Layout Shift (CLS). Additionally, examples of input
JSON requests and output blueprint files were created
using the JSON Editor Online platform, along with an im-
plemented UI-component change log in JSON format. The
Service Organisation Control 2 (SOC 2) and Open World-
wide Application Security Project (OWASP) were analysed.
The technical specifications of the experimental environ-
ment included an HP 250 15.6 inch G10 personal computer
(Intel Core i5 processor) and Google Chrome browser ver-
sion 138.0.7204.185.

Results

Architecture of a secure user interface change log

In modern distributed systems, where the user interface
is generated on the server side, the authenticity, and im-
mutability of the UI delivered to the client acquire critical
importance. This is especially relevant for financial, med-
ical, and governmental applications, where even a minor

alteration of interface elements may cause data leakage,
fraud, or regulatory non-compliance. To minimise the risks
of manipulation at the client level or within the interme-
diary infrastructure (content delivery network, proxy, edge
functions), an architecture with cryptographic verification
of changes and subsequent audit capability is required. In
response to these challenges, the CVCLog concept is intro-
duced, providing SDUI systems with means to ensure in-
tegrity, verifiability, and immutability of interface content.

CVCLog is a formalised data structure that records
every change in UI blocks transmitted from the server to
the client, with a guarantee of impossibility of undetect-
ed editing or deletion. The foundation of the log consists
of structured JSON packets describing the state of UI ele-
ments (buttons, forms, messages), along with cryptograph-
ic signatures and a Merkle tree of hashes ensuring the
integrity of the entire sequence of changes. The log may
be implemented as a temporary in-memory repository
(e.g., Redis), a permanent log in a database (PostgreSQL or
Append-Only Log in S3), or as a hybrid with caching of the
latest changes. Each request to the interface (for example,
/ui/tenantA/admin) returns not only the UI document but
also a Merkle proof, allowing the client to independently
verify its authenticity. This ensures non-repudiation of
changes, compliance with audit requirements, and trust in
the UI even within a compromised environment.

To ensure modification resistance of the user inter-
face in SDUI, each interface block is formed as a structured
JSON packet describing its appearance, behaviour, and in-
teraction parameters. To guarantee immutability, such a
packet is digitally signed on the server side, and the signed
packets are organised into a Merkle tree, enabling rapid
and efficient verification of the authenticity on the client
side. Thus, any attempt to modify an individual interface
element results in a disruption of the hash-tree structure,
which is immediately detected during verification. Below is
a basic example of constructing a JSON block for a button
and computing its hash with a digital signature (Fig. 1).

The code shown is written in JS using the SHA-256 al-
gorithm. This example demonstrates how an individual in-
terface element (e.g., a payment confirmation button) can
be protected by hashing and signing already at the stage
of generation on the server. The computed SHA-256 hash
guarantees detection of even the smallest data changes,
while the HMAC signature records the source of genera-
tion. Such atomic blocks, signed at the moment of creation,
serve as the building elements for forming a full CVCLog,
which is subsequently used for verifying integrity and im-
mutability on the client side. This enables SDUI systems
to detect falsifications or substitutions of elements even
in the event of content delivery network or proxy com-
promise. To better understand the protection mechanisms
embedded in the CVCLog architecture, it is necessary to
examine the fundamental theoretical components: Merkle
trees, the principles of non-repudiation, digital signatures,
and basic concepts of access and replication (Table 1).
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= -

main.js

1 const crypto = require('crypto*);
2~ const uiBlock = {

3 type: 'button’,

text: 'Confirm payment’,
action: '/submit-payment',
style: ‘primary’

|3

const jsonData = JSON.stringify(uiBlock);
10 const hash = crypto.createHash( 'sha256").update(jsonData).digest( hex");
1"
12~ function signData(data, privateKey = 'server-private-key') {
13 return crypto.createtHmac('sha256°, privateKey).update(data).digest( hex");
14
15
16 const signature = signData(hash);
17
18~ const signedBlock = {
19 data: uiBlock,
20 hash: hash,
21 signature: signature
2 Y
23
24 console.log(signedBlock);

Output Clec

Lta:

type: 'button’,

text: 'Cdnfirm payment',

action: }/submit-payment',

style: ‘primary’
¥
hash: '2a517d9000a1fef2906dda92a558875a76625b342d1f09537e6e23ef0d74c954" ,
signature: '360f0b5b134849a4b9658566118df80533bbaf77170fadc18225ac01e1f3c6bd"

g== Code Execution Successful ===

Figure 1. Generation of a signed UI block with hashing and HMAC signature based on JSON
Source: created by the authors

Table 1. Theoretical foundations of ensuring Ul content authenticity in CVCLog

Component

Brief description

Example of use in CVCLog/SDUI

Merkle tree

A hierarchical hash structure ensuring integrity
and non-repudiation with lower computational cost

Verification of UI JSON-block integrity
via root hash and Merkle proof

Non-repudiation
principle

Guarantee that the author cannot deny
having signed a message, implemented
through hashes and Merkle trees

The server cannot deny creation of UI blocks;
the proof records the sequence

Digital signature

Cryptographic authentication mechanism
using key pairs to protect against forgery

Each UI JSON block is signed by the server;
the client verifies the signature

ACL

Access control lists defining user/role permissions
to resources

Restricting access to UI blocks
(e.g., administrative forms)

CRDT

Data enabling consistent merging of changes
in distributed systems even during network failures

Replication of UI states in offline modes
or on the edge without loss of consistency

Source: created by the authors based on M. Badra & R. Borghol (2018), X.-Q. Cai et al. (2022), P.S. Almeida (2024)

Table 1 summarises the key theoretical components
that ensure reliability, authenticity, and immutability of UI
content in the CVCLog architecture, highlighting efficient
approaches capable of functioning even under limited com-
putational resources or quantum threats. These components
underpin the construction of reliable, scalable SDUI sys-
tems. In general, SDUI is an architectural approach in which
the server defines and generates the user interface, sending
the client a description of the UI in the form of structured
data, usually JSON. The client, in turn, receives this data
and renders the interface according to the provided instruc-
tions. This approach enables centralised Ul management,
ensuring consistency and flexible updates without requiring
client-side application releases. Therefore, SDUI emerged
as a response to the limitations of traditional architecture,
where any interface modification required a new client re-
lease, slowing development and deployment of updates.

In this context, the term Backend-Driven UI is often
used synonymously with SDUI, but it emphasises not only
interface management but also delegation of client logic
to the server, including display rules, element behaviour,

and adaptation to roles, context, or A/B testing. Here, the
backend serves as the single source of truth for the entire
interface. It is also worth noting that in modern SDUI im-
plementations, the server not only sends a UI description
as JSON but directly streams ready-to-render React com-
ponents through React Server Components, dynamically
forming the UI depending on the response of large lan-
guage models or real-time data. Such an approach within
Backend-Driven UI allows delegating not only structure
but also display logic, validation, and behavioural rules to
the server, simplifying the client side and ensuring flexi-
ble interface adaptation to user context, request, or role.
The technological foundation for efficient implementation
of the Backend-Driven UI concept has been the develop-
ment of React — particularly the introduction of server
components. A brief timeline of React rendering evolution
demonstrates key stages of the technology’s progression,
from client-side rendering in React 16 through server-side
rendering and concurrent rendering to the modern server
components in React 19. Figure 2 illustrates these mile-
stones with major innovations and release years.
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React 16 (2017)
CSR
Fiber core

Fragments
Portals

Fiber core

React 17 (2020)
Stepping-stone release

- Gradual upgrades

React 18 (2022)
Stepping-stone release

Gradual upgrades
New JSX transform
Root-level event delegation

New JSX transform
Root-level event delegation
Root-level event delegation

v
React 19 (2024)
Gradual upgrades
New JSX transform
Root-level event delegation
Root-level event delegation

Figure 2. Evolution of React rendering: from React 16 to React 19
Note: CSR - Client-Side Rendering, JSX — JavaScript eXtensible Markup Language, SSR — Server-Side Rendering

Source: created by the authors

The presented scheme demonstrates the gradual
sophistication and optimisation of React rendering ap-
proaches, enhancing interface performance, flexibility, and
scalability. It is on this technological basis that CVCLog in-
tegration with the React client is realised. The integration of
the log involves implementing mechanisms for verification
of Merkle proofs directly on the client side. React compo-
nents receive signed JSON blocks and corresponding integ-
rity proofs, enabling real-time verification of UI authentici-
ty and prevention of rendering falsified or modified content.

This approach provides reliable interface protection even in
the event of network-infrastructure compromise.

Given the gradual development of rendering technol-
ogies in React, integration of CVCLog with the client side
becomes an important step in ensuring interface integri-
ty and security. However, to implement such mechanisms
effectively, compliance with regulatory requirements con-
cerning data protection and transaction security must also
be considered. Table 2 summarises the key standards influ-
encing the architecture of the secure change log.

Table 2. Regulatory compliance of CVCLog architecture

Standard Brief description Impact on CVCLog architecture
Global security standard for organisations handling Ensures Ul integrity through cryptographic signatures
PCI-DSS payment cards, emphasising endpoint and Merkle trees; meets log-protection
and access-log protection and client-security requirements
PSD2 EU regulation for payment services requiring Guarantees a secure and transparent Ul, minimising
strong authentication and access control forgery and unauthorised-access risks
. ) . . Minimises processing of clients’ personal data, ensures
GDPR EU regulation fpr personal de}ta protection emphasising transparency and non-repudiation of changes, complies
privacy, encryption, and audit : - .
with security and access-control requirements

Source: created by the authors based on M.K. Agarwal et al. (2024), L.D. Christensen (2025), H. Sienkiewicz (2025)

These standards define requirements for protection,
integrity, and transparency of interface content in the CV-
CLog architecture, underscoring the importance of cryp-
tographic verification and access control for compliance
with modern security norms. Meanwhile, disruption of the
Ul flow - illustrating insufficient interface protection —
may have serious consequences, as evidenced by specific
incident examples from various countries. For instance, in
September 2024, a vulnerability in 7-Zip allowed attackers
to bypass Windows Mark-of-the-Web protection, leading
to execution of malicious code via double archiving (Gir-
nus, 2025). This vulnerability was actively exploited in
the SmokeLoader campaign targeting governmental and
public organisations in Ukraine. In the United States,

Information Technologies and Computer Engineering, 2025, 22(3)

in 2025 the medical company Episource suffered a data
breach affecting 5.4 million users due to server compro-
mise (Fadilpasi¢, 2025). Attackers gained access to medical
records, personal data, and insurance information.

To summarise, the CVCLog architecture is based on
cryptographic verification of signed JSON blocks organised
into a Merkle tree, ensuring immutability and non-repudia-
tion of UI changes even in complex distributed systems. This
approach integrates with modern SDUI and React technol-
ogies, allowing the client to verify Ul-content authenticity
in real-time while complying with strict regulatory require-
ments (PCI-DSS, PSD2, GDPR). Thus, CVCLog provides a
robust protective layer against UI tampering, reducing the
risks of data leakage, fraud, and security-breach penalties.
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Implementation of verification mechanisms,

API audit and experimental evaluation

To prevent the visualisation of compromised interface
blocks in the client environment, implementation of a
mechanism for verifying JSON-structure integrity using

1 import React, { useEffect, useState } from 'react';
2 import sha256 from 'crypto-js/sha256';

3

q const verifyProof = (leaf, proof, root) => {

5 let hash = sha256(leaf).toString();

6 for (const { hash: sibling, position } of proof) {
7 hash =

8 position === 'left’

] ? sha256(sibling + hash).toString()

10 : sha256(hash + sibling).toString();

11 }

12 return hash === root;

13 };

14
15 export default function App() {

16 const [isValid, setIsValid] = useState(null);

17 const [duration, setDuration] = useState(null);

18

19 const jsonBlock = JSON.stringify({

20 component: 'Button',

21 props: { text: 'Submit', style: 'primary' },

22 ;i

23

24 const proof = [

25 { hash: sha256('siblingl').toString(), position: 'left' },
26 { hash: sha256('sibling2').toString(), position: 'right' },
27 1

Merkle proofs is crucial. The first stage involves creating a
client function that validates a Merkle proof based on the
input JSON, proof tree, and signed root. Only after success-
ful verification are the data passed to the React component.
Figure 3 shows a basic implementation of this mechanism.

Merkle proof verification

Result: (2 Successful
Inference execution time on edge: 0.100 ms

(This is a simulation of Predictive Prefetch validation on the client)

Figure 3. Fragment of client verification code of a Merkle proof for a JSON block in React

Source: created by the authors

In this program, an example of a Ul component of the
Button type is demonstrated, which is serialised into JSON
and hashed for further integrity verification. The compu-
tation is performed by sequentially combining the hashes
of the JSON block with the hashes of the proof elements
according to the positions, after which the resulting value
is compared with the Merkle tree root hash. In the given
case, the verification passes successfully, which is reflect-
ed in the status of the React component. Additionally, the
execution time of the operation on the client side is meas-
ured - 0.1 milliseconds (ms) — simulating the performance
of the Predictive Prefetch mechanism. This approach al-
lows integrity verification to be integrated directly into
the client part of SDUI, ensuring protection from forgery
or unauthorised modifications of interface elements be-
fore the rendering.

The next step is the implementation of reactive ver-
ification, which enables real-time tracking of changes in
interface data and automatic integrity checks during up-
dates. Unlike one-time verification before rendering, re-
active verification provides continuous monitoring, which
is particularly important in dynamic SDUI where changes
occur constantly. It is based on observing data streams or
state-change events, which makes it possible to respond
promptly to potential integrity violations.

In general, for the effective integration of SDUI
mechanisms into React applications, it is important to
ensure the possibility of gradual loading and activation
of interface components. This functionality is imple-
mented by React’s architectural capabilities — Suspense,

Streaming, and Partial Hydration. Suspense makes it pos-
sible to “pause” rendering of individual components until
asynchronous operations, such as obtaining a blueprint
configuration from the server, are completed. In combi-
nation with server streaming, this allows the interface
to be delivered in parts as soon as the components are
ready, reducing the time to first render and increasing
overall performance.

In turn, Partial Hydration enables activation of only
those DOM parts that have dynamic behaviour, leaving
static elements uninitialised until necessary. This allows
flexible integration of SDUI architecture with React with-
out complete re-initialisation of all components on the
client side. The next stage is the implementation of an
API-call scenario for obtaining blueprint configurations
depending on the user context (Fig. 4).

"tenant": "acme-manager",
"role": "admin"

Figure 4. Input JSON request
Source: created by the authors

In this example, the request is sent to the endpoint
GET/ui/{tenant}/{role} with corresponding parameters. It
identifies the user as an administrator of the organisation,
based on which the server generates the appropriate blue-
print configuration of the interface. In response, the server

14 Information Technologies and Computer Engineering, 2025, 22(3)
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sends a blueprint file — a JSON structure containing a de-
scription of interface components together with metadata
required for client-side integrity verification (Fig. 5).

[
1

"components": [

{
1

"type": "Button"

"props": |
"label": "Create Report"
"action": "/reports/create"

!
f

"hash": "fael124d8d9f7d3b2c5e87cb309e46c098c",

"proof": [
{ "position": "left", "hash": "alb2c3d4e5f6..." },
{ "position": "right", "hash": "d4e5f6alb2c3..." }

N
S

"herkleRoot", "3c6e0b8a9c15224a8228b9a98cal531d"

Figure 5. Output blueprint file
Source: created by the authors

In this example, the server returns a Button compo-
nent with the label Create Report and the action /reports/
create. The response also contains the hash of each block,
the Merkle proof, and the signed root hash. Such a struc-
ture enables independent client-side verification of the
received data before the rendering, which is a key prin-
ciple of secure SDUI. To ensure traceability of changes in
SDUI, it is necessary to implement API auditing, which
records every modification of blueprint configuration -
including content, structure, or access-rights changes to
UI components. Such auditing is critically important in
the context of access control to sensitive interface ele-
ments (i.e., PII zones) according to the requirements of
SOC 2 and OWASP. For example, SOC 2 is an audit stand-
ard defining requirements for control over security, con-
fidentiality, processing integrity, availability, and data
privacy (Joodala, 2025). It requires active logging of ac-
cess to Ul components with confidential or personal data,
control of interface-configuration changes, and the abili-
ty to reproduce the history of operations on PII zones for
auditing purposes.

In turn, OWASP Top 10 is an international standard
identifying the most critical web-application vulnerabili-
ties (Li & Li, 2025). It is based on the analysis of thousands
of incidents and covers threats related to data integrity,
access control, API protection, and security configuration.
The 2025 version of OWASP Top 10 focuses on risks asso-
ciated with artificial intelligence (AI), complexity of APIs
and cloud systems, software-supply-chain attacks, and the
strengthening of regulatory requirements. Compliance
with these recommendations is essential for ensuring
SDUI security, particularly through logging, integrity ver-
ification, and access control. To implement such control,
detailed logging of every interface-configuration change
must be maintained, ensuring transparency and the abil-
ity to restore the change history at any time. Each time

a Ul file is updated on the server, the event is recorded
in a change log considering the time of change, author,
Ul-fragment identifier, hash of the new state, and refer-
ence to the MerkleRoot. Figure 6 shows an example of a
change-log entry.

"timestamp": "2025-07-23T14:52:117",

"tenant": "acme-manager",

"role": "admin",

"modifiedBy": "user_42"

"changeType": "update"

"componentId”: "button_create_report”,
"newHash": "e7f8a9dlc2b3...",

"merkleRoot": "3c6e@b8a9c15224a8228b9a98cal531d"

Figure 6. Fragment of the UI component
change log in JSON format
Source: created by the authors

In addition to logging, a mechanism for restoring the
history of changes is implemented: using the API request
GET /ui/history/{tenant}/{role}, previous versions of blue-
print files with the hashes and timestamps can be retrieved.
This allows not only forensic analysis but also restoration
of a previous state in case of compromise. Such an approach
to API auditing integrates integrity, observability, and roll-
back of changes into a single secure Ul-management cy-
cle that complies with the principles of transparency and
accountability in modern information systems. For timely
notification of clients about changes in UI configuration
and to ensure cache validity, the Redis publish-subscribe
(Pub/Sub) mechanism is used (Fig. 7).

[2025-07-24T10:15:32Z] Channel: ui_invalidation

Message: {
"tenant": "acme-manager",

"role": "admin",

"updatedComponent™: "Button",

"newMerkleRoot": "3c6e0b8a9c15224a8228b%9a98ca1531d",

"timestamp": "2025-07-24T10:15:32Z"

Figure 7. Example of Redis Pub/Sub message
about cache invalidation
Source: created by the authors

When a blueprint file is updated, the server publishes
a message in a Redis channel, signalling the need to in-
validate the cache of the corresponding UI block. Figure 7
illustrates an example of a Redis message about cache in-
validation of a Ul component. In the example provided, the
server notifies about the update of the Button component
for the administrator, indicating the new merkleRoot val-
ue, allowing clients to promptly delete outdated cache and
request current data. To analyse rendering overhead after
receiving updates, the React DevTools Profiler instrument
was used (Fig. 8).
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Figure 8. Profiling of rendering time of App and Button components in React DevTools

Source: created by the authors

The results showed that rendering of the App component
lasted 2.7 ms, of which 1.8 ms was active updating, while the
Button component was rendered for 0.4 ms (of which 0.2 ms
was actual change). This indicates low overhead during UI
updates in response to configuration changes, confirming

import React, { useEffect, useState } from 'react';

1

2

3 function hashJsonBlock(block) {

) return crypto.subtle

5 .digest('SHA-256"', new TextEncoder().encode(block))
6 .then((buf) =>

7 Array.from(new Uint8Array(buf))

8

9

.map((b) => b.toString(16).padStart(2, '0'))
.join('")

10 J;

11 }

12

13 async function verifylMerkleProof(leafHash, proof, root) {
14 let current = leafHash;

the feasibility of integrating client-side verification mecha-
nisms in dynamic SDUI applications. A complement to this
analysis is the data obtained during performance modelling
of client-side verification and evaluation of interface-level
attack resistance, presented in Figure 9.

Experiment: Overhead + PenTest

[ Merkle Proof Verification

* Number of blocks: 100
* Successfully tested: 92
* Average time: 0.328 ms

1 PenTest Simulation
* Attack scenarios: 50

* Blocked: 47
* Block rate: 94.0 %

15 for (const sibling of proof) {

16 const combined = current + sibling;

17 current = await hashJsonBlock(combined);

18 }

19 return current === root;

20 }

21

22 async function simulateExperiment(numBlocks = 100, proofDepth = 5) {
23 let totalTime = 0O;

24 let pass = 0;

Figure 9. Fragment of React application for evaluating Merkle-proof verification overhead
and results of PenTest scanning

Source: created by the authors

This program demonstrates an experimental eval-
uation of overhead for verifying Merkle proofs of 100
JSON-data blocks, of which 92 (92%) were successfully ver-
ified, with an average verification time of about 0.328 ms
per block, indicating the algorithm’s efficiency in the client
environment. Also presented are the results of simulated
PenTest scanning, in which 47 of 50 attack scenarios were
successfully blocked, corresponding to a 94% protection
level, demonstrating the potential of interface-level de-
fence mechanisms. To better assess the effect of optimi-
sations on interface performance, a separate analysis of
Ul-component rendering delays under various network
conditions using network throttling was conducted, the re-
sults of which are shown in Figure 10.

16

The graph compares delay before and after optimisa-
tion in the client React application under different net-
work conditions. The highest delay before optimisation
was observed under slow3G - up to 850 ms — whereas af-
ter optimisation it decreased to 300 ms. Under Wi-Fi and
normal-latency conditions, the delay dropped to less than
50 ms, demonstrating a significant reduction in rendering
time with low network latency. The graph illustrates that
optimisation mechanisms (e.g., predictive preloading, par-
tial hydration) effectively reduce latency across all connec-
tion types, which is particularly critical for dynamic SDUI
applications. However, it is equally important to maintain a
high cache-reuse ratio, especially under different load con-
ditions — this dependence is shown in Figure 11.
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Figure 10. Graph of UI-component rendering delay before and after optimisation
under various network-throttling conditions

Source: created by the authors
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Figure 11. Graph of cache-hit rate over time under different load conditions

Source: created by the authors

The graph displays cache-hit-rate changes over a
30-second period under three load conditions (low, medi-
um, and high), with a base hit probability defined for each
(0.95, 0.80, and 0.60, respectively). Low load consistently
shows the highest hit rate — from 100% initially to stable
94-95% after a few seconds. Medium load exhibits a lower
level — around 77-81%, tending to stabilise near 80%. High
load records the lowest cache-hit rate — between 55% and
61% — with notable variability at the start and stabilisation
around 58%. Thus, the results demonstrate a clear depend-
ence of caching efficiency on load: as load increases, the
hit rate decreases, which is critically important for SDUI
systems with high-frequency interface updates.

Additionally, Web Vitals are important — standardised
metrics reflecting real user experience when interacting
with an interface. For example, TFB is the time between
a request and receipt of the first byte of the response; FCP

is the time until the browser displays the first visual DOM
element; LCP is the rendering time of the largest visible el-
ement on the screen. For analytics, quantiles p50 (median)
and p95 (worst 5% scenario) are used. The measured values
before and after optimisation are shown in Figure 12.

.1l Web Vitals Metrics

e TTFB: 558.10 ms
e FCP:648.00 ms
e LCP:764.00 ms
e CLS:0.00 ms

Data is collected automatically via web-vitals API.

Figure 12. Measurement of Web Vitals metrics before/after
cache and Predictive Prefetch implementation
Source: created by the authors
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After implementing caching of blueprint configura-
tions and the Predictive Prefetch algorithm, improvements
in FCP and LCP were observed due to reduced network-load-
ing delays. Specifically, p95 LCP metrics decreased by tens
of milliseconds, which is particularly noticeable during
repeated component loads. The results confirm the expe-
diency of integrating predictive preloading into SDUI ap-
plications to improve performance.

Thus, implementation of interface-integrity verifica-
tion based on Merkle proofs ensures tamper-resistance of
SDUI applications, preventing undetected modifications of
interface blocks even in a compromised environment. The
introduced optimisations — including caching, Predictive
Prefetch, and partial hydration - significantly reduce ren-
dering delays and improve key Web Vitals metrics, espe-
cially under limited network resources. A comprehensive
approach combining client-side proof verification, API au-
diting, cache control, and reactive verification forms a ro-
bust architecture that meets regulatory-standard require-
ments and ensures a high level of security, transparency,
and resistance to interface-level attacks.

Discussion

In this work, client verification of Merkle proofs in SDUI
was implemented, ensuring protection of the interface
from unauthorised modifications with a verification de-
lay of 0.328 ms, even under high load conditions. In turn,
M. Ethan (2025) proposed a frontend-driven backpressure
handling model in real APIs, which improves latency, mem-
ory control, and interface stability under load. Hence, both
approaches aim to ensure the resilience of the client side
to overload, but the current system additionally guarantees
cryptographic data integrity.

In the conducted study, an SDUI model was implement-
ed with client-side integrity verification of signed JSON
packages using Merkle proofs, which prevents interface con-
figuration tampering and ensures immutability similar to
blockchain solutions. Conversely, in the work of I. Shahzad et
al. (2025), an Internet of Things (IoT) system using a trusted
blockchain for secure sensor management and data record-
ing with immutability and controlled access guarantees was
presented. Both approaches are aimed at enhancing trust in
dynamic systems through the use of immutable data struc-
tures; however, the current solution focuses on verifying in-
terface data on the client side before rendering.

Within this study, a mechanism for verifying interface
JSON structures in SDUI through Merkle proofs was creat-
ed, ensuring auditability of dynamic UI without loss of per-
formance. On the other hand, G. Sharma (2025) proposed
an architecture with a blockchain embedded in the oper-
ating system kernel for immutable logging of Al decisions,
achieving 100% accuracy in forgery detection and reducing
audit preparation time to real-time. Both approaches align
in the pursuit to ensure transparency and compliance with
audit requirements through record immutability, although
the current solution achieves this at the client-interface
level with minimal delays, whereas the mentioned model

implements similar properties at the OS-kernel level, ac-
companied by higher system costs.

The results proposed the CVCLog model for SDUI,
ensuring immutability, authenticity, and detailed audit-
ing of Ul components in real-time without performance
loss. In comparison, S. Fugkeaw et al. (2025) presented the
scheme Efficient and Verifiable Searchable Encryption with
Boolean Search, which ensures integrity and searchable
accessibility of cloud logs through a combination of index-
ing, blockchain ACL, and Merkle-root verification. Both ap-
proaches are consistent in striving to guarantee controlled
immutability of data; however, the current system is ori-
ented specifically at the UI level and allows detection of
modifications even before rendering, which is critical in a
real-time context.

Analysis of the requirements of PCI-DSS, PSD2, GDPR,
SOC2, and OWASP standards for interface integrity, change
logs, and security of client components enabled the forma-
tion of a cryptographically verifiable UI architecture that
complies with regulatory requirements. In turn, P.R. Ven-
namaneni (2025) examined the compliance of Al systems in
the financial sector with PCI-DSS and IEC 62304 standards,
focusing on transaction data protection, decision-making
transparency, and cloud infrastructure. Thus, the results of
the presented study confirm the expediency of adhering to
standards in critical digital systems, while the current work
demonstrates a concrete implementation of this compli-
ance at the client-interface level.

This work examined the evolution of React rendering
(versions 16-18), integration of Server Components, Sus-
pense, and Partial Hydration to ensure continuous render-
ing during client verification of Merkle proofs, enabling
Ul integrity control prior to its display. In turn, S. Wagh et
al. (2025) presented React-Nex — a modular component li-
brary with Al-driven code generation support via Retriev-
al-Augmented Generation and vector embeddings, acceler-
ating the creation and configuration of interface elements.
Both approaches are aimed at improving the efficiency
of React-application development; however, the current
solution focuses on interface protection and verification,
whereas React-Nex is oriented towards automation and
flexibility in UI-component generation.

The proposed CVCLog architecture for SDUI ensures
cryptographic integrity of interface data and detailed re-
al-time audit of changes, including through client-side ver-
ification of Merkle proofs prior to rendering. Regarding the
work of N. Jose (2025), it demonstrated the advantages of
an event-driven architecture for real-time synchronisation
of inventory data in retail systems, emphasising consisten-
cy and event-processing speed. Both approaches align in
the pursuit of building reactive, scalable, and transparent
real-time systems; however, the current CVCLog archi-
tecture additionally addresses the task of verifying data
authenticity at the client level, which is critical for secure
interactions in distributed interfaces.

The conducted study proposed the CVCLog architec-
ture for SDUI, in which configuration JSON interface blocks
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are organised as a Merkle tree, and integrity verification is
performed client-side before rendering by computing and
comparing Merkle proofs with the signed root hash. Sim-
ilarly, A. Odeh & A. Abu Taleb (2025) proposed a Block-
chain-Enhanced Trust and Access Control for IoT Security
model, which uses Merkle trees, blockchain, and federated
learning for decentralised access control and data integrity
verification in IoT environments. Both approaches aim to
strengthen trust in dynamic, distributed systems through
built-in authenticity verification and decentralised control
mechanisms, although the current solution implements
these properties directly in the Ul layer, enabling interactive
protection of the user interface without performance loss.

Additionally, A. Osilaja et al. (2024) justified the use
of blockchain for building secure and transparent software
architectures, focusing on data immutability, decentralised
access control, and cryptographic verification. In align-
ment with this approach, the current CVCLog architecture
is also oriented towards ensuring trust in dynamic systems
but implements these principles directly at the user-inter-
face level. The distinction lies in the fact that the proposed
solution enables interactive verification of UIl-component
authenticity in real-time, whereas the mentioned authors
focus on general aspects of software security.

The current CVCLog architecture in the SDUI environ-
ment ensured verification of interface JSON-data authen-
ticity before rendering, with an average Merkle-proof veri-
fication time of 0.328 ms and attack-detection accuracy of
up to 94%, without affecting interface performance. Mean-
while, A.A. Sathio et al. (2025) proposed the ClusterPioneer
model for trusted blockchain, which reduces communica-
tion load by 60%, provides verification within 150 ms, and
achieves 95% accuracy in attacker detection. Hence, the
results of the mentioned work confirm the expediency of
using Merkle structures and decentralised verification to
ensure data integrity in critical digital systems, while the
current solution demonstrates the application of these
principles at the client UI level with minimal delays.

The conducted experiments confirmed that integra-
tion of cryptographic verification with React Suspense and
Partial Hydration ensures stable Ul rendering with minimal
impact on response time (2.7 ms for the main component)
even under high loads. Conversely, Y. Chavan et al. (2025)
presented Nexify — a scalable real-time server for online
communities providing low latency, modularity, role-based
access control, and end-to-end encryption, as well as in-
corporating blockchain identification and AI moderation.
Thus, both approaches are oriented towards building se-
cure, scalable, and reactive systems, while the current solu-
tion complements the Nexify framework with the ability to
verify interface authenticity prior to its display — a critical
element of trust in dynamic environments.

Overall, the conducted study focuses on cryptographic
verification of Ul-data integrity in real-time with minimal
delays and high change-detection accuracy at the client
level. In turn, the work of B. Ganji et al. (2024) focused on
formal verification of distributed streaming systems to

prevent process deadlocks and errors already at the design
stage. Therefore, both approaches complement each other,
combining data protection with architecture correctness
assurance in complex real-world systems.

To summarise, this work proposed the CVCLog archi-
tecture for SDUI, which implements client-side verifica-
tion of interface JSON-data integrity using Merkle proofs
with low latency and high change-detection accuracy. This
approach ensures UI protection from unauthorised mod-
ifications before rendering, supports detailed real-time
auditing, and complies with leading security and audit
standards. Thus, the study not only complements exist-
ing solutions for load control and data security but also
advances practical methods for ensuring trust in dynamic
client interfaces in distributed web systems.

Conclusions

The conducted study confirmed the effectiveness of the
CVCLog architecture as a reliable mechanism for ensuring
integrity and immutability of UI in SDUI systems. The ob-
tained results emphasised that the use of cryptographically
signed JSON blocks and Merkle trees allows detection of
any unauthorised changes on the client side even under
network infrastructure compromise conditions. Implemen-
tation of a change log with non-repudiation support guar-
antees compliance with high regulatory standards such as
PCI-DSS, PSD2, and GDPR. Furthermore, integration with
the React client ensures verification of UI authenticity in
real-time without significant impact on performance.

It was also established that client verification of Merkle
proofs in a React application is performed with an average
time of 0.1 ms per block, confirming its efficiency for in-
tegration into dynamic SDUI. Reactive verification ensures
continuous control of UI changes in real-time, reducing the
risks of content tampering. Rendering profiling showed that
updating the main App component takes 2.7 ms, while an
individual Button component requires 0.4 ms, indicating
low overhead for client-side verification. In turn, experi-
mental verification of JSON blocks revealed 92% successful
verifications, with an average time of 0.328 ms per block.
Meanwhile, PenTest scanning results demonstrated 94%
attack blocking at the UI level, and cache hit rate in sta-
ble mode reached 94-95% under low load and decreased to
58% under high load. Implementation of optimisations im-
proved key Web Vitals metrics: p95 LCP decreased by tens of
milliseconds, enhancing response time during repeat loads.

The study’s limitations lie in the dependency of ver-
ification and caching performance on client hardware re-
sources and network quality, which may restrict the appli-
cability of the proposed mechanisms in low-power or highly
constrained environments, as well as in the complexity of
scaling reactive verification under very high UI update fre-
quency. For further development, it is recommended to
optimise verification algorithms using hardware accelera-
tion and to design adaptive caching strategies considering
load variability and network conditions. An important di-
rection is integration of machine-learning mechanisms for
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predicting UI changes and preloading the most probable Funding
components, which would further reduce rendering latency.  The study was not funded.
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AHoTauis. Cucremu intepdeiicy KOpUCTyBaya, 0 KePYIThCS CePBEPOM, IIOTPEOYIOTh 3aXMUCTY BiJi HECAHKI[IOHOBAHUX
3MiH [Jis 3a6e3mnevyeHHs IiJIiCHOCTI i 6e3meKku maHuX, 10 BimobpaskaiThbcs. MeTa IIbOTO NOCTIIKEHHS Iojisirana y
po3pobiii KpunrorpadiuyHo MmepeBipHOro XypHasy 3MiH iHTepdeiicy KopuctyBaua Jjs cucteM i3 Server-Driven User
Interface. YV Mmexxax gociiiskeHHS 3aCTOCOBAHO METOM TEOPETUUHOT0 MOJIeTIOBAHHS, eKCIIePYMEHTAIbHOT'O TECTYBAHHSI,
nporpaMHoi peasisalii Ta aHamizy HOpMaTUBHOI 6a3u O po3pobku, Bepudikalii Ta oIiHKM KpuntorpadiuHoro
SKYpHaJTy 3MiH y cepeoBuilli KJIi€eHTChKOro iHTepdeiicy. OCHOBHI pe3y/bTaTy MoKasasiu, 1110 3aCTOCYBaHHSI i JIMMCaHNX
CTPYKTYPOBaHMX OJIOKIB iHTepdeiicy i3 xeuryBaHHIM i mudpoBuUM mifnucom 3abesrnedye HEMOKIUBICTh HEITOMITHOL
monudikanii iHTepdeiicy Ha KiIieHTCbKiNt cTOopoHi. [To6ymoBa >XKypHaslly 3MiH Ha OCHOBi JepeBa XelIiB rapaHTye
IOCTOBipHiCTb, He3MiHHICTb i KpumnrorpadiuHy mnepeBipKy KOXXHOTO ejieMeHTy iHTepdeiicy HaBiTh y CKIATHUX
po3nopineHux yMmoBax. IHTerpauis 3 HOBiTHIMM MexaHi3MaMu peHJepuHry React mo3BoJsie 37iliCHIOBAaTU MepeBipKy
IOCTOBipHOCTI iHTepdeiicy B peasbHOMY 4Yaci, 3a6e3medyouy BiAMOBigHICTh BMMOTaM MiKHapPOAHMUX CTaHIAPTiB
3aXMCTy MepCOHATbHUX NaHUX i 6e3meky TpaH3akiiit. Kpim Toro, pesyapTaTu Mmokasaau, M0 KJIi€EHTCbKa MepeBipKa
Merkle-nokasiB gyst 6;okiB y React mo3Bosnsie BusBuUTH Monudikailii 1o MOMEHTY peHAepuHTY, i3 cepelHiM yacom
Bepudikarii 0,328 minicekyHayu Ha 60K. AyauT 3miH blueprint-daiinis i cucrema my6sikamii-mignucky 3abe3nednin
BiICTEXXYBaHICTb i aKTyaIbHICTh JaHMX, TOJI1 SIK DEHJ,epPUHT KOMITIOHEHTIB ITiC/I51 OHOBJIEHb TPUBAB JINIIIE 2,7 MiliCeKYHIU
IIJIsT OCHOBHOTO KOMMOHeHTa i 0,4 misiceKyHIM OJjis1 KHOMKKU. EXCiepuMeHTH MigTBepaAuIn HocsrHeHHS 94 % piBHS
67I0KYBaHHS aTaK, 3HMKEHHST 3aTPMMOK peHaepuHry (3 850 mo 300 MiniceKyHn, y TOBiNbHiN Mepeski) Ta MiATPUMKY
Kell-XiTpeiiTy Ha piBHI 94-95 % mpu HM3bKOMY HAaBaHTAKEHHI, IO Pa30M i3 MOKpalleHHIM KIIOUOBUX MOKa3HUKIB
B3aemozii 3 iHTepdeiicom geMoHCTpYe eeKTUBHICTh 3aIPONIOHOBAHOI apxiTeKTypu. OTpuMaHi pe3yabTaT MOXYTb
6yT¥ BUKOPUCTAHI PO3POOHMKAMMU KPUTMUYHMX BeG3aCTOCYHKIB JJIS BIIPOBaIKeHHs 3axuileHux iHTepdeiici, 1o
MepeBipsIIOTh LiiCHICTh Y peaqbHOMY Yaci Ta BiAMOBigal0Th MiXKHADOAHMUM BUMOTaM 6e3IeKku

KniouoBi cnoea: kpunrorpabiuHo nepeBipHMit KypHal 3MiH; IPUMHINUII HE3alepevyHoCTi; eBosollis React; oiiHka
HaK/IaJiHUX BUTPAT; KeUI-XiTpeuT
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