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Abstract. The study aimed to provide a theoretical justification of the nature of functional and formal verification of digital
systems, to compare their methods, and to determine the possibilities for their coordinated application to digital modules
of varying structural complexity. Methodology was based on normative-terminological, structural-analytical, functional-
verification, formal logical and comparative-analytical methods, which made it possible to distinguish between scenario-
based and property-based approaches to verifying hardware logic and to conduct an experimental and demonstrative
verification of three test digital modules. The study established that functional verification ensured the verification of
a digital module's behavioural compliance with the specification through test inputs, expected output responses, test
benches, simulation and analysis of functional mode coverage. Formal verification yielded a different type of verification
conclusion, as it was aimed at confirming or refuting correctness properties, invariants, logical and temporal conditions,
valid transitions and the unreachability of erroneous states. Experimental and demonstrative verification on a multiplexer,
a finite-state machine and a simplified interface controller showed that, as the complexity of the digital module increased,
the number of functional scenarios grew, mode coverage became more challenging, and the risk of failing to detect hidden
states, deadlocks or rare signal combinations increased. For the multiplexer, both approaches yielded consistent results;
for the finite-state machine, the verification of resets, states and transitions was enhanced; for the interface controller,
formal verification improved the assessment of deadlocks, signal conflicts and erroneous modes. The feasibility of a
combined strategy, in which functional scenarios, coverage analysis, formal properties and the interpretation of possible
counterexamples complement one another, has been demonstrated. The practical significance of the results is determined
by their application in digital design, hardware verification and educational and research environments for planning the
verification of digital modules, refining specifications, conducting coverage analysis, interpreting counterexamples and
making decisions regarding the correctness of hardware logic
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Introduction

The increasing complexity of digital systems, hardware
accelerators, microprocessor units, embedded control-
lers and programmable logic integrated circuits has led
to stricter requirements for verifying their correctness at
the design stage. Errors in hardware logic can manifest not
only as an incorrect response to a specific combination of
input signals, but also as a disruption in the sequence of
states, failure to reach the correct operating mode, dead-
lock, a conflict between control signals, or failure to satisfy
a timing condition. Under such conditions, the verification
of digital systems is not limited to running a set of tests,
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as the increasing complexity of a module leads to a greater
number of possible scenarios, states and transitions, which
are difficult to cover through functional testing alone. In
this regard, combination of functional and formal verifi-
cation verified behavioural compliance of a digital module
with the specification and the correctness properties of the
hardware logic. In research, the problem of verifying digi-
tal systems is associated with the hardware design stage,
during which the compliance of the digital logic with the
given specification is checked. The methodology for for-
mal verification and the design of electronic projects based
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on field-programmable gate arrays (FPGAs) was proposed
by O. Odarushchenko et al. (2024). Within this approach,
the correctness of the hardware logic is assessed not only
through modelling but also through the verification of
specified properties.

The development of teaching and modelling tools for
digital and microprocessor systems constitutes a distinct
area of research. The areas of application of machine learn-
ing for software-supported verification of hardware design
were systematised by N. Wu et al. (2024). The study demon-
strated the potential for automated verification support,
but also highlighted the need to distinguish between func-
tional, formal and property-oriented verification logic.

The application of statement-based verification for
an 12C inter-integral bus module using the SystemVerilog
hardware description and verification language was de-
scribed by D.-W. Moon et al. (2025). In this approach, asser-
tions and properties serve as a means of verifying protocol
and control logic, as they can detect not only of incorrect
signal responses but also deviations from the moduless
expected operational sequence. The use of large language
models in the design and verification of hardware systems
was analysed by M. Abdollahi et al. (2025). The results
showed that such tools support the generation and analysis
of digital modules, but at the same time increase the risks
of incomplete, incorrect or insufficiently verified hardware
logic. U. Farooq & H. Mehrez (2021) investigated pre-phys-
ical verification of hardware design by generalising the use
of multi-platform FPGA-based solutions for verifying digi-
tal systems before the physical implementation stage. The
authors argued that early verification of a hardware design
reduces the risk of critical errors being detected at later
stages of development, but requires a combination of mod-
elling, test scenarios and hardware-oriented validation
methods. Algorithms and techniques for verifying hard-
ware logic models as a branch of formal verification were
systematised by G. Cabodi et al. (2024). The study estab-
lished that the verification of hardware logic models makes
it possible to analyse the properties of states, transitions
and temporal conditions, which are difficult to fully cover
using functional tests alone.

Despite substantial research on FPGA design, formal
checking, statement-based verification, hardware logic
model checking and software-supported verification, the
issue of comparing functional and formal verification of
digital modules of varying structural complexity remains
insufficiently addressed. Existing research mainly focuses
on specific hardware implementations, individual verifi-
cation methods, or tools to support the verification pro-
cess. At the same time, the logic behind the change in the
effectiveness of functional and formal verification dur-
ing the transition from a simple combinational module
to sequential logic and a more complex control module
remains less well understood. This necessitates a justifi-
cation for the combined application of digital system ver-
ification methods, considering the structural complexity
of hardware logic.
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The study aimed to highlight the methodological dif-
ferences between functional and formal verification of
digital systems, to conduct an experimental and demon-
strative verification of their application to digital modules
of varying structural complexity, and to determine the
possibilities for the combined use of these approaches.
To achieve this aim, the following objectives were set: to
theoretically distinguish between functional and formal
verification of digital systems as different approaches to
verifying hardware logic; to experimentally demonstrate
the application of these approaches to a multiplexer, a
finite-state machine and a simplified interface controller
through test scenarios and formal properties; to compare
the results obtained using a unified set of criteria and to
justify a combined verification strategy for digital modules
of varying structural complexity.

Materials and Methods

The study was conducted using normative-terminolog-
ical, structural-analytical, functional-verification, for-
mal-logical and comparative-analytical methods. The
normative-terminological method was applied to estab-
lish the conceptual framework of the research following
ISO/IEC/IEEE standards. ISO/IEC/IEEE 24765:2017 (2017)
was used to standardise the concepts of verification, val-
idation, requirements and specifications. ISO/IEC/IEEE
29119-1:2022 (2022) was applied to define the logic of
the test object, test data, the expected result and the de-
viation of actual behaviour from the specified behaviour.
IEEE 1012-2024 (2025) has been used to interpret verifi-
cation as the process of confirming that a digital module
complies with the specified requirements. Within this
framework, functional verification is regarded as the ex-
amination of a digital module’s response to specified input
stimuli, whilst formal verification is regarded as the proof
or refutation of logical and temporal properties present-
ed in the form of statements, constraints or invariants.
The methodological framework for hardware description
and verification of digital modules is based on standards
for hardware description languages and property spec-
ification. IEEE 1800-2023 (2024) was used to justify the
construction of testbenches, the application of assertions
and coverage analysis in the SystemVerilog environment.
IEEE 1800.2-2020 (2020) was addressed to characterise the
Universal Verification Methodology (UVM) as an approach
to organising a reusable verification environment. IEEE
1076-2019 (2019) was used as the basis for describing dig-
ital modules using the Very High Speed Integrated Circuit
Hardware Description Language (VHDL), whilst IEEE 1850-
2010 (2010) was used to specify properties using the Prop-
erty Specification Language.

A structural-analytical method was used to select test
digital modules and classify them according to the type of
hardware logic and level of structural complexity. Three
digital modules were selected for experimental and de-
monstrative verification: a multiplexer, a finite state ma-
chine and a simplified interface controller. The multiplexer
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represented combinational logic, for which correctness was
determined by the output corresponding to the selected in-
put depending on the control signal. The finite state ma-
chine was considered as a sequential module, where the
initial state, reset signal, permissible transitions between
states and output responses were of significance. A sim-
plified interface controller was used as an example of con-
trol logic with start conditions, acknowledgement waiting,
transaction completion, possible deadlocks and control sig-
nal conflicts. The selection of these modules made it possi-
ble to trace the evolution of the verification task during the
transition from simple combinational logic to sequential
and control logic. The functional verification method was
applied to construct test scenarios, define input stimuli and
expected output responses, and verify that the behaviour
of each digital module conformed to the specification. For
the multiplexer, combinations of input and control signals
were verified, as well as the correspondence of the output
to the active channel. For the finite state machine, the test
scenarios covered reset, transition from the initial state,
valid transitions between states, and output responses in
specific modes. For the simplified interface controller, the
following were tested: initiating communication, waiting
for acknowledgement, cycle completion, response to a false
condition, and the consistency of control signals. The re-
sult of the functional verification was determined as “pass”
or “fail” for each scenario, following a comparison of the
module’s actual behaviour with the expected behaviour.
The formal-logical method was used to specify the
properties of correct behaviour, invariants, and logical and
temporal conditions that had to be satisfied regardless of
any individual test scenario. For the multiplexer, the prop-
erty of logical selection was verified, i.e. the correspond-
ence between the output and the input determined by the
control signal. For the finite state machine, the properties
of correct recovery after a reset, the admissibility of tran-
sitions and the unreachability of prohibited states were
formalised. For a simplified interface controller, the prop-
erties of non-blocking behaviour, consistency of control
signals, reachability of the final state and unreachability of
the fault mode were specified. The result of formal veri-
fication was interpreted as confirmation of a property, its
violation or the generation of a counterexample. The study
was conducted in a sequence ranging from the normative

and conceptual distinction between functional and formal
verification to the selection of test digital modules, the for-
mulation of functional scenarios, the specification of for-
mal properties, and the comparative generalisation of the
results. A comparative-analytical method was applied to
compare the results of functional and formal verification
according to a single set of criteria: the number of test sce-
narios, the completeness of mode coverage, the ability to
detect typical, boundary and hidden faults, the complexity
of property formalisation, the presence of counterexam-
ples, the interpretability of the results, and the scalabil-
ity of the method as the complexity of the digital module
increases. The comparison criteria were defined based on
studies by C. Kern & M.R. Greenstreet (1999), A.B. Meh-
ta (2018), and H. Witharana et al. (2022). This comparison
differentiated between scenario-based verification of the
module’s observable behaviours and property-based ver-
ification of logical conditions, which may lie outside the
scope of individual test scenarios.

Results

Theoretical distinction between functional and for-
mal verification and the design of the experimental
test procedure. A regulatory and methodological distinc-
tion between functional and formal verification has shown
that these approaches differ not only in the verification
tools used, but also in the type of verification conclusion
reached. Functional verification aims to establish that the
behaviour of a digital module conforms to a given specifi-
cation within the scope of defined test scenarios. Formal
verification is geared towards confirming or refuting the
correctness properties of hardware logic, in particular the
validity of states and transitions, the fulfilment of logical
or temporal conditions, and the impossibility of reaching
erroneous states. This distinction is fundamental to the
verification of digital modules, as functional verification
confirms correctness only within the scope of specified
input conditions and expected responses, whilst formal
verification can be used for the analysis of properties that
must hold regardless of any test scenario. Thus, the func-
tional approach provides behavioural verification, whilst
the formal approach provides a property-based assessment
of logical correctness. The main differences between these
approaches are summarised in Table 1.

Table 1. Results of the normative and conceptual distinction between functional
and formal verification of digital systems

Delimiter Functional verification Formal verification Values for digital module verification
. . Behaviour of digital module Properties of correct behaviour Distinction between behavioural
Audit subject . . - - - ; .
in specified operating modes of a digital module and property-based verification logic
Verification | Test scenarios, input stimuli, expected Formal statements, invariants, Established varied nature
basis output responses, test benches logical and temporal conditions of the audit result
. . Property specifications, environmental | Correlation between functional testing
Input data Test stimulus sets, signal sequences, ) issibl dth |
type expected responses constraints, permissible states and the completeness
and transitions of test suites was identified
Confirmation of a property, its Distinction between scenario-based
Expected . . S ; -
result Pass or fail of the test scenario violation, or the construction and evidence-based types
of a counterexample of results was made
134 Information Technologies and Computer Engineering, 2026, 23(2)
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Table 1. Continued

Delimiter

Functional verification

Formal verification

Values for digital module verification

Method for
error detection

Discrepancy between the actual
outcome and the expected result

Violation of a specified property, an
invalid transition or an incorrect state

Various grounds for identifying
hardware logic errors

have been clarified

as the complexity of the digital

restrictions .
module increases

Role of Defines expected behaviour Is a source of formal properties, Central role of the specification
specification for test scenarios statements and constraints in both approaches was confirmed
Nature Limited to tried-and-tested scenarios Relates to proving Different levels of substantiation
of evidence and the coverage already achieved or disproving properties of the audit opinion were identified
Key Incompleteness of possible scenarios | Complexity of formalising properties, Limits of the independent application

invariants and constraints
of the environment

of each approach were defined

Source: compiled by the author based on ISO/IEC/IEEE 24765:2017 (2017), ISO/IEC/IEEE 29119-1:2022 (2022), IEEE 1012-2024 (2025)

An analysis of the data presented in Table 1 showed
that functional verification provides a scenario-based con-
clusion regarding the behaviour of a digital module, whilst
formal verification provides a property-based conclusion
regarding the logical correctness of the hardware descrip-
tion. The limitation of the functional approach relates to
the completeness of test scenarios, whilst that of the formal
approach relates to the complexity of precisely formulating
properties, invariants and environmental constraints. This
confirmed the value of further comparing the two approach-
es on digital modules of varying structural complexity.

Comparison of three test digital modules showed that
the structural complexity of the hardware logic directly
influenced the nature of the verification task. The multi-
plexer represented combinational logic, for which the main
criterion of correctness was that the output corresponded
to the selected input depending on the control signal. At
this level, functional testing had a limited and controlled
scope of test cases, whilst formal verification served to con-
firm the basic property of logical selection. A finite state

machine characterised sequential logic, in which the result
depended on the initial state, the reset signal, permissible
transitions and output responses. For this module, the ver-
ification task shifted from checking individual signal com-
binations to analysing states, transitions and the correct-
ness of recovery after a reset. Simplified interface controller
modelled control logic with branching behaviour, start con-
ditions, acknowledgement waiting, exchange completion,
possible deadlocks and conflicts between control signals.
At this level, running through functional scenarios did not
eliminate the risk of hidden states, deadlocks or conflicts
between control signals; consequently, the importance
of formal properties increased. The resulting comparison
demonstrated a gradual increase in the complexity of the
verification process: from checking the logical selection in
the multiplexer to evaluating valid transitions in a finite
state machine and analysing deadlocks, reachability of the
final state and signal consistency in the interface control-
ler. A summary of the digital modules used in the experi-
mental demonstration verification is presented in Table 2.

Table 2. Specifications of the digital modules used in the experimental demonstration test

Complexit Digital Expected
p Y 9 Logic type Key verification elements Potential errors verification
level module X
difficulty
- . Incorrect channel selection, an error
- Input combinations, control signal, ) : !
. . Combinational in the control logic, or a mismatch
Simple | Multiplexer - correspondence between the output . Low
logic . between the output signal
and the selected input 2
and the expected combination
- . Initial state, clock signal, reset Incorrect transition, prohibited state,
Finite Sequential ) ; o . o
Average . signal, permitted transitions, incorrect response to reset, violation Average
automaton logic AT
output responses in individual states of state sequence
Simplified Control signals, transition conditions, Unreachable state, hidden
- Branched - . . . .
Complex | interface . exchange scenarios, waiting states, error, deadlock, signal conflict, High
control logic : f S S
controller blocking, cycle completion communication protocol violation

Source: compiled by the author based on IEEE 1076-2019 (2019), IEEE 1800.2-2020 (2020), IEEE 1800-2023 (2024)

The analysis presented in Table 2 showed that the in-
creasing complexity of the digital module altered not only
the number of test scenarios but also the very nature of the
verification task. For the multiplexer, the key requirement
remained the confirmation of a one-to-one correspondence
between the control signal and the selected input; therefore,
both approaches had a relatively simple application struc-
ture. For the finite-state machine, the focus of verification
shifted to states, transitions and responses to resets, which

Information Technologies and Computer Engineering, 2026, 23(2)

increased the importance of formalised properties. For the
interface controller, the determining factors were control
sequences, signal blocking and conflicts - that is, those as-
pects which are difficult to cover fully using functional sce-
narios alone. This confirmed the value of further comparing
functional and formal verification on the same test objects.

Functional and formal verification of test digital
modules: Scenarios, properties and results. The results of
the functional verification showed that the scenario-based
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approach provided sufficient verification of the specified
operating modes for all three digital modules; however,
its completeness decreased as the structural complex-
ity of the hardware logic increased. For the multiplexer,
the verification confirmed that the output corresponded
to the active input for all specified control combinations.
For the finite state machine, the correctness of the reset
condition, the transition from the initial state, valid tran-
sitions and output responses in the specified modes was
confirmed. For the simplified interface controller, “start”,

» «

“wait”, “ack”, “done” and “error” scenarios confirmed the
correctness of the main exchange sequence, in particular
the transition from start to wait, acknowledgement recep-
tion, cycle completion and error handling. However, sce-
nario-based testing did not eliminate the risk of hidden
states, deadlocks or control signal conflicts, which might
not have manifested themselves in the specified test suite.
The summarised results of the functional verification of
digital modules of varying structural complexity are pre-
sented in Table 3.

Table 3. Test scenarios and results of functional verification of digital modules of varying complexity

Verified modes

Result of functional
verification

Limitations of scenario-
based approach

Basic logic selection
modes; change in the
control signal; output
corresponding to the
selected input

Scenarios were
completed; actual output
matched expected active

channel

Constraints are minimal,
as the space of input
combinations is small
and manageable

Initial state; reset;
permitted transitions;
output reactions in
individual states

Test cases were run for
the specified sequences;
the correctness of
typical transitions and
responses to a reset has
been verified

Completeness depends
on the coverage of
significant sequences;
rare or unexpected
transitions may remain
outside the test set

Digital Number .
. Test scenarios
module | of scenarios
Selection of each input
by a control signal;
Multiplexer 4 checking that the output
corresponds
to the active channel
Reset; transition from
initial state; permissible
Finite 5 transitions between
automaton states; checking output
reactions; returning
to a specified state
Simplified Start;lwaltl; ackz done;
- error; verification of
interface 6 ;
consistency of control
controller ;
signals

Initiating the exchange;
awaiting confirmation;
receiving an ACK;
completing the cycle
(done); responding to
an error; control signal
interaction

Test cases were run for
the specified modes; the
correctness of the main
exchange sequence and
the response to errors
has been confirmed

Risk of unaccounted-for
signal combinations,
hidden states, deadlocks
or conflicts that are not
apparent in the specified
scenarios

Source: compiled by the author

The data in Table 3 showed that the effectiveness of
functional verification depended directly on the struc-
tural complexity of the digital module. For the multi-
plexer, the scenario-based approach ensured complete
coverage of the basic modes, as the verification boiled
down to checking the logical selection. In the finite-state
machine, the scope of verification increased due to the
need to account for states, reset conditions and valid
transitions; consequently, the completeness of the re-
sult depended on the quality of the sequence selection.
The greatest limitation of the scenario-based approach
was found to be for the interface controller: even after
running the main “start”, “wait”, “ack”, “done” and “er-
ror” scenarios, there remained a risk of hidden states,
deadlocks or control signal conflicts. This confirmed that
functional verification is sufficient for checking the in-
tended operating modes, but as the complexity of the

module increases, it needs to be supplemented by formal
property verification.

Results of formal verification showed that proper-
ty-based verification made it possible to extend the assess-
ment of the correctness of digital modules beyond func-
tional scenarios. Whilst functional verification confirmed
the module’s behaviour only in specified modes, formal
verification made it possible to assess the logical conditions
that had to be satisfied for valid states, transitions and con-
trol sequences. For the multiplexer, the property of logical
selection of the active input was confirmed; for the finite
state machine, the correctness of the reset and the validity
of transitions were confirmed; and for the simplified inter-
face controller, the significance of verifying the completion
of the exchange cycle, the absence of deadlock and the con-
sistency of control signals was confirmed. The summarised
results of the formal verification are presented in Table 4.

Table 4. Properties, invariants and results of formal verification of digital modules

Digital . . Verified invariants Result of formal Countgrgxample Values
Formalised properties o - - or a limitation .
module or conditions verification - . for module testing
on interpretation
For each value of the Basic logical
Output must control signal, only the No counterexample is | compliance of the
Multiolexer correspond to the corresponding input is Property of logical expected provided the combinational
P input specified by the | active; the output does | selection was confirmed | selection scheme is module with the
control signal not change outside the described correctly specification has
selection logic been confirmed
136 Information Technologies and Computer Engineering, 2026, 23(2)
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Table 4. Continued

Digital . . Verified invariants Result of formal Countgrgxample Values
Formalised properties s - - or a limitation .
module or conditions verification - . for module testing
on interpretation
. . Correctness of the .
After a reset, the Initial stqte is defined; reset and the standard Possible Overall logic
— : . following a reset . o . of states and
initial state is reached; | _. permitted transitions counterexample in the e -
- o signal, the automaton P - transitions outside
Finite transitions occur only has been verified; the | case of an incomplete
. returns to the o - the scope of
automaton | between permissible . . . unreachability of the transition tableoran |. .. )
. . specified state; invalid . . A individual functional
states; a forbidden -, forbidden state requires incorrectly defined .
: transitions are not - . o scenarios has been
state is unreachable a complete description transition condition
executed assessed
of the set of states
Exchange cycle must . Some of the properties Possible Detection of
be completed under | Waiting state does not . . - .
. o : S were verified for the | counterexample arising hidden logical
valid conditions; turn into an infinite . S - . . .
: . given conditions; the from an incomplete inconsistencies,
N control signals must deadlock; the start, . - .
Simplified - . properties of non- description of the which cannot be
- not conflict; no confirmation and . . o .
interface . . : blocking and non-failure- | external conditions, in guaranteed by
deadlock must occur; | completion signals do . ] . . .
controller . . inducing behaviour particular the absence scenario-based
an erroneous state not conflict with one - - f - :
) . require the constraints | of confirmation or an functional testing
must not be attainable | another; the final state . ;
) . of the environment to be | incorrect sequence alone, has been
without the relevant is reachable . A :
condition precisely specified of control signals enhanced

Source: compiled by the author based on C. Kern & M.R. Greenstreet (1999), IEEE 1850-2010 (2010), A.B. Mehta (2018), H. Witharana et

al. (2022)

An analysis of Table 4 showed that the diagnostic value
of formal verification increased in line with the structural
complexity of the digital module. For the multiplexer, for-
mal verification served as a rigorous confirmation of basic
logical correctness, whilst for the finite state machine, ver-
ification assessed the integrity of the system of states and
transitions. Formal verification proved to be most signifi-
cant for the simplified interface controller, where the result
depended not only on the execution of the main scenarios,
but also on the correctness of environmental constraints,
the absence of deadlocks and the consistency of control
signals. Thus, formal verification complemented function-
al verification in cases where the scenario-based approach
failed to fully detect hidden states, invalid transitions or
potential counterexamples.

Comparative analysis and combined strategy for
verification of digital modules of varying complexity.
Comparison of the results of functional and formal verifica-
tion showed that both approaches ensured the correctness
of digital modules but produced different types of verifi-
cation conclusions. Functional verification was best suit-
ed to confirming the behaviour of the module in specified
modes, whilst formal verification made it possible to assess
correctness properties, invariants, unreachable states and
the conditions under which counterexamples arise. Using
the examples of a multiplexer, a finite state machine and a
simplified interface controller, the difference between the
approaches was found to increase with the growing struc-
tural complexity of the hardware logic. The generalised re-
sults of the comparison are presented in Table 5.

Table 5. Comparative results of functional and formal verification of digital modules

Comparison criteria

Functional verification

Formal verification

Summary of audit findings

Number of test
scenarios

Increased from 4 scenarios for the
multiplexer to 6 scenarios for the
simplified interface controller

Not determined by the number of
scenarios, as the verification was
performed through properties,
invariants and constraints

As the complexity of the module
increased, the scenario-based
approach became more labour-
intensive and needed to be
supplemented with property-based
testing

Comprehensiveness
of coverage
of operating modes

Highest for the multiplexer; for
the finite-state machine and the
controller, it depended on the choice
of sequences and the verification
conditions

Depended on the completeness
of the properties defined and the
correctness of the environment
constraints

Thoroughness of the verification
was determined by the quality of the
specification but was implemented
using various methods

Identification of
common mistakes

Ensured the identification of
discrepancies between actual
behaviour and the expected
response in a given scenario

Determined whether a given
property or invariant was violated

Functional test was effective for the
specified modes, whilst the formal
test was effective for verifying the

correctness conditions

Detection of hidden

Limited to the scenarios included in

Covered impermissible transitions,
unreachable states, deadlocks and

For sequential and control modules,
formal verification had greater

of logical properties

output reactions

errors the test suite conflicts between control signals diagnostic value
Conducted directly by means of Formal verification provided direct
Verification Conducted indirectly via expected | the properties of logical selection, P

transition validity and signal
consistency

confirmation or refutation of the
properties of hardware logic

Information Technologies and Computer Engineering, 2026, 23(2)
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Table 5. Continued

Comparison criteria Functional verification

Formal verification Summary of audit findings

Conducted via predefined
sequences of reset, transition, start,
wait, acknowledgement and cycle
completion

Checking temporal
and sequential
conditions

Conducted based on the conditions
of transition admissibility,
reachability of the final state and
the absence of blocking

Combination of both approaches

proved to be the most appropriate

for modules involving states and
control sequences

Atypical result; the error was
recorded as a failure to complete
the scenario

Counterexamples

Could be caused in the event of
a breach of the property or an
incomplete description of the

environmental constraints

Counterexamples enhanced
the explanatory value of the
formal verification but required
interpretation

Increased based on the number
of states, transitions and control
signals

Difficulty
of application

Increased in tandem with
the increasing complexity of
formalising the properties and
constraints of the environment

Both approaches had limitations,
so it is advisable to use them in
combination

Decreased as the number of
possible scenarios and signal
combinations increased

Scalability

Limited by complexity of the state
space and the precision of the

The most comprehensive
conclusion was provided by a

formal properties combined verification strategy

Source: compiled by the author

The most comprehensive conclusion was provided
by the combined strategy. The summary presented in Ta-
ble 5 showed that functional verification best confirmed
the behaviour of the digital module in the specified op-
erating modes, whilst formal verification assessed logi-
cal properties that could not be reduced to individual
scenarios. For the multiplexer, both approaches yielded
consistent results, as the verification space was limited.
For the finite-state machine and the simplified interface
controller, the difference between the approaches be-
came more significant: functional verification confirmed
the expected transitions and exchange sequences, whilst
formal verification highlighted the need to check for un-
reachable states, deadlocks, possible counterexamples
and control signal conflicts. Consequently, the compar-
ison results confirmed that functional and formal veri-
fication do not duplicate one another but rather form a
complementary verification strategy for digital systems
of varying complexity.

Results of the functional and formal verification
showed that neither approach, taken in isolation, pro-
vided an equally comprehensive verification conclusion
for all types of digital modules. Functional verification
proved sufficiently effective for confirming the behav-
iour of the module in specified modes, particularly at the
multiplexer level. At the same time, for the finite state
machine and the simplified interface controller, its com-
pleteness depended on the selection of sequences, tran-
sition conditions and verification scenarios. Formal veri-
fication complemented this result, as it was used to verify
correctness properties, invariants, the unreachability of
erroneous states, the absence of deadlocks, and the con-
sistency of control signals. Based on the verification re-
sults for the three test objects, a combined verification
strategy was developed for digital modules of varying
complexity. Its logic is based on the sequential combina-
tion of functional verification of the intended operating
modes with formal verification of properties that cannot
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be fully confirmed by scenario-based testing alone. For
simple combinational modules, functional verification
provides the bulk of the conclusion, whilst formal veri-
fication serves to confirm the basic logical property. For
sequential and control modules, formal verification be-
comes increasingly relevant, as this makes it possible to
assess the validity of transitions, the reachability of fi-
nal states, the absence of deadlocks and the possibility
of counterexamples. A generalised diagram illustrating
the combined use of functional and formal verification is
shown in Figure 1.

Figure 1 summarises a combined verification strategy
for digital modules, in which functional and formal verifi-
cation are applied as complementary stages in reaching a
verification conclusion. The verification sequence covers
the transition from the module specification and expect-
ed operating modes to functional scenarios, formalised
properties and the analysis of possible counterexamples.
If the functional scenarios pass and the formal properties
are verified without counterexamples, the verification
result can be considered consistent with the given spec-
ification. If a scenario fails, a property violation is detect-
ed, or a counterexample is found, the specification, test
suite, formal properties or environmental constraints
require refinement. Consequently, combined verification
has a sequential yet iterative structure, as the verification
results may cause the process to revert to earlier stages of
refining the digital module. Thus, the combined strategy
has made it possible to link the behavioural verification
of a digital module with a property-based assessment of
its logical correctness. For modules of low complexity, it
primarily confirmed the results of functional verification,
whilst for more complex sequential and control modules,
it enhanced the detection of hidden states, deadlocks,
unreachable states and signal conflicts. Therefore, the
combined use of functional and formal verification is a
sound approach to verifying digital systems of varying
structural complexity.
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Digital module specification
expected behaviour/signals/states/transitions/properties

v

HDL module description
hardware implementation of the digital module’s logic

v

v

Functional verification
behavioural testing in specified scenarios

v

Functional scenarios
inputs/expected responses

Test bench — simulation
Comparison of actual and expected responses

v

Formal verification
Verification of properties, invariants and conditions

Formal properties
statements/invariants/constraints

v

Verification of properties/statements
logical and temporal conditions of correctness

v

Coverage analysis
identification of insufficiently tested modes

v

Counter example/confirmation of a property
Conditions for a violation or confirmation
of correctness

v

Decision regarding the correctness of the digital module
Reconciliation of the results of scenario testing, coverage analysis and formal properties

Figure 1. Generalised diagram of the combined use of functional and formal verification
Note: diagram is based on the results of functional and formal verification of the multiplexer, the finite-state machine and the simplified

interface controller
Source: compiled by the author

Discussion

A comparison of functional and formal verification showed
that the difference between these approaches was deter-
mined not only by the verification tools, but also by the
type of verification conclusion. Functional verification
confirmed the expected behaviour of the digital module in
specified scenarios, whilst formal verification was aimed at
verifying properties such as correctness, the admissibility
of transitions, the unreachability of erroneous states and
the absence of deadlocks. As the structural complexity of
the digital module increased, scenario-based verification
gradually lost its comprehensiveness, as it could not cover
all possible combinations of states, transitions and control
signals. Therefore, it proved more appropriate not to con-
trast the functional and formal approaches, but to combine
them within a single verification strategy. This finding was
consistent with the research by X. Lai et al. (2019), in which
the verification of hardware systems is viewed as a multidi-
mensional process in which functional and non-functional
characteristics cannot be completely separated. This ap-
proach explained why the verification of the digital mod-
ule was not limited to establishing compliance with the
expected logic but also involved analysing the conditions
under which the module remained correct under various
environmental constraints, transition sequences and oper-
ating modes. This explained the result obtained, according
to which a simplified interface controller proved to be a
more complex object for formal analysis than a multiplexer
or a finite-state machine: for the controller, it was not only
the individual responses to input signals that mattered, but
also the control sequence, waiting states, conditions for the
completion of an exchange, and the absence of deadlock.
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The research findings were also compared with the work of
A. Dobis et al. (2023), in which the ChiselVerify toolchain
is considered as a means of combining dynamic and for-
mal verification of digital designs. In contrast to the study,
the presented research did not aim to develop or evaluate
a new verification environment. The focus was on how the
choice between functional and formal verification depend-
ed on the type of digital module. The results showed that,
for combinational logic, scenario-based verification of ex-
pected responses could be sufficient, whilst for sequential
and control logic, there was a growing need to formal-
ise properties. In this respect, the findings of A. Dobis et
al. confirmed the general trend towards the integration of
scenario-based and property-based verification methods.
In the context of complex control structures, the re-
sults obtained were similar to the findings of R. Ma et
al. (2025), who investigated the automation of Network-
on-Chip verification within the framework of the UVM. For
complex communication structures, conventional scenar-
io-based coverage does not always ensure the detection of
hidden combinations of states, transitions and signals. A
similar pattern was observed in this study: a simplified in-
terface controller could be functionally verified according
to the specified scenarios; however, this was insufficient
for a complete analysis of deadlocks, signal conflicts and
the reachability of correct final states. A separate aspect of
the problem was related to the quality of the formalisation
of properties. The paper by V. Radu et al. (2024) examines
the application of generative artificial intelligence to gen-
erate SystemVerilog statements in UVM-based functional
verification. For the present study, this approach was rel-
evant not because of the use of artificial intelligence per
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se, but because of the problem of correctly defining the
property that the system is intended to verify. If a prop-
erty is formulated incompletely or does not correspond
to the actual logic of the module, the verification may
yield a formally acceptable but methodologically limited
result. Therefore, the effectiveness of formal verification
depended not only on the verification tool, but also on the
accuracy of the specification of properties, invariants and
environmental constraints.

The practical aspect of modelling using the System-
Verilog language was explored in a study by N. Geor-
goulopoulos et al. (2024), which addressed the design
and verification of a Successive Approximation Regis-
ter Analogue-to-Digital Converter model. In contrast to
this applied approach, the present study utilised simpli-
fied demonstration digital modules: a multiplexer, a fi-
nite-state machine and a simplified interface controller.
This selection of components isolated the problem of func-
tional-formal correspondence from the subject-matter
complexity of the analogue-to-digital model and focused
on the change in the verification task during the transition
from combinational logic to sequential and control logic.
A study by H. Guzman-Miranda et al. (2025) was methodo-
logically similar to the issues under consideration; it pro-
posed a Formal Verification Methodology (FVM) for pro-
jects using the VHDL. In this approach, formal verification
is regarded not as a one-off procedure, but as an ordered
process of checking the hardware description. This clar-
ified the role of the preliminary definition of properties,
invariants and correctness conditions in the formal ver-
ification of digital modules. At the same time, the study
did not replicate the full FVM procedure for VHDL code, as
the main focus was on explaining for which types of digital
modules formal verification logic carried greater analyti-
cal weight. The broader industrial context of formal meth-
ods was presented in the publication by M.H. ter Beek et
al. (2025), where formal methods are considered as a set of
tools for the specification, development, analysis and veri-
fication of software and hardware systems. In this context,
the results of the comparison should not be interpreted
as a ready-made industrial verification methodology for a
specific hardware project. The study outlined a methodo-
logical framework for selecting a verification strategy de-
pending on the complexity of the module and the nature
of potential errors. This approach was consistent with the
view that formal methods in engineering practice are not
applied in isolation, but within the broader process of de-
velopment, specification and correctness checking.

Assertion-based verification represented a mid-
dle ground between scenario-based and property-based
verification. This aspect was explored by M.W. Anwar et
al. (2020), proposing a unified model-driven framework
for static and dynamic assertion-based verification. In this
approach, assertions served as a linking element between
functional scenarios, test coverage and formal properties.
Consequently, the combined verification strategy was
not merely a matter of mechanically appending formal
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verification to functional verification. It involved organ-
ising the analysis in such a way that scenarios, coverage,
properties and counterexamples were used as interrelated
grounds for concluding that the digital module was correct.
The issue of confidence in the results of formal verifica-
tion was clarified in the study by Z. Yu et al. (2019), which
addressed certification of verification results for hardware
logic models. The study highlighted the problem of con-
firming the correctness of the obtained results, which was
directly linked to the conclusions of this research. Formal
verification cannot be regarded as an automatically infalli-
ble verification method, as its evidential strength depends
on the correctness of the model, the formulation of prop-
erties, environmental constraints and the interpretation
of results. Therefore, in the comparison conducted, formal
verification was characterised not only by its ability to de-
tect hidden errors, but also by the complexity of formalisa-
tion and the need to analyse counterexamples. The study by
D. Beyer et al. (2024) contributed to the discussion by rais-
ing the question of the transferability of algorithmic ideas
between hardware and software verification. For this study,
this conclusion did not imply that hardware and software
verification were the same. Rather, it highlighted the flexi-
bility of verification tools and the possibility of combining
different methods depending on the object under verifica-
tion. The results also demonstrated that the boundaries be-
tween functional verification, assertion-based verification,
model checking and formal property specification are not
rigid. Combining these approaches was justified when the
choice of method was linked to the structural complexity of
the digital module, the type of logic and the nature of the
expected faults. In the work by R. Mukherjee et al. (2017),
formal techniques were applied to the joint verification of
hardware-software solutions, where the software compo-
nent interacted with hardware logic described at the Regis-
ter-Transfer Level (RTL). For this study, the paper explained
the extension of the verification problem: the complexity
of a digital module can increase not only due to the number
of states or control signals, but also due to the interaction
between hardware and software behaviour. In contrast to
the joint verification of hardware-software solutions, the
analysis in this article was limited to digital modules of
varying structural complexity. This differentiated between
scenario-based and property-based verification logic. In
the context of critical systems, formal verification became
not only a methodological tool but also a means of estab-
lishing trust. W. Khan et al. (2020) examined the formal
specification and verification of hardware components, in
particular memory blocks and adders, using the Coq the-
orem prover to work with Boolean algebra and digital cir-
cuits. A comparison with this approach clarified that, for
hardware components of critical systems, scenario-based
verification of expected behaviour is not always sufficient.
If a fault in an arithmetic or memory component can af-
fect the operation of a critical system, then proving cor-
rectness properties becomes a separate condition for trust
in the project. In the present study, this conclusion was
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extended to the level of structural complexity of digital
modules: as the complexity of a module’s logic increased,
so did the need not only for scenario-based coverage but
also for a formalised description of properties.

The comparative aspect of formal methods was out-
lined in a study by R. Karmakar (2022), which examined the
Z, B and Event-B techniques in the context of critical sys-
tems design. This approach demonstrated that formal ver-
ification is not a uniform procedure that can be mechan-
ically contrasted with functional testing. It encompasses
various methods of specification, modelling and proof, and
its effectiveness depends on the soundness of the choice of
representation for the properties. For this reason, the com-
parative table characterised formal verification not only
in terms of its ability to detect hidden errors, but also in
terms of the complexity of formalisation and its depend-
ence on the quality of the initial specification. Functional
verification, despite its inherent limitations, has retained
a practical role in engineering tasks. This was evident in
the study by C. Elakkiya et al. (2017), which addressed the
functional verification of the Joint Test Action Group in-
terface based on functional coverage and UVM. This ex-
ample maintained a methodological balance: functional
verification was not regarded as a less suitable verification
method but was treated as a tool for reproducing expected
operating modes. Its limitations became apparent when
the number of possible scenarios, states and transitions
exceeded the capabilities of full manual or semi-automat-
ed coverage. Therefore, the combined strategy did not ex-
clude a functional coverage-oriented approach but rather
defined the conditions under which it should be supple-
mented by property verification. The automation of formal
verification of module interactions was linked to the prob-
lem of the high threshold for applying formal verification.
M. Orenes-Vera et al. (2021) proposed AutoSVA as a basis
for the automatic generation of formal verification test en-
vironments that analyse the survivability and safety prop-
erties of control logic in module interactions at the regis-
ter-transfer level. In the study, this approach explained the
dual nature of formal verification: it offered greater diag-
nostic power for complex module interactions, but at the
same time required the precise formulation of properties,
invariants and environment constraints. This was consist-
ent with the finding that a simplified interface controller
required a broader application of property-based analysis
than a multiplexer or a finite state machine.

The challenge of transitioning from a description at
the register-transfer level to a formal model was explored
in detail in the study by Y. Hsiao et al. (2021). The authors
proposed a methodology and the rtl2uspec tool for the
automatic synthesis of pspec models from processor de-
signs written in Verilog, for subsequent use in verifying the
Memory Consistency Model. This approach demonstrated
that the formal verification of complex hardware logic of-
ten requires an intermediate representation between the
initial register-transfer-level description and the property
to be proven. In the study conducted, this problem was not
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solved instrumentally, but it did define the limits of the
experimental and demonstrative verification: the com-
parison of a multiplexer, a finite-state machine and an in-
terface controller provided a methodological explanation
for the increase in complexity, whilst real-world industrial
verification required additional means of transformation,
abstraction and formalisation of the hardware description.
Security verification of processors extended the discussion
beyond the general correctness of a digital module’s behav-
iour. C.S. Chuah et al. (2023) formally verified the securi-
ty-critical functions of a commercial processor based on
the Reduced Instruction Set Computer Five (RISC-V) archi-
tecture, using formal verification based on model checking.
This example illustrated why formal verification becomes
necessary in cases where an error has not only functional
but also safety implications. In contrast to domain-specif-
ic safety verification, the study considered a generalised
model of digital modules of varying complexity. At the
same time, the example of RISC-V processors confirmed
that, for complex control logic, it is not sufficient to lim-
it oneself to checking expected scenarios, as some critical
violations may only manifest through properties related to
access, privileges, states or invalid sequences.

A review of the approaches discussed has shown that
functional and formal verification should not be interpreted
as mutually exclusive methods of verifying digital modules.
Functional verification provided a link to specific operat-
ing scenarios, test coverage and expected responses, whilst
formal verification reinforced the analysis of properties, in-
variants, valid transitions and potential counterexamples.
The most sound approach proved to be their combined use,
whereby the choice of verification tools depended on the
structural complexity of the module, the nature of possible
errors and the requirements for the provability of the veri-
fication conclusion. This approach highlighted verification
not as a set of isolated procedures, but as a coordinated
strategy for assessing the correctness of hardware logic.

Conclusions

The study provided a theoretical justification for the na-
ture of functional and formal verification of digital sys-
tems and identified specific features of their application
to digital modules of varying structural complexity. The
study established that functional verification is focused
on scenario-based verification of a digital module’s behav-
iour through test inputs, expected output responses, test
benches, simulation and analysis of functional mode cov-
erage. Formal verification is aimed at verifying the correct-
ness properties of hardware logic, invariants, logical and
temporal conditions, valid transitions and the unreacha-
bility of erroneous states. The results obtained confirmed
that these approaches are not interchangeable, as func-
tional verification yields a behavioural conclusion within
the scope of specified scenarios, whilst formal verification
yields a property-based conclusion regarding the logical
correctness of the hardware description. The normative
and methodological distinction between functional and

141



Methods of functional and formal verification...

formal verification provided grounds for clarifying that the
verification of digital modules should not be equated with
general software testing. The effectiveness of digital mod-
ule verification depended not only on the number of test
scenarios, but also on the completeness of the specifica-
tion, the accuracy of property formalisation, the correct-
ness of environmental constraints, and the ability to cover
boundary or hidden operating modes.

Experimental and demonstration-based verification
on a multiplexer, a finite-state machine and a simplified
interface controller showed that the nature of the verifica-
tion task changed as the complexity of the digital module
increased. For the multiplexer, functional testing ensured
coverage of the basic modes of logical selection, whilst for-
mal verification confirmed the property that the output cor-
responds to the active input. For the finite state machine,
the significance of testing the reset condition, valid transi-
tions, output responses and the unreachability of prohibit-
ed states increased. For the simplified interface controller,
the “start”, “wait”, “ack”, “done” and “error” scenarios con-
firmed the correctness of the main exchange sequence and
the response to an error condition, but did not eliminate the
risk of hidden states, deadlocks and control signal conflicts.
A comparison of the results of functional and formal veri-
fication showed that functional verification was effective in
confirming the module’s behaviour in the specified modes;
however, its completeness diminished as the complexity of
the hardware logic increased. Formal verification strength-
ened the verification conclusion through the analysis of
properties, invariants, the admissibility of transitions, the
unreachability of false states, the absence of deadlocks, the
consistency of control signals, and the possibility of gen-
erating counterexamples in the event of a violation of the
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Metoau $yHKLUiOHaNbHOI Ta popManbHOi Bepudikauii uupposux cucrem:
TEOPETUYHMIA AHANI3 TA eKCNEePUMEHTANbHE 3ACTOCYBAHHS
A0 MOoAyniB Pi3HOI CKNARHOCTI

OnekcaHpgp OcTpsiHKO

MaricTp, acnipaHT

HauiOHANbHWA TEXHIYHWI YHIBEpCUTET YKPAIHW «KUIBCBKMIA MONITEXHIYHMIA IHCTUTYT iMeHi Irops CikOopCbKoro»
03056, npocn. bepecTtencekuin, 37, M. Kuis, YkpaiHa
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AHoTauig. MeTo AOCTiIKeHHS 6yJI0 TeopeTuvyHe OGIPYHTYBaHHSI CYTHOCTI (yHKIiOHAaabHOI Ta (GopManbHOI
Bepudikanii nmdpoBuUx cuCcTeM, TOPiBHIHHS IXHIX METOAIB i BU3HAUEHHSI MOSKIMBOCTE Y3TOI3KEHOTO 3aCTOCYBAHHS 10
UMGPOBUX MOY/IiB Pi3HOT CTPYKTYPHOI CKIaAHOCTi. MeTOMOIOTiS 'PYHTYBaIacsl HA HOPMAaTUBHO-TEPMiHOJIOTIiUHOMY,
CTPYKTYypHO-aHaMiTUUYHOMY, (GYyHKUIiOHaIbHO-BepudikamiiiHoMmy, ¢GOpMaabHO-IOTiYHOMY Ta  MOPiBHSUIbHO-
aHaATITUYHOMY MeTOJax, 10 a0 3MOTY PO3MEXyBaTy ClleHapHMIA i BJIaCTUBICHMI NiAXOAM O IlepeBipKy anapaTHOL
JIOTIKM Ta 3AIMCHUTU eKCIlepUMMeHTaabHO-IeMOHCTpallifiHy IepeBipKy TPbOX TECTOBUX IMPPOBUX MOIYIiB.
VcraHoBIeHO, o GyHKIioOHaNbHA Bepudikaiiis 3abesneuyBasna nepeBipky moBeAiHKOBOi BigmoBigHOCTI nudpoBoro
Monyis crierdikaliii uepes TeCToOBi BIUIMBY, OUiKyBaHi BUXiHi peakiiii, TecT6eHYi, CUMYJISIIi0 Ta aHAi3 MMOKPUTTS
¢dyHkuioHanbHUX peskuMiB. @opMmasibHa Bepudikaiiis dopmysBasa iHIIKMI TUII TepeBipOYHOTO BUCHOBKY, OCKi/IbKM Oyiia
CIIpSIMOBaHa Ha MiATBepIyKeHHS a60 CIIPOCTYBaHHS BIaCTUBOCTE KOPEKTHOCTI, iHBapiaHTIB, JIOTiUHUX i YACOBUX YMOB,
JIOIyCTMMUX IepexofiB Ta HeJOCSIKHOCTI MOMMIKOBMX CTaHiB. EKciepuMeHTanbHO-AeMOHCTpalliliHa repeBipka Ha
MYJIBTUIIEKCOPI, CKIHUEHHOMY aBTOMAaTi Ta cripoiieHoMy iHTepdeiicHOMY KOHTpoIepi moKkasasa, o 3i 3poCcTaHHSIM
CKIALHOCTI 1MdpPoBOro MomLy/sl 36inblryBanacs KibKicTh QyHKIIOHATBHUX CLieHApiiB, YCKIALHIOBAIOCS MTOKPUTTS
PEeXMMIB i 3pocTaB pMU3UK HEBUSBJIEHHS IMPUXOBAHUX CTaHiB, GJIOKYBaHb ab0 pimKicHMX KOMOiHAIii curHamiB. st
MYJbTUIUIEKCOpa 00MABa MiAXOAM NalM y3TOIKeHWUII pe3ynbTaT; AJjisl CKIHUeHHOTO aBTOMaTa 3pOC/I0 3HAYeHHS
nepeBipKM CKMIAHHS, CTaHIB i mepexoiB; st iHTepdeiicHOro KOHTposiepa ¢dopmMaabHa MmepeBipka MOCWINIa OLiHKY
6710KyBaHb, KOHQUIIKTiB CUTHATIB i TOMMIKOBUX pexkuMiB. O6IpPyHTOBaHO IOLIIbHICTh KOMOGIHOBAHOI cTpaTerii, y sKiii
¢dyHKUioHANBHI cueHapii, aHai3 TOKPUTTS, GOpMasbHi BAACTUBOCTI Ta iHTepIpeTalis MOKIMBMUX KOHTPIPUKIALIB
B3a€EMHO JIOMOBHIOIOTh OAVH OLHOrO. [IpakTHUHe 3HAUEeHHS Pe3y/IbTaTiB MOJITa€e B iX BUKOPUCTAHHI B LMGPOBOMY
MPOEKTYBaHHI, arapaTHii Bepudikallii Ta HaBUaJIbHO-IOCTiIIHMUX CepeIOBUIIAX [IJIsI TUIAHYBaHHS IepeBipku P poBux
MOJY/iB, yTOUHeHHs crienudikaiiit, aHamizy TOKpUTTSI, iHTepIpeTalii KOHTPIPUKIALIB i MPUITHATTS pillleHHs 100
KOPEKTHOCTi anapaTHOI JIOTik1

KniouoBi cnoBa: amaparHa Jiorika; TeCTOBi ciieHapii; aHaIi3 MOKPUTTS; BIACTUBOCTI KOPEKTHOCTi; KOHTPIIPUKIIAIN;
KepyBa/lbHi CUTHAIN
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