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Abstract. The increasing complexity and stringent real-time reliability requirements of modern ship power plants
(SPPs) render conventional digital twins insufficient when relying solely on either physics-based or data-driven
models. Furthermore, the lack of unified IT/OT integration and semantic consistency limits their practical deployment
in operational maritime environments. The aim of this study was to develop and validate a hybrid digital twin (HDT)
framework that ensures adaptive modelling, semantic interoperability, and secure real-time integration within the ship’s
cyber-physical infrastructure. To achieve this, a cognitively adaptive HDT architecture was proposed. It merged physics-
based thermodynamic models with data-driven CNN-LSTM components via a dynamic authority-shift mechanism
governed by real-time uncertainty. The framework incorporated a cognitive simulation model (CSM) based on OWL
2.0 ontologies and SWRL rules for the semantic validation of physical constraints directly within the operational loop.
Additionally, a semantic-functional dual exchange (SFDX) protocol was introduced to unify physical telemetry and
ontological descriptors. This integration of cognitive validation and dynamic model balancing ensured robust operation
under sensor degradation and cyber-physical disturbances. Experimental validation was performed using a Hardware-in-
the-Loop testbed simulating real SPP conditions. The results demonstrated stable operation exceeding 10* messages per
second, with end-to-end latency below 0.25 seconds and data loss under 0.3%. The hybrid model reduced mean remaining
useful life prediction error by 20-25% compared to standalone approaches, maintaining physical-semantic consistency
below a 3% deviation threshold. Architectural evaluation confirmed the effectiveness of a distributed onboard-edge-cloud
paradigm, executing real-time control locally while delegating computationally intensive retraining to higher tiers. The
proposed framework established a scalable foundation for trustworthy and cognitively integrated SPP digital twins (DTs)

Keywords: cyber-physical systems; semantic interoperability; adaptive modelling; remaining useful life; cognitive
simulation

Introduction

The rapid digitalisation of the maritime industry, driv-
en by the IMO’s strategy on greenhouse gas reduction and
the transition toward autonomous shipping, has increased
the demand for advanced diagnostic and control tools such
as Digital twin s (DTs). According to Y. Lu et al. (2020) and
AK. Tyagi et al. (2024), these technologies have demon-
strated strong potential for predictive maintenance and
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system optimisation in complex engineering. Existing stud-
ies largely rely on data-driven approaches, where deep
learning models (e.g., CNN -Convolutional Neural Network,
LSTM - Long Short-Term Memory) are used to estimate sys-
tem states and remaining useful life (RUL), as shown in the
works of Y. Lu et al. (2020) and F. Tao et al. (2022). However,
while effective under stable conditions, such models lack
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physical interpretability and are sensitive to distribution
shifts, sensor degradation, and incomplete data.

To address these limitations, physics-informed meth-
ods have been proposed. G.E. Karniadakis et al. (2021) as
well as Y. Zhao et al. (2024), demonstrated that embedding
governing physical laws into learning frameworks can im-
prove robustness. Nevertheless, these approaches are still
constrained by simplified physical assumptions that may
fail to capture the full variability of real operational en-
vironments. At the architectural level, DT systems have
evolved toward distributed edge-cloud paradigms with re-
al-time data processing and standardised communication
protocols, as discussed by Q. Qi & F. Tao (2018) and A. Full-
er et al. (2020). In maritime applications, L. Yun-zhou et
al. (2025) showed that such architectures support moni-
toring and predictive maintenance; however, they typical-
ly rely on a single modelling paradigm and lack adaptive
mechanisms for real-time model integration.

In parallel, semantic modelling and ontology-based
frameworks provide structured knowledge representation
and contextualisation of sensor data. According to Y. Xia et
al. (2024), these approaches improve data interpretability,
yet they are still rarely integrated directly into predictive
models or closed-loop control systems. At the same time, IT/
OT integration in maritime cyber-physical systems remains
constrained by heterogeneous communication protocols,
lack of unified interfaces, and growing cybersecurity re-
quirements, as highlighted by M.N. Al-Mhiqani et al. (2024).

Overall, existing research highlights three key limita-
tions: insufficient adaptive integration of physics-based
and data-driven models under uncertainty, weak coupling
between semantic representations and real-time predic-
tion, and the absence of unified architectures combining
distributed computation, semantic interoperability, and cy-
ber-resilience in ship systems. To address these challenges,
the aim of this study was to develop, practically implement,
and validate a Hybrid Digital Twin (HDT) framework for Ship
Power Plants (SPPs), as proposed by V. Vychuzhanin & O. Vy-
chuzhanin (2026), ensuring adaptive modelling, semantic
interoperability, and secure IT/OT integration. To achieve
this aim, it was necessary to solve the following tasks: to de-
velop an adaptive hybrid fusion via a — based authority-shift
mechanism balancing physics-based and CNN-LSTM mod-
els; to integrate a cognitive simulation model (CSM) based
on OWL 2.0 ontologies and SWRL rules for enforcing consist-
ency; to design a semantic-functional dual exchange (SFDX)
protocol for unified representation of telemetry and seman-
tic descriptors; to implement a distributed edge-cloud archi-
tecture separating real-time control and model retraining;
to validate the proposed framework on a Hardware-in-the-
Loop setup under realistic operating conditions.

Materials and Methods

The research methodology was based on the integration
of hybrid modelling, semantic reasoning, and distributed
computing approaches for the analysis and control of com-
plex SPP operating as cyber-physical systems, following
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the framework proposed by V. Vychuzhanin & O. Vychu-
zhanin (2025). The developed closed-loop HDT integrated
physics-based thermodynamic models, neural networks,
and ontology-based cognitive validation into a unified IT/
OT environment. To ensure real-time SPP synchronisa-
tion under strict latency constraints, telemetry acquisi-
tion, model inference, and adaptive control were distrib-
uted across an onboard-edge-cloud framework. The hybrid
model output was defined as a weighted combination of
the physical model and the data-driven predictor:

Inyp () = A0 * fonys e, @) + (1= A0)) - fuur K-, 6, (1)

where A(t) = e*Vnys® is the adaptation coefficient, driven by
the physical model’s real-time discrepancy (residual error)
0,505 [1s(X,, @) is the prediction obtained from the ther-
modynamic model.

Upnys© = PRI OE= D = ypuysC = D)2, )

where U, (t) is the calculated physical uncertainty (rolling
RMSE) at time t; n is the number of samples in the sliding ob-
servation window; y (t—i) is the actual sensor measurement
(ground truth) at step t-i;y,, (¢-i) is the value predicted by
the deterministic thermodynamic model at step t-i.

The data-driven CNN-LSTM component predicts sys-
tem states and remaining useful life (RUL) from multivariate
telemetry via offline training and real-time edge inference. To
ensure physical consistency, a CSM employs OWL 2.0 ontolo-
gies and SWRL rules to enforce SPP thermodynamic limits and
operational logic. Finally, the SFDX protocol directly unifies
these semantic descriptors with the raw physical telemetry.
In this approach, each data stream contains both operation-
al measurements and their semantic relationships, which are
combined into a single feature space via concatenation:

XopnO) = [D,,, ONIT(D,,, (D], 3)
where X, (t) is the resulting unified feature vector for the
DT; D, (t)is the vector of physical measurements (telem-

phys
etry); D_ (t) is the set of semantic descriptors from the

OWL 2.0 ontology; 7(*) is the semantic embedding operator
(e.g., Knowledge Graph Embedding), which transforms the
ontology graph into a continuous vector space Rk,

The data exchange between system components is
implemented using a multi-protocol IT/OT integration
stack, including OPC UA for sensor-level communication,
MQTT for edge-level messaging, and gRPC/REST interfaces
for cloud interaction. Each transmitted message contains
both numerical values and RDF-based semantic metadata,
ensuring context-aware processing. To provide robustness
against anomalies and cyber-physical disturbances, an au-
toencoder-based anomaly detection mechanism is applied.
Following standard reconstruction-based detection ap-
proaches for DTs, as described by T.M. Raghavendra Babu
& K.S. Harish Kumar (2025), the anomaly score is defined
as the reconstruction error:
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where ¥, is the feature vector at time t; E and D are the en-
coder and decoder functions trained exclusively on verified
nominal data.

Experimental validation was conducted using a Hard-
ware-in-the-Loop (HIL) platform replicating real SPP con-
ditions. The dataset includes approximately 1,200 hours of
operation, 240 sensor channels, and over 4.3 x 10° samples.
Three scenarios were analysed: nominal operation, high-
load regime, and degraded sensor conditions with drift and
noise. Performance evaluation was carried out using the
following metrics: mean absolute error (MAE) of RUL pre-
diction, system latency, data loss rate, false anomaly detec-
tion rate, and physical-semantic consistency index D, . All
experiments were repeated across multiple runs, and re-
sults were aggregated with statistical confidence intervals.
The computational implementation follows a distributed
paradigm: real-time inference and control are executed
onboard and at the edge level (latency<0.25 s), while mod-
el retraining, semantic reasoning, and long-term analytics
are performed in the cloud environment. This architecture
ensures scalability, robustness, and compliance with oper-
ational constraints of maritime cyber-physical systems.

Results and Discussion

Hardware-software architecture for industrial deploy-
ment. Moving beyond lab-scale simulations toward in-
dustrial-grade deployment demands a framework that
ensures deterministic performance am idst the harsh real-
ities of maritime operations. This includes managing con-
strained edge-computing power, erratic satellite links, and
rigorous cybersecurity protocols. The concept of a Digital
Twin, originally formalised as a simulation-driven virtu-
al counterpart of physical systems, is widely attributed

to S. Boschert & R. Rosen (2016), who emphasised its role
in linking simulation models with real-world operational
data. To bridge the gap between a prototype and an ac-
tive shipboard Digital Twin, the system integrates opti-
mised CNN-LSTM kernels for physics-aware inference
with a CSM-based OWL 2.0 ontology to maintain cogni-
tive interoperability. By distributing tasks across a tiered
onboard-edge-cloud hierarchy, the architecture allows
the twin to be directly embedded into ship control loops,
transforming theoretical modelling into a functional tool
for real-time marine engineering.

Information and control environment (DAS-SCADA-
MES). Operational synergy is achieved through a vertical
hierarchy (Fig. 1), facilitating a continuous data loop from
initial acquisition to strategic maintenance decisions.
The data acquisition system (DAS) utilises Modbus and
CANopen interfaces to aggregate sensor outputs, while
the supervisory level (SCADA) is reinforced by the analyt-
ical capabilities of the digital twin. In this configuration,
the twin operates as an expert filter that verifies the legit-
imacy of alarms based on underlying physical principles.
By adopting SFI and ISO 19848 specifications, this se-
mantic integration approach is aligned with the concept
of a Semantic Administrative Shell for Industry 4.0, which
formalises machine-readable descriptions of assets to
enable interoperability across heterogeneous industrial
systems (Grangel-Gonzalez et al., 2016). At the execution
level (MES), these diagnostic insights are converted into
concrete docking schedules by leveraging RUL analytics.
By adopting SFI and ISO 19848 specifications, the frame-
work functions within a unified, vendor-neutral semantic
environment. Consequently, the digital twin formalises
the distribution of computational tasks and subsystem
boundaries, establishing a robust link between physical
machinery and decision-support models.
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Figure 1. Hierarchical structure of shipboard information-control
environment (DAS — SCADA - MES)

Source: created by the authors
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As illustrated, the HDT bridges physical and cognitive
layers to ensure scalable, fault-isolated data flows under
stringent SPP bandwidth constraints. This architecture was
validated via an experimental DAS-SCADA-MES integration
bus deployed on a near-real testbed (fuel, cooling, and elec-
trical subsystems; 240 sensors; 5 Hz). The operational sta-
bility of the integration bus was verified through a series
of 50 HIL simulation cycles, simulating high-load maritime
environments. Performance metrics remained consistently
below the established safety thresholds. Specifically, the data
throughput reached a mean intensity of 11,870 msg/s, with
the system maintaining headroom even during peak bursts
of 12,150 msg/s (against a 15,000 msg/s capacity). Communi-
cation efficiency was validated by an average edge-to-cloud
latency of 0.18 s, effectively staying within the 0.25 s opera-
tional limit, while MQTT reliability was confirmed by a neg-
ligible packet loss rate of 0.28%. Hardware resource overhead
on the Jetson AGX edge nodes proved manageable, with CPU
consumption averaging 62% and never exceeding 78%, leav-
ing sufficient cycles for background diagnostic tasks. Similar-
ly, network bandwidth utilisation across OPC UA and MQTT
protocols was optimised at an average of 18 Mbps (peaking
at 23 Mbps), which represents only a fraction of the 30 Mbps
uplink allocation. These results confirm that the architec-
ture is robust enough for deployment on industrial hardware
without risking computational or network saturation.

These metrics validate the suitability of the proposed
DAS-SCADA-MES communication environment for de-
ploying the HDT in real ship operations.

Scientific novelty and comparative analysis of the
HDT framework. The implementation described in Table 1
represents a departure from standard maritime data frame-
works by consolidating hybrid state estimation, semantic
interoperability, and cognitive verification into a unified
execution cycle. While traditional edge-to-cloud systems
or static ontological models operate in isolation, the cur-
rent architecture utilises a dynamic authority-manage-
ment mechanism. This allows the system to redistribute
diagnostic weight in real time, responding directly to the
current levels of predictive uncertainty.

As outlined in Table 1, the novelty of the proposed
HDT relies on three structural innovations. First, un-
like fixed ensemble models, it uses epistemic uncertainty
(U, to dynamically shift diagnostic authority to the ML
core during transient regimes. Second, it advances beyond
traditional Industry 4.0 architectures (e.g., RAMI 4.0) via
the SFDX protocol, which inextricably links physical telem-
etry to ontological individuals for automated reasoning.
Finally, the CSM acts as a formal “sanity check”. By pe-
nalising predictions that violate physical laws, the HDT
achieves the certifiable trust required by maritime class
societies such as DNV and Lloyd’s Register.

Table 1. Comparative analysis of DT modelling paradigms

Pure data-driven

Aspect Digital twin

Pure physics-based

Digital twin Proposed HDT

Model nature Black-box (neural networks)

White-box (thermodynamics)

Grey-box (adaptive fusion)

Interpretability Low (correlation-based)

High (causal-based) High (cognitive SHAP + CSM)

Noise resilience High (learns patterns)

Low (equations fail) Adaptive (via A(t) scaling)

Data requirements High (big data needed)

Low (parameters needed)

Balanced (ML corrects drift)

Validation method Statistical error

Physical constraints Ontological consistency (OWL 2.0)

Industry 4.0 Standard cloud-based

Standard onboard-based

Advanced multi-tier (SFDX)

Source: created by the authors

Internal architecture and ontological mapping. The
internal organisation of the hybrid core and its connection
to the knowledge base are critical for maintaining physi-
cal consistency. Figure 2 illustrates the structural data flow
within the fusion block.

As outlined in Figure 2, the framework utilises a bifur-
cated computational structure, running a thermodynamic
analytical baseline in parallel with a CNN-LSTM data-driven
stream. Central to this architecture is the adaptive weighting
unit, which modulates the trust factor (1) based on observed
physical uncertainty and the sensitivity parameter k. By
dynamically balancing these two inputs, the system gener-
ates a hybrid estimate that is subsequently screened against
CSM-based ontological constraints. This validation ensures
that the final RUL prediction is not only precise but also
physically consistent with the engine’s defined safe operat-
ing area (SOA). To clarify the mechanism of this semantic
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constraint enforcement, Figure 3 illustrates a practical sce-
nario of cognitive filtering. In cases where sensor noise or
adversarial inputs cause the CNN-LSTM model to generate
a non-physical prediction (e.g., cooling water temperature
exceeding the boiling point without triggering mechanical
interlocks), the prediction is passed to the CSM. The SFDX
protocol maps this raw output into an RDF individual, which
is then evaluated against SWRL constraints.

As shown in Figure 3, the reasoner immediately iden-
tifies the logical contradiction (swrlb:greaterThan(?t,
95.0) - Critical). Instead of passing this erroneous value
to the control loop, the CSM rejects the ML output and
forces an immediate authority shift (A(t) - 1), temporarily
returning full diagnostic control to the deterministic ther-
modynamic model. This exact logic guarantees the strict
cognitive consistency (>97%) demonstrated under degrad-
ed sensor conditions.

Information Technologies and Computer Engineering, 2026, 23(2)
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Figure 2. Internal architecture of the HDT core (physics-informed fusion block)

Source: created by the authors
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Distributed data exchange and API structure. Ensuring
continuous and cognitively coherent data flow across the on-
board-edge-cloud layers is achieved via APIs implementing
the SFDX principle. Each message combines a physical value
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itive filtering of non-physical ML predictions via CSM

with its ontological context (e.g., 85.0°C + system/compo-
nent metadata), enabling processing as a specific physical
state with automatic constraint enforcement. A tiered archi-
tectural stack supports this interoperability (Table 2).

Table 2. Computational hierarchy and communication specifications of the multi-tier HDT architecture

Deployment
hardware &
physical context

Functional scope &

Architecture Tier
control strategy

Technical stack &
connectivity

Operational

Data characteristics
performance & latency

Signal acquisition,

Industrial PLCs,
ruggedised IPCs,
DAS units

Field / onboard
(machine space)

deterministic telemetry
filtering, and rapid RUL
estimation

C++/Python, Real-time (<0.2 s): High sampling
Modbus TCP, OPC Fault isolation and (10-100 Hz), low
UA, MQTT local safety monitoring | per-packet payload

Information Technologies and Computer Engineering, 2026, 23(2)
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Table 2. Continued

Architecture Tier

Deployment
hardware &
physical context

Functional scope &
control strategy

Technical stack &
connectivity

Operational
performance & latency

Data characteristics

Edge node (local

NVIDIA Jetson AGX
/ ARM64, Docker

Feature extraction, A(t)
coefficient optimisation,

TensorFlow Lite,
REST API, MQTT

Near-real-time
(0.2-2.0 s): Transient

Periodic (0.5-1 Hz),
aggregated feature

gateway) containers and semantic buffering broker state stabilisation vectors
Scalable Cloud ML model retraining (Cl/ PyTorch, Asynchronous
Cloud / Shore Clusters. K8s-based CD), SHAP-based audit, Kubernetes, (up to 60 s): Event-driven, large-
(Fleet Centre) s and fleet-wide RUL PostgreSQL, Optimisation and scale logs and reports
infra .
trends HTTPS report generation

Source: created by the authors

As outlined in Table 2, the architecture balances se-
mantic depth with transmission latency. To avoid over-
loading the ship’s satellite link, high-frequency time-criti-
cal tasks (such as OPC UA sensor integration) are processed
onboard. Conversely, resource-intensive operations-in-
cluding model retraining and explainability analysis-are
offloaded to the cloud. This separation ensures real-time
performance in the local control loop while maintaining
global semantic consistency.

To ensure the DT remains synchronised across the
multi-tier infrastructure, a context-aware federated learn-
ing protocol was implemented. Unlike standard approach-
es, the local weight update AW, incorporates a semantic
penalty to prevent the model from drifting into physically
impossible states:

AW=-n-V, A1) L

phys

®O+A-21) L, O+,

CSM] ’

®)
where @, represents the differential penalty term derived
from the ontological rule violations. This ensures that the
neural network’s gradients are constrained by the ther-
modynamic limits defined in the CSM. The local updates
are then securely transmitted via mTLS-encrypted gRPC
streams for global synthesis. To improve the robustness of
the global model W, a trust-based aggregation strategy is
adopted instead of simple averaging:

W WATL, ¥ AW, ©)
where ¥, is a normalised weight proportional to the i-th
node’s historical consistency score. This mechanism prior-
itises updates from Edge nodes operating within nominal
physical parameters, effectively shielding the global model
from corrupted or anomalous local data.

Finally, the updated global weights W*are synchro-
nised back to the Edge nodes for real-time inference. This
architecture delivers industrial-grade performance, ensur-
ing stable operation under peak loads (up to 15,000 messag-
es/s, latency < 180 ms), autonomous model recalibration,
and certifiable compliance with maritime IT/OT standards.
To guarantee semantic integrity and physical validity, the
framework employs a dynamic OWL 2.0 ontology spanning
structural, functional, and state domains. The CSM active-
ly filters ML predictions through a strict cognitive cycle: it
generates a prediction, validates it against thermodynamic
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constraints, applies corrections (via L, ) or flags anom-
alies if violated, and continuously updates the ontology
state. Consequently, the integration of the CSM and on-
tological framework functions as a high-level consistency
layer, guaranteeing that all outputs remain both interpret-
able and technically sound. By encoding engineering fun-
damentals — such as thermodynamic boundaries, conserva-
tion principles, and operational logic — directly into formal
ontological rules, the system effectively filters out any pre-
dictions that deviate from established physical laws.

Structure of interfaces and transmission formats. To
accommodate the strict bandwidth constraints typical of
maritime networks, the system’s communication architec-
ture relies on tiered payload segmentation. Rather than
pushing raw streams across all levels, the framework uti-
lises layer-specific interfaces with distinct temporal and
volume profiles, as outlined in Table 2. At the foundational
level, the ingest pipeline from physical sensors to the on-
board unit operates under hard real-time conditions. This
tier must capture high-frequency thermodynamic dynam-
ics (10-100 Hz) with latencies strictly bounded between 80
and 150 ms. To prevent downstream network saturation,
these raw streams are not transmitted directly to high-
er tiers. Instead, the local processor extracts normalised
feature vectors and passes them to the edge gateway at
a drastically reduced rate (0.5-1.0 Hz). This intermediate
step effectively buffers the computational load and fil-
ters out transient sensor noise. The inherent bottleneck
of ship-to-shore connectivity is managed by shifting to an
asynchronous, batch-oriented paradigm for the edge-to-
cloud uplink. Heavy analytical payloads, such as retrain-
ing logs, are serialised via Protobuf and routed through
REST endpoints to maximise satellite channel efficiency.
The architecture is completed by a top-down semantic
feedback channel. High-level diagnostic corrections in-
cluding dynamic updates to the A(t) authority weight are
generated through SPARQL/RDF queries in the cloud and
pushed back to the local control loop via mTLS-secured
JSON-RPC. This event-driven downlink, operating within
a 0.5-1.0 s latency window, finalises a cognitively aligned,
closed-loop system that inherently respects the physical
limitations of marine telecommunications.

Semantic routing and data verification. Using
pre-compiled SPARQL checks over the ABox instead of full
TBox reasoning avoids N2EXPTIME complexity, enabling

Information Technologies and Computer Engineering, 2026, 23(2)
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execution within the <150 ms IT/OT latency constraint.
Figure 4 shows data, control, and cognitive flows in the
HDT, integrating onboard-edge-cloud levels with CSM and
the OWL 2.0 ontology. Telemetry (OPC UA, MQTT) flows
upward to analytics, while feedback loops provide cognitive
adaptation and prediction validation. Figure 4 shows role
distribution: telemetry from DAS/SCADA passes through

the onboard DT to the edge for aggregation, A(t) balanc-
ing, and filtering, then to the cloud for retraining and se-
mantic constraints. Integration with CSM and the OWL 2.0
ontology enables cognitive filtering and physical-semantic
validation, ensuring end-to-end adaptive operation. The
exchange mechanism creates a cognitively interoperable
environment, unifying physical and semantic flows.

— Semantic descriptors
Cloud platform
e
Model Colgnlitive
inks
updates Semantic-level exchange
................... .’
Edge gateway prmmmm—————— CSM
¢----- L ELELLLIIL
|
: A
Model i Cognitive feedback ! | Semantic
parameters : : : mappings
I
| I
Data exchange |
Sensors / o S L Lhks = Ontology
DAS/SCADA (oPC Onboard DT e S By I > (OWL 2.0 KB) «—
PC UA, )
MQTT) Semantic feedback

Figure 4. Integrated data-exchange and API architecture of the HDT for a SPP

Source: created by the authors

Algorithm of loop operation. The adaptive mechanism
forms a closed cognitive-diagnostic cycle including re-
al-time measurement, prediction, deviation analysis, and
supervisory control under CSM constraints. The HDT logic
is defined as a continuous sequence of operations at each
time step, with safety interlocks and dynamic authority
shifts illustrated in Figure 5. The operational cycle evalu-
ates telemetry against CSM semantic constraints to bypass
non-physical inputs and dynamically balances authori-
ty between thermodynamic models and the ML corrector
based on residual error. The pipeline executes sequential-
ly: SFDX fusion of telemetry and semantic descriptors;
autoencoder-based anomaly detection with fallback to
deterministic modes; parallel dual state estimation; cog-
nitive filtering of ML outputs via ontological constraints;
dynamic adjustment of trust coefficient A; hybrid fusion for
RUL prediction; and supervisory generation of PLC con-
straints upon reaching safety thresholds. Core analytics
(hybrid modelling, cognitive filtering) run in Python/Ten-
sorFlow at the edge/cloud, utilising REST API and OPC UA
for IT/OT integration.

Due to safety constraints, the HDT was validated
on a high-fidelity Hardware-in-the-Loop (HIL) platform
(TRL 4-5). The experimental setup combined MATLAB/
Simulink models on dSPACE SCALEXIO with industrial
Siemens S7-1500 PLCs, utilising OPC UA and Modbus TCP
for communication.

Information Technologies and Computer Engineering, 2026, 23(2)

The presented architecture (Fig. 6) strictly isolates the
deterministic execution of local safety interlocks (within
the OT layer) from the asynchronous, resource-intensive
operations of the anomaly detection and prognostic cores
(IT/Cognitive layer). This systemic segregation ensures that
while the HDT continuously influences the plant via supervi-
sory set points (C,, (1)), any potential latency spikes or com-
putational faults in the neural network do not compromise
the millisecond-level stability of the physical hardware. The
integrated SPP environment includes the following key sub-
systems: main diesel generator (DG) - the primary source of
mechanical and electrical power; cooling system (CW) — re-
sponsible for thermal regulation and heat balance; lubrica-
tion system (LO) — monitoring the tribological behaviour of
bearings and seals; switchboard (SB) — electrical distribution
and load management. The HDT functions as an intelligent
overlay on top of the vessel’s SCADA/DAS. The validation
dataset encompassed 1,200 operational hours, 240 sensors,
and approximately 4.32 x 10° samples per scenario, cover-
ing three specific fault cases: gradual air cooler degrada-
tion, fuel injector faults, and sensor drift. Evaluations over
50 simulation runs confirmed the stability of the adaptive
control mechanism under varying physical uncertainty
(U,)-As U,  increased from an initial level of 0.1 up to 0.8,
the dynamic trust coefficient A(t) smoothly decreased from
0.82 to 0.28, effectively shifting diagnostic authority from
the physical model to the ML corrector.
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Despite severe noise injection, the system maintained
robust performance: the hybrid prediction MAE increased
only marginally from 0.045 to 0.073, false alarms remained
constrained between 0.8% and 2.7%, and response times
never exceeded 0.36 s. This behaviour validates the pro-
posed weak coupling (ensemble) approach. Unlike deep
coupling paradigms (such as PINNs) that embed ML directly
into physical equations at the expense of system robustness,
the dynamic A(t) integration combined with CSM cognitive
filtering forms a self-organising DT. It preserves physical-se-
mantic consistency, counteracts stochastic effects, and

balances reliability with ML flexibility without requiring in-
vasive changes to existing control loops. To enhance prac-
tical robustness, the hardware setup utilises NVIDIA Jetson
AGX Industrial nodes for edge inference and Fleet Xpress
satellite links for cloud synchronisation. Data flows are im-
plemented via standardised interfaces (OPC UA and MQTT),
and the integration is validated on a digital-hardware-in-
the-loop emulation platform reproducing relevant SPP op-
erating regimes. To satisfy the requirements for a detailed
report on industrial implementation, the technical specifi-
cations of the deployed stack are detailed in Table 3.

Table 3. Technical specifications of the HDT deployment stack

Tier Component Specification Function
Edge NVIDIA Jetson AGX industrial 32GB RAM, 2048-core ampere GPU Local CNN"‘fgmp'Stfzrence' SHAP
Onboard Intel Xeon-D Rugged Server 64GB RAM, 16-core CPU, 2TB SSD Physical models (fMS), DAS Buffer
Network Cisco industrial switch Layer 3, VLAN support, IP67 IT/OT segregation, mTLS gateway
Security Hardware data diode 1 Gbps unidirectional fibre Protection of IAS critical control
network
SAT-Link Inmarsat fleet xpress 4-10 Mbps (variable) Cloud sync, Sgga?er?del weight

Source: created by the authors

The hardware stack (Table 3) balances real-time re-
sponsiveness and analytical depth. At the edge, NVIDIA
Jetson AGX Industrial modules execute CNN-LSTM in-
ference and SHAP analysis locally to enable onboard RUL
forecasting without satellite latency. Simultaneously, the
onboard server solves real-time thermodynamic equa-
tions (f,, ) and utilises a timestamp-partitioned Times-
caleDB schema to store raw telemetry, HDT states (A(t)
MAE), and RUL forecasts. To ensure non-intrusive data
extraction from the Integrated Automation System (IAS),
a hardware data diode and Layer 3 VLAN segregation cre-
ate a secure unidirectional air gap. The Fleet Xpress link
facilitates periodic, bandwidth-efficient shore synchroni-
sation. For practical integration, the SFDX semantic data
bus transforms raw binary Modbus/TCP registers into
structured physical individuals, enriching each data point
with functional and ontological context (Fig. 7).

To demonstrate the practical feasibility of deploying
the HDT in a real-time shipboard environment, the compu-
tational overhead of the edge node (NVIDIA Jetson AGX In-
dustrial) was rigorously profiled. A critical requirement for
the IT/OT integration is maintaining a total control loop
latency of less than 0.25 s (250 ms) to avoid desynchroni-
sation with the physical programmable logic controllers

(PLCs) executing local safety interlocks. The end-to-end
execution pipeline involves three main processing stages
per cycle: thermodynamic state estimation, GPU-acceler-
ated CNN-LSTM inference (including SHAP tensor calcula-
tions), and CPU-intensive CSM semantic reasoning (pars-
ing OWL 2.0 ABox assertions and evaluating SWRL rules).
Table 4 summarises the average execution time and mem-
ory footprint for each process over 1,000 continuous HIL
simulation cycles under peak load.

As detailed in Table 4, the most time-consuming oper-
ation is the semantic reasoning (98 ms) due to the overhead
of the ontological rule engine. However, the total cumula-
tive execution time per diagnostic cycle is approximately
165 ms, providing a comfortable safety margin well below
the 250 ms strict latency threshold. Furthermore, the total
peak memory footprint (2.45 GB) consumes less than 8%
of the Jetson AGX’s 32 GB RAM capacity. These profiling
results conclusively validate that the proposed cognitively
adaptive architecture is not reliant on massive shore-based
supercomputers, but is highly capable of autonomous, re-
al-time execution directly onboard the vessel. The primary
contributor to this latency (98 ms) is the multi-level se-
mantic mapping process, which transforms raw industrial
data into actionable knowledge as shown in Figure 7.

Table 4. Computational overhead and latency profiling of the HDT edge node per execution cycle

Processing stage / component Execution time (ms) Peak memory footprint (MB) Hardware subsystem
1. Thermodynamic Model (f, ) 15+2 85 CPU
2. CNN-LSTM + SHAP Inference (f,,,) 52+4 920 Tensor cores / GPU
3. CSM semantic reasoning (SWRL) 98+12 1,450 CPU
Total HDT pipeline (per cycle) 165+18 2,455 Mixed

Source: created by the authors
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Figure 7. Multi-level mapping architecture of telemetry integration into the HDT semantic bus
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Figure 7 visualises the semantic mapping logic that
underpins the diagnostic reasoning. This process shifts
from raw telemetry to knowledge-driven integration, solv-
ing three key tasks: contextual enrichment-raw OT data
(e.g., Modbus registers) are mapped into RDF entities with
metadata (units, timestamps), forming the SFDX basis; on-
tological validation-through rdf:type, data are constrained
by physical laws (e.g., temperature limits), with violations
detected as semantic inconsistencies via SWRL; hierarchi-
cal consistency-ontological links reflect system topology,
enabling A(t) to assess cross-subsystem effects and ensure
physically grounded decisions. Thus, the mapping acts as
a cognitive interface, enabling reasoning instead of sim-
ple monitoring. Data exchange is secured via TLS 1.3 with
mutual authentication: certificates issued by a private CA
(stored in TPM 2.0), authenticated handshake via secure
hardware, SFDX transmission over gRPC, and resilience
ensured by optimised keep-alive intervals.

CSM formal model. The CSM functions as a dynam-
ic inference engine combining Description Logic (DL) and
rule-based reasoning. The SPP ontology is defined as a for-
mal knowledge base triple:

K=(T,A,R), (7

where T (TBox) uses SROIQ(D) logic to define the physical
concept hierarchy; A (ABox) contains real-time individu-
als; R specifies SWRL rules for multi-variable correlations.
To meet the strict 150-200 ms latency requirement of the
SPP control loop, the CSM employs a hybrid reasoning
strategy: DL-reasoning for consistency checking over a
fixed TBox, a RETE-based engine for real-time state prop-
agation, and SPARQL 1.1 for diagnostic pattern matching.

The reliability of the system is quantified through the
semantic divergence score (S, ):

_ |Atotai\Aconsistent|

Saiv = |Atotal ®
where A, is the total set of assertions in the ABox (cur-
rent sensor data and model predictions); A is the

consistent
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subset of assertions that have successfully passed the log-
ical consistency check according to TBox and SWRL rules;
A M onsistens 18 the cardinality of the set of logical incon-
sistencies (the number of facts violating the physical or
structural laws of the system).

A value of S, >0.05 triggers an automatic transition
to a “fail-safe” mode, ensuring that ML-driven decisions
never override fundamental thermodynamic constraints.
Before deployment, a “thermal fingerprint” was created for
each of the main engines (Wartsila 50DF), mapping over
600 unique sensor IDs to the OWL 2.0 ontology. This in-
volved: shop trial baseline: importing original factory per-
formance data; sea trial tuning: adjusting thermodynamic
constants during commissioning. Integration entails not
only data exchange but also the closure of the energy loop
while respecting thermodynamic constraints.

Validation of data-flow synchronisation and IT/OT
coordination. The theoretical logic for semantic-functional
data synchronisation, established previously (Step 1. SFDX
mapping), was rigorously tested during the 1,200-hour HIL
emulation to verify its operational stability under dynamic
loads. During the emulation, the synchronisation module
successfully aligned the continuous physical telemetry
(sampled at 1 Hz across 240 sensors) with the discrete se-
mantic descriptors from the OWL 2.0 ontology. The exper-
imental results confirmed the reliability of the distributed
architecture: IT/OT latency: the end-to-end processing
time-from the ingestion of raw PLC telemetry to the gener-
ation of supervisory control constraints (C, (t)) -remained
strictly under the critical 150 ms threshold required for
industrial safety; semantic consistency: throughout the
simulated degradation scenarios (e.g., air cooler fouling
and sensor drift), the system maintained a physical-se-
mantic desynchronisation error (D, ) of less than 3%;
coordination robustness: the autoencoder-based anomaly
detection effectively isolated malicious inputs before they
could disrupt the SFDX mapping process, ensuring that the
CNN-LSTM predictor only received verified, cognitively
consistent feature vectors. Thus, the HIL validation demon-
strates that the proposed synchronisation mechanism

Information Technologies and Computer Engineering, 2026, 23(2)
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effectively bridges the high-level cognitive analytics
(Cloud/Edge) with the deterministic execution constraints
of the low-level physical controllers (OT layer) without vi-
olating real-time operational limits. The integration was
validated on a digital-hardware emulation platform repro-
ducing SPP regimes. Three scenarios were used: S1 — Nom-
inal - sensor noise +5%, load 0.5-0.7 P ; S2 — High-load -
noise 10%, load 0.8-1.0 P ;S3 - Degraded sensors — drift
and elevated noise £15-20%, occasional channel loss. Each
scenario comprises multiple long-run cycles; all metrics
below are aggregated from these runs. To evaluate the

Table 5. Comprehensive performance evaluation of mo

overall efficiency of hybrid integration within the ship
power plant, a comparative analysis of key performance
metrics was conducted. To evaluate the overall efficiency
and robustness of the hybrid integration under varying
operational conditions, a comprehensive cross-validation
was conducted. The performance of the HDT was compared
against pure physics-based and pure ML baselines across
three distinct scenarios: Nominal operation with baseline
noise (S1), High-load regime (S2), and Degraded sensors
with severe drift (S3). The results of this comparative anal-
ysis are presented in Table 5.

delling paradigms across operational scenarios (S1-S3)

Metric / paradigm P'gﬁi)cs P'gszi)cs P'Eés;)cs ML(S1) = ML(S2) = ML(S3) HDT(S1) HDT(S2) HDT (S3)
RUL prediction MAE (h) 85 112 245*% 95 108 121 62 71 84
Energy efficiency n (%) 91.5 88.2 76.4*% 90.1 89.5 85.3 92.8 91.1 89.4
False positive Rate (%) 1.2 4.5 18.4* 3.1 8.2 11.5 0.5 1.8 29

Cognitive consistency (%) 100 100 100 82.4 71.5 54.2% 99.1 98.5 97.8

Response time (s) 0.15 0.18 0.21 0.28 0.31 0.35 0.22 0.26 0.31

Source: created by the authors

Table 5 explicitly demonstrates that while isolated
modelling paradigms fail under extreme conditions — such
as the physical model’s critical degradation during sensor
faults (S3, where RUL MAE spikes to 245 h and FPR reaches
18.4%) or the ML model’s severe loss of cognitive consist-
ency (dropping to 54.2% in S3) the proposed HDT remains
exceptionally robust across all scenarios. The hybrid mod-
el’s estimated Energy efficiency () is consistently higher
than the physical model’s baseline (e.g., 92.8% vs. 91.5% in
S1). This occurs because the data-driven component is spe-
cifically trained to correct known, systematic thermody-
namic biases present in the simplified physical heat balance
equations, thus providing a more accurate instantaneous
operational efficiency estimate. Overall, the hybrid solu-
tion reduces RUL MAE =20-25% relative to single-approach

baselines, increases estimated operational efficiency, and
maintains strict cognitive consistency Dy < 3%, corre-
sponding to >97% consistency in Table 4) even under se-
vere physical uncertainty. Response time improvements
(0.22-0.31 s) reflect efficient edge-level inference and op-
timised fusion logic. Visualisation of the adaptation dy-
namics and internal metrics of the hybrid digital twin is
an essential part of the analysis, as it enables a quanti-
tative examination of how the balancing mechanism A(t)
responds to increasing physical uncertainty, as well as
how the temporal characteristics of data processing and
the contributions of individual features to the final RUL
prediction change. The set of plots used covers three key
aspects: adaptive redistribution — A(t) vs normalised MAE
(Syup) @s a function of U, (Fig. 8).
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Figure 8. Adaptive balance A(t) and normalised MAE versus physical uncertainty

Source: created by the authors
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Thermal, lubrication, and vibration parameters domi-
nate RUL prediction, aligning with degradation physics of
rotating machinery and confirming consistency between
HDT outputs and the CSM. HDT integration into the SPP
enabled closed-loop cognitive-energetic self-regulation via
A(t) adaptation and ontology/CSM checks, while maintain-
ing physical-semantic consistency (D, <3%) and demon-
strating readiness for shipboard deployment (throughput,
latency, ROI). Fuel consumption and maintenance costs
are reduced by 1.2 — 2.1% relative to Baseline 1, with £1.4%
variance confirming statistical significance. Unlike the
Pure ML baseline, which degrades under sensor failures,
HDT maintains stable optimisation, validating efficiency
gains. The HDT introduces a triple-loop closure paradigm
(data, energy, cognitive), exceeding conventional DT ap-
proaches. Trust and cybersecurity of the HDT are based on
CIA principles, secure data exchange, identity and access
management, and protection of physical and digital sub-
systems in line with NIST and industrial standards adapted
to maritime regulations. This is critical due to the combina-
tion of ML-based anomaly detection and industrial control
constraints. Onboard deployment increases requirements
for cyber-resilience as the HDT interacts with SCADA/DAS,
affects control and maintenance decisions, and exchang-
es data with shore-based cloud systems. Therefore, data
integrity, provenance, model integrity, explainability, and
resistance to manipulation are essential for safe operation
and compliance. Key threats include data tampering, replay
and MitM attacks, model poisoning, adversarial inputs, un-
authorised control commands, supply-chain and insider
risks, as well as cyber-physical attacks such as stealthy data
injection and timestamp manipulation. Thus, protection
goals include CIA principles together with explainability
and auditability as core trust requirements.

Core technical controls and architecture patterns. To
secure the IT/OT integration, the architecture implements
network segmentation (VLANSs) and encrypted channels
(mTLS, DPI-enabled IPSec VPNs) for all SCADA and HDT
communications. Telemetry integrity is maintained by

0.6

0.5

0.4

0.3

Probability density

0 1 2 3

signing data batches with hardware-backed keys (TPM/
HSM) and storing them in an append-only provenance log.
For non-repudiation, the root hash of this log is periodically
committed to an external ledger, allowing for independent
audits. Regarding the ML components, the system relies on
immutable model artifacts. Before deployment, each mod-
el version undergoes cryptographic attestation to verify its
training data hash and validation metrics. Finally, runtime
execution is protected through standard container isola-
tion, role-based access control (RBAC) with MFA for critical
commands, and rate-limiting to prevent cascade failures.

Robustness of ML components. Input validation: plau-
sibility filters using physics-based invariants (e.g. pressure/
temperature ranges, energy conservation rules). Ensemble
and redundancy: combine independent predictors and com-
pute consensus; anomalies are flagged when disagreement
exceeds threshold. To detect sudden or gradual changes in
feature distribution (known as data drift or concept drift),
which may result from model poisoning or adversarial in-
puts attacks, an Autoencoder-based Anomaly Score (S,,,,.,)
is applied. If exceeds a dynamically computed threshold
T, .o (€-8-, set at the 99.9™ percentile of reconstruction er-
rors derived from the validation set), it immediately signals
potential data or model compromise”. The critical thresh-
old T, . . for the reconstruction error is determined em-
pirically from the distribution of errors on a clean, validated
dataset. For high-consequence maritime operations, T,,
is typically set at the 99.9™ percentile, ensuring the false
positive rate (FPR) remains below 0.1%. This data-driven
grounding translates the anomaly score into an operation-
ally certifiable security control. The learned latent space
and weights of the autoencoder act as the digital signature
of the normal operational state, ensuring that the score
accounts for the complex, non-linear inter-feature correla-
tions inherent to the SPP physics. If S, exceeds T, .
it immediately signals potential data or model compromise.
The effectiveness of this reconstruction-based criterion in
separating normal operational noise from malicious input
is empirically demonstrated in Figure 9.

:J High confidence alert zone

Threshold Tthreshold =4.74

— Normal operafion (verified data)
---  Simulated attack scenario
---  Detection threshold (Tinreshold = 4.74)

A

Anomaly score (Sanomaty)

Figure 9. Anomaly score distribution and threshold justification (k = 6 features)

Source: created by the authors
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The plot shows the distribution of anomaly scores
(Synomaty) Under normal and attack conditions, supporting
the selection of T, . .. that minimises FPR while ensuring
high detection confidence. Figure 9 confirms effectiveness:
under attack, the S, . distribution shifts significantly to
the right, indicating successful detection of violations in
inter-feature correlations captured by the covariance ma-
trix K. Setting T, ., ., at p=0.999 ensures an ultra-low false
positive rate while reliably detecting attacks that disrupt
the physical consistency of the SPP. The clear separation
between normal and attack distributions validates recon-
struction error as a robust, mathematically grounded de-
fense against data tampering and model evasion. Addition-
ally, adversarial training of key ML models with plausible
perturbations improves worst-case robustness. Use SHAP/
Integrated gradients to expose per-decision feature contri-
butions; persistent anomalies in explanations (e.g. sudden
change of top features) are treated as indicators of data/
model compromise and trigger alarms.

Monitoring, logging and auditability. Centralised,
tamper-evident logs for: sensor ingest, model inference
outputs, model updates, operator overrides and CSM inter-
ventions. Define operational SLIs (Service Level Indicator)
/SLOs (Service Level Objective) for latency, availability,

Baseéline risk score: 80.00

Legend:
Potential threat area
© Active mitigation layers

and error rates; continuously monitor and alert on de-
viations. Periodic offline forensic checks: re-run past
inference on archived data (reproducibility checks) and
compare to live outputs to detect silent corruptions. To
comprehensively evaluate the system’s security posture,
the baseline threat level must be adjusted by the prac-
tical mitigation efficiency of the deployed countermeas-
ures. Preliminary stress-testing reveals distinct reliabil-
ity tiers for these mechanisms. Cryptographic protocols
(such as mTLS and data provenance) provide the highest
mitigation efficiency (85-95%) due to strict mathematical
guarantees. Analytical ML-based monitoring (SHAP and
anomaly detection) demonstrates moderate-to-high effi-
ciency (70-85%), as its performance is influenced by data
noise and model context. Meanwhile, Human-in-the-
Loop (HITL) policies exhibit lower efficiency (60-75%)
owing to cognitive biases and reaction latency. These
empirical values dictate the overall defensive capability
of the HDT architecture. As validated in Figure 10, the
concentric shield diagram illustrates this cumulative risk
reduction, showing how the staggered deployment of
cryptographic, ML-specific, and operational safeguards
progressively compresses the baseline threat surface
down to a secured core.

Layer 1: Cryptography

Layer 2: ML-specific
controls

Risk reduced to 22.24
E.=0.85

\ Risk reduced to 52.84
\/ E.=0.97
/

Layer 3: Operational / HITL
Residual risk: 9.76
E.=0.78

@ verified safe zone (Residual)

Figure 10. Layered risk mitigation (waterfall plot)

Source: created by the authors

As illustrated in Figure 10, the concentric defence-
in-depth strategy systematically compresses the baseline
risk. Foundational cryptography and data provenance
(Layer 1) reduce the initial risk score from 80.00 to 52.84,
while subsequent ML-specific controls (Layer 2) further
suppress it to a demonstrably low residual value of 9.76.
To accurately quantify the operational impact within
these risk calculations, a composite indicator evaluates
SPP asset criticality through proportionally weighted fac-
tors. Specifically, to prioritise physical safety and system
availability over purely financial losses, the impact as-
sessment allocates a 50% weight to safety risks (reflecting
strict maritime regulations for life and environment), 35%
to vessel downtime (capturing the severe costs of immo-
bilisation), and the remaining 15% to long-term reputa-
tional and commercial liabilities.

Information Technologies and Computer Engineering, 2026, 23(2)

Mapping controls to architecture. The multi-layered
nature of the HDT requires a specialised security frame-
work that goes beyond traditional perimeter defence. As
illustrated in Figure 11, the protective measures are cate-
gorised into three distinct domains: IT/OT security primi-
tives (cryptography, segmentation, and runtime isolation),
ML-specific trust controls (model signing and SHAP-based
integrity monitoring), and cognitive safeguards unique to
the HDT, such as ontological validation and CSM-mediated
corrective actions.

The architecture shown in Figure 11 demonstrates the
necessity of integrating three distinct classes of protec-
tive mechanisms: IT/OT security primitives: cryptography,
provenance, segmentation, and runtime isolation; ML-spe-
cific trust controls: model signing, poisoning protection,
and SHAP-based integrity monitoring; cognitive/semantic
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safeguards: unique to the HDT, including ontology valida-
tion and CSM-mediated corrective actions. Ensuring trust
in HDT outputs requires shifting from perimeter security
to a layer-adaptive control matrix. Since onboard, edge,
and cloud layers have different requirements, protection
must be differentiated: onboard prioritises low latency,
while cloud emphasises deep analysis and auditability.
The architecture embeds trust into the computational li-
fecycle through four integrated mechanisms. First, TPM/
HSM-based hardware trust prevents unauthorised model

: Physical environment (SPP)

replacement. Second, SHAP-based cognitive monitoring
detects abnormal feature importance and triggers an im-
mediate rollback if drift is detected. Third, CSM semantic
validation uses OWL knowledge to ensure thermodynamic
consistency and certification readiness. Finally, data prov-
enance with logs and hash chains enables full forensic re-
construction of the system’s decision-making process. This
multi-layered approach ensures systemic resilience to cy-
berattacks, model drift, and sensor degradation, creating a
trusted environment for SPP management.

Onboard DT (Real-time layer)

Data ingest interface TPM / HSM
(MTLS session) Hardware root of trust
} Attestation
‘ Physical model / ML inference

(Deterministic execution)

Equipment / Telemetry (mTLS)
Physical system
ensors / SCADA/DAS
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Edge-level coordination (Gateway)

Gateway / access
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Provenance log ML CI/CD platform Auditable ledger
(Append-only) Retraining governance) Hash chain commitment]
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Figure 11. Multi-Layered security architecture of HDT SPP and distribution of trust mechanisms

Source: created by the authors

The distribution of protective measures shows that
HDT cyber-physical security requires a coherent approach
across physical equipment, computational modules, and
analytical infrastructure. The integration of cryptogra-
phy, trusted hardware, model validation, and the CSM
forms a unified trust loop. Consistency across onboard-
edge-cloud levels ensures structural robustness and pre-
vents cascading false signals within SPP energy and cog-
nitive circuits.

Practical recommendations and roadmap. To facil-
itate industrial deployment of the hybrid digital twin, a
structured engineering roadmap is proposed: establish
secure data infrastructure using mTLS and signed model
manifests for end-to-end integrity; implement provenance
logs and periodic attestation for forensic traceability and
detection of corruption or unauthorised changes; intro-
duce runtime cognitive monitoring with SHAP-based drift
detection to identify sensor degradation or adversarial
effects; enforce retraining governance with staged roll-
outs (canary deployments) and approval workflows based
on verified datasets; integrate human-in-the-loop con-
trol for validation of safety-critical actions; define and
test incident response procedures including rollback to
signed model versions and isolation of compromised data
streams; and ensure certification readiness by maintain-
ing reproducibility artifacts and verification suites aligned
with maritime regulatory requirements.
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While existing research emphasises data-driven predic-
tive models, as noted by Y. Wang et al. (2023), their practical
deployment in industrial systems is often hindered by data
quality issues and weak OT integration. Hybrid and phys-
ics-informed DTs, according to A. Thelen et al. (2022) ad-
dress these vulnerabilities through uncertainty quantifica-
tion, which is crucial for power systems operating under
partial observability, as demonstrated by J.B. Heluany &
V. Gkioulos (2024). However, even scalable distributed ar-
chitectures, discussed by F. Tao et al. (2022), frequently lack
seamless IT/OT coordination. The proposed API-oriented
architecture overcomes this by implementing a dynamic
semantic interaction layer, advancing significantly beyond
traditional static ontology-based representations intro-
duced by C. Cimino et al. (2019). Furthermore, while ex-
isting literature acknowledges cybersecurity risks inherent
to IT/OT integration, including the studies of S. Suhail et
al. (2021) and M. Homaei et al. (2024), most approaches
treat security as an external layer. In contrast, the present-
ed HDT natively integrates cybersecurity directly into the
operational loop. Thus, this study bridges the gap between
theoretical DT development and real-world deployment by
unifying uncertainty-aware hybrid modelling, dynamic se-
mantic interaction, and embedded cyber-resilience.

While the proposed hybrid architecture operates effec-
tively, it has practical limitations. The Cognitive Simulation
Model (CSM) successfully guarantees physical consistency,

Information Technologies and Computer Engineering, 2026, 23(2)
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but relying on explicit OWL 2.0 ontologies and SWRL rules
creates a scalability bottleneck. Integrating new ship-
board equipment currently demands labour-intensive
manual engineering and deep domain expertise to map
thermodynamic constraints. Another constraint involves
computational load. The NVIDIA Jetson AGX edge node
easily handles the 165 ms inference cycle for a single power
subsystem. However, scaling the CSM reasoning engine to
cover an entire vessel’s machinery in real time could even-
tually breach standard IT/OT latency limits. Future work
must focus on automating the knowledge generation pipe-
line. The application of Large Language Models (LLMs) and
NLP techniques is planned to enable the dynamic parsing
of OEM technical manuals, with semantic relationships and
operational constraints extracted automatically. Beyond
single-vessel applications, upcoming iterations will explore
fleet-wide deployments using federated learning. This ap-
proach can improve the baseline CNN-LSTM model’s ro-
bustness against heterogeneous degradation patterns while
keeping sensitive telemetry data secure on local edge nodes.

Conclusions

An adaptive hybrid fusion mechanism was developed to
balance physics-based and CNN-LSTM models. The in-
troduced exponential authority-shift law (1) dynamically
compensates for operational uncertainty, reducing the re-
maining useful life (RUL) prediction MAE by 20-25% com-
pared to standalone baselines. A CSM relying on OWL 2.0
ontologies and SWRL rules was integrated into the control
loop. This layer filters non-physical predictions, main-
taining physical-cognitive variable consistency in 95% of
computational cycles. The proposed SFDX protocol unified
raw physical telemetry and ontological descriptors. This
ensured consistent data interpretation and self-learn-
ing under incomplete data conditions. The implement-
ed distributed edge-cloud architecture effectively sepa-
rated real-time inference from heavy model retraining.
The infrastructure demonstrated stable operation under
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AHoTaAUif. 3pocTaloua CKIAAHICTb Ta SKOPCTKI BUMOTHM IO HAfiifHOCTI B PEXMUMI peasbHOrO Yacy Cy4acHUX CyZHOBUX
eHepreTyHux yctaHoBOK (CEY) pobnsiTh TpamuiiiiHi umu@poBi OBifiHMKM HELOCTAaTHbO e(eKTUBHMMM, SIKIIO BOHMU
CIIMPAIOThCS BUK/IIOUHO Ha (isuko-MaTeMaTuuHi mopmeni abo mopmeni Ha ocHOBi manux. Kpim Toro, BimcyTHicTh
yHidbikoBaHoi iHTerpanii IT/OT Ta ceMaHTMYHOI Y3TOIKEHOCTI OOMeKye iX MpaKTUUYHEe BIIPOBAIKEHHS B peanbHUX
yMOBaxX MOpPCbKOi eKcruryaTtariii. MeTO JaHOTro AOCTiIKeHHs Oyiu po3pobKa Ta Bamifalis GpeiiMBOPKY ribpumHOro
unudpoBoro nsiitnmka (TT[H), skuii 3abe3sreuye afanTUBHE MOIENIOBAHHS, CEMAHTUYHY iHTeporepabeabHiCTh Ta
6es3reyHy iHTerpaiio B pekuMi peaJbHOTO yacy B MeXax Kibepdismunoi iHGpacTpykTypu cymHa. s DOCSATHEHHS
miei MeTu 6y/l0 3aIIPOMOHOBAHO KOTHITMBHO-aJAaNTUBHY apxiTektypy I'LII. BoHa moegHana ¢i3nuHi TepMoguMHaMiuHi
mogeni 3 komnoHeHTamy CNN-LSTM Ha OCHOBI JaHMX 3a JOIIOMOIOI0 MeXaHi3My JMHaMiuyHOIO [1epepo3nojiay AOBipu
(authority-shift), 1o kepyeTbcs HEBM3HAUEHICTIO B PeXKMMi peanbHOTro vacy. @peiiMBOPK BKIIOUAB KOTHITUBHY iMiTalliiiHy
mopenb (CSM) Ha 6a3i orTosoriii OWL 2.0 Ta ipaBu1 SWRL 11 ceMaHTUYHOI Bamiganii GisuuHux o6MexeHb 6e311ocepenHbo
B KOHTYpi yrnpaBiiHHs. [JoOATKOBO 6y70 BIIPOBAIKEHO IMPOTOKON CeMaHTUKO-(DYHKI[IOHAIBHOTO MOABITHOTO 06MiHYy
(SFDX) mna yHidikanii ¢isnunoi Tesemerpii Ta oHTONOTiUHMX AecKpuTopiB. Taka iHTerpailis KOTHITMBHOI Bamimaiii
Ta JMHAMiYHOTO GasaHCyBaHHSI Mopeseit 3abe3meunsia CTiiiky poboTy B yMOBax JIerpajaiii ceHcopiB Ta Kibepdizmunmux
30ypeHb. ExcrmepumeHTanbHa Bajiijaiist Oyna MpoBefeHa 3 BUKOPUCTAHHSIM —amapaTHO-TIPOTPAMHOTO CTEHIY
(Hardware-in-the-Loop), o imiTye peanbHi ymoBu ekcrutyaTaliii CEY. Pe3ynbTaTyt MpoAeMOHCTPYBaM CTabiIbHYy po6oTy
IpY IBUIKOCTI 06MiHY maHumu moHas 10* oBimomiieHb Ha CEKYHAY, 3 HACKPi3HOIO 3aTPUMKOIO MeHIIe 0,25 CeKyHau Ta
BTpaTo JaHux Meuie 0,3 %. [i6puaHa MoIenb 3HU3MUIA CePeqHI0 MOXMOKY MPOTrHO3YBaHHS 3aMIIKOBOTO KOPUCHOTO
pecypcy Ha 20-25 % MOPiBHSHO 3 i30/IbOBAHMMM MiJX0LaMM, MiATPUMYIOUM (Di3MKO-CeMaHTUUYHY Y3TOIKeHiCTh Ha PiBHI
BiIxuaeHHs MeHIle 3 %. O1iHKa apXiTeKTypu migTBepawia eeKTMBHICTh PO3TIOAIeHO] MapagurmMmu «6opT-Mexa-xmapar»
(onboard-edge-cloud), e yripaBJliHHSI B peaJlbHOMY Yaci BUKOHYETbHCS JIOKAJIbHO, TOZi SIK 0OUMCTIOBAIbHO CKJIIHI 3aAa4i
TepeHaBYaHHsS MOJieiell 1e/IeTyI0ThCS Ha BUIL PiBHi. 3aIIporIoHOBaHMit PpeiiMBOPK CTBOPUB MacIITa60BaHy OCHOBY JJIsI
HaJifHMX Ta KOTHITUBHO iHTerpoBaHuX 1ubpoBux ABitHUKiB CEY

KniouoBi cnoBa: xibepdisnuni cucremMn; ceMaHTUUHA iHTepOIIepabeIbHiCTh; afanTBHe MOLEIIOBAHHS; 3a/IMIIKOBUIA
KOPUCHMUIA pecypc; KOTHITMBHE MOZEIIOBAaHHS
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