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Abstract. In the context of rapid digitalisation and a high level of heterogeneity of contemporary corporate ecosystems,
the problem of fragmentation of the information space, and the emergence of isolated data warehouses becomes a critical
barrier to business efficiency. The purpose of the study was to develop and substantiate a comprehensive methodology
for automating business processes of an enterprise based on the application programming interface — integration of
the application programming interface, combining the choice of optimal architectural patterns with mechanisms for
secure data exchange. To achieve this goal, the researchers applied system analysis of architectural styles, prototyping
of software gateways in Python, and computer modelling of load scenarios in an isolated virtual environment using
Docker containers and the Locust tool. The study involved a comparative analysis of the Representational State Transfer,
Simple Object Access Protocol, and Graph Query Language protocols in terms of performance and network load, which
revealed significant traffic overhead and delays of up to 185 ms when using outdated standards. A hybrid integration
methodology was proposed that combines the Representation State Transfer architecture for mobile clients and Graph
Query Language for web interfaces, which reduced the amount of transmitted data by 73% and reduced the system
response time to 65 ms. A secure data exchange algorithm has been developed based on the use of an intermediate layer
(middleware) and a security gateway (API Gateway), which implement two-level request validation and centralised
access control to neutralise the risks of unauthorised interference. The expediency of using the "Strangler Fig" migration
pattern was substantiated, which allowed for a gradual transition from monolithic enterprise resource planning systems
to microservice architecture through a specialised Python gateway without stopping operational activities. It has been
experimentally proven that the introduction of asynchronous message queues allows the system to maintain stable
operation within 320 ms even at peak loads of up to 5,000 requests per second, in contrast to monolithic solutions that
demonstrate exponential performance degradation

Keywords: heterogeneous IT environments; REST; GraphQL; security gateways; Strangler Fig migration pattern;
middleware; network latency minimisation

Introduction

Contemporary corporate information ecosystems are char-
acterised by a high level of heterogeneity, combining lega-
cy monolithic platforms (Legacy ERP — Enterprise Resource
Planning) with cloud microservices and external SaaS
solutions (Software as a Service). In such conditions, the
critical barrier to operational efficiency is not the lack of
automation as such, but the fragmentation of the informa-
tion space, which leads to the emergence of isolated data
warehouses (“data silos”). As noted by N. Ford et al. (2021),
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in complex digital infrastructures, it is the API gateways
(Application Programming Interface) that become the
fundamental link that allows aggregating data from het-
erogeneous sources, while providing the necessary level of
abstraction for business logic. Practice shows that simply
increasing the number of digital tools without implement-
ing a unified integration strategy leads to an exponential
increase in the complexity of infrastructure support and
delays in decision-making.
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The problem of real-time synchronisation of transac-
tional data is particularly acute, where conventional batch
processing no longer meets the business requirements for
performance. According to M. Niswar et al. (2024), to over-
come network delays in heterogeneous systems, it is crucial
to switch to advanced data exchange protocols that allow
optimising the payload and ensuring information integri-
ty at the API level. This necessitates the development of
new architectural approaches that would ensure seamless
interaction of heterogeneous components, while guaran-
teeing data integrity and protection against unauthorised
access at the level of software interfaces.

In practice, most business entities use a heterogene-
ous set of software products, each of which is responsi-
ble for a separate area of work: CRM Systems (Customer
Relationship Management) for communication with cus-
tomers, specialised software for warehouse accounting,
separate accounting programmes, and payment gateways.
This disparity leads to “information gaps”, when data
from one system does not automatically get to another.
This leads to the need to duplicate information manu-
ally, which increases the risk of errors, increases delays,
and makes it impossible to get real-time analytics. The
solution to this problem is to create a single informa-
tion environment through API integration. As noted by
M. Szewczyk & M. Skublewska-Paszkowska (2025), even
within the same architectural style — Representational
State Transfer (REST) - different server frameworks show
significant differences in response time and resource con-
sumption, which indicates that the choice of a specific
implementation tool is an independent factor in system
performance, independent of the architectural solution.
The solution to this problem is to create a single informa-
tion environment by integrating heterogeneous systems
through application software interfaces, which allows set-
ting up automated data exchange and synchronising busi-
ness processes. According to M. Waseem et al. (2020), the
successful transformation of such heterogeneous envi-
ronments requires the application of deterministic strat-
egies for isolating business functions into independent
APIs, which is crucial for closing “information gaps” in a
monolithic infrastructure. Therefore, the development of
an automation methodology based on API integration is
an urgent scientific and practical task.

A significant amount of research was devoted to the
integration of information systems, in which the key role
was assigned to the API. The problems of transition from
monolithic to microservice architectures were considered
in detail in the study by S. Newman (2015), where the API is
defined as the main interaction contract between services.
The advantages of this approach are independent deploy-
ment of components and reduced time to bring products
to market. The researcher noted that decentralisation leads
to more complex monitoring and debugging of distributed
transactions. The technical aspects of implementing the
RESTful API, in particular, versioning and backward com-
patibility issues, were described by A. Lercher et al. (2024).

E. Bajrami et al. (2024) reported that the lack of a clear ver-
sioning strategy carries the risk of failures in critical busi-
ness processes as the system evolves.

Performance problems of heterogeneous systems were
considered in experimental studies devoted to comparing
the transfer of the state of the representation (REST) and
the graph query language (GraphQL). In particular, the
results of a comparative analysis of the speed and vol-
ume of transmitted data were presented in the paper by
M. Niswar et al. (2024), who demonstrated that the choice
of data exchange protocol significantly affects the per-
formance of microservice architectures, where Graph-
QL can significantly reduce network load by eliminating
over-fetching. The study by M. Matias et al. (2024) con-
firmed that in complex distributed environments, conven-
tional approaches can generate redundant traffic, requir-
ing the implementation of hybrid architectural solutions
for optimisation at the Application Programming Inter-
face (API) level.

API security issues are becoming critical in advanced
information systems. According to the recommendations
of M. Kozlovska & A. Piskozub (2024), the most common
and dangerous attack vectors remain violations of author-
isation at the Broken Object Level Authorisation and the
absence of restrictions on resource use. To counter these
threats, R. Chandra Mouli (2022) recommended the use
of Service Mesh models that provide centralised security
control at the infrastructure level. Contemporary scientific
research has also focused on the introduction of adaptive
protection methods. K.A. Alaghbari et al. (2023) showed the
effectiveness of using machine learning techniques to de-
tect anomalies in Internet of Things networks.

Thus, the available research has formed a strong
technical basis for API design and protection. The issue
of developing a comprehensive methodology that would
combine business requirements, architectural solutions,
and security mechanisms into a single automation pro-
cess remained insufficiently disclosed. This has led to the
need to develop a unified API integration strategy for con-
temporary businesses. The purpose of the study was to
create an integrated approach to automating enterprise
business processes, based on the use of APIs and advanced
architectural solutions and data protection requirements.
To achieve this goal, the following tasks were formulat-
ed: to analyse the main architectural styles of building
distributed systems (REST, SOAP - Simple Object Access
Protocol, GraphQL) and determine promising areas for
optimising the operational activities of the enterprise
through the introduction of microservice architecture;
to perform a comparative analysis of automation tools
based on the Python language in terms of their flexibil-
ity, complexity of implementation, and scalability in the
context of digital business transformation; to develop an
algorithm for building a secure information environment
for data exchange between heterogeneous systems (CRM
and ERP) based on potential cyber threats and implemen-
tation security gateways.
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Materials and Methods

To develop a comprehensive methodology for automat-
ing business processes of the enterprise and evaluating
the effectiveness of the proposed integration solutions, a
comprehensive scientific approach was applied, covering
theoretical analysis, practical prototype, and experimental
verification of results. The choice of research methods was
dictated by the need to ensure high measurement accuracy
in heterogeneous environments and the need to consider
the specific characteristics of modern corporate systems.
The study was conducted in three stages:

1. System analysis of architectural patterns and pro-
tocols. At the initial stage, typical business processes were
decomposed to identify “bottlenecks” in the interaction be-
tween monolithic ERP systems and cloud services. Choice
of system analysis was based on its ability to detect hidden
connections in complex distributed infrastructures. The
REST, SOAP, and GraphQL architectural styles were chosen
for comparison, as they were the dominant standards for
building contemporary software interfaces, each of which
had unique performance and security characteristics.

2. Prototyping of software gateways. For practical test-
ing of theoretical assumptions, a prototype of the integra-
tion system was developed using the Python programming
language and the FastAPI framework. The choice of Py-
thon language was conditioned by the presence of an ad-
vanced ecosystem of libraries for fast implementation of
microservices and security gateways (API Gateway). The
use of such frameworks in combination with containerisa-
tion allows effectively implementing security mechanisms
and providing flexibility for microservice architectures on
an industrial scale. As part of this method, the Strangler
Fig migration pattern was implemented, which helped to
simulate the gradual transition from legacy services to new
microservice modules without stopping the main process-
es (Tereshchenko et al., 2024).

3. Computer modelling of load scenarios. To assess the
fault tolerance and performance of the proposed method-
ology, the Locust load testing tool was used. This method
simulated the work of a large number of concurrent users
(up to 1,000 people) in a controlled virtual Docker envi-
ronment. This allowed reproducing the actual operating
conditions of corporate software without using expensive
physical infrastructure.

To substantiate the choice of architectural style, an an-
alytical model of the total delay in Request processing was
developed (T, ). The request completion time in a heteroge-
neous system was described as the sum of the components:

Tou=Tout Tgw + Tpmc+ T, (1)
where T - network latency, which depends on the chan-
nel width and Hypertext Transfer Protocol (HTTP/1.1 vs
HTTP/2); T, - processing time on API Gateway (authen-
tication, routing); T~ microservice business logic exe-
cution time; T, - data serialisation and deserialisation time,
which significantly depends on the format of the information

representation: XML (Extensible Markup Language) for the
soap protocol or JSON (JavaScript Object Notation) for the
REST architectural style.

The critical factor for comparative analysis was defined
as the parameter T_ . For SOAP that uses XML, the parsing
complexity depends on the depth of tag nesting and was
approximated as:

O(N-D), (2)

where N — number of nodes, D — tree depth. For REST
(JSON), when using optimised libraries (for example, uj-
son in Python), the complexity approaches linear O (L),
where L - line length. It was this mathematical discrep-
ancy that forms the basis for evaluating performance and
optimising traffic.

Experimental modelling of load scenarios was car-
ried out based on a hardware platform with an Intel Core
i7-12700H processor with the allocation of 6 physical cores
for testing needs and 16 GB of DDR4 RAM, which provid-
ed the necessary stability and isolation of the environment
during intensive operations. The software component of
the study was based on the use of Docker containers run-
ning on the Linux operating system (Ubuntu 22.04), whilst
the Locust toolkit (Python) was used to generate network
traffic and simulate the simultaneous activity of 1,000 us-
ers. The choice of containerisation was based on the findings
of F.B. Fava et al. (2024), who proved that Docker provides
minimal performance overhead while effectively isolating
microservice components during stress testing. The test sce-
nario of the study involved executing a GET /api/v1/orders
request with a sample of 50 records from the PostgreSQL da-
tabase, while the payload volume varied depending on the
chosen protocol: for SOAP, the full XML (Extensible Markup
Language) structure was used, and for REST, the minimised
JSON (JavaScript Object Notation) was used.

The comparison of architectural styles was carried
out by a set of key parameters, in particular, by the aver-
age response time (Latency, ms) as the total time from the
moment of request initiation to response, payload size
(Payload, KB) as the actual amount of data transmitted by
the network, bandwidth (Throughput, requests/s) as the
number of successfully processed transactions per unit of
time, and the level of data redundancy (Over-fetching, %).
Validation of the obtained results was carried out by con-
ducting 10 consecutive series of tests for each architectur-
al style, followed by averaging the values, which allowed
achieving statistical reliability of indicators with a maxi-
mum error not exceeding 2.5%, guaranteeing high repro-
ducibility of the experiment and the relevance of the for-
mulated conclusions for real high-load corporate systems.
Limitations of the study included the use of a specific hard-
ware configuration during tests and focusing on a sample
of 50 records, which may vary slightly when working with
large datasets (Big Data). The paper also did not consid-
er specific legal restrictions on cross-border data transfer,
which may be relevant for certain industries.
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Results and Discussion

Comparative analysis of architectural patterns of inte-
gration of distributed system. Contemporary corporate
ecosystems are characterised by a high level of hetero-
geneity, combining heterogeneous services into a single
information space: CRM systems for managing customer
experience, ERP platforms for resource planning, payment
gateways and analytical tools. The key challenge in such
conditions is ensuring interoperability — the ability of
systems to exchange data without hindrance. As practice

shows, outdated architectural approaches often become a
“bottleneck”, which leads to delays in critical transactions
and reduces overall business productivity. To solve this
problem, a comparative analysis of the main architectur-
al styles for building distributed systems was carried out:
REST, SOAP, and GraphQL. It was established that each of
them has a specific impact on the speed of digital transfor-
mation. These indicators were obtained by load testing of
the developed prototype, which was performed in an isolat-
ed virtual environment (Table 1).

Table 1. Results of a comparative analysis of the performance of API architectural styles

Performance indicator REST SOAP GraphQL
Latency, ms 65 185 78
Payload capacity, KB 4.5 9.2 1.2
Throughput, requests/s 850 320 790
Message parsing time (Server-side), ms 2 15 8
Data redundancy (Over-fetching), % 35 60 0

Source: developed by the author

Table 1 showed the performance measurement results
for 1,000 consecutive queries. SOAP showed the worst
performance (185 ms) and throughput (320 requests per
second) due to the significant amount of service infor-
mation in XML format (9.2 KB). This makes it unsuita-
ble for mobile applications, where data usage is a critical
factor. REST showed the best response time (65 ms) due
to the ease of processing HTTP requests, but it has a sig-
nificant drawback in the form of data redundancy (35%).
In the test scenario, the client received a full JSON ob-
ject, although only 3 fields were required, which led to
inefficient use of the communication channel. GraphQL
allowed reducing the response size to 1.2 KB (a decrease
of 73% compared to REST), since the client requested
only the necessary fields. Although the server’s request
processing time has increased slightly (78 ms) due to the
complexity of parsing the request graph, this approach is
most effective for complex front-end systems that aggre-
gate data from multiple sources.

As can be seen from the analysis, the use of the REST
architecture has reduced data transfer overhead due to
the lightweight JSON format, which is crucial for mobile
clients and web applications. Direct Point-to-Point inte-
gration without proper standardisation has led to data
fragmentation and complexity of infrastructure support,
since changes in one service inevitably affect dependent
components. Thus, to build a high-performance automa-
tion system, it is advisable to use a hybrid approach: REST
for fast microservice communications and GraphQL for
optimising client interfaces.

Development of an algorithm for building a secure
environment. The next stage of the study was the devel-
opment of a methodology for automating data exchange
based on potential cyber threats. API entry points, such as
public endpoints and Webhooks, are critical infrastructure

elements. If they are incorrectly documented or not pro-
tected, this creates the risk of unauthorised access and
leakage of confidential corporate information. Special at-
tention was paid to authentication mechanisms, since ac-
cess key compromise (API Keys) is one of the most common
attack vectors. A comparative analysis of the tools showed
that Python, due to a developed ecosystem of libraries
(such as requests, FastAPI, Celery), allows effectively im-
plementing automation scripts that act as a link between
different systems. This was used to develop an algorithm
for creating a secure information environment, which in-
volves the validation of input data, traffic encryption, and
access control (Fig. 1).

The figure showed the algorithm for secure data
exchange between the client application and internal
enterprise systems (ERP) and the sequence of interac-
tion of components for processing the request. First,
the request is sent to the security gateway (API Gate-
way), which acts as a barrier: it checks the validity of
the access token and controls the frequency of requests
(Rate Limiting). This allows filtering out unauthorised
traffic even on the network perimeter, reducing the risk
of DDoS attacks and overloading internal resources. If
the verification is successful, the request is passed to a
Python automation script that checks the data structure
and integration business logic. Next, the script selects
information from the ERP database and converts the
resulting “raw” data to a standardised JSON format for
the response. Ultimately, the gateway returns the result
to the client, completing the transaction. This approach
isolates critical data from direct access from the Inter-
net. The simulation results confirmed that the use of
two-stage verification (at the gateway level and at the
script level) significantly increases the level of security
of the corporate information system.
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Figure 1. Secure data exchange algorithm

Source: developed by the author

A key feature of the proposed approach is that it avoids
a full rewrite of the outdated SOAP services. Instead, the
“Strangler Fig” pattern is used, implemented through a
Python-developed gateway. This allows gradually decom-
missioning old modules, redirecting traffic to new micro-
services transparently for the client. This combination of
migration pattern with Python automatic validation is a
new solution for enterprises with high technical debt. The
proposed algorithm included mandatory implementation
of security gateways (API Gateways). This allowed cen-
tralising traffic management, implementing Rate Limiting
mechanisms to protect against DDoS attacks, and provide
a single entry point for all external consumers. This ap-
proach significantly improved system manageability and
simplified monitoring of security incidents.

Optimisation of operational activities based on
the microservice architecture. It was established that
the transition from a monolithic to microservice archi-
tecture was a necessary condition for ensuring business
continuity under high loads. Microservices allow isolat-
ing individual business functions, making them easier
to scale and update without stopping the entire system.
Asynchronous request processing patterns were used to
improve automation efficiency. This allowed avoiding
blocking resources when performing lengthy operations
(for example, generating reports or syncing large amounts
of data). An important aspect was also the introduction
of hybrid cloud solutions that combine On-Premise and
external cloud APIs, ensuring a balance between security
and flexibility (Fig. 2).

On-Premise Integration Layer Cloud / AWS
Outdated ERP System Analytics
: HTTPS API Gateway Microservice
(Monolith) L
(Bync)

Local

Pubﬁsh

Orders
Microservice

Subscribe

Database

v
Message Broker
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[Asynchronous Queue] \

_+{Async)

Internal Users

External SaaS CRM

Asynchronous data stream

Figure 2. Architectural component diagram

Source: developed by the author
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This hybrid integration platform architecture com-
bines On-Premise enterprise resources and cloud services.
The key element of the schema is an intermediate integra-
tion layer that includes the Gateway API for synchronous
requests and a message broker for implementing asynchro-
nous data processing. As can be seen from the diagram, an
outdated ERP system does not communicate directly with
cloud microservices, but uses a secure channel through a
gateway. The implementation of an asynchronous queue

allows the local system to send order data (fire-and-forget)
without waiting for their processing by an external CRM
system to complete. This prevents blocking of local data-
base resources and increases overall fault tolerance: even
if the cloud segment is temporarily unavailable, messages
are stored in the broker’s queue and will be processed after
the connection is restored. This approach provided a bal-
ance between the security of local data and the flexibility
of cloud computing (Fig. 3).
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Figure 3. Dependence of the system response time on the load

Source: developed by the author

The figure shows the results of a comparative analysis
of the performance of two types of architectures under vari-
able load conditions (from 100 to 5,000 requests per second).
As can be seen from the graph, a monolithic system (dashed
line) shows an exponential increase in response time, reach-
ing a critical mark of 4,500 ms already at 2,000 requests/s,
which indicates that synchronous processing resources are
exhausted. Instead, the proposed microservice architec-
ture using asynchronous APIs (solid line) provides a stable
response time in the range of 45-320 ms, even under peak
loads. This confirms the effectiveness of the implemented
message queue mechanisms and horizontal scaling, which
allows maintaining a high level of quality of service (QoS)
regardless of the intensity of incoming traffic.

Comparative analysis of API integration results in
the context of contemporary scientific approaches. The
results obtained in the course of the study on the effec-
tiveness of hybrid API integration require a deep compara-
tive analysis with existing scientific developments to verify
their scientific originality and practical significance. The
central aspect of the discussion was the choice between
the REST and GraphQL architectural styles, which in con-
temporary literature is often seen as a dilemma between
development speed and network resource efficiency. Com-
paring the latency indicators established in this paper with
the results obtained by ]J.V. Joyce et al. (2024), some cor-
relation can be observed, but with significant differences
in the interpretation of data redundancy. In particular, the
researchers emphasised that REST remains a widely used
protocol in microservice environments, but it does not
consider the critical impact of “over-fetching” on mobile

devices in conditions of limited bandwidth. The current
study complements these results by demonstrating that
using GraphQL can reduce the amount of data transmitted
by 73%. This confirmed the thesis that for client interfac-
es, the complexity of parsing the request graph (which in
the presented tests increased the processing time to 78 ms
compared to 65 MS in REST) is a justified fee for significant
optimisation of network traffic.

The security issue revealed through the implementa-
tion of Python-middleware and the gateway API was re-
flected by S. El Kafhali et al. (2022), who investigated the
use of adaptive algorithms to protect gateways. In contrast
to their approach, which focused on intelligent anomaly
detection, the methodology proposed in this paper is based
on deterministic two-level query validation. This helped to
ensure a lower level of false positives in corporate systems,
where the structure of business transactions is clearly reg-
ulated. This comparison shows that for critical financial or
ERP operations, strict gateway-level validation is a higher
priority than flexible but less predictable machine learn-
ing methods. Investigating the authentication problem,
C.L. Aldea & R. Bocu (2025) pointed out the complexity
of token management in distributed environments, where
each microservice can have its own validation logic. The
researchers considered token-oriented schemes as a poten-
tial source of delays due to the need for constant access to
authorisation servers. Current study has proposed a solu-
tion to this problem through centralisation in the Gateway
API and proved that with the correct configuration of token
caching at the gateway level, the total response time re-
mains within the acceptable 65 ms.

40 Information Technologies and Computer Engineering, 2026, 23(2)



Zahorulko

Comparison of scaling strategies deserves special at-
tention. The study by N.R. Mandala (2022) on enterprise
networks focused on the effectiveness of optimising data
structures to reduce workload. In the proposed simulation,
automation of enterprise business processes is represent-
ed by a different approach-the use of asynchronous mes-
sage queues (for example, RabbitMQ or Kafka). Compared
to conventional synchronous models, which, as shown in
Figure 3, achieved critical degradation as early as 2,000 re-
quests/s, the proposed architecture demonstrated linear
dependence and stability even at 5,000 requests/s. This
suggests that implementing asynchrony is a more effective
method of dealing with peak loads in ERP systems than the
methods proposed by the authors, which focus exclusively
on data optimisation.

In particular, the method of migration through the
“Strangler Fig” pattern deserves a separate discussion in
the context of research by C.-Y. Li et al. (2020) and A. Pry-
hoda (2024). In particular, C.-Y. Li et al. (2020) proposed
an approach to migration based on combining the Stran-
gler Fig pattern with Domain-Driven Design and tested it
on a monolithic application of the Green Button system,
demonstrating the practical applicability of this approach
for step-by-step decomposition. In turn, A. Pryhoda (2024)
considered the transition to microservice architecture in
the context of protecting CRM systems, while emphasising
that the decentralised application of authorisation at the
level of individual microservices can lead to inconsisten-
cies in security policies — which actualises the need for a
centralised gateway. Furthermore, J. Bogner (2020) identi-
fied this pattern as one of the safest for cloud migrations,
but noted the risk of more complex monitoring due to the
appearance of intermediate layers. The current study pro-
posed a specific implementation of this layer in Python,
which allows not only redirecting traffic, but also perform-
ing data transformation on the fly (Data Mapping). This
extends existing approaches by providing practical tools to
bridge the “information gaps” between legacy SOAP servic-
es and advanced REST interfaces without completely shut-
ting down the business.

Thus, comparative analysis confirmed that although
individual components of API integration are described
in detail in the literature, it is their hybrid combination
and specific implementation for heterogeneous enterprise
systems presented in this paper that provides a synergis-
tic effect in improving the speed and security of automa-
tion. Generalisation of the results obtained indicates that
the key factor of efficiency is not the choice of a separate
technological approach, but their coordinated integra-
tion within a single architecture. The proposed approach
demonstrated the ability to adapt to variable loads and se-
curity requirements, which makes it promising for imple-
mentation in complex corporate information systems.

References

Conclusions

As a result of the research, the goal was fully achieved;
the proposed strategy helped to effectively overcome
the problem of enterprise data fragmentation and en-
sure seamless interaction between legacy monolithic
platforms and contemporary cloud microservices. In the
course of the study, an in-depth comparative analysis
of architectural styles was carried out, which revealed
significant limitations of the SOAP protocol in terms of
speed and traffic redundancy. Experimental modelling in
an isolated virtual environment has shown that switch-
ing to a hybrid model that combines REST interfaces for
mobile applications and GraphQL for complex web inter-
faces was the most rational solution. Implemented based
on the Python language and the FastAPI framework, the
software gateway has proven its effectiveness as a cen-
tralised point of security and routing control. Testing un-
der critical load has shown that the use of asynchronous
message queues allows the system to maintain fault tol-
erance even at an intensity of 5,000 requests per second,
keeping the response time within acceptable values. In
addition, practical testing of the “Strangler Fig” migra-
tion pattern demonstrated the possibility of phased up-
dating of the enterprise’s IT infrastructure without stop-
ping its operational activities.

The results showed the possibility of changing the
integration paradigm from simply connecting systems
to creating a holistic, secure, and scalable ecosystem.
This allowed businesses to significantly reduce technical
debt, minimise the number of manual operations, and
ensure high-speed digital business transformation. The
proposed methodology created a theoretical basis for de-
signing systems that can flexibly adapt to changing mar-
ket conditions and cybersecurity requirements. Prospects
for further research are seen in the development of adap-
tive load balancing mechanisms using machine learning
methods to predict user activity peaks. This will allow
the system to move to proactive resource management,
ensuring automatic allocation of computing power even
before delays occur. The implementation of such intel-
ligent models will not only guarantee a stable response
time, but also significantly optimise the operating costs
of the cloud infrastructure by dynamically scaling nodes
in real time.
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Zahorulko

MeToponorisa asToMaTusauii 6iaHec-npouecis NigNPUEMCTBA
Ha ocHosi APIl-iHTerpauii

OmMuTtpo 3aropynbko

AcnipaHT

HepxaBHunin yHiBepcuTeT «KUIBCbKMIA ABIALLIMHNA IHCTUTYT»
103058, npocn. J1. Tysapaq, 1, M. Kuis, YkpaiHa
https://orcid.org/0009-0000-9402-3390

AHoTauid. B ymoBax ctpimkoi nydposisaliii Ta BUCOKOTO PiBHS reTepOTeHHOCTI Cy4aCHUX KOPIIOPATUBHUX €KOCUCTEM,
npo6iema ¢dparmenTarniii iHbopMaliifHOTO MPOCTOPY Ta BUHMKHEHHS i30/IbOBAHMX CXOBUIL JAHMUX CTA€ KPUTUIHUM
6ap’epom s edexTuBHOCTI 6i3Hecy. MeTolo cTaTTi 6yna po3pobka Ta OOGIPYHTYBaHHS KOMIUIEKCHOI MeTOZOOrii
aBToMaTu3alii 6i3Hec-TpolleciB MigNpMeEMCTBA Ha OCHOBI iHTepdeiic MPUKIALHOrO MPOTpaMyBaHHS — iHTerparii
inTepdeiicy mpuKIagHOTO IPOrPaMyBaHHS, IO MOENHYE BMOIp ONTUMaTbHUX apXiTEKTYPHMX MATEPHIB i3 MexaHi3MaMu
3aXMIEHOT0 06MiHy maHuMM. sl JOCSITHEHHS IMOCTaB/IeHOI MeTM 3aCTOCOBAHO CUCTEMHMI aHasi3 apXiTeKTypHUX
CTWJIiB, TPOTOTUITYBAHHS MPOTPaMHMX IITI031B MOBOI0 Python Ta KoMIT'I0TepHe MO e/MI0BaHHSI ClleHaPiiB HaBaHTasKeHHS
B i30/IbOBAHOMY BipTyajJbHOMY cepefoBHINi 3 BMKOpUCTaHHIM Docker-koHTeiiHepiB Ta iHcTpyMmeHTY Locust. V xomi
IOCJTiIKEHHST TIPOBEJIEHO TOPiBHSIbHMIA aHasli3 MpoToKoliB Representational State Transfer, Simple Object Access
Protocol ta Graph Query Language 3a KpuTepisiMu MIBUIKOAIT Ta HABAHTAasKEHHS HA MepPesKy, 110 J03BOIWIO BUSIBUTU
KPUTUYHY HAJJIMIIKOBIiCTh Tpadiky Ta 3aTpMMKM 10 185 MC IpyU BUKOPMUCTAHH] 3aCTapiiMX CTAHIaPTiB. 3aIIPONIOHOBAHO
ri6puagHy MeTOJ0JIOTiI0 iHTeTpallii, ika KoM6iHye apxiTekTypy Representational State Transfer mjist MOGiTbHMUX KITi€HTIB
ta Graph Query Language 151 Be6-iHTepdeiicis, 1m0 3a6e3meunao CKOpoUeHHs 06Csry nepenaBaHuX AaHuX Ha 73 %
Ta 3MEeHIIeHHS Yacy BiATyKy cucTeMu Oo 65 Mc. PO3p0o61eHo aaropuTM 3axXMIeHOT0 0OMiHy JaHUMM, M0 6a3yBaBCs
Ha BMKOPMCTaHHi npomisxkHoro mapy (middleware) Ta nutio3y 6esnexku (API Gateway), siKi peasi3yioTh IBOpPiBHEBY
Ba/lifalil0 3aluTiB Ta I€HTPali30BaHMii KOHTPOAb [OOCTYIY [OJg HelTpanizalil pU3MKiB HECAHKIIOHOBAHOTO
BTpy4yaHHs. OGIPYHTOBAHO JNOIIbHICTh 3aCTOCYBaHHS MaTepHy Mirpaiii «Strangler Fig», 1o 103Bossie€ 3MiliCHIOBATH
MOCTYTIOBMIA MepexiJ BiJ, MOHOMITHUX CUCTeM IIaHyBaHHS pecypciB MiANPUEMCTBA A0 MiKpOCEpPBiCHOI apXiTeKTypu
yepes cremnianizoBanuii Python-muio3 6e3 3ynmuHKM onepauiiHoi misyibHOCTi. EXCIIEpUMMeEHTaNbHO AOBEIEHO, IO
BIIPOBAJIKEHHSI ACUMHXPOHHMX 4Yepr MOBiZOM/IEHb AO3BOJSIE CUCTEMi MiATPUMYBATM CTabiibHY pPO6GOTYy B MeXKax
320 mMc HaBiTh MpM MiKOBMX HaBaHTKeHHsX A0 5 000 3amuTiB 3a CeKyH[IY, Ha BiIMiHYy BiJ, MOHOJIITHUX pillleHb, SIKi
IeMOHCTPYIOTh €KCIIOHeHIlia/IbHY JlerpaAallilo MBUAKOIi1

KniouoBi cnoea: rereporenni IT-cepemosuina; REST; GraphQL; nutosu 6Gesmeku; maTepH mirpaiiii Strangler Fig;
MIPOMi’KHe TIporpaMHe 3ab6e3MeveHHs ; MiHiMi3allisl MepeXXeBUX 3aTPUMOK
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